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1 Oo0mue CBenenus

1.1 OcnoBublie cBegenus o IIK «Mpuanym»

[narpopma Buprtyanmuzauuun I[IK «Mpuanym» — 3TO MHOTOKOMIIOHEHTHOE

U3ACIUC, IIPCAHA3HAYCHHAA OJIA MCITIOJIb30BaHMA B KIIMCHT-CCPBCPHBIX CUCTCMaAX.

I[IK «puanym» BKIIOYEH B E€OUHBIA PEECTP POCCHUUCKHUX MPOrpamMm s
AIEKTPOHHBIX BBIYMCIUTENbHBIX MAIIMH U 0a3 1aHHbIX MUHKOMCBSI3U Poccuu —

peectpoBas 3anmuch Nel6819 ot 01.03.2023.

I[IK «Upuanym» SBISIETCS KOMIUIEKCHBIM PEMICHUEM [UJI CO3JAaHHS Kak
KJIACCUYECKUX KOHBEPTEHTHBIX, TAK U TUIIEPKOHBEPIEHTHBIX BUPTYaIbHBIX CPEI.
N3penne mnopaepxkuBaeT pabOTy € KIACCHUYECKUMU CUCTEMaMH XpaHEHUs
nanubix (CX]I) mo mporokonam Fibre Channel, iISCSI, NFS. IIK «Upuguym»
TaK)Ke€ MOXET OBITh HCIOJIB30BaH [JI Pa3BEepPThIBAHUS THIEPKOHBEPTEHTHOTO
pacnpeaeneHHoro mnporpammHo-onpeaensiemoro CXJl Ha 06a3ze JOKaJIbHBIX
JIMCKOB, YCTAHOBJICHHBIX B (DU3UYECKHE XOCThI, 0€3 HCIOJIb30BAHUS

Kinaccuueckon pasnpenssemor CXJI. bnawxkaimmii anamor — npoaykr VMware

vSAN.

1.2 Hasuauenue IIK «Mpuauym»

Cdepa npumenenus [1K «puauym» — Kak OpeAnpUsITUS TOCCEKTOpa, TaK U
kommepueckue npeanpustus. [IK « Apuamym» MoxkeT ObITh HCIIOJIB30BaH KaK Ha

MPEANPUATUSIX KPYITHOr0o OM3HEca, TaK U CPEHETO U Ja)xe MajJoro Ou3Heca.

B cocraBe IIK «Mpuguym» ecTtb Bce HEOOXOAUMBbIE HHCTPYMEHTHI IS
OECIIOBHOM MHUIpallMy HArpy30K C JIFOOBIX UMIIOPTHBIX CUCTEM BUPTYyalln3alluu
(takux, kak VMware vSphere u Microsoft Hyper-V), a Takxke c nro0bix

OTCYCCTBCHHBIX CUCTCM BUPTYaAJIU3al[HH.



RU.VI'C®.00001-01 92 01

1.3 KoMIJIeKTHOCTL U31eJIus

OO0o3HaueHue u3aeIus Haumenosanue Komnu| Ilpumeuanue
U3Jenus €CTBO

RU.VITC®.00001-01 1 TIporpammubiii komiuieke “Upunuym” B

IIpumeuanue 5
COCTaBeE:

1.1 IlporpammHoO-annapaTHbIi
MBPI1.468313.001 [Ipumeuanue 6

koMmiuiekc (ITAK) “T"opuzont-BC”

1.2 Cucrema xpanenus nanssix “Iltopm’
RU.KHPII.00007-01 [Ipumeuanue 7

b

1.3 TlporpammHoOe obecriedeHme
noacucremsl VDI

1.4 IIporpammublii KoMIuieke «CpeacTBo
yIpaBiIeHUs eAUHUYHBIM X0cTOM [1B)»
1.5 Ilporpammuslii koMIuieke «CpeacTBo
yIpasieHus rpynmoit xoctos 1By

1.6 MHOTO()YHKITHOHAIBHBIA KOMILJIEKC

61649217.401200.003 | ceresoii 3ammtsl «Diamond VPN/FW» [Tpumeuanue 10
(penaxuus aas K «Mpuanym»)

RU.KHPIII.00006-01

RUJIHT®.00001-01 [Ipumeuanue 8

RUJIHT®.00002-01 [Ipumeuanue 9

[Ipumeuanus

1 KonuaecTBO 11 HA0Op COCTABHBIX YACTEH ONpeeNsIeTcs Mo pelIeHnIo 3aKa3yrka criennukanuei
[IOCTABKH.

2 KonmnuecTBo onpenenseTcs cnerudukanmueit mocTaBKy.
3 CocraBuble yactu [IK “Upuanym” nocrasnstorces Ha oqHoM USB-HocuTerne.

4 B mpunokeHun A JaHbl KOHTPOJbHBIE CYMMbBI HEM3MEHSIEMBIX KOMIIOHEHTOB IPOIPaMMHOIO
obecnieuenus (I10) 1K “Upunnym”.

5 ITporpaMMmHBIi koMmIuieke “Upuanym” 3apeructpupoBas B Peectpe poccuiickoro nporpaMMHOTo
obecnieuenus (3amuck B peectpe oT 01.03.2023 Ne16819).

6 Kommieke nporpamm “Tepmunan-Cepsep” u3 coctaBa [TIAK “I"opuzont-BC” 3apeructpupoBan
B Peectpe mporpamm 11 OBM (cBuaeTenbeTBO 0 rocynapctBeHHoM peructpanuu Ne 2016618025
ot 19.07.2016). Ceptuduxar coorBeTcTBHsI TpeboBaHUsIM Oe3omacHocTH HH(popmaru Ne 3723
BeIaH PCTOK Poccun 21.03.2017, nerictBureneH no 21.03.2025.

7 Cucrema XxpaHeHus pnanHbix "lltopm" 3apeructpupoBana B Peectpe poccuiickoro
MPOrpaMMHOTO oOecnieueHus (3amuch B peectpe ot 13.02.2023 Nel6626).

8. IlporpammHblii kommiekc «CpencTBo ynpaBieHMs €IMHUYHBIM XocToM [IB» dBisercs
ONnuUUOHAIBHO BXoAsamuM B coctas [IK «Mpunnym» KOMIOHEHTOM

0.IlporpammMHsIil KoMIuieke «CpencTBo ynpasiieHus rpymnmnoit xoctos I[1By» sBisgercs onuuoHanbHO
Bxo MM B cocTaB 1K «puanym» KOMIOHEHTOM

10 IIpaBa Ha MHOroQyHKUMOHANBHBIM KOMIUIEKC cereBoi 3ammThl «Diamond VPN/FWy

npuraieskatr 000 «TCCy. Ceptudurar ®CTIK Poccuu Ne 4066 neiictutenen no 24.01.2024,

Ha COOTBETCTBHE TpeOOBaHMAM JOKYMEHTOB: TpeOGoBanusi nosepus (4), TpeboBanus xk MO,

[Mpoduns 3amutel MO(A derBepToro kiacca 3amutel. UT.M3.A4.113), [Ipoduns 3ammrer MO(b

yerBeproro knacca 3amutel. MT.MD.B4.113), [Ipoduns 3ammrel MO(B dyerBeproro kiacca)
5
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sanutel. UT.MD.B4.113), Tpebosanus k COB, [Ipodunu 3ammrer COB (cetn ueTBepTOro Kiacca)
zamutel. UT.COB.C4.113).

1.4 ®ynkuuoHajabHbie BO3MOkHOCTH ITK « Apuanym»

[IK «Upuanym» obecrnieunBaer:

— YCTaHOBKAa HEMOCPEJICTBEHHO Ha ammapaTtHoe o0ecrneueHue 0e3
MCIIOJIB30BaHUs XOCTOBOM OMEPAIIMOHHON cUCTeMBI (TUunepBu3op 1 Tumna);

— CO3/IaHUE€ W YIPABJIEHUE BHUPTYAIbHOM CPEJOW HA TPYIIE CEPBEPOB
(kmactepe);

— MOJJIePKKa IpaUUECKOro yCTaHOBIIUKA;

— o0beauHeHHe (PUBMYECKUX CEPBEPOB B Kiactep 10 64 y3Io0B,
o0ecrneunBaOIINX MOCTOSTHHYIO JOCTYITHOCTh BUPTYalbHOW MAIIMHBI C YUCIOM

BUPTYaJbHBIX MPOIECCOPOB HE MeHee 4, JAake B ciaydae OTKa3a (PU3UYECKOTro
cepBepa;

— o0OecrmeueHre BO3MOXKHOCTH MCIIOIL30BaHUs B KadecTBe rocteBoiit OC
OTIepallMOHHBIX cUcTeM ceMercTB Linux, Windows;

— (DYHKIIMOHUPOBAHUE CPEJICTB 3aUIUTHI HH()OPMALINH:

— BUPTYaJIbHBIX CUCTEM OOHAPY>KEHUS BTOPKEHUS;

MCIKCCTCBBIX DKPAaHOB;

— AHTUBHPYCHBIX CPCICTB,

CPCACTB aHAJIM3a 3allIUINCHHOCTH,

cpencTB 3amuThl HHPopmaruu ot DDoS arak;

— CpEJIICTB KOPPENAIUN COOBITHIM 0€301TacCHOCTH;

CPEACTB KOHTPOJISI yTeUuku MHPopManuu u3 UHGOPMAIMOHHON
CUCTEM;

— HaiMu4uhe CepTUPUIMPOBAHHON UM HecepTU(DUIIMPOBAHHON BepCcHUU

U3NICTINS,
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— noanepxka gynkuun Multipathing;

— co3gaHue BUPTyalbHBIX MamuH (BM), ux 00pa3oB u 1mablioHOB C
noAAepkkoit 32 u 64-OUTHBIX TOCTEBBIX OMEPAIMOHHBIX CUCTEM;

— BO3MOXKHOCTb co3fianusi BM 3 HacTpanBaeMbIx 111a0JIOHOB C TOMOIIBIO
rpauyecKoro U KOHCOIbHOTO UHTEP(PEICOB;

— BO3MO>KHOCTb IpynmnoBoro co3nanus BM u3 ma6ioHOB;

— noaaepxkka B BM no 140 BupTyanbHBIX TPOLIECCOPOB;

— BO3MOKHOCTb ymOpaBieHus KoHurypauueit BM ¢ mnomomisio
rpauyecKoro ¥ KOHCOJIbLHOTO UHTEP(PENCOB;

— BKJIIOYAET B COCTaB, MpPOrpaMMHOE OOEeCleueHHe ISl yIpaBICHUS
BUpTyaJdbHbIMU pabounmu mectamu (VDI);

— MOJJIEPKKA PAa3IUYHBIX CIIEHAPUEB BUPTYyaIU3alMUd pabOYNX MECT — C
OIHUM WJIM HECKOJbKUMHU OpokepamMu (C OaJlaHCUPOBKOM), BHYTPU OJIHOTO
KJIacTepa WK C BBIICIEHHBIM Kiactepom VDI

— BO3MOXHOCTh M3MEHEHUS KOJWYECTBA BBIACIEHHBIX IPOLECCOPOB U
pa3Mmepa OnepaTUBHOM MaMsITH BUPTYAJIbHBIM MalllMHaM O€3 3aBEpIICHUS UX
(YHKIIMOHUPOBAHUS,

— BO3MOKHOCTb MOJAKIIFOYEeHUA K BM yCTpOUCTB U3 cOoCTaBa ammapaTHbIX
CPEACTB, Ha KOTOPBHIX (YHKIIMOHUPYET CEpBEpHasi 4acThb M3JEIUs, BKJIOYas
ycrpoiictea USB 3.0;

— BO3MOXHOCTh HHTETPAIMA C BHEIIHUMU CHUCTEMaMH YIIPABJICHUS U
MOHUTOpPUHTA JUIsi cOOpa CTAaTUCTUKUA MPOU3BOAUTEIBHOCTH U KOHTPOJIS
cocrossaus (moaaepxkka mpotokoaoB: SNMP, SSH, CLI, CIM, APl u T.1.);

— BO3MOKHOCTb J100aBJIEHHSI BHUPTYaJbHbIX JUCKOB B TOCTEBYIO
OTEPAIIMOHHYIO CUCTEMY U YBEIIMUECHHE X pa3MepoB 0e3 ocTaHOBKU BM;

— moajepxka oTkpbiToro cranaapra Open Virtualization Format (OVF);

— BO3MOXHOCTb NOJKITFOYEHHUS BHEIITHUX XPaHUIUIL 110 poTokoiy FC;

— BO3MOHOCTb KJIOHMpOBaHUs BM;
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— BO3MOXHOCTb  CO3/IaHUSI  KJACTEPOB  BBICOKOM  JOCTYIHOCTH,
BBINOJIHAIOIIMX Iepe3anyck BM B cirydae BbIX0a U3 CTPOs y3J1a KIacTepa;

— BO3MOXKHOCTb nepenoca BM Mexy y3namu kiactepa 0e3 npephiBaHuUs
Tpaduka;

— o0ecreueHue ABTOMATHUYECKOTO pacnpeneneHus CcepBEPOM
BUPTYyaJIU3alluu PECYpCcOB MeX Ay padoTatomumu BM;

— Murpamusi JuckoB pabortaronux BM mexnay xpanunumamu 0€3 ux
OCTaHOBKH,;

— CEpPBUCHBIH PEXHUM  OOCITYyKMBAaHHUS y37da C aBTOMATUYECKUM
nepemerenrneM padortarnux BM 6e3 ux ocTaHOBKH;

— BO3MOXHOCTh  IEHTPAJIU30BAHHOIO  YIPABJICHHUS  KIACTEPaMH,
CEPBEPHOM 4YaCTBIO M3IENMSA HA BCEX y3JIaX KJAcTepa BBICOKOW JOCTYIHOCTH,
XPaHWJINIIAMU U BUPTYyaJIbHBIMU KOMMYTaTOPaMHU;

— BO3MOKHOCTb MOHHUTOpPUHTa pPabOTOCHOCOOHOCTH W HCMHOJb30BAHUS
pecypcoB BM;

— MOAAEPKKA BHUPTYAJIbHBIX KOMMYTAaTOpOB ¢ TexHonoruein VLAN
(Virtual Local Area Network);

— noaxiiroueHne kK BM no nporokony SPICE USB-ycTpoiicTB n3 cocraBa
amnmapaTHbBIX CPEJICTB, HA KOTOPHIX QYHKIIMOHUPYET KIUEHTCKAs 4YacTh U3/IEIHS;

— BO3MOXHOCTbh OTPAaHUYEHUS JJISI CETEBOTO U JUCKOBOTO BBOJIA-BBIBOJIA
BM Ha 0CHOBE UX IPyNIIOBBIX W UHAUBUAYAIBHBIX HACTPOEK;

— TOAAEPKKA MEXaHU3MOB ONTUMU3AIMU ONEPATUBHON MaMSITH:

— JeIyIUIMKaluWs CTPaHMUII;

— JMHAMHUYECKOE PaCIpPEICIICHUE;

— BBITPY3Ka B (paill moAKayKu, 001aCTh MOAKAYKH,
c(hopMUPOBaHHYIO HA TOCTOSTHHOM HaKOMUTENE, JINO0
OIEpATUBHOM MaMSITH;

— Memory Balooning;
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— BO3MO>KHOCTb CO3/IaHUs JTUHAMHUYECKU pacuIupsIoIerocs
BUPTYaJbHOI'O JUCKOBOro MpocTpancTBa BM c obecrieueHrneM BO3MOKHOCTH
BBIJICJICHUS COOTBETCTBYIOIIMX amnmapaTHbIX CPEeACTB ((PU3MUECKUX TUCKOB,
0JIOKOB (pM3MYECKHUX ITUCKOB) MO MEpE 3aMOJHEHHS BUPTYaJIbHOTO AMCKOBOTO
npocrpanctea BM;

— KJIMEHTCKOE TMpUWiIokKeHue ¢ Tpaduyeckum uHTEpercoM it
noakroueHus Kk BM;

— moJJepkKKa paboThl ¢ KOHTEHHEpaMU,

— BO3MOXHOCTh paboThl ¢ xpanunumem LVM, a Takke HCIOJIb30BaHHE
TexHoJioruu TOHKUX ToMOB LVM Thin Provision;

— TOJJIepKKa CO3AaHus MporpaMmMHo-onpeaensemorn CX/I;

— BO3MOKHOCTb MapajuieIbHOTO JOCTyna HecKoiabkux BM k omHOMy
BUPTYaJIbHOMY JUCKY;

— BO3MOKHOCTb IIEHTPAJIM30BAHHOTO OOHOBJIEHUS C HCIOJIb30BAaHUEM
IITATHBIX CPEJICTB;

— BO3MO>KHOCTb pe3epBUPOBAHUS unrepdeiicon yIpaBiIeHUs
UHPPACTPYKTYpOH BUPTyaIu3aluu;

— BO3MO’KHOCTb pa3MeIleHUs] KOHTpoJUIiepa Ha XOcTe (0€3 UCTIOIb30BaHUS
JOTIOTHUTEIIBHOTO (PU3UYIECKOTO cepBepa);

— BO3MOXKHOCTB CO3JIaHHUS CHAIIIOTOB BM;

— murpauus BM u3 cpen Buprtyanusamnuu, B ToM uncie VMware;

co3gaHue 1madioHa Ha 0a3e cyuecTByromeil BM.

— noxanepxka Affinity Rule — pa3meiienne BriOpannbix BM Ha oaHOM
xocTe BupTyanuzanuu u Anti-Affinity Rule — pa3Memenne BriOpannbix BM Ha
Pa3HBIX XOCTaX BUPTyaJIU3aLUU;

— obecnieueHre UACHTU(PUKALNY U ayTeHTUPUKALUHA CyOBEKTOB JOCTYIIa

(monb3oBatenel U AIMUHUCTPATOPOB) A0 IPEAOCTABICHUS AOCTYIA K (DYHKIUSAM
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BUpPTyaJu3allid U YIPABICHUS B TOM UHCIE B PEXKUME B3aUMOJICUCTBUS CO
CpeACTBAMHU CO3JaHUs €IMHOTO MPOCTPAHCTBA MOJIb30BATENECH;

— 3anyck BM B Buae otnenbHOro mpoinecca, (GyHKIIMOHUPYIOIIETO OT
MMEHM YUYETHOMW 3amucu CyObeKTa JocTyna (M0JIb30BaTelisA) ¢ yHACIEIOBAHUEM
€ro MaHJaTHBIX aTpUOyTOB;

— 3ammTa (ainoB-o6pazoB  BM or Momudukanumm B mOpoliecce
¢dbyukimonupoBanus BM;

— perucTtpanus COOBITUM C UCTIONB30BAHUEM CPEACTB LICHTPAITM30BAHHOTO
MPOTOKOJIMPOBAHUS;

— peryisipHoe OOHOBJIEHUE [JIs HEWUTpaIu3aluu yrpo3 SKCILUTyaTaluu
YSA3BUMOCTEM;

— YIpaBJIeHUE JOCTYNOM CYOBEKTOB JOCTyna K OOBEKTaM JIOCTyla B
BUPTyaJbHOM HHPPACTPYKTYpE, B TOM YUCJIE BHYTPU BUPTYaTbHBIX MAIlIVH;

— pa3bueHue  BUpPTyadbHOM  MHQPPACTPYKTYyphl  HAa  CEIMEHTHI
(cerMeHTHpOBAaHHE  BUPTYallbHOW  UH(PPACTPYKTYphl) 1 00pabOTKH
MH(pOpMAaIU OTAENIbHBIM MOJb30BaTENEM U (MJIU) TPYIIION MOJIb30BATENIEH.

— uHTepdelc Ha PYCCKOM SI3bIKE C BO3MOKHOCTBIO MEPEKIIOUCHHS Ha
WHOCTPAHHBIN SI3BIK.

— HaJIM4YKhe BCTPOCHHOTO (YHKIIMOHAIA PE3EPBHOTO KOMHUPOBAHUS, a
TaKkk€ BO3MOXHOCTh MHTETPAllMM C TMPOrPAMMHBIM OOECleUeHHeM ISt
PE3EpBHOTO KOMHUPOBAHUS, BHIMIOIHSIONIMM KaK areHTHOE, Tak U 0e3areHTHOE
pe3epBHOE KOMMMPOBAHUE M BOCCTAHOBJICHUE KaK caMuxXx BM, Tak u ux 1ma010HOB,
00pa3oB U JUCKOB B pa3lUyHbIX (popMarax (BKIIOYas qCOW?2), Ha pa3iUyHBIX
TUIax ToMoB (BKJIto4as lvm, ceph u S3-xpanunuiia).

Apxurekrypa [IK «Upuanym»

[Ipu cozmanum IIK «Mpuamym» Mbl MmOcTapaquch MaKCUMalbHO MPHUOIU3UTH

MOJIb30BATEILCKUM OMNBIT aAMHUHUCTPATOpPAa K TAKOBOMY i mpoaykra VMware

vSphere. Beb6-untepdeiic cucremMbl OpKeCTpallid W OJWHOYHBIX XOCTOB

10
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Buptyanuzanuu [IK «Upugnym» MakcMMallbHO TOYHO COOTBETCTBYET BeO-
unreppeiicy VMware vCenter (cucrema opkecTpauuu B Tpoaykre VMware
vSphere). [lo npubnusutensHpiM orieHkaM B Poccutickoit deaeparun 6omee 100
ThICSIY crienanucToB o VMware vSphere, OATOTOBIEHHBIX 3a T'OJIbI IPUCYTCTBUS
KoMnaHuu VMware Ha pOCCHUUCKOM pPBIHKE. OTH CHEUHUAIUCTHl MOTYT HadaTh
pabotats ¢ [IK «puauym», He SBISISICh MPU 3TOM ITyOOKMMU CTIEIIUATUCTAMHU 11O
OC Linux, u He mnpoxonas aauTenbHoe |-2-roguuHoe mnepeodyueHue (4To
TpeboBaioch Obl Uil  DKCIUTyaTallkd MOPOTPAaMMHBIX MPOJYKTOB  HaIllUX

KOHKYPEHTOB).

Ho BeG-untepdeiica «kak y VMware» okazajlioch HEJOCTATOYHO JJIS PEIICHUs
MOCTaBJICHHOM 3ajauu. Peanuzanus ¢pyHkimoHana miathopMbl BUPTyaIH3aluy Ha
ypoBHe VMware vSphere oka3zajgach HEBO3MOXKHA Ha 0aze MNpOrpaMMHBIX
nponyktoB Open Source, W3-3a CYIIECTBEHHBIX OTIWYHMN B apXUTEKType. Takxke
MO/IEIIA YIIPAaBICHUS BUPTYaJIbHOU Cpenoi B mpoaykTrax Open Source CylmecTBEHHO

OTIIMYArOTCA OT TCX, K KOTOPBIM IIPUBBIKIIN aIMUHUCTPATOPEI VMware.

B nmnocnenHue roabl MBI TOCHENIOBATENBHO H30aBISIUCH OT OMNEHCOPCHOM
COCTaBIISAIONIEH KOJa B HAIIUX MPOrPaMMHBIX MNPOAYKTaX W 3aMEHSJIU €€ Ha
HAaTUBHBIN MpPOrpaMMHBIA KOJI, pa3paboTaHHON Hamed komaHaou. B HacTosmiee
BpeMs nepenucano yxe oonee 40% uMeBIIErocss UCTOPUUECKOTO OMEHCOPCHOTO

KoJa.

ApXHTEKTYpHAs CXeMa U3JENIHS MPEJICTAaBICHA HA PUCYHKE 1.

11
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KommyTtaTtop (Ethernet SW)
rrrry

PucyHok 1 — ApxurekrypHas cxema
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3 DyHKkuuoOHAJbHbIE XapakTepucTuku IIK « Apuaunym»

3.1 3amuumeHHas cnenMaJu3upoBaHHas 3akpbiTasg OC

Pazpabotrka mnponaykra Oeper Hawasio B 2009 roxy. I[IK «Upunuym» wu3zHadanbHO
3ayMbIBJICSI KaK  3alllMIEHHas cepTU(UIMpOBaHHAsT OTEYECTBEHHAs CHUCTEMa
BHUpTyanu3aiuu. B nponecce pa3paboTku npoaykTa Obutn pazpadboransl 6onee 150 naTueit
s/ipa OINEpPallMOHHOW CUCTEMbl (Kak (yHKIIMOHAJIbHBIE, TaK M MaTdyd UHGOPMAIMOHHON
Oe3omacHocTH). M3 oneparimoHHoM cucTteMsbl Ob110 uckiItoueHo Bee [10, koTopoe He nMeeT
OTHOIIICHUS K BUPTyaTU3alMH, YTO COKPATUIIO JO MUHUMYMa BO3MOXKHYIO TUIOIIA b aTaKH.
bein uckioueH MeHeIKEep MaKeTOB € IENbl0 MpenoTBpaiieHus ycranoBku I[10 u3
cTopoHHuX penosutopueB Open Source. C 1enbl0 NpeaOTBpaIeHUs 3amycka J000ro
CTOpPOHHETO0 He o700peHHoro BeHaopoM I1O ObuT peann3oBaH AUHAMHYECKUNA KOHTPOJIb
UCIIOJHSAEMOr0 Koja. JTO MPEAnojaracT MpoBEPKY HU(GPOBONM MOAMUCH TPHU MOMBITKE
3ammycKa JIr000ro UCMOMHAEMOro koja (kak OMHapHbIX (ailiioB, Tak u Moaynel sapa). [Ipu
HEYCIIeIIHOM MpOBEepKe U(PPOBOM MOANMKUCU WU €€ OTCYTCTBHHM HUCIIOIHSEMBIA KOJ HE
3amycKaeTcsl.

Takum o0pa3oM, Oblla pa3paOoTaHa CIEIUMATIU3UPOBAHHAS 3aKpbITas 3alluIleHHas
omepalMoHHas CHUCTEMa — TUNEepBU3Op 1-ro Tuma, KOTOpass yCTaHABJIMBAETCS
HEMOCPEJCTBEHHO Ha (Qusnueckue cepBepbl. KiroueBble OCOOCHHOCTH — Hamlen
CIEUATU3UPOBAHHON 3aKPHITON 3alUIIIEHHON ONEPAllMOHHON CUCTEMBbI:

. MunumanpHas TUIOMAAb aTaku 3a cueT uckimtouenus [1O, He oTHocsmerocs K
3a/1a4aM BUPTYyaIU3allni,

. OTcyTCTBHE BO3MOXHOCTH 3aIllyCKa CTOPOHHETO He 0J00peHHoro Benaopom 10 3a
CYET AMHAMUYECKOTO KOHTPOJISI UCIIOJTHSIEMOT0 KOJIa,

. Peanuzanust BcTpoeHHBIX cpeacTB 3auuThl nHGopmanuu (C3N1).
BriienepeurcieHHble 0COOEHHOCTHU SABJISIIOTCS KPUTUUHBIMU JIJIs1 3aIUIIIEHHON CUCTEMBI
BHUPTYyaJIU3alliy, MOCKOJbKY 3alUIIEHHOCTh J1000M MT-cucTteMbl HE MOXET OBITh BBIIIE
3alMIIEHHOCTH TIaTdOpPMbl BUPTyalIW3allid, Ha KOTOpPOM pa3BepHyTa nanHas UT-

cucrema. B cinyuae npumenenus IIK «Hpuanym» BO3MOXKHO pa3BEepTHIBAHUE
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rocyapcTBeHHbIX HHpopManmoHHbix cucteM (I'MC) pa3HbIX KJ1accOB 3alIUIIIEHHOCTH Ha
OJTHOM U TOM K€ KJIacTepe M JaKe Ha OJHOM M TOM € XOCT€ BUpTyanu3anuu. Takxke 3a
c4yeT mpuMeHeHus: BcTpoeHHbIXx C3U nmomyckaeTcs OJHOBPEMEHHOE pPa3BEpPTHIBAHHE KaK
cepTU(UIIMPOBAHHBIX, TaK U HeCcePTU(HUIHPOBAHHBIX rocTeBbIX OC Ha OJTHOM U TOM K€
XO0CTe BUPTyaln3aluu. B 3ammuineHHoi onepaiioHHON CUCTEME MOTHOCTBIO UCKITIOYAETCS
B3JIOM TUIiepBU30pa uepe3 rocreryro OC.

[Inatdpopma Buptyanuzanuu obOnamaer ceprupukatom OCTIK kak cpeACTBO 3alIUTHI

undopmaruu (C3U), a Takxke ceprudukarom Munucrepctsa 000poHsl PO.

3.2 BupryaabHbIii KOMMYTAaTOP

B cocras IIK «Mpuauym» BXOOUT BUPTYAJIBHBIA CETEBOW KOMMYTATOp, KOTOPBIM HE
ocHoBaH Ha Open vSwitch, a IIETUKOM U MOJTHOCTHIO SIBISETCS COOCTBEHHOM pa3pabOTKOiA.
DT0 MO3BOJIMIIO MAKCUMAJIBHO NMPUOIU3UTH apPXUTEKTYPy BUPTYalbHOTO KOMMyTaTopa 1K
«Mpuamym» K apXUTEKType BUPTyalbHOro KommyTtatopa VMware vSphere, u peann3oBaTh
(yHKIHMOHAN BUPTYyalbHOIrO KOMMyTaTopa Ha ypoBHe VMware vSphere.

Bupryanensiii kommyTtaTop B [IK «puanym» sBisieTcs: pacpeieICHHbIM, YTO MTO3BOJISET
OCYUIECTBJIATh LEHTPAIM30BAHHOE YIPABIECHUE CETEBBIM (PYHKIIMOHAIOM IIaT(POPMBI

BHUPTYaJIU3alNH.

3.3 @aisioBag cucreMa

B [IK «Upuanym» Oblia MOJHOCTBIO «C HYJISD IEpenKcana MmoJcucTeMa BBOAA/BbIBOIA B
yacTh B3aumozenctBus ¢ CX /I, a Takxke Oblia pazpaboTaHa KiacTepHas (aioBas cuctremMa
— anamor VMware VMFS, no ¢yuknuonany He ycrymaromass VMware VMEFS.
ApXuTeKTypa TaHHOU TceB0-(ailIoBOM CUCTEMBI MPEINOIaraeT, 4To JTaHHbIE XPAHSITCS
HETOCPEACTBEHHO B Bue 0;10K0B Ha paszaensieMbix LUN CX]I, a HaumeHoBaHuUs (ailyioB U
MarnoK XpaHATcs B BUJe MeTaJaHHbIX. Cama mpociioiika ¢ailsioBoi cucTeMbl (PakTUUEeCKU
OTCYTCTBYeT.  bmarogmaps 3TOMy  yJaloch  JOCTHYb  BBICOKMX  IOKa3aTeleu

IMPOU3BOJUTCIIbHOCTHU IIOACHUCTCMEI BBOI[&/BBIBOI[& - I10 pe3yJibTaTaM TCCTOB, IIPOBCIACHHBIX
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HalllMMK 3aKa3uMKaMu, MPOU3BOJUTENIBHOCTH TICeBNO-(aitioBol cuctembl Ha 18-36%
MPEBOCXOAUT MPOU3ZBOAUTENBHOCTH (paitinoBoil cuctembl VMFS or VMware, Ha ToM xe

CaMOM aImapaTHOM 0OECIICUCHUH.

3.4 IIporpammuo-onpenenasiemass CX/I «IlITtopm»

B cocras IIK «Mpuauym» BXOmuT pacmpenencHHas nporpammuo-onpenensemas CXJ|
«IITopm», KOTOpasi MOKET OBITh KCIOJB30BaHA JJIsi TOCTPOCHUSI TUIEPKOHBEPTEHTHBIX
KJIACTEPOB XpaHEHHUsI Ha 0a3e JOKaJbHbBIX JUCKOB, YCTAHOBICHHBIX B (PU3UUECKUE XOCTHI.
B runepkoOHBEpPreHTHOM KJIACTEPE OAWH M TOT K€ XOCT BUPTYAIU3AIUUA MOXKET
OJHOBPEMEHHO YyYaCTBOBaThb B CO3JaHUM PACIPEAECICHHOTO KJacTepa XpaHEHUs, U
3aIyCKaTh MPOJYKTUBHBIE BUPTYAJIbHbIE MAILIUHBI.

Jpyroii BapuaHT — CO3JaHHE MPOrPAMMHO-ONPEACISIEMOr0 KIacTepa XpaHCHUS Ha
BBIJICJICHHBIX XOCTax (KOHBEPreHTHBIM KJIacTep), U MPEOCTABICHUE IPOCTPAHCTBA
XPaHEHUs TaHHOTO KOHBEPIre€HTHOI'O KJIACTEPA XOCTAM BUPTYaIU3aLUU U IPYTUM CUCTEMAM
no nporokosiam 1SCSI, NFS, S3. bnwxkaiimuii ananor nporpammHo-onpenensieMon CXJ|

«topm» — npoayktr VMware vSAN.

3.5 Cucrema opkecTpauuu

Bech unHTEIEKTYyanbHBIN (DYHKIIMOHAT CUCTEMBI BUPTyajlu3alliu peaii30BaH B CUCTEME
OpKecTpaluu, Kotopasi Obuia pa3paboTaHa MOJHOCTHIO «C HYJs» U HE OCHOBAHA HHU Ha
KaKHUX OMEHCOPCHBbIX aHanorax. [IpuMep QyHKIMOHANA, KOTOPBIN pealn30BaH B CUCTEME
OpKECTpaIUU:

e JKuBas murpanusa BM mexay xocTaMu BUPTyalu3alnH,

e JKuBas murpanus BUPTyaJbHbIX TUCKOB BM Mex Iy XpaHuIuIamu,

e (OTKa30yCTOMYMBOCTh XOCTOB BUPTyalu3anuu (Ipu najeHun xocta sce BM

aBTOMATHUYECKH Iepe3anyCKalTCsa Ha IPYTUX XOCTaxX KiacTepa),
e (OTKa30yCTOMYUBOCTh CAMOW CUCTEMBbI OPKECTPALIHH,
e ABTOoMaTuhueckas 0ajaHCHPOBKA HArpy3KHU HA XOCThI BUPTyaIH3alIlNH,

e Muorue apyrue QyHKIHH.
15
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[Tonnota QyHKIMOHANA ™IATGOPMBI BUPTyalIU3allMd, pPEaTU30BAaHHOTO B CHCTEME
OpKECTpalMy, HAXOAWTCS Ha YPOBHE NPOTPAMMHBIX MPOJYKTOB JIUAEPOB PBHIHKA

(6nmkaiiimum ananorom sipisietcst vCenter pa3pa®oTku kommnanuu VMware).

3.6 MoayJab ynpaBJieHUs yIaJeHHbIMU Pa00UYNMMHU CTOJIAMHU

Monyns ynpasienus yaaneHHbIMU padouumu ctosiamu (Virtual Desktop Infrastructure —
VDI) npeagnaznaueH [is CO3JaHMsl 3alIUIIEHHBIX TOJb30BAaTEIbCKUX cpell Ha Oasze
BUpPTyaJdbHbIX pabounx croinoB Windows u Linux, a Takke ¢ NIpPUMEHEHHEM
onyOnukoBaHHbIX mnpuioxkeHud Windows wu  Linux. VDI-Opokep obecneunBaet
CJIEAYIOIINE OCHOBHBIE (QYHKITUU:
e ABToMaruueckoe paszBepThiBanue BM ¢ ynaneHHbIMU pabouyMMH CTOJAaMU Ha
maTopMe BUPTyaau3alluy,
e AyrteHTtudukanus noab3opareneit mo BHemHuM 6a3zam (Microsoft Active Directory,
Open LDAP, FreelPA u MHOTHE OpyTHE),
e VmpaBieHUe CECCUIMHU JOCTYNA K YJJaJ€HHBIM paOb0YuM CTOJIaM U OMyOJIUKOBAHHBIM

MIPUTOKCHUAM.

PazpaboTran 3aiuileHHbIA MPOTOKOJ JOCTYNa K yJaJeHHOMY paboueMy CTOoly Ha Oaze
npotokona SPICE. Pa3paboTaHHblii TPOTOKOJ JIOCTyHa MPEroyiaraeT HCHOJIb30BaHUE
TaKUX KOJekoB, Kak H.264/H.265, u mo3BOJIIET JOCTUYD ITPEBOCXOHOTO KauyeCcTBa BUJIEO,
CTaTUYECKUX M300paKEHUM, TEeKcTa, ayAuo U T.J. MPU CPABHUTEIBHO HHU3KOM
WCIIOJB30BaHUU TIOJIOCHI MPOIMYyCKaHUs (COmocTaBUMa C TOJIOCOM, HCHOJIb3yeMOMn

npotokosioM PColP komnanuu Teradici).

3.7 Pe3epBHOE KONMPOBAHME U PEIINKALUA

Moynp pe3epBHOrO KOMMPOBAHUS MO3BOJISIET J€NaTh KOMMU U BOCCTaHaBIWBaTh BM Ha
ypoBHE 00pa30B BHUPTYaJbHBIX JAHCKOB. Takke MOAYJb PE3EPBHOTO KOMUPOBAHUS

[IO3BOJIECT PEIUIMLUPOBATh BUPTyAIbHbIE NUCKUM BM Mexay OCHOBHOW U YyIAJIEHHOH
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IJIOIIAIKOM, TO3BOJSIE CTPOUTH KaractpodoycroiiuuBbie pemieHuss Ha ©Oaze [IK
«Hpunuym».
Monyinbs pe3epBHOTO KOIMMMPOBAHUS MTO3BOJIAET J€JIaTh pe3epBHbIe kKonuu BM B npouecce
UX pabOThl, MPU ’TOM KOHCUCTEHTHOCTh JIAaHHBIX HA BUPTYaAJIbHBIX JUCKaX 00ECIIEYUBACTCS

CJIEIYIOIIMMU ABYMS CIIOCOOAMU:

e JlocpenctBom arentckoro 110, ycraHoBimeHHOro B rocreByro OC, BBINOJHSETCS
cOpOC JAaHHBIX M3 K3IIEeW BUPTYaAJIbHBIX KOHTPOJUIEpOB BM Ha BUPTyalIbHBIN JTUCK,
IIOCJIE YEro CO3JAaeTCid CHUMOK cocTtositHuss BM, M 1IpoucxoauT pe3epBHOE
KOMHUPOBAHUE «3aMOPOXKEHHOr0» 0a30oBoro BupTyaibHoro jgucka BM. Ilo
OKOHYAaHWHU PE3EPBHOrO KONMUPOBAHUSA MPOUCXOAUT KOHCONMIALMS CHAIIIOTA C
0a30BBIM JIUCKOM.

e IlocpenctBoMm co3naHus cienka BUpTyalbHOM mnamsatu BM (BmecTte co Bcemu
JAHHBIMUA B KellaX BUPTYaJIbHBIX KOHTPOJUIEPOB), MOCJE YETO TaK¥Ke CO3/1aeTCs
CHUMOK COCTOSIHUS BM, ¥ MPOUCXOAUT pE3EPBHOE KOMMPOBAHUE «3aMOPOKEHHOT0»
06a3oBoro BuptyanbHoro qucka BM. Ilpu BocctanoBnenun BM BupTyanbHas naMaTh

BOCCTAHABJIMBACTCA U3 PAHCC CACIIAHHOIO CJICIIKA ITaMATH.

3.8 MexcereBoii IKpaH

Mopynb mexcereBoro 3kpana (MCD) npenHasHayeH JUisl 3alIUThl BUPTYaJbHBIX CETEH C
noAKIoueHHBIMU K HuUM BM. On sBusgercs ceprudunupoBanHeiM MCD, a Takxe
cepTU(UIIMPOBAHHBIM CPEACTBOM KPHUITO3AIIHUTHI uH(opMaru (CK31),
obecnieunBalOMMM  MMU(GPOBAHUE  HAJIOXKEHHBIX TYHHEJIEM C  HCIOJb30BAHUEM

kpunroanroputMoB ['OCT.

e MaxkcumainbHasi ckopocTh GunbTpanuu 10 S0 ['out/cex
e OuibTpanus Kak Ha TPEThEM YPOBHE (MAPIIPYTU3HPYEMBIN PEKUM), TAK U HA BTOPOM

YpOBHE (PEKUM KOMMYTAIIUU UK «IIpo3padHbiiny MCD)
o OuubTpanus 1o J00bIM MOJISIM B 3aT0JIOBKE CETEBOT0 MakeTa (BIJIOTh JO CEbMOTO

YPOBHS)
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e QuibTpanys 10 pacCnrUCaHUIO
e Quibrpauus 10 JTOMEHHOMY UMEHHU

e Cucrema oOHapyxeHus sropxkennit (COB), paboTaeT kak B aKTUBHOM, TaK U

IMaCCUBHOM PCKHMC

3.9 MOHUTOPHUHT

Mopysib MOHUTOPHUHTa 00€CTIEYMBAET OTCIICKUBAHUE CTaTyCca BCEX KOMIIOHEHT IaT(hOPMBI
BUpTyajau3aluu  (XOCTbI, BUPTYaJIbHbI€  MAIIWHBI,  XPAHWIHINA),  BbHISIBICHUE
HEHMCIIPaBHOCTEM, COOp JIOTOB U MPOUYEH TeeMETPUH, aHAINU3 HHGOPMAIIMH, OTOOpaKeHHE

ee B rpaduueckom Buje U T.1. bamxaimuii ananor — npoaykt VMware Aria Operations.

4 TpeﬁoBaHmI K MUHUMAJIbHOMY COCTaByY TEXHUYECCKUX CPEIACTB

Jlnst obecnieuenust HopmanbHOU padboTsl [IK «Mpuanym» B yacTu BHIIOJHEHUS BCEH
3asBJICHHOU (DYHKIIMOHABHOCTH, YCTAHABIUBAIOTCS CIAEAYIONME MUHUMAIbHbIE

TEXHUYECKUE TPEOOBAHUS:

CepBepa Ji BCEX Y3JIOB C XapaKTEPUCTUKAMU HE HUXKE:

a) CUCTEMHBIN TUCK — MUHUMYM OT 64 ['6, pekomengoBan SSD;
06) 2-4x 10/40 GB Ethernet.

CepBepa ynpaBieHUsS 1 MOHUTOPUHTA (TIEPBBIE TPH y3JIa KJIacTepa) ¢
XapaKTepUCTUKAMH HE HUXKE: a) o0beM ornepatuBHOM naMsTi — 2 ['0;

0) 00BeM XEeCTKUX JUCKOB — 64 1°0.

CepBepa JIOKATBHOTO XPAHIIIAIIA C XapaKTEPUCTUKAMHU HE HIDKE:

a) 1 CPU na OSD nauck;

0) o0beM onepaTuBHOM nmamsitu — 4 1'60 Ha OSD auck + 2% K3UI-poCTpaHCTBA;
B) 00beM xecTkux AuckoB — 0-12 OSD nuckos (ot 64 I'6, pekomeraoBan SSD).

Cepsepa ISCSI Target ¢ xapakTepucTUKaMU HE
Hmwke: a) 2 CPU;

0) 00BeM orepatuBHOM maMsTu — 161°0.
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TpeOoBaHus K NIPOrpaMMHOMY 00eCIIeYCHUTIO

K «puanym» QyHKIMOHUPYET Ha almapaTHOM O00ECIeUeHUH U HE TpeOyeT JjIsl CBOETO

3amycka obmecucremuoro 110.

6

TpeﬁoBaHml K HAACKHOCTH

Cpennsisg HapaboTKka Ha oTKa3 - He MeHee 10000 vacos.

Cpok ciyx05I - 10 ner.

["apaHTHITHBIN CPOK SKCILTyaTalUu - 3 TOJA.

7

CrnenuajbHble TPeOOBAHUS

[TK «puanym» pa3paboTaH ¢ y4eTOM CIIEIYIOMUX TPEOOBAHUM PYKOBOISAIIUX

JOKYMCHTOB!:

— Ilpukaz ®CTIK Poccun Ne 17 “O06 ytBepxkaeHun TpeOoBaHuii o 3amure
nHpOpMaIMK, HE COCTaBISIONIEH TOCYIapCTBEHHYIO TaliHy, COJAEpKalleics B
rOCyJJapCTBEHHBIX  MH(GOPMAIMOHHBIX  cUCTeMax” - B TOCYJAapCTBEHHBIX

un@opmarmonusix cucremax (I'MC) no 1 knacca 3aUIIIEHHOCTH BKIIOYUTENBHO;

- Ilpuxaz ®CTIK Poccum Ne 21 “O6 yrtBepxkaenuun CoctaBa U coAepKaHUs
OpraHU3allMOHHBIX M TEXHMYECKMX Mep Mo obecrnedeHuto O0e30MacHOCTH
MEePCOHAIBHBIX JAHHBIX TMpU HX 00paboTke B HH(GOPMALMOHHBIX CHCTEMaX
MEePCOHATBHBIX JAaHHBIX" JI1 00ECIEUEeHHS 3allUIIEHHOCTH EPCOHATBHBIX TaHHBIX B
nHQOpMaIIMOHHBIX cucTtemax mnepcoHanbHbiXx naHHbIX (MCIIJIH) mo 1 ypoBHs

BKJIIOYUTCIBHO,

— Ipuka3z ®CTIK Poccun Ne 31 “O6 yrBepxknennn TpeboBanuii k 00ecreyeHuo 3a-
IIUTEI nHpopMaruu B aBTOMATHU3HWPOBAHHBIX CUCTEMaX  YINpaBJICHUS
MPOM3BOJICTBEHHBIMU U TEXHOJIOTUYECKUMH IMPOILIECCAMH Ha KPUTHUUYECKH Ba’KHBIX
00bEeKTaX, MOTECHIIMAIBLHO OMACHBIX 00BEKTaxX, a TaKke 00BEKTax, MPEeICTABIISIONINX
MOBBIIIEHHYI0 OMACHOCTh ISl KW3HU U 3J0pOBbSl JIIOJEH U Il OKpYyXKaroleu

NPUPOOHOM  Cpedpl’, B  ABTOMATU3WPOBAHHBIX  CHCTEMAX  YyIpPaBIICHUS
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texHonornyeckumu mnpoueccamu (ACY TII) mo 1 kimacca 3aliMIIeHHOCTH
BKJIIOYUTEIBHO, 3HAYUMBIX 00bEeKTaX  KPUTHUYECKOU uH(pOpMaIIMOHHOM

undpactpykrypsl (KN) no 1 kareropuu BKIIOYUTEIBHO;

— «CpenctBa BBIYUCIUTEIBHON TEXHUKHU. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna Kk uHpopmanuu. IlokazaTenu 3anIUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna k uHpopmamum» (I'ocrexkomuccus Poccuu, 1992 r.) — mo 5 knaccy

3alAIICHHOCTH,

— TpeGoBanus no 6e3onacHOCTH UHGOPMAIIUU, YCTAaHABIUBAIOIIMM YPOBHH JOBEPUS
K CpelICTBaM TEXHUYECKOW 3amuThl MHOOpMalMM UM CpeAcTBaM OOecIeyeHuUs
6e3onacuoctu uHpopManmonHeix TexHojoruit (PCTIOK Poccuu, 2018 r.) — mo 4

YPOBHIO JI0BEpUS;

— TpebGoanus no 6e3omacHocTy HHPoOpMaIUK K cpenctBaM Buptyanuzanuu (PCTIK

Poccun, 2022) — o 4 kiiaccy 3amiuThl.
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