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1 Oo6mue CBenenus

1.1 OcuoBnble cBeaenns o IIK «Mpuamym»

[Tnarpopma Bupryanuzauuu [IK «puguym» — 3T0O MHOTOKOMIOHEHTHOE

HU3ACIINEC, TPCAHASHAYCHHAA I UCIT0JIB30BaHMA B KIIMCHT-CCPBCPHBIX CUCTCMAX.

I[IK «puanym» BKIIOYEH B E€IWHBIM PEECTp POCCUMCKUX MpOrpaMm s
AIEKTPOHHBIX BHIYMCIUTENIBHBIX MAIIUH U 0a3 JaHHbIX MuHkomcBs3u Poccun —

peectpoBas 3anuch Nel6819 ot 01.03.2023.

[IK «Mpuanym» sBiseTcs KOMIUIEKCHBIM PEIICHHEM Ui CO3JaHUSA KAk
KJIACCUUECKUX KOHBEPI€HTHBIX, TaK U THIIEPKOHBEPTEHTHBIX BUPTYaIbHBIX CPEL.
Wznenne mnopaepxkuBaeT pabOTy C KIACCHUECKUMU CHUCTEMaMHU XpaHEHUS
nansbix (CXJI) mo npotokosiam Fibre Channel, iISCSI, NFS. ITIK «Wpuaimym»
TaK)K€ MOXKET OBITh MCIOJB30BaH JJI Pa3BEPTHIBAHUS THUIEPKOHBEPTEHTHOTO
pacnpeziesieHHoro mnporpammHo-onpenensemoro CXJ[ Ha 06a3e JOKaJIbHBIX
JUCKOB, YCTAQHOBJICHHBIX B (U3MYECKHE XOCThI, 0€3 WCHOIb30BAHUS

kiaccuueckon pazaensiemort CX/I. bawxalimumii anainor — npoaykt VMware

VSAN.

1.2 Hasnauyenue IK «puanym»

Cdepa npumenenus IIK «puauym» — Kak npeanpusTUs TOCCEKTOpa, TaK U
koMmMmepueckue npeanpusatus. [IK « Mpuanym» MoxkeT ObITh UCTIOJIB30BAH KaK HA

NPEANPUATUIX KPYITHOTO OM3HECa, TaK M CPEHETO U JaKe MaJloro Ou3Heca.

B cocraBe IIK «HMpumuym» ecTh Bce HEOOXOAUMBIE HHCTPYMEHTHI IS
OECIIOBHON MUTpALIMKM HArpy30K C JFOOBIX UMIOPTHBIX CUCTEM BUPTYaJU3aIlUU
(takux, xkak VMware vSphere u Microsoft Hyper-V), a Taxke c¢ mro0bIx

OTCUYCCTBCHHBIX CUCTCM BUPTYAJIN3aIIUU.
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1.3 KoMmieKkTHOCTH U3aeJIus

O0o03HaueHNE U3AEIUI HaumenoBanue Komuu| IIpumeuanue
HA3JIEIUS €CTBO

RU.VYTC®.00001-01 1 IIporpammubiii komiuieke “Upunuym” B

[Tpumeuanue 4
COCTaBe:

1.1 IlporpammHoO-annapaTHbI KOMILIEKC
MBPI1.468313.001
1 (ITAK) “T'opuzont-BC”

RU.KHPII.00008-01 |1.2 ITporpamMmuslii KoMmuieke “3pe3na” [Tpumeuanue 6,7

[Ipumeuanue 5,7

RU.KHPIIL00007-01 |1.3 Cucrema xpanenus ganusix “LTopm” Tpuveyanue 8

1.4 TIporpamMmmHOe obecrieueHne
noacuctemsl VDI

1.5 [IporpamMmHbIil Kommieke «CpencTBo
yIpaBieHUs €IMHUYHBIM XocTOM I1B»
1.6 IlporpamMmusIii KomILieke «CpencTBo
yIIpaBJIeHUs Ipynnon xoctos [1B»

1.7 MHOTO)YHKIMOHATIBHBIN KOMIUIEKC

61649217.401200.003 | cereBoii 3amuTtel «Diamond VPN/FW» [Mpumeuanne 11
(penakmms s [IK «Mpugunymy)

RU.KHPIII.00006-01

RU.JIHT®.00001-01 [Tpumeuanue 9

RU.JIHT®.00002-01 [Tpumeuanue 10

[Ipumeuanus

1 KoymmuecTBo 1 Ha60p COCTaBHEBIX YacTel OIIpCACIIACTCS 110 PCIICHUIO 3aka3unka CHCI_IH(i)HKaL[I/IeI;'I
IIOCTaBKH.

2 KonmuecTBo onpeenseTcs crnenudukanyuei mocTaBKy.
3 CocraBusie yactu [1K “Upunnym” nocrasmnstores Ha ogHom USB-HocuTere.

4 TTporpammMHBIii Komiieke “Upuaumym”™ 3apeructpupoBat B Peectpe poccuiickoro mporpaMMHOTo
oOecnieuenus (3anuch B peectpe oT 01.03.2023 Ne16819).

5 Kommieke nporpamm “Tepmunan-Cepsep” u3 cocrasa [TIAK “T'opuzont-BC” 3apeructpupoBan
B Peectpe nmporpamm it 9BM (cBuaeTenscTBO 0 rocyaapcTBeHHoM peructpanuu Ne 2016618025
ot 19.07.2016). Ceptudukar cooTBeTcTBUsl TpeOoBaHUsAM Oe3omacHOCTH HHPopManuu Ne 3723
BbiIaH @CTOK Poccun 21.03.2017, nevictButenen o 21.03.2025. ITAK “I"opuzont-BC” gBnsiercs
ONIUOHAIBHO BXoasmuM B cocTaB [IK «Mpuanym» KOMIOHEHTOM.

6 [IporpamMmHBII KOMIUIEKC “3Be3na’ 3aperucTpupoBaH B Peectpe poccHiickoro MporpaMMHOTO
obecrieuenus (3amuch B peectpe oT 01.03.2023 Nel6845). IIporpammHbIii KOMITICKC “3Be3aa’
SIBJISIETCS ONMLMOHATIBHO BXoaaMM B cocTaB [IK «puanym» KOMIOHEHTOM.

7 B cocras IIK “Upuanym” MOKET ONMIIMOHAIBHO BXOAUTH B KauecTBe runepBuzopa audo [TAK
“T'opuzonT-BC”, 1160 runepBu30pHbIi komnoHeHT [IporpamMmmHoro komiuiekca “3pesna’”.

8 Cucrema xpanenuss pnanHbix "Lltopm" 3apeructpupoBana B Peectpe poccuiickoro
porpaMMHOro odecrieueHus (3amuch B peectpe ot 13.02.2023 Nel16626).

O Ilporpammubiii kommiekc «CpeacTBo yIpaBieHHs eIuHHUYHBIM xocToM [IB» sBisercs
ONIMOHAIBHO BXosamuM B coctas [IK «Mpuanym» KOMIIOHEHTOM

10 ITporpammublii kommiekc «CpencTBo ympasieHust rpynmoi  xoctoB [IB»  sBusercs

5
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ONIUOHAIBHO BXOoaamuM B cocTtaB [IK «puanym» KOMIOHEHTOM

11 IIpaBa Ha MHOro(QyHKIMOHAIBHBIA KOMIUIEKC ceTeBoil 3ammuThl «Diamond VPN/FW»y»
npuHaiesxkatr OO0 «TCCy». Ceprudukar ®CTIK Poccun Ne 4066 neiictBurenen go 24.01.2024,
Ha COOTBETCTBHE TpeOOBaHMAM JOKyMEHTOB: TpeOoBanust nosepusi (4), Tpeboanus k MD,
[Tpoduns 3amute MO(A verBeproro kiacca 3amutsl. UT.MD.A4.113), [Ipoduns 3amuter MO(b
yerBepToro kimacca 3amutel. UT.MD.B4.113), Tpoduns 3amurer MD(B uerBeproro kiaccal
samuTel. UT.MD.B4.113), Tpeboanus k COB, IIpodunu 3anutet COB (cetn yeTBepTOro Kiaccaj
samuTel. UT.COB.C4.113). MHoOToGyHKIIMOHATBHBIA KOMILJIEKC CeTeBOM 3ammuThl «Diamond|
VPN/FW» siBisieTcst onmmoHabHO BxoasmuM B coctaB [1K «Mpuanym» KOMIOHEHTOM.

14 ®ynknuonanbublie Bo3MoxHoCcTH ITK «Mpuamym»

[TK «puaunym» obecrieunBaerT:

— YCTaHOBKAa HEIMOCPEJCTBEHHO Ha ammapaTtHoe oOecreueHue 0e3
HCTIOJIb30BaHUS XOCTOBOM OMEpaIMOHHON cucTeMbl (TunepBu3op 1 Tumna);

— CO3JlaHME€ W YNPABICHUE BUPTYAJIbHOW CPEJIOW HA TPYIIIE CEPBEPOB
(kmacrepe);

— TMoAACPKKa IpauIECKOro YCTaHOBIITUKA,

— oObenuHeHue (U3NYECKUX CEpPBEpPOB B KiacTep A0 64 y3IoB,
00€eCMeYnBaOIINX MOCTOSHHYIO JOCTYIMHOCTh BUPTYaJIbHOM MAaIIWHBI, JaXXE B

ciy4ae oTKa3a (pU3u4ecKoro cepBepa;

— o0ecrieueHre BO3MOKHOCTH MCIOJIb30BaHUs B KadectBe rocreBoit OC

OTICPAITMOHHBIX cucTeM ceMercTB Linux, Windows;
— (YHKIMOHUPOBAHUE CPEJCTB 3AIIUTHI HHPOPMALIIH:

— BUPTYAJIbHBIX CUCTEM OOHApPYKEHUSI BTOPKECHHUS,;

MCIKCCTCBBIX OKPAaHOB,

— QHTHBUPYCHBIX CPEACTB;

CpPpCACTB aHAJIN3a 3allIMIIICHHOCTH,

CpeAcTB 3amuThl uHpopmaruu oT DDoS arak;

— CPEICTB KOppEsIUUA COOBITHI O€30MacCHOCTH;
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— CpEeICTB KOHTPOJISL yTeUKH MHGPOpMAIUU U3 HHPOPMAIIMOHHOM

CUCTEM;

— HaMYue CepTUPUIMPOBAHHON U HECEePTU(PUIMPOBAHHOM BepcUU
1763 (156K

— noanepxka ¢pyHkuuu Multipathing;

— co3JaHue BUPTyalbHBIX MamuH (BM), ux o0pa3oB u 1m1abiioHOB C
noAaepKKOM 32 1 64-OUTHBIX TOCTEBBIX OMEPAIIMOHHBIX CUCTEM,

— BO3MOKHOCTH co3/ianusi BM u3 HacTpanBaembIx 111a0JIOHOB C TOMOIIBIO
rpauUecKoro 1 KOHCOJIbHOTO HHTEP(PENCOB,;

— BO3MOXHOCTb I'pYyNIOBOTo co3nanus BM u3 ma0iaoHOB;

— noaaepxkka B BM 10 140 BUpTyalIbHBIX POIIECCOPOB,;

— BO3MOXXHOCTb  yIpaBjeHusi KoHurypamued BM ¢ mnomomibio
rpauyecKoro 1 KOHCOJILHOTO UHTEP(EICOB;

— BKJIIOYAaE€T B COCTaB, NPOrpaMMHOE OOecreueHue i YHpaBICHUS
BUPTYyaJIbHbIMU pabounmu mectamu (VDI);

— MOJJAEprKKa Pa3IMYHbIX CLIEHAPUEB BUPTYyAJIU3aALHUHA PA0OUUX MECT — C
OJIHUM WJIM HECKOJbKUMHU Opokepamu (C OaJlaHCUPOBKOM), BHYTPU OJHOTO
KJIaCTE€pa WJIU C BBIJICJICHHBIM Ki1acTepoMm VDI;

— BO3MOXXHOCTb WM3MEHEHHUsl KOJMYECTBA BBIJCICHHBIX MPOLECCOPOB U
pa3Mepa OIepaTUBHON MaMsSITH BUPTYAJIbHBIM MallliHaM Oe€3 3aBepIICHHS] HX
(yHKUIMOHUPOBAHMUS,

— BO3MOKHOCTH NOJAKIIOYEHHs K BM yCTpoiCTB U3 cocTaBa anmapaTHbIX
CPEICTB, Ha KOTOPBIX (YHKIHMOHUPYET CEpBEpHAsi 4YacTh M3JEIMS, BKIIIOYAS
ycrpoiictBa USB 3.0;

— BO3MOXXHOCTb HMHTETpalMy C BHEIIHUMH CUCTEMaMU YIIpaBJICHUS U
MOHHUTOpUHTA i1 cOOpa CTATUCTUKUA MPOU3BOAUTENIBHOCTA U KOHTPOJIS

coctosiHusA (oaaepsxka mpotokosioB: SNMP, SSH, CLI, CIM, APl u 1.1.);
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— BO3MOXHOCTbD I[O6aBJ'IeHI/I$I BHPTYAJIbHBIX JUCKOB B TOCTCBYIO

OMEepallMOHHYI0 CUCTEMY M YBEITMYEHHUE X pa3MepoB 06e3 ocTaHOBKU BM;

nojaepxkka oTkpeiToro cragaapra Open Virtualization Format (OVF);

— BO3MOKHOCTb MOJKJIIOYEHUSI BHEITHUX XPaHWIUII 110 poTokony FC;

— BO3MOKHOCTbH KJIOHUpOBaHus BM,;

— BO3MOJKHOCTb  CO3/aHUS  KJIACTEPOB  BBICOKOW  JTOCTYIHOCTH,
BBINOJIHAIOMIMX nepe3anyck BM B cityyae BbIX0J1a U3 CTPOS y3J1a KJIACTepa,;

— BO3MOXHOCTb nepeHoca BM Mexy y3namu kiactepa 6e3 nmpepbIiBaHus
TpaduKa,;

— obecrieueHue aBTOMATUYECKOIO pacrpeneneHus cepBepoM
BUPTYyaJU3alluu PECYpCOB MEx Ay padoTaronumu BM;

— Murpaiusi JuckoB pabortaronux BM mexay xpanHunumamMua 0e3 ux
OCTaHOBKH,;

— CEpBHUCHBIA pEXKUM OOCHTY)KMBaHHMS y3J1a C aBTOMAaTHYECKUM
nepemMenieHreM paboraronux BM 0e3 ux 0CTaHOBKHY;

— BO3MOYKHOCTh  LEHTPAJIIM30BAHHOIO  YOPaBJIEHUS  KIACTEPAMH,
CEpPBEPHOM 4YaCThIO M3JEIMS HA BCEX y3JIaX KJacTepa BBICOKOW JOCTYMHOCTH,
XpaHWINIIAMHU U BUPTYaJIbHBIMA KOMMYTaTOpaMH,

— BO3MOXXHOCTb MOHUTOpPHHIra pabOTOCIOCOOHOCTH W HCIOJIb30BAHUS
pecypcoB BM,;

— THOAJIEpXKa BUPTYyAIbHBIX KOMMYTAaTOpoB ¢ TexHojorueit VLAN
(Virtual Local Area Network);

— noakntoueHne k BM no nporokony SPICE USB-ycTporicTB u3 cocraBa
arrapaTHbBIX CPEJICTB, HA KOTOPHIX (YHKIIMOHUPYET KIMEHTCKAs 4acTh U3/EIHs;

— BO3MOYKHOCTh OIPAHUYEHUS JJISI CETEBOTO M IMCKOBOIO BBOJAA-BBIBOJA
BM Ha ocHOBE UX TPyNIOBBIX WIH HHAWUBUYyaTbHBIX HACTPOEK;

— MOAAEPKKAa MEXaHU3MOB ONTUMU3ALUN ONIEPATUBHOMN NaMSTHU:

— JEeIyIUIMKAlUWs CTPaHULI;
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— JVMHAMUYECKOE PACIIPEICIICHUE;

— BBITPY3Ka B (pailyr moakayku, 00JaCTh MOAKAYKH,
c(hOpMHPOBAHHYIO HA TTOCTOSTHHOM HaKOIHUTENE, JIN0O
ONEPATUBHOM MaMSITH,

— Memory Balooning;

— BO3MOYKHOCTb CO3JaHUs JTUHAMUYECKH pacIMPSIONIETOCs
BUPTYQJIBHOTO JMCKOBOTO TIpocTpaHcTBa BM ¢ obecnedeHrnemM BO3MOKHOCTH
BBIJICJICHUS COOTBETCTBYIOIIMX amlMapaTHBIX CPeAcTB ((U3MYECKUX HCKOB,
0JI0KOB (hM3UYECKHUX JUCKOB) MO MEpE 3aMOJHEHUS] BUPTYAJIBHOTO JMCKOBOTO
npoctpanctea BM;

— KJIMEHTCKOE TMpUWIOKeHue ¢ rpaduuyeckum uHTEpPercoM s
noakiroueHus Kk BM;

— TMOoJJepKKa paboThl C KOHTEHHEpaMH,

— BO3MOXHOCTb paboThl ¢ XpanunuuieM LVM, a Takxke MCIoiIb30BaHUE
TexHoiornu ToHKux ToMoB LVM Thin Provision;

— ToAAEpKKa CO3/IaHus porpaMMHo-onpeaensiemort CX/I;

— BO3MOXHOCTh MapajuIeIbHOTO JOCTylla HECKOIbKMX BM K omHOMY
BUPTYaJIbHOMY JHCKY;

— BO3MOKHOCTh IIEHTPAJIM30BAHHOTO OOHOBJIEHUSI C HCIOJIb30BaHUEM
IITATHBIX CPEJICTB,;

— BO3MOXHOCTb pe3epBUPOBAHUS untepdeiicon YIIPaBJICHUSA
UHQGPACTPYKTYPOU BUPTYaTH3AIUH;

— BO3MOXXHOCTb pa3MeIIeHus1 KOHTpoJuIepa Ha XocTe (0e3 NCIoIb30BaHUs
JOTIOJIHUTEJIBHOTO (PU3UYECKOTO CEPBEPA);

— BO3MOKHOCTB CO3JIaHMS CHAMIIIOTOB BM;

— murpauus BM u3 cpen Bupryanmsanuu, B ToM yucie VMware;

— co3aaHue mabioHa Ha 6a3ze cyuiecTByromeii BM.
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— nonaepxka Affinity Rule — pasmemenne BriOpanHsix BM Ha ogHOM
xocte Buptyanusanuu u Anti-Affinity Rule — pasmemenue Beiopannsix BM Ha
pa3HBIX XOCTaX BUPTyaIH3aIlIH;

— obecrieueHne UACHTU(UKALIUY U ayTeHTU(PUKAIIMN CYOBEKTOB T1OCTYyIIa
(Tmonp30BaTENel M AIMUHUACTPATOPOB) 10 TIPEIOCTABICHUS TOCTya K QYHKITUSIM
BUPTYaJU3alliid U YIPaBICHHUA B TOM UHCJIE B PEKUME B3aUMOJICHCTBHUS CO
CPEICTBAMU CO3JIaHUs €MHOTO TPOCTPAHCTBA TIOJIb30BATEIICH;

— 3amyck BM B Buae OTAEIBHOTO Tpoliecca, (GyHKIIMOHUPYIOIIETO OT
MMEHU YYETHOH 3amuCH CyObeKTa JocTyna (IOJIb30BaTeNsl) ¢ YHACIEIOBAaHUEM
€ro MaHJJaTHBIX aTPUOYTOB,

— 3ammTa (aitioB-obpazoB  BM ot wmomudukanuu B mporiecce
¢yHkunonupoBanus BM;

— perucTparnus COOBITUHN C UCIIOJIB30BAHUEM CPEICTB IIEHTPAIU30BAHHOTO
IPOTOKOJIUPOBAHUS;

— peryisipHoe OOHOBJIEHHME Uil HEUTpaiau3aluu yrpo3 SKCILTyaTaluu
YSA3BHUMOCTEM;

— yIOpaBlIeHUE JOCTYIIOM CYOBEKTOB JOCTyma K OOBeKTaM JO0CTyma B
BUPTYaIbHON MHPPACTPYKTYPE, B TOM YUCIIC BHYTPU BUPTYAIbHBIX MAIITUH,

— pa3OueHune  BUPTyaJbHOM  WHEOPACTPYKTYyphl  Ha  CErMEHTHI
(cerMeHTHpOBaHWE  BUPTYyaldbHOW  WMHOPACTPYKTYphl) g 00pabOTKH
MH(pOpPMaIMU OTAENIbHBIM M0JIb30BaTeNeM U (WJIH) TPyHIOoN MOJb30BaTENEH.

— uHTepdeiic Ha PyCCKOM f3BIKE C BO3MOXKHOCTBIO MEPEKIIOYCHHS] Ha
UHOCTPAHHBIN SA3BIK.

— HaJu4ue BCTPOCHHOTO (YHKIIMOHAJIa PE3EPBHOTO KOMHPOBAHUS, a
TaK)K€ BO3MOXKHOCTh MHTETPalldd C TPOTPAaMMHBIM OO€CTIeYeHHEM ISt
PE3EpPBHOTO KOMUPOBAHUS, BBHIMOIHIIONIMM KaK areHTHOE, TaKk M 0e3areHTHOe

pe3epBHOC KOMMMPOBaHNE M BOCCTAHOBJICHUE Kak caMuX BM, Tak 1 Ux 1ma0jI0HOB,

10
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00pa30B M TUCKOB B pa3IW4HBIX (hopmarax (BKIIOUas COW?2), Ha Pa3IMYHBIX
TUTIaX TOMOB (BKII04as lvm, ceph u S3-xpanumnuimia).

2 Apxurtexrypa IIK «Mpuanym»

[Ipu cozmanum IIK «Mpuaumym» Mbl mocTapalnch MaKCUMajdbHO NPUOIU3UTH
NOJIb30BATEIIbCKAN OMBIT aJMUHUCTPATOpPa K TAaKOBOMY A Ipoaykra VMware
vSphere. Be6-untepdeiic cucTteMbl OpKecTpalMd U  OJWHOYHBIX XOCTOB
puptyanmzanuu [IK «Mpuauym» MakcMMambHO TOYHO COOTBETCTBYET BeO-
untepdeiicy VMware vCenter (cucrema opkecTpauuud B Mpojaykre VMware
vSphere). Ilo npubnuzuTensHbiM orieHkaM B Poccuiickoit @exaeparuu 6osiee 100
ThICSY cenuainucToB o VMware vSphere, moAroTOBIIEHHBIX 3a FO/IbI IPUCYTCTBUS
KOMIIaHMM VMware Ha pOCCHIICKOM pBIHKE. OTH CHELUAJIHMCTBl MOTYT Hadarh
pabotats ¢ [IK «puguym», He SBIISISICh MPU 3TOM ITYOOKHMU CIICIIMATIMCTaMU 10
OC Linux, u He mnpoxolsd IUTENbHOE 1-2-roauuHoe mepeodydeHue (4To
TpeboBanoch OBl Uil OSKCIUIyaTallud TPOTPAaMMHBIX IMPOJYKTOB  HAIIHUX

KOHKYPEHTOB).

Ho BeG-untTepdeiica «kak y VMware» okazajioch HEAOCTaTOYHO JJIS PEIICHUs
MOCTaBJIeHHOU 3aAaun. Peanu3anus pyHKIMOHAIA IIaTGOPMbI BUPTYaU3alMKi Ha
ypoBHe VMware vSphere oka3aiach HEBO3MOXXHa Ha 0a3e NpPOrpaMMHBIX
npoaykroB Open Source, U3-3a CYIIECTBEHHBIX OTJIMYHMA B apXUTEKType. Takxke
MOJIEH yIIPaBJIEHUs BUPTyalIbHOM cpefoil B mpoaykTax Open Source CyliecTBEHHO

OTIIMYAIOTCA OT TCX, K KOTOPBIM ITPHUBBIKIIN A AIMUHHUCTPATOPLI VMware.

B nocnegHue roapl MBI OCIENOBATEIbHO M30aBISUIMCH OT ONEHCOPCHOM
COCTABJISIIOLIEH KOJa B HAIIMX NPOrpPaMMHBIX MNPOAYKTaX W 3aMEHsJIM €€ Ha
HAaTUBHBIA MPOrPaMMHBIA KOJ, pa3paboTaHHON Hamiel koMaHaoil. B Hacrosiee
BpeMs mepenucaHo yxe 6omee 40% HMMEBIIETOCS UCTOPUIECKOTO OTEHCOPCHOTO

KoJa.

ApXUTEKTypHas cxema U3JIe/ivs Npe/ICTaBlIeHa Ha pUCYHKeE 1.

11
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Kommytarop (Ethernet SW)
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PucyHok 1 — ApxuTeKTypHas cxema
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3 dyHkuuoHaJbHbIe XapakTepuctuku K « Apuaumym»

3.1 3amumeHHas cnenuajgusupoBaHHas 3akpbiTasa OC

Pazpaborka mpomaykra Oeper Hawasio B 2009 romy. IIK «Wpunuym» u3HA4aIbHO
3ayMBIBAJICS. KaK 3alllMIICHHAas CEepTUQUIMpPOBAHHAs OTEYECTBEHHAs CUCTEMa
BUpTyanu3anuu. B npouecce pazpabotku nmpoaykra Obutn pazpadotansl 6osee 150 maryeit
Apa ONEpPAllMOHHOW cUcTeMBbl (Kak (yHKIMOHAJbHBIE, TaK U MaT4M HUHPOPMAIMOHHOM
6e3omacHoctn). 13 oneparmonnoii cucteMsl Ob110 HckimoueHo Bee [10, koTopoe He nmeeT
OTHOLIEHUS K BUPTYAJIU3ALMH, YTO COKPATHIIO 10 MUHMMYMa BO3MOKHYIO IUIOIIAb ATAKH.
DbI1 HCKIIOYEH MEHEIDKEP IAaKETOB C IEJNbI0 INpeNoTBpamleHus yctaHoBku 110 w3
ctopoHHuX peno3zutopueB Open Source. C 1enbl0 MpeaoTBpallEHUsl 3alycKa JIr000ro
CTOpPOHHEro He oJo0peHHoro BeHaopoM [1O ObuT peanu3oBaH JUHAMHYECKUA KOHTPOJIb
UCIIOJIHSIEMOT0 KOJia. DTO MPEANoJiaraeT MPOBEPKY LHU(PPOBOM MOAMNUCHA TPHU TOMBITKE
3aIycKa JII0OOro UCHOJHAEMOro KoJia (Kak OMHapHbBIX (paiiioB, Tak U MoayJel sapa). [Ipu
HEYCIIEIIHOW MpoBepKe LU(POBON MOANUCU WIM €€ OTCYTCTBUU HCIOJHSIEMBIA KOJ HE
3amycKaeTcsl.

Takum o0pa3om, Obula pa3paboTaHa CHEUATU3UPOBAHHAS 3aKpbITas 3alllUIIEHHAs
ONEpallMOHHAsl CHCTEMa — THUNEPBU30pP 1-ro THma, KOTOpas YCTAHABJIMBAECTCS
HEMOCPEJICTBEHHO Ha (u3myeckue cepBepbl. KitoueBble 0OCOOEHHOCTH — Hallen
CIIECIIMATIM3UPOBAHHOM 3aKPBITON 3alIUIIECHHON ONEPAMOHHON CUCTEMBI:

. MuHuManeHas miIomanb atakd 3a cuyer uckirodeHus I10, He oTHocsmerocs k
3a/1ayaM BUPTyaJIn3aluH,

. OTcyTcTBHE BO3MOXKHOCTH 3aIlyCKa CTOPOHHEro He ogo0peHHoro BeHaopom 10 3a
CYET TMHAMHUYECKOr0 KOHTPOJIA UCTIOIHAEMOTr0 KOAa,

. Peanuzaiiusi BCTpOCHHBIX cpeACTB 3amuThl uHGopmaiuu (C31).
BrimenepeuncieHHble 0COOCHHOCTH SIBISIFOTCSI KPUTUYHBIMU IS 3aIUIICHHON CHUCTEMBbI
BUPTYaJIN3aliH, MOCKOJIbKY 3alUIIEHHOCTh 10001 UT-cuctemMbl HE MOXKET OBbITh BBIIIE
3alMIIEHHOCTH TIaT(GOpMbl BUpPTyalu3alMyd, Ha KOTOpoW pas3BepHyTta nanHas WT-

cucreMa. B cmywae npumenenusa IIK «Hpuanym» BO3MOXHO pa3BepTHIBAHUE
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rocyfaapcTBeHHbIX HHPpopMannoHHbIX cucteM (I'MC) pa3HbIX KJIacCOB 3allIUIIEHHOCTH Ha
OJIHOM M TOM K€ KJIaCTepe M JaXe HAa OJHOM M TOM K€ XOCTE€ BUpTyaiau3auuu. Takxke 3a
cYeT MpuMeHeHHsI BCTpoeHHbIX C3U nomyckaeTcss OJHOBPEMEHHOE PAa3BEPTHIBAHUE Kak
cepTU(PUIIMPOBAHHBIX, TaK U HecepTU(UIUPOBAHHBIX rocTeBbiX OC Ha OJTHOM U TOM XKe
XOCT€ BUPTyaIM3aluu. B 3alUIEHHOI ONepalMOHHON CHCTEME MOJTHOCTBIO UCKITFOYAETCs
B3JIOM THIepBU30pa yepe3 rocreryro OC.

[Tnatdopma Buptyanuzauuu obdbnagaet cepruduxarom GCTIK kak cpencTBO 3alUTHI

unpopmanuu (C31), a Taxxke cepruduxarom MunmucrepctBa 060ponst PO.

3.2  BupTyajbHbIil KOMMYTaTOP

B cocraB IIK «Hpuauym» BXOOUT BUPTYAJIbHBIM CETEBOM KOMMYTATOp, KOTOPBIA HE
ocHoBaH Ha Open vSwitch, a IETMKOM U TTOJTHOCTBIO SIBISETCS COOCTBEHHOM pa3pabOoTKOM.
3T0 MO3BOJIMIIO MAKCUMAJIBHO MPUOJIU3UTH apXUTEKTYPY BUpTyaibHOro kommyTaTtopa 1K
«Mpunmym» K apXUTEeKType BUPTyadbHOro Kommyrtaropa VMware vSphere, 1 peann3oBaTh
(yHKIMOHAT BUPTYaJIbHOTO KOMMYyTaTopa Ha ypoBHe VMware vSphere.

Buptyanensiii kommyTaTop B [IK «Mpuanym» siBasiercs pacipeieIeHHbIM, YTO TTO3BOJISET
OCYIIECTBIISITh LEHTPAIM30BAHHOE YIPABIECHUE CETEBBIM (DYHKIIMOHAIOM TIAT(OPMBI

BUPTYyaJIU3al1U.

3.3 daiaoBas cucremMa

B IIK «Upuanym» Oblia MOJTHOCTBIO «C HYJISD MEPENnHcaHa MoAcUcTeMa BBOIA/BbIBOJIA B
yacTu B3aumoaeicteusi ¢ CXJI, a Takke Obla pazpaboTana KiacTepHas (paitioBas cuctema
— anamor VMware VMFS, no ¢ysukuuonany He ycrynaromas VMware VMEFS.
ApXUTEKTypa TaHHOM TCeBI0-(HaWIOBOM CUCTEMBI MPEIOJIATaeT, YTO JAHHBIC XPaAHATCS
HETOCPEICTBEHHO B BHjie 010k0B Ha pasnensieMbix LUN CXJI, a HaumeHoBaHus (PailyioB u
MaroK XpaHarcs B BUjAe MeTanaHHbix. Cama npocioiika (aitioBoil cuctemsl (hakKTHUYECKU
OTCYTCTBYET.  bmaromaps  3TOMy  yJajsochb  JOCTHYb  BBICOKMX  IIOKa3aTelleu

IMPOU3BOAUTCIBHOCTH IMOACUCTCMBI BBO)I&/BBIBO)I& - I10 pE3yJibTaTaM TECTOB, IPOBCACHHBIX
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HalllUMU 3aKa34MKaMH, I[POU3BOJUTENIBHOCTh ICEBAO-(ailioBoil cuctemsl Ha 18-36%
MPEBOCXOIUT MPOU3BOIUTENBLHOCTH (aitnoBoil cuctemsl VMFES or VMware, Ha Tom xe

CaMOM arnapaTHOM OOECIICUCHUH.

3.4 Ilporpammuo-onpenensiemas CXJI «ITopm»

B cocraB IIK «Mpunuym» BXOAUT pacmnpenesieHHas mnporpamMHo-onpeaenseMas CX/[
«IITopm», KOTOpasi MOKET OBITh MCIOJIL30BaHA JUIsl TIOCTPOCHUSI TUIIEPKOHBEPICHTHBIX
KJIACTEPOB XpaHEHUs Ha 0a3e JTOKAIBHBIX TUCKOB, YCTAHOBJICHHBIX B (DM3UYECKUE XOCTHI.
B TrunepkoHBEpPreHTHOM KJIacTepe OAWMH M TOT K€ XOCT BHPTYAIH3ALUU MOMKET
OJHOBPEMEHHO YYaCTBOBaTb B CO3JaHUU PACIPEICIICHHOIO KJacTepa XpaHEHHUs, WU
3aIyCKaTh MPOJYKTUBHBIE BUPTYAJIbHBIC MAILIUHBI.

Jpyroi BapuaHT — CO3JaHUE MPOrPAMMHO-ONPEAEIIIEMOTO KiacTepa XpaHEHUs Ha
BBIJICJICHHBIX XOCTaX (KOHBEPIeHTHBIA KJIACTEp), W TMPEIOCTaBICHUE MPOCTPAHCTBA
XPaHEHUS JTaHHOTO KOHBEPTEHTHOTO KJIacTepa XOCTaM BUPTYaIU3AIUU U IPYTUM CUCTEMaM
no npotokosiam 1SCSI, NFS, S3. bnwxkaiimumii ananor nporpaMmmHo-onpeaensemon CXJ|

«ropm» — npoaykt VMware vSAN.

3.5 Cucrema opkecTpanuu

Bech mHTEeIeKTYanbHbIN (QYHKIIMOHAN CUCTEMbl BUPTYaIM3aI[iU PEAM30BaH B CUCTEME
OpKeCTpaluu, KoTopas Obula pa3paboTaHa MOJHOCTBIO «C HYJISD» U HE OCHOBAHAa HU Ha
KaKUX ONEHCOPCHbIX aHajorax. [Ipumep ¢yHKIIMOHANIA, KOTOPBIN pealn30BaH B CUCTEME
OpKECTpalu:

e JKuasg murpanusa BM mexay xoctaMu BUPTyalu3alnH,

e JKuBasg murpanus BUpTyaJbHbIX IUCKOB BM Mex 1y XpaHuIuIIamu,

e (OTKa30yCTOMYMBOCTH XOCTOB BUPTyaiu3aluu (IIpu najeHuu xocra sce BM

ABTOMATHYECKH IEepPe3ayCKATCA Ha IPYTUX XOCTaxX KilacTepa),
e (OTKa30yCTOMYMUBOCTH CAMOM CUCTEMbI OPKECTPALINH,
e ABTOMaTHueckas 0aJaHCHPOBKA HATPY3KH HA XOCThI BUPTyaIH3aIUH,

e MuHorue npyrue QyHKIIHH.
15
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[lonHota ¢yHKUMOHANA T™IATGOPMBI BUPTYyaIU3allMU, PEATU30BAHHOIO B CHUCTEME
OpKECTpalli{, HAXOJUTCA Ha YpPOBHE MPOrpaMMHBIX MPOAYKTOB JIMAEPOB pPBIHKA

(Ommoxaimmm aHasioroM siBisietrcs vCenter pazpadboTku komnanuu VMware).

3.6 MoayJab ynpasjieHus1 yaaJeHHbIMH PaA004YMMU CTOJAMHU

Monyns ynpaenenus ynaneHasiMua padounmu croiamu (Virtual Desktop Infrastructure —
VDI) npegnazHaueH s CO3JaHUs 3aIUIIECHHBIX IOJB30BATEILCKUX cpel Ha Oasze
BUPTyaIbHBIX pabounx crtoimoB Windows wu Linux, a Takke ¢ MNpUMEHEHUEM
omyOnukoBaHHbIX npuioxkennid  Windows wu  Linux. VDI-6pokep obecneunBaer
CJIEyIOIINE OCHOBHBIE (DYHKIINU:
e ABTOMaTrH4yeckoe pas3BepThiBaHME BM c ynaneHHbIMEM paboyuMu CTOJaMU Ha
maTpopMe BUPTyaIU3aluu,
e AyreHtudukanus moiap3oBareneit o BaenHuM 6azam (Microsoft Active Directory,
Open LDAP, FreelPA u muorue npyrue),
e VmpaBieHHUE CECCUSIMU JIOCTYTA K YAAJCHHBIM PA0OYMM CTOJIAM H OITyOJIMKOBAHHBIM

IMPUIIOKCHUAM.

PazpaboTan 3amuineHHbld MPOTOKOJ JOCTyNa K yJajJeHHOMY paboueMy cToily Ha 0Oasze
nporokona SPICE. Pa3paGoranHbIii MPOTOKOJ AOCTyNa MpEAnojiaraeT HCIOIb30BaHUE
TaKUX KOJCKOB, kKak H.264/H.265, u mo3BoiseT 10CTHYL IPEBOCXOTHOTO Ka4eCcTBa BUJICO,
CTaTUYECKUX H300paKEHHWM, TeKCcTa, ayaMo H T.JO. TPU CPaBHUTEIBHO HHU3KOM
MCIIOJIb30BAaHUU TOJIOCHl TMPOMYCKaHUsi (COMOCTaBUMA C TIOJIOCOM, HCIOIB3YeMOM

npotokojiom PCoIP kommnanuu Teradici).

3.7 Pe3epBHOE KONMUPOBAHNE U PeNJIMKALMS

Moaynp pe3epBHOrO KOMMPOBAHUS MO3BOJIAET J€JaTh KONMMU U BOCCTaHaBiIuMBaTh BM Ha
YpPOBHE 00pa30B BUPTYyaJbHBIX JUCKOB. Takke MOIYJIb PE3ePBHOTO KOIMHUPOBAHUS

II03BOJIIET PEIUIMUMPOBATh BUPTyaslbHble AUCKM BM MexIy OCHOBHOW M yAaJIEHHOU
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IUIOIIAJIKOM, TMO3BOJIASL CTPOMTH KaracTpodoycroiiumBble pemeHus Ha 0aze [IK
«Hpuanym».
Monynb pe3epBHOTO KOIMPOBAHUS NO3BOJIIET JIE€NaTh pe3epBHbIE Komnu BM B mponecce
UX pabOTHI, IPU 3TOM KOHCUCTEHTHOCTb JaHHBIX HAa BUPTYAJIbHBIX AMCKaX 00ecreunBaeTcs
CJIEYIOIIMMU ABYMsI CIIOCOOAMMU:

e [locpencrBom arentckoro IIO, ycraHoBiaeHHOro B rocreByro OC, BBIIOJIHSAETCA
cOpoC JaHHBIX W3 KA3IIEH BUPTYaIbHBIX KOHTpOJUIepoB BM Ha BUPTyaiabHBIN IHUCK,
[IOCJIE YEero CO3JaeTcs CHUMOK cocTossHMS BM, M nmpoucxomurt pesepBHOE
KOIIMPOBAaHUE «3aMOPOXKEHHOro» 0a3oBoro BupryanbHoro paucka BM. Ilo
OKOHYaHWH PE3EPBHOTO KOMMPOBAHUSA IPOUCXOANUT KOHCOJMIALHMS CHAIIOTa C
0a30BBIM JIHCKOM.

e [locpeactBoM co3maHus cienka BuUpTyalbHOM mnamsatu BM (Bmecte co Bcemu
JAHHBIMM B KellaX BHUPTYaJIbHBIX KOHTPOJUIEPOB), MOCIE YEro TaKXKe CO3AaeTCs
CHUMOK cOCTOsiHUSA BM, ¥ IIPOUCXOIUT pe3epBHOE KOIUPOBAHUE «3aMOPOKEHHOTO»
0a3oBoro BuptyaiabHoro nucka BM. I1pu BoccranoBnennn BM BupTyalibHAs TaMATh

BOCCTAHABJIMBACTCA U3 PAHCC CACIAHHOI'O CJICIIKA ITaMsTH.

3.8 Me:kcereBoii 3kpaH

Monynb mexcereBoro 3kpana (MCD) npenHasHayueH sl 3alIUThl BUPTYaJIbHBIX CETEH ¢
noAKItoYeHHbIMEU K HUM BM. On sBasiercs ceptuduiupoBanabiM MCD, a Takxke
CepTUPUIMPOBAHHBIM CPEACTBOM KPUNTO3ALUTHI uH(popmMauu (CK31),
oOecreynBalOMM  WU(POBAHUE  HAJNOKEHHBIX  TYHHENEHM ¢  HMCHOJb30BaHUEM

kpuntoanroputmoB 'OCT.

e MakcumanbHasi ckopocTh GunsTparuu 10 50 I'out/cek

e DuibTpanus Kak Ha TPETHEM YPOBHE (MapIIPyTU3UPYEMBII PEXKUM), TAK U HA BTOPOM

YPOBHE (PEKUM KOMMYTAIUU WIH «Ipo3padHbiiiy MCD)

o duuprpanus 1o J00bIM MOJISIM B 3ar0JIOBKE CETEBOTO MakeTa (BIUIOTH J0 CEABMOIO

YPOBHS)

L/
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e duisTpanys o pacnuCaHuIo
o @unbrpanus 1Mo JOMEHHOMY UMCHH
e Cucrema obHapysxenus ropxkeHuit (COB), paboTaer Kkak B aKkTUBHOM, TaK U

ITaCCUBHOM PCIKUMC

3.9 MoHuTOpHHI

Moty 1b MOHUTOPUHTA 00ECTIEYNBACT OTCIC)KUBAHHUE CTATyCa BCEX KOMIIOHEHT T1aT(hOPMBI
BUpPTyaJIU3allud  (XOCTbl,  BHUPTyaJbHbIE  MAIlMHbI, XPAHWIWIIA),  BBISBICHUE
HEUCIPABHOCTEM, cOOp JIOTOB M MPOYEH TeJIeMEeTpUH, aHaIu3 HHPOpMaIuU, OTOOpaKeHHE

ec B rpaduueckoM Buje | T.1. bivkaimuii anamor — mpoaykt VMware Aria Operations.

4 TpeOdoBaHusA K MUHMMAJIbHOMY COCTABY TEXHUYECKHUX CPEACTB

Jliist o6ecnieuenust HopmaabHOU padoTthl [1IK « Upuamym» B 4acTH BBIMOTHEHUS BCEH
3asBJICHHON (DYHKIIMOHAJILHOCTH, YCTAHABIUBAIOTCS CIEAYIOIINE MUHUMAJIbHBIC

TCXHHUYCCKHUC Tpe6OBaHI/ISII

CepBepa IJIA BCCX Y3JI0B € XaPaKTCPUCTUKAMU HC HUIKC:

a) CUCTEMHBIN JUCK — MUHUMYM 0T 64 I'0, pexomengoBan SSD;
0) 2-4x10/40 GB Ethernet.

CepBepa ynpaBiieHUs 1 MOHUTOPUHTA (TIEPBHIE TPU y3J1a KJIAacTepa) ¢
XapaKTEpUCTUKAMU HE HUXKE: a) o0beM onepatuBHOU namstu — 2 1°0;

0) 00BeM KECTKUX AUCKOB — 64 1°0.

CepBepa TOKAJILHOTO XpaHWIUIIA ¢ XapaKTePUCTHKAMU HE HIKE:

a) 1 CPU na OSD nauck;

0) 00beM onepaTuBHOM mamsaTh — 4 I'6 Ha OSD auck + 2% K3II-IpOCTPaHCTBA;
B) 00beM xecTkux TuckoB — 0-12 OSD nuckoB (ot 64 I'0, pekoMenaoBad SSD).

Cepsepa ISCSI Target ¢ xapakTepucTUKaMu HE
Hwke: a) 2 CPU;

0) oOnem omepaTtuBHOM mamsaTu — 161°0.

18
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TpeGoBanus K NporpaMMHOMY 00eceYeHHUIO

[IK «puauym» GyHKIMOHUPYET Ha anmapaTHOM 00eClieYeHUH U He TpeOyeT NSl CBOETO

3amycka obuiecuctemuoro 110.

6

TpeOoBaHUA K HAIEKHOCTH

Cpenusist HapaOboTka Ha 0TKa3 - He MeHee 10000 yacos.

Cpox ciyk0sr - 10 7er.

["apaHTUIHBIA CPOK IKCIUTyaTallUH - 3 TOJA.

7

Cl'le]_[I/Ia.]'ll)Hble TpCﬁOBaHI/IH

[IK «puaunym» pazpaboTaH ¢ y4eTOM CIEAYIOIUX TPEOOBAaHUN PYKOBOIAIINX

JOKYMCHTOB!:

— Ilpukaz ®CTIK Poccuu Ne 17 “O06 yrBepxkiaeHun TpeOOBaHUM O 3alIUTEe
nHpOpMaIuu, HE COCTaBISIONIEH TOCYJapCTBEHHYIO TaliHy, COJAEpKallleics B
roCyJapCTBEHHBIX ~ WH(MOPMAIIMOHHBIX  CHUCTeMaX’ - B  TOCYJapCTBEHHBIX

unpopmarmonnsix cuctemax (['MC) no 1 kinacca 3aMIIEHHOCTH BKIIIOUUTENBHO;

— Ilpukaz ®CTIK Poccum Ne 21 “O0 ytBepxknenuu CocraBa W COACpKaHUA
OpraHU3allMOHHBIX M TEXHMYECKMX Mep Mo obecrneyeHuto O0e30MacHOCTH
MEPCOHAJIBHBIX JAHHBIX TpPU UX 00paboTKe B HMHPOPMALMUOHHBIX CHCTEMAax
NEePCOHAIbHBIX JaHHBIX  JIJIs1 00ECIEeUEHHUs 3aIUIIIEHHOCTH EPCOHANIBHBIX JAHHBIX B
nH(pOpMaMOHHBIX cHucTeMax mnepcoHanbHbIX nAaHHblX (MCIIAH) mo 1 ypoBHs

BKJIIOUHUTCIIBHO,

— Ilpuka3z ®CTOK Poccuu Ne 31 “O6 yrBepknenuu TpeboBaHUi K 00€CTICUCHUIO 3a-
mUTel  uHpOpMamuu B aBTOMAaTH3WPOBAHHBIX  CHCTEMax  yIpaBJICHUS
IIPOU3BOJICTBEHHBIMM M TEXHOJIOTHYECKUMHU TIPOIIECCAMH HAa KPHUTHYCCKH BaXKHBIX
00BbEKTax, MOTCHIIMAILHO OMACHBIX 00BEKTAX, a TaKKe 00BEKTaX, MPEICTABISIOMINX
MOBBINICHHYI0 OIMACHOCTh JUISl JKM3HU W 3J0POBBSl JIIOJEH W JUIsl OKpY Karomen

OPUPOJHOM  cpelapl’, B AaBTOMATU3UPOBAHHBIX  CUCTEMAax  yIPaBJICHUS
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TexHonornyeckumu mnporeccamu  (ACY TII) mo 1 xkmacca 3alUIIEHHOCTH
BKJIIOUHTEILHO, 3HAYNMBIX 00BEKTaX KPUTHYECKOMN nH()OPMAITMOHHON

un¢pactpyktypsl (KUN) 1o 1 kareropuu BKIIOYUTENHHO;

- «CpCI[CTBa BBIUHCIIMTCIbHON TEXHUKH. 33.HII/ITa OT HCCAHKIMOHHPOBAHHOI'O

noctyna K uHpopmaruu. [lokazarenu 3amuIIeHHOCTH OT HECAHKIMOHUPOBAHHOTO
noctyna k uHpopManum» (I['ocrexxommccus Poccum, 1992 1) — mo 5 kmaccy

3aIIHUIICHHOCTH,

— TpeboBanus o 6e30nacHOCTH MHGOPMALINH, YCTaHABIUBAIOIIUM YPOBHH JOBEPUs

K CpeACTBaM TEXHUYECKOW 3alllUThl HMHPOPMALMU U CPeAcTBaM oOecredeHus
6e3onacHoctu uHpopManmonHsix TexHomoruit (OPCTIK Poccum, 2018 r.) — no 4

YPOBHIO JIOBEpUS,

— TpeboBanus 1o 0e30MacHOCT HHPOpMaLUHU K cpesictBaM BupTyanuzanuu (PCTOK

Poccun, 2022) — o 4 xinaccy 3aiiuThl.
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