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1 O61mue Ceeenus

1.1 OcHoBHele cBegenus o [IK «Mpuguym»

[Tnatdopma Buptyanusaiuu I[1K «Mpuguym» — 3TO MHOTOKOMIIOHEHTHOE

usaenne, ripeiHadHa4eHHas OJ151 UCI10J/Ib30BAHMSA B KITMEHT-CEPBEPHBIX CUCTeMdX.

[IK «/puguym» BK/IIOYEH B e[UHbIM peecTp POCCUMCKUX TIpOrpamM  [ijist
3JIEKTPOHHBIX BBIUMC/TUTE/ILHBIX MAaIlMH U 0a3 faHHBIX MUHKOMCBsI3U Poccun —

peectpoBas 3anucb Ne16819 ot 01.03.2023.

[IK «Vpuanym» sBAsieTCS KOMIUUIEKCHBIM pellleHWeM [/ CO3/aHusl Kak
KJIACCMYECKUX KOHBEPreHTHBIX, TaK U TUIIEPKOHBEPreHTHBIX BUPTYa/IbHBIX CPeJ,.
Uznenue mnopgep>kuBaeT paboTy € KIaCCUYeCKUMU CHUCTeMaMH XpaHeHHs
nauHbix (CX) mo nporokonam Fibre Channel, iSCSI, NFS. TIK «Upuaunym»
TaKKe MOJKeT OBITb HCIIOJIb30BaH I pa3BepThIBAHUS THUIIEPKOHBEPTEHTHOTO
pacrpeieJieHHOTO TiporpammHo-orpezsensemMoro CXJ/] Ha 06a3e 0KaIbHBIX
JUCKOB, YCTAHOBJIEHHbIX B (U3MUeCKWe XOCTbl, 0e3 HCIO0Jb30BaHUs
Kiaccuyeckor pasgensieMor CX/I. Bavokauivy aHamor — mpoaykT VMware

vSAN.

1.2 HasHauenue ITK «pugiym»

Cdepa npumenenus: [1K «Vpuauym» — Kak TpeANpUsITHS FOCCEKTOpA, TaK U
Kommepueckue npeanpusTys. [TK «puauym» MoykeT ObITh UCI10/1b30BaH Kak Ha

TIpeINPUATUSIX KPYITHOTO OU3Heca, Tak U CpeJHero U Jake Majioro OusHeca.

B cocraBe IIK «Wpuguym» ectb Bce HeoOXOoguMble HWHCTPYMEHTBI IS
OeCIIOBHOM MUTPAI[UM HAarpy30K C JIFOOBIX UMITOPTHBIX CUCTEM BUPTYaIU3alin
(rakux, Kak VMware vSphere u Microsoft Hyper-V), a Takke c Jito0BIX

O0T€UeCTBEHHBIX CUCTEM BUPTYA/IM3dLINN.
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1.3 KOMIUIEKTHOCTb M3/Ie/TUs

O0o3HaueHue U3zeus Haumenosanue Konuu| IIpumeuanue
y3iesvs eCTBO

1 ITporpammHsbii KomIuiekc “Upuanym” B
cocTaBe:

RU.YT'C®.00001-01 [Tprmeuanue 4

RU.KHPIII.00014-01 |1.1 CpexctBo BupTyanu3aiuu “3se3zga”

M

RU.KHPII1.00007-01 |1.2 Cucrema xpanenwus AaHHbIX “IlITopm’ IIpumeuanue 6

1.3 IIporpaMMHbIH KOMILJIEKC
“Upnanym-VDI”

1.4 TTporpammHbIi KoMIiekce «CpefcTBO
yIipaBJjieHUs: e JUHUUHbIM X0CTOM [1B»
1.5 IlporpammHbIii KoMmriekce «CpefcTBo
ynpaBJieHusi TPyIoi XocToB [1B»

RU. ¥T'C®.00005-01 [Tpumeuanue 7

RU.JIHT®.00001-01 [Iprimeuanue 8

RU.JIHT®.00002-01 [Iprmeyanue 9

[IpuMeyanus

1 KonruecTBO ¥ HabOp COCTAaBHBIX UacTel OMpeie/isieTCs 1o pellieHn o 3aKa3uuKa crierudukaryest
MOCTaBKH.

2 KonuuecTBo ompeiensieTcs crieljudrKaiiyeid oCTaBKy.
3 Cocrasnele yactu [1IK “Vpuauym” nocrasnstorcs Ha ogHoM USB-HocuTerne.

4 B mpunoxeHud A [aHbl KOHTPOJIbHbIE CYMMbI HEM3MEHSIEMbIX KOMIIOHEHTOB ITPOTPAaMMHOTO
o6ecrieuenus (I10) ITK “puanym”.

5 ITporpammHbIi KoMIieke “Vipuarym” 3apericTpUpoBaH B PeecTpe poccuCKOro MporpaMMHOIO
obecrieuenus (3anuch B peectpe oT 01.03.2023 Ne16819).

6 Cucrema xpaHeHusi faHHbIXx 'llltopm" 3apeructpupoBaHa B PeecTpe poccuiickoro
MpOrpaMMHOTO obecrieueHust (3armck B peectpe oT 13.02.2023 Nel16626).

7 I1porpammubIi Komrieke “Upuanym-VDI”. CBUAETeNbCTBO 0 TOCY/AapCTBEHHOW perucrpanyu
rporpammsl Ayt OBM Ne 2025619685.

8 IlporpammubIiii KomruieKC «CpefCcTBO yIipaBjieHUss eAUHWYHbIM XocTtom [IB» sBisieTcs:
OMLMOHA/ILHO BXOAAMUM B cocTaB [IK «Mpuanym» KOMIIOHEHTOM

9 [TporpamMmHbIi KoMIliekc «CpesicTBO yripaB/ieHus rpymnmou xoctos [IBx» gBiseTcs onuyoHansHO
BxogsAwmM B coctas [IK «puanym» KOMIIOHEHTOM

1.4 ®yHxiMoHaMbHBIE BO3MOXKHOCTH ITK «puamym»

ITK «Vpuauym» obecrieurBaer:
— yCTaHOBKa HeINOCPeACTBEHHO Ha ammapatHoe obecrieueHre 6e3

WCII0/Ib30BaHKsl XOCTOBOM OMEePAalMOHHON CUCTeMbI (TunepBu3op 1 tTuna);
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— CO3JaHWe W yIipaBJeHWe BUPTyaJbHOW CpeJOM Ha Trpymie CepBepoB
(knacrepe);

— To/i/lep>KKa rparuecKoro yCTaHOBIIUKA;

— obbenuHeHve (U3MUECKUX CEPBEpOB B KmacTep 10 64 y3/i0B,
obecrieynBaOIIUX TOCTOSIHHYIO AOCTYIMHOCTh BUPTya/JbHOM MalllMHbBI, Aake B
cyyae oTKasa (prU3M4ecKoro cepBepa;

— obecrieyeHrie BO3MOKHOCTH HMCIIOJIb30BaHUsI B KauecTBe rocreBoit OC
orepalMoHHbIX cucTeM ceMelicTB Linux, Windows;

— (DyHKIMOHHMPOBaHUe CPe/ICTB 3allUThl MH(POPMAaLUK:

— BUPTYa/bHBIX CHCTEM 00HApPY>KeHUsI BTOP>KEeHUS;

— Me)KCeTeBbIX KPaHOB;

— aHTUBUPYCHBIX CPEJCTB;

— Cpe/ICTB aHa/v3a 3all|UIlleHHOCTH;

— cpeAcTB 3aiuThl UHGopMaluu oT DDoS arak;

— CPeJICTB KOPPEeSIUU COOLITHI 0€30I1acCHOCTH;

— CpeJACTB KOHTPOJISI yTeUKHM MH(OpMalyd U3 MHGOPMAaIMOHHOU

CUCTEM;

— Ha/lMuue CepTU(PUIMPOBAHHOW U HecepTU(HULMPOBAHHOW BepCcUr
v3esus;

— noajepykka ¢yHkimu Multipathing;

— CO3/laHWe BUPTya/bHbIX MammH (BM), nmx o0pa3oB u I11a0/IOHOB C
noep>KKoH 32 1 64-OMTHBIX FOCTEBBLIX OMepaI[HOHHBIX CUCTEM;

— BO3MOYXKHOCTB CO3/laHusi BM 13 HacTpauBaeMbIX 111a0/IOHOB C TIOMOIIBIO
rpaguueckoro ¥ KOHCOJILHOTO UHTeP(eiiCoB;

— BO3MOYXHOCTB TPYMIIOBOTO co3/aHust BM u3 111ab/10HOB;

— noagepxka B BM 1o 140 BupTyasibHbIX IPOLIECCOPOB;

— BO3MOXXHOCTb yIpaB/jeHusi KoHdurypauuedn BM ¢ mnomorisio
rpaguueckoro ¥ KOHCOJILHOTO MHTeP(eliCoB;

6
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— BK/IIOYaeT B COCTaB, TPOTrpaMMHOe obecrieueHue il yTIpaB/IeHUs
BUPTYaabHbIMU pabourmu Mectamu (VDI);

— TIOA/Iep’KKa pa3/IMyHbIX ClieHapyeB BUPTyaau3aluu pabounux MecT — C
OJIHUM WM HEeCKO/JbKUMH OpokepamMu (C 0OamaHCHMPOBKOW), BHYTPU OJHOIO
KJlacTepa WU C BblZesieHHbIM Kiiactepom VDI,

— BO3MOXXHOCTb WM3MEHEHUsl KOJIMYeCTBa BbIZIeIEHHbIX MPOLECCOPOB U
pa3Mepa OIepaTUBHOM TMaMATH BUPTYa/JbHBIM MalllMHaMm 0Oe3 3aBepIlieHus MX
(YHKI[MOHHMPOBaHMUSI;

— BO3MOXXHOCTb MOJK/0UeHrs1 K BM yCTpolCTB U3 cocTaBa arrapaTHbIX
Cpe/iCTB, Ha KOTOPbIX (DYHKIIMOHHPYeT CepBepHasi 4aCTh M3/leNusi, BK/IIOUast
ycrporictBa USB 3.0;

— BO3MOXXHOCTb MHTerpaljiyd C BHEIIHUMM CUCTeMaMU YIIpaBjeHUsl U
MOHHMTOPUHTa i1 cOOpa CTaTUCTUKA TIPOM3BOJUTENILHOCTH W  KOHTPOJIS
coctosiHud (noaaep>kka rpotokosoB: SNMP, SSH, CLI, CIM, API u T.1.);

— BO3MOXXHOCTb /00aB/ieHHsI BUPTYyalbHBIX [UCKOB B TOCTEBYIO

OTIeparjioHHYI0 CUCTEMY M YBeJIMUeHre UX pa3MepoB 0e3 ocTaHOBKH BM;

nojiep>kka OTKpbeIToro ctadgapta Open Virtualization Format (OVF);

— BO3MO’KHOCTb MO/JK/TFOUEHUsI BHEIITHUX XPaHWIHIL] 110 TpoTokosy FC;

— BO3MOXXHOCTb K/IOHUpOBaHusi BM;

— BO3MOKHOCTb  CO3[J@aHMSl  KJ/IaCTEPOB  BBICOKOW  [JOCTYITHOCTH,
BBITIOJTHAFOIMX Tepe3arnyck BM B ciiyuae BbIxo/ia U3 CTPOA y3/1a KlacTepa;

— BO3MOJKHOCTB TiepeHoca BM Mexay y3/amu kiactepa 6e3 ripepbiBaHUs
TpauKa;

— obecrieueHue aBTOMaTHUYeCKOI 0 pacnpeiesieHust cepBepoM
BUPTYa/M3al[ii peCypCcoB Mexkay paboTarommmvu BM;

— MUTpalys AUCKOB pabotaroiux BM Mexay xpaHummiiamu 6e3 ux

OCTaHOBKU;
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— CEepPBUCHBIA pEXUM OOCIY)XKMBaHMS y37la C aBTOMAaTHYECKUM
niepemelrieHreM paboTarorux BM 6e3 ux 0CTaHOBKY;

— BO3MOJKHOCTb  LIEHTPa/IM30BaHHOI'O  yMpaB/eHus  KJacTepamy,
CepBepHOM YaCThbIO M3/le/Usl Ha BCeX y3/axX KjacTepa BBICOKOW JOCTYITHOCTH,
XPaHW/MILAMU ¥ BUPTYa/lbHBIMA KOMMYTaTOPaMU;

— BO3MOYXHOCTb MOHUTOpPWHIa paboTOCOCOOHOCTU ¥ MCIO/Ib30BaHUS
pecypcos BM,;

— MoAJep)XKKa BHUPTYaJbHBIX KOMMYTaTOpPOB C TexHojoruern VLAN
(Virtual Local Area Network);

— nogxkmouenre K BM no nporokony SPICE USB-ycTpoucTB U3 cocTtaBa
arrapaTHbIX CPeJICTB, Ha KOTOPBIX (DYHKLIMOHUPYeT KJIMeHTCKasi 4YaCThb U3/ eIus;

— BO3MOJKHOCTb OTPaHUYEHMsI /I CeTeBOro M JAWCKOBOIO BBOZA-BbIBOZA
BM Ha 0CHOBe uX rpynmnoBbIX WIA UHIUBUYaIbHBIX HACTPOEK;

— Mo/Jep>KKa MeXaHW3MOB ONTUMHU3al[MX OTlepaTHBHOU MaMSITHU:

— [eAyTuIMKalys CTPaHULI;

— [WHaMHUeCKoe pacrpejie/ieHue;

— BBITPY3Ka B (haiia moAKauku, 00/1aCTh MOJKAUKH,
cchopMHPOBaHHYO Ha ITOCTOSTHHOM HaKoIUTee, b0
ornepaTHBHOM TaMSITH;

— Memory Balooning;

— BO3MOJKHOCTb CO3/J,aHust JAHAMUYECKU PacCIIMPSIOLLEr0Cs
BUPTYabHOTO [JHUCKOBOTO TIpocTpaHcTBa BM c obecmeueHrieM BO3MOXXHOCTH
BbIJIe/IeHUs] COOTBETCTBYIOLLMX arrapaTHbIX CpeAcTB ((hr3nueckux [AUCKOB,
6/10KOB (pU3MUECKUX [JHCKOB) 10 Mepe 3ario/IHEHUS] BUPTYaJbHOTO JWMCKOBOTO
rpocrpaHcTea BM;

— K/IMEeHTCKOe TIpujio)KeHue C TrpaduueckuM uHTepdeiicoM s
noAk/rouYeHust K BM;

— TIOAIep>KKa paboThl C KOHTelHepamu;

8
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— BO3MOJKHOCTb paboThl ¢ xpaHwnuiieM LVM, a Takke UCIOIb30BaHKe
TexHoJioruu ToHKHuX TomoB LVM Thin Provision;

— MoJJep’KKa Cco3ZiaHus IMporpaMmmMHo-omnpeesnsemont CX/;

— BO3MOXXHOCTh I1apajuleJIbHOTO JOCTyIa HeCcKONbKuX BM K ogHOMY
BUPTYa/JIbHOMY JIUCKY;

— BO3MOYXHOCTBb 1[€HTPa/JM30BaHHOTO OOHOBJIEHUSI C WCI0J/Ib30BaHUEM
LITaTHBIX CPEJICTB;

— BO3MOJKHOCTb pe3epBUPOBaHUs vHTepdelicoB yTipaBJIeHUSsI
VMH(}PaCTPYKTYpPOU BUPTyaIu3alyu;

— BO3MOYXKHOCTB pa3MelljeHus1 KOHTPOoJIiepa Ha XocTe (6e3 UCro/b30BaHus
JIOTIOJTHUTETBHOTO (PU3UUeCKOro cepBepa);

— BO3MOXXHOCTb CO3/jaHUsl CHAMIIOTOB BM;

— murpauusa BM us cpej BupTyanusanuy, B ToM yuciae VMware;

— co3ganHue 111ab/i0Ha Ha 6a3e cyijecTBytoiieii BM.

— noazaepkka Affinity Rule — pa3memienne BbiOpaHHbIX BM Ha ogHOM
xocTe BUpTyanu3anyu U Anti-Affinity Rule — pa3smeliienre BoibpanHbix BM Ha
pa3HbIX XOCTaxX BUPTYya/in3alluy;

— obecrieueHue UeHTU(GUKALIMYA U ayTeHTU(PUKAIU CyOBEKTOB 0CTyTIa
(mosb30BaTesiel U aAMUHUCTPATOPOB) /10 MPe0CTaBIeHUs JOCTyIa K PYHKIUSIM
BUPTya/M3allii W YIIpaB/JeHUs] B TOM UHWCJ/Ie B DPeXUMe B3aUMOJENCTBUSI CO
CpeZiCTBaMM CO3/laHUS eJMHOI0 TIPOCTPaHCTBA M0JIb30BaTeel;

— 3anyck BM B Buze oTzenbHOro nporecca, (QyHKLMOHHUPYIOLIEro OT
MMeHHU YUYeTHOM 3amucu cyObekTa JocTyma (110J/ib30Baressi) C yHac/ae0BaHHEM
€r0 MaH/IaTHBLIX aTPUOYTOB;

— 3amura (aityioB-obpazoB  BM ot Mogudukaimyd B - Ipoliecce
dbyHKUMOHMpPOBaHUs1 BM;

— perucTtparusi COObITHIA C UCII0/Ib30BaHUEM CPe/ICTB L|eHTPa/IM30BaHHOTO

IMPOTOKOJINPOBAHUS;
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— peryssipHoe OOHOBJ/ieHWe /i HeWTpanu3alyy yrpo3 SKCIUTyaTaluu
ysI3BUMOCTEW;

— ympaBJjieHue [AO0CTYNoM CyObeKTOB [ocTyrna K oObeKkTaM JoCTyma B
BUPTYya/JbHOW MH(PaCTPYKTYype, B TOM UMC/Ie BHYTPY BUPTYa/IbHBIX MalllvH;

— pa3bueHue  BUPTyaJibHOM  WHQPACTPYKTypbl  Ha  CErMeHTHI
(cerMeHTHMpOBaHWe  BUPTya/JibHOW  WHGPACTPYKTYphl) Aas  0OpaboTku
vH(dOopMal[1K OT/le/TbHBIM M0JIb30BaTe/ieM U (WIn) TPYTIIoN Mob30BaTeiei.

— HHTep(eic Ha PYCCKOM s3blKe C BO3MOXXHOCTBIO MepeKI0YeHUs] Ha
WHOCTPaHHbIM SI3bIK.

— Ha/lMuMe BCTPOEHHOro (YyHKLMOHaAa pe3epBHOTO KOMUPOBAaHUS, a
TakKKe BO3MOXKHOCTb WHTerpaldd C TIpOrpaMMHBIM obecrieueHHeM  [I/ist
pe3epBHOT0 KOTMMPOBAHUS, BBITIO/HSIONIMM KaK areHTHoe, Tak U Ge3areHTHOe
pe3epBHOe KOIMPOBaHHe U BOCCTaHOBJIEHNE KakK caMuxX BM, Tak u ux 111abji0HOB,
00pa30B U JUCKOB B pa3/UuHbIX (popmartax (BK/OUasi QCOW2), Ha Pa3IAYHBIX

TUIaxX TOMOB (BK/touast lvm, ceph u S3-xpanunuia).

10



RU.VI'C®.00001-01 92 01

2 ApxwurekTtypa IIK «puauym»

[Mpu co3ganuu [IK «Vpuguym» Mbl TOCTapaiuCb MaKCUMajJbHO TPUOIU3UTH
TM0/1b30BaTeIbCKUM OMBIT aJIMUHUACTPATOpPa K TAaKOBOMY i mpojykra VMware
vSphere. Be0G-uHTepdeiic cucTeMbl OpKeCTpalldd W OJUHOUHBIX XOCTOB
BupTyamusaiuu [1IK «/puauym» MakCMMaribHO TOYHO COOTBETCTBYeT Beb-
uHtepdelicy VMware vCenter (cucTema OpKecTpalliu B TMpoAykTe VMware
vSphere). ITo npubmmsuTensHLIM olieHKaM B Poccuiickoit defeparuu 6osee 100
TBICSIY CeluanucToB Mo VMware vSphere, mo/iIrOTOB/IEHHBIX 3a I'O/[bl TPUCYTCTBUS
KOMINaHud VMware Ha pPOCCHMHCKOM PbIHKe. OTHU CHELUaJUMCTbl MOTYT HauaThb
pabotats c [IK «puanym», He SIBJSSCH TIPU 3TOM ITyOOKUMM CIieLMaIMCTaMU T10
OC Linux, u He TpOXoJs AaUTe/NbHOe 1-2-ToAnuHOe TiepeoOydyeHune (UTO
TpeboBasioch OBl JyIA  SKCIUTyaTallid TMPOTPAMMHBIX  MPOAYKTOB — HAIIAX

KOHKYPEHTOB).

Ho BeG-uHTepdeiica «kak y VMware» 0Ka3ar0Ch HEJIOCTaTOUYHO /IS pellieHus
NocTaB/eHHOU 3aZiaun. Peanuzanus yHKIMOHAA T1aTGOPMbI BUPTYyaird3aliuu Ha
ypoBHe VMware vSphere oka3anmacb HeBO3MOXXHa Ha 0a3e MPOrpaMMHBIX
npoaykToB Open Source, M3-3a CyLeCTBEHHBIX OT/IMUMK B apXUTeKType. Takxke
MO/IeJIv yIIpaB/ieHusl BUPTyabHOW Cpefioit B mpoAykTax Open Source CyleCTBEHHO

OTJIMYAKOTCS OT TeX, K KOTOPbIM MPUBBIK/IM aAIMUHUCTpATOpbl VMware.

B mocnegHve roApl Mbl TIOCTeOBaTebHO W30aB/IS/IMCh OT OMEHCOPCHOM
COCTaBJ/ISIIOIEN KO/la B HAIMX MPOrpPaMMHBIX MPOAYKTaX W 3aMeHs/Id ee Ha
HaTUBHBIA TIPOrPaMMHBIM KO/, pa3paboTaHHOM Hailleli KoMaHf0u. B HacTosiiee
BpeMsl TiepernvicaHo yxke Oosiee 40% vMeBIIErocsi UCTOPUUECKOTO OTIEHCOPCHOTO

KoZia.

[Tpumep MHPPACTPYKTYpPhI C NPUMEHEHUEeM U3/e/usl Mpe/iCTaB/IeH Ha PUCYHKe 1.

11
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Kommytarop (Ethernet SW)

HommyTatop (Ethernet SW)

4
I + ¥ ¥ ] =
Brewnan O
svevy X B
FCASCSI

PucyHok 1 — H}pacTpyKTypHast cxeMa Jiji1 KOHBePreHTHOr'0 ¥ TMIIePKOHBEPTeHTHOI'0 BapHaHTa
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3 DyHKIMOHaMbHBIe XapakTepucTuky 1K «Apuauym»

3.1 3amunieHHas criela/M3rpoBaHHas 3akpbiTast OC

Pa3paboTtka mnpoaykra Oeper Hauasio B 2009 roxy. IIK «Wpuaumym» w3HauaabHO
3a[lyMbIBaj/iCi KakK 3aljuilleHHass CepTU(ULMPOBaHHasi OTeueCTBeHHass CUCTeMa
BUpTyasu3aiuu. B riporjecce pa3paboTku nmpoykTa Obi pa3paboTtansl 6osiee 150 maryeit
siipa orepalMoOHHON cucTeMbl (KakK (DyHKILIMOHa/IbHbIe, TaK U TaTud WH(POPMAal[MOHHON
6e3omacHoct). M3 onepaljoHHOM cucTeMbl Ob110 UcKItoueHo Bce 10, KoTopoe He UMeeT
OTHOLLIEHUS K BUPTYa/Iu3aLiuM, YTO COKPATUIIO 0 MUHMMYMa BO3MOJKHYIO TIJIOLa/ib aTaKH.
bbu1 UCK/IOUEH MeHemKep I1aKeTOB C Lie/Ibl0 TIpeAoTBpalleHusi ycraHoBKU [10 wu3
cropoHHUX perno3utopueB Open Source. C 1ienbi0 TMpefoTBpallleHysl 3amycka J000ro
cTOpoHHero He ofjobpeHHoro BeHzopoM [1O ObI peanu3oBaH AUHAMHUECKUA KOHTPOJIb
VICTIOJTHSIEMOr0 KoZa. JDTO TMpeAroJiaraeT MpoBepKy LM(PPOBOM MOANWCHA TIPU TOIBITKE
3arycKa Jiro00oro UCroHseMoro Kojia (Kak OMHapHBIX (aiiyioB, Tak U MogyJiei siapa). [lpu
HeyCIIellIHOW TpoBepKe I[M(pOBOM MOANUCH WM ee OTCYTCTBUM MCIIOMHSIeMbId KO He
3aryCcKaeTcsl.

Takum oOpa3om, Obula pa3paboTaHa crelManM3UpOBaHHAs 3aKpbITas 3allfUILeHHast
orepalyoOHHasi CUCTeMa — TUMepBU30p 1-ro Tuma, KOTopasi yCTaHaBIMBaeTCs
HEerloCpeJiCTBeHHO Ha (u3nueckre cepBepbl. KiroueBble OCOOEHHOCTH — Halllel
CreLMaaIu3MpOBaHHON 3aKPBITOM 3alLMILEHHOU OIepaljiOHHON CUCTeMBI:

. MuHuManbHasg IUIONja4b aTtakyd 3a cueT uckimroueHus 110, He oTHOcALerocs K
3a/layaM BUPTYa/Iu3aLiu,

. OTcyTCTBHE BO3MOXKHOCTH 3alyCKa CTOPOHHero He ofjo6peHHoro BeHz0poMm I10 3a
CYeT JMHaMHUYeCKOr0 KOHTPOJISI MUCIIOTHSIEMOr0 KO/ia,

. Peanuzaiiyisi BCTPOEHHBIX Cpe/iCTB 3aluThl uHGopmaluu (C3N).
BrieniepeuriciieHHble 0COOEHHOCTH SIB/ISIFOTCS KDUTUYHBIMU [I7Is1 3aLL[UILIEHHON CUCTeMbI
BUPTYyaJln3al[iK, MMOCKOJIbKY 3allMIeHHOCTh 00011 U T-cucteMbl He MOXKeT ObITh BbILIIe
3alMIIEHHOCTU T1aT(OpPMbl BUPTyaJMu3aliy, Ha KOTOPOW pa3BepHyTa JaHHas WUT-

ciuctemMa. B aryuyae npumenHenus I[IK «Vpuauym» BO3MOXKHO pasBepTbIBaHUE
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rocyjlapcTBeHHbIX MH(PopMaliMoHHbIX cucTeM (I'MIC) pa3HbIX K/IacCOB 3alllUIlleHHOCTU Ha
OJIHOM U TOM JKe KjlacTepe U Jake Ha OZJHOM U TOM ke XOCTe BUpTyanusauuu. Takxke 3a
cyueT npuMeHeHUs1 BCTpoeHHbIXx C3U nmomyckaeTcsi OAHOBPEMEHHOEe pa3BepThIBaHHE KakK
CepTU(PULMPOBAHHBIX, TaK U HeCepTU(HULIMPOBaHHBIX rocTeBbiXx OC Ha OJJHOM U TOM XKe
XOCTe BUPTyanu3alyu. B 3alyieHHoM ornepaliOHHOU CUCTeMe MOJTHOCTBEO MCKJTH0UaeT st
B3JIOM ruriepBr3opa uepes rocreByro OC.

I'mnepBu3op u3 coctaBa [1K «puanym» cepruduipoad @CTOK Poccuu Kak cpe/icTBO

3aumThl nHPopMauu (C3N) — ceptudukaT Ne 4934, nelictButenex 1o 05.05.2030.

3.2  BupTyanbHbIi KOMMYTaTOp

B cocraB IIK «Wpuanym» BXOAUT BUPTyalbHbId CEeTEBOM KOMMYTATOpP, KOTOPbIA He
ocHoBaH Ha Open vSwitch, a 11e/IMKOM U TIOJTHOCTBIO SIB/ISIETCSI COOCTBEHHOM pa3paboTKOM.
OTO M03BOIMII0 MAaKCUMaIbHO TIPUOU3UTh apXUTEKTYPY BUPTyaabHOro KomMmyTaTopa [TK
«puanym» K apxXUTeKType BUPTYa/JlbHOr0 KomMyTaTopa VMware vSphere, v peain3oBaTth
(yHKI[MOHa BUPTYa/JIbHOTO KOMMYyTaTopa Ha ypoBHe VMware vSphere.

BupTtyanbHbiii KoMMmyTaTop B 1K «puanym» SIBJISIeTCS pacripeie/ieHHbIM, UTO MO3BOJISIET
OCYILLECTB/ISITh LIeHTPaJIM30BaHHOE YIipaB/jeHue CeTeBbIM (PYHKIIMOHA/IOM T1aT(OpPMbI

BUPTYa/InU3aL1u.

3.3 ®aityioBasd cucremMa

B ITK «Vpuanym» Obljla MOTHOCTBIO «C HYJ/ISI» TeperycaHa MofiCMcTeMa BBOZIa/BbIBO/IA B
yacTu B3aumogencTusi ¢ CX/I, a Takke Oblsla pa3paboTaHa KiiacTepHas (aiioBast cucTeMa
— aHasor VMware VMFS, no ¢yHkiuoHany He ycrynawiomjas VMware VMES.
ApXUTeKTypa [JaHHOM TiceB/0-(hali/loBOM CUCTeMbI TpeAro/araeT, UTo JaHHble XPaHSATCS
HeTI0CpeICTBEHHO B BHjle 0/10KOB Ha pa3genseMbix LUN CX/I, a HauMeHOBaHuYs (aiiioB U
TMaroK XpaHATCd B BUJe MeTajaHHbIX. Cama npociiorka (aiyioBot CUCTeMbI (haKTUUeCKH
OTCYTCTByeT. bnaromaps  3TOMy  yJaqoch  [OCTUYb  BBICOKMX  MOKa3aTeseu

MMpOU3BOAWTE/ILHOCTH IMOACHUCTEMBI BBO’EI;a/ BBIBOJd - I1O pe3yJ/ibTdTaM TeCTOB, ITPOBEJEHHbIX
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HalllMMM 3aKa3uWKaMH, TPOM3BOAUTENBHOCTh TceBA0-(aiioBo cucteMbl Ha 18-36%
TIPEBOCXOUT TIPOM3BOJAUTENBHOCTL (aiinoBoil cuctembl VMFES ot VMware, Ha Tom e

CaMOM dIllIapdTHOM obecrneueHuN.

3.4 IIporpammHo-ompegensemas CX/I «IIITtopm»

B cocraB IIK «/puauym» BXOAWUT pacripefiesieHHasi MporpamMHo-oripesensiemas CX/]
«IITopm», KOTOpasi MOXXeT ObITb MCIO/b30BaHa [i/isi TIOCTPOeHUs] TUTepPKOHBEPTeHTHBIX
K/IaCTepOB XpaHeHHs Ha 0a3e JIOKaJbHBIX AWCKOB, YCTAaHOBJIEHHBIX B (PU3HUeCKHe XOCTHI.
B runepkoHBepreHTHOM KjacTepe OJWH W TOT >Ke XOCT BUPTyalu3al[dd MO>XKeT
OJHOBDEMEHHO Yy4yaCTBOBaTb B CO3JaHUM pacCIpefe/IeHHOrO0 Kijacrepa XpaHeHus, WU
3aMyCKaTh MPOAYKTHBHbBIE BUPTYa/ibHble MAIlIUHbI.

[pyro BapuaHT — CO3JjlaHMe IIPOrPaMMHO-OIpeZiesiieMOro KjacTepa XpaHeHusl Ha
BbIZIe/IeHHbIX XOCTaxX (KOHBepreHTHbIM KJjacTep), W TIpefloCTaB/ieHWe TpPOCTPaHCTBa
XpaHeHUs JJaHHOT0 KOHBEPreHTHOI0 K/IacTepa X0CTaM BUPTya/ivM3al[iy U JPYTUM CUCTeMaM
rio nipotokosiam iSCSI, NFS, S3. bawkauiumii aHanor nmporpaMMHo-omnpeesnsemon CX/]

«IIITopm» — nipoaykt VMware vSAN.

3.5 Cucrema opkecTpaLyu

Becb uHTe//IeKTya bHbIM (DYHKLIMOHAA CUCTEeMbl BUPTYya/lu3aljui peajnu30BaH B CUCTEME
OpKecTpaluu, Kotopasi Oblsia pa3paboTaHa TIOHOCTBIO «C HYJIs» U He OCHOBaHa HU Ha
KaKHX OIMeHCOPCHBIX aHasnorax. [Ipumep (dyHKIMOHAMA, KOTOPLIN peas30BaH B CHCTeMe
OpKeCTpaL1u:

e JKuBas murpauusi BM mMexay XxocTaMu BUPTYya/id3aLuu,

e )KuBasi Murpauusi BUpTya/ibHbIX JUCKOB BM MeXXy XpaHu/IMILiaMu,

¢ (OTKa30yCTOMUMBOCTh XOCTOB BUPTYya/iv3aliuu (Tpu najieHuy xocta Bce BM

aBTOMaTMYeCKH Iepe3aryCKaroTCs Ha IpYyTMX X0CTax Kiacrepa),
e (OTKa30yCTOWUMBOCTh CAMOM CHUCTEeMbI OPKeCTpaLyH,
e ABTOoMaTHhuecKast OajlaHCHPOBKA Harpy3KH Ha XOCThbI BUPTYa/IM3alliH,

e MHorue pyrue (yHKLWH.
15
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[TosiHOoTa (yHKIMOHANa IwU1aT(GOPMBI BUpTyaau3aliy, peajy30BaHHOTO B CHUCTEMe
OpKeCcTpalM{, HaxOJWTCS Ha YypPOBHe TMpPOrpaMMHBIX TPOAYKTOB JIMJEPOB pbIHKa

(6mkaiiiium aHanorom siiisietcst vCenter pa3paboTku kommnanuu VMware).

3.6 Mogayb yripaBieHus yAaJleHHBIME pabourMMu CTo/IaMu

[TporpammHeIii Komruieke “Upuanym-VDI” — Moay /b yripaB/ieHUs yjajieHHbIMU PabounuMU
cronamu (Virtual Desktop Infrastructure — VDI) mnipegHa3HaueH AJii CO3[aHUS
3allUIIeHHBIX TI0/1b30BaTeIbCKUX Cpefi Ha 6a3e BUPTyasibHBIX pabounx ctosioB Windows u
Linux, a Takke C mpuMeHeHHeM OMy0/IMKOBaHHBIX ripuioxkeHnii Windows u Linux. VDI-
Opokep obecrieurBaeT caeAyIole OCHOBHbIe (DyHKIUU:
e ABTOMaTWueCKoe pa3BepThiBaHMe BM ¢ yjaneHHbIMU pabouMMu CTOJlaMM Ha
n1aTpopMe BUPTyaIU3aLvy,
e AyreHTU(UKALUS T10/Ib30BaTe el 1o BHeltHUM 6a3zam (Microsoft Active Directory,
Open LDAP, FreelPA u MHOTHe pyrue),
e YrmpaBiieHue CeCcCUsMH JJOCTYTIA K y/ia/leHHbIM Pab0ourM CTO/1aM U 01y O/TMKOBaHHBIM

IMPUJIOXKEHUAM.

Pa3paboTaH 3aluileHHbIA TTPOTOKOJ AOCTyIMa K yZaJeHHOMy paboueMy ctomy Ha 6a3ze
npotokosia SPICE. Pa3paboTaHHBIM TPOTOKOJI AOCTyMa MpeAriosaraeT HWCIOIb30BaHHUe
TaKUX KOZeKOB, Kak H.264/H.265, 1 1103BoJIIeT JOCTAUb IPEeBOCXOJAHOI0 KauecTBa BU/eO0,
CTaTUUeCKUX W300pakeHWM, TeKCTa, ayJuo W T.J. TpPHA CpPaBHUTENTbHO HU3KOM
HCMO0J/Ib30BaHUU T0JIOCHI MPONYyCKaHUs (COIMOCTaBMMa C TMOJIOCOU, HCMHOJ/Ib3yeMOU

nipotokosoM PCoIP kommnanuu Teradici).

3.7 Pe3sepBHOe KOIMMPOBaHKE U peIUMKal{ys

Mopay/ib pe3epBHOIO KOMMPOBaHUsS MO3BOJIsIET Jie/laTh KONMUK 1M BOCCTaHaB/IMBaTh BM Ha
ypoBHe 00pa3oB BHUPTyalbHBIX AUCKOB. Takke MOJy/ib pe3epBHOTO KOIMUPOBAHUS

TO3BOJIIET DPEIUIMLMPOBaTh BUPTYya/lbHble AUCKU BM Mexay OCHOBHOW W yAaJeHHOU
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TIJION[AZIKON, TI03BOJIsAIA CTPOUTb KaracTpodoycToiunBble pemeHus Ha 0ase IIK
«puguym».
Mopyne pe3epBHOIO KOIMPOBAHUS [03BOJIAET Je/aTh pe3epBHbIe Koy BM B mporiecce
1X paboThl, MPU 3TOM KOHCHUCTEHTHOCTh JJaHHBIX Ha BUPTYasbHbBIX AUCKaxX 00ecrieunBaeTcs
C/ieIyIOIIMMU ABYMS CIIocoOamu:

e [locpepgctBoMm areHtckoro IIO, ycraHoBieHHOro B rocreByro OC, BBITIOSTHSETCH
cOpoc JaHHBIX W3 K3IlIel BUPTyaabHbIX KOHTPO/UIepOB BM Ha BUPTYyasbHbIN AUCK,
1oCjie 4Yero CO3/aeTcsd CHUMOK cocTossHus BM, U MNpoucxogutr pesepBHOe
KOIMPOBaHHEe «3aMOpPOKeHHOro» 06a30Boro BUPTyaqbHOTO Aucka BM. Tlo
OKOHYAHVH pe3epBHOI0 KOIMWPOBAHUS IIPOUCXOAUT KOHCOJMAALMs CHamumora C
6a30BBIM JIHICKOM.

e [locpeacTBoM cCO3[aHus C/erKa BUPTyanbHOW mnamsaTd BM (BMecTe co BceMu
JJaHHbIMM B KellaX BUPTYya/JbHbIX KOHTPOJUIEPOB), TOC/e Yero TakKe CO3ZaeTcs
CHUMOK COCTOsIHMS BM, 1 IporucxXoguT pe3epBHOE KOMUPOBaHUE «3aMOPOKeHHOI 0»
6a3zoBoro BupTyasbHOro Arvcka BM. Ilpu BoccTaHoBnennu BM BupTyanbHast aMsITh

BOCCTAHABJ/IMBAETCA U3 PaHee CAE/IdHHOI'O CJIETIKA IMaMsTH.

3.8 MexceTreBoi 3KpaH

Mopyib MexxceTeBoro 3kpaHa (MCO) nipefHa3HaueH /i 3all[UThl BUPTyalbHbIX CeTer C
MOAK/IIOYeHHbIMU K HUM BM. OH saBasieTcsi ceptuduiupoBaHHbiM MC3, a Takke
cepTU(hULIMPOBAaHHBIM CpeACTBOM KPUIITO3aLUThI “H(pOpMaLuu1 (CK31),
obecrieunBarOIM  MHM(pPOBaHWE  HAJIOKEHHBIX  TYHHe/Je C  HCIOJb30BaHUEM

kpurnroaaroputMos ['OCT.

e MakcuMasbHasi CKOpocTh pussTpanyu fio 50 I'éut/cex
e @ubpTpalys Kak Ha TPeTbeM yPOBHe (MapLIpyTU3UPYeMbI PeXXUM), TaK U Ha BTOPOM
YPOBHe (Pe>XUM KOMMYTAaLMU WIN «IIpo3padHbii» MCD)

L4 (DI/IJ'[pra]_[I/IH 110 JIFOOBIM T10JIIM B 3ar0JIOBKe CETeBOro rakeTa (Bl'IJ'IOTI:; A0 ceabMOIO

YPOBHS1)

L/
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e @upTpaLys 10 PaclUCaHUI0
e QDubTpauys Mo JOMEHHOMY UMEeHU
e Cucrema obHapyskenus Brop>xeHuii (COB), paboTaeT Kak B aKkTUBHOM, TaK U

MMaCCMBHOM DeXKHMe

3.9 MoHuTopUHT

Mojy/ib MOHUTOPUHTA 0OecIieurBaeT OTC/IE)KUBAHKE CTAaTyCa BCeX KOMITOHEHT T/IaT(hOPMBI
BUpPTya/u3aliui  (XOCTbl,  BUpTya/JbHble  MalllMHbl, = XPAHWIMWII]A),  BbIsIB/IEHUE
HEeHCITpaBHOCTeH, cOOp JIOrOB U MpOYel TeJieMeTprH, aHaIu3 UHhOPMaLH, 0ToOpaXkeHre

ee B rpadvueckom By/ie U T.A. bavkanimi aHanor — npoaykt VMware Aria Operations.
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4 TpeboBaHUsA K MUHMMa/TbHOMY COCTaBY TeXHUYECKMX CPe/iCTB
HOns obecrieuenust HopMasibHOM paboTel [IK «puanymMm» B 4YacTU BBITIOJIHEHUS BCel

3asB/IeHHOM  (DYHKLMOHAJbHOCTH, YCTAaHaB/JMBAKOTCS  C/IeAYyHOLIMe  MHWHUMAaJbHbIe

TeXHUYeCKre TpeOoBaHUs:

CepBepa /17151 BCeX y3/I0B C XapaKTePUCTUKaMU He HIDKe:

a) CUCTeMHBIN IUCK — MUHUMYM OT 64 I'6, pekomeHzioBaH SSD;

6) 2-4x 10/40 GB Ethernet.

CepBepa ynpaB/ieHUs] U MOHUTOPUHTA (TIepBbie TPH y3/1a KaacTepa) C
XapaKTepUCTUKaMU He HIDKE: a) obveM onepatuBHOM ramsT — 2 ['0;

6) ob6beM >KecTKUX AUCKOB — 64 I'6.

CepBepa JI0Ka/IbHOTO XpaHWIHIIA C XapaKTePUCTUKaMH He HUKe:

a) 1 CPU na OSD auck;

6) o6beM oreparrBHOM namsT — 4 I'6 Ha OSD auck + 2% K311I-IPOCTPaHCTBa;
B) 00BeM >keCTKUX AUCKOB — 0-12 OSD auckos (ot 64 I'6, pekomeHzaoBaH SSD).

Cepsepa ISCSI Target ¢ xapakTepuCTUKaMU He

Hwke: a) 2 CPU;

6) ob6wem orepatuBHOM namsTi — 161°6.

5 TpeboBaHus K mporpaMMHOMY 06€eCIIeUeHHIO

[TK «puanym» GpyHKLIMOHMPYET Ha amnrapaTHoM obecrieueHUH U He TpeOyeT [i/isi CBOero

3arycka obiecrcremuoro I10.
6 TpeboBaHus K HagEKHOCTH

Cpennsisi HapaboTka Ha oTKa3 - He meHee 10000 wacos.
Cpok cty>k05I - 10 J1eT.

["apaHTUIHBIM CPOK 3KCIUTyaTalyy - 3 Toja.
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CrnerjpanbHbIe Tpe6OBaHUSA

[TK «Vpuguym» pa3paboTaH C yueToM CeAyoLUX TpeboBaHUM PYKOBOJSIINX

AOKYMEHTOB:

— Ipukaz ®CTOK Poccuu Ne 17 “O6 yrBepkaeHurd TpebGoBaHuii o 3amure
vH(dopMal[My, He COCTaBJ/sitollleld TOCyJapCTBEHHYHO TaliHy, cojiepyalleiicss B
roCy/lapCTBeHHbIX  HMH(OPMALIMOHHBIX  cUcTeMax” - B TOCYyJapCTBEHHBIX

vHdopmalmoHHbIx cuctemMax (I'MC) fo 1 Knacca 3aiuilieHHOCTH BKIHOUUTEIbHO;

— Ilpukaz ®CTOK Poccum Ne 21 “O6 yrtBepxaeHun CocTaBa W COJepyKaHUS
OpPraHM3aIMOHHBIX W TEXHWYECKUX Mep TI0 obecrieueHHI0 0e30MacHOCTH
MepCoOHaNbHbIX [JIJaHHBIX TIpU uxX 00paboTke B HH(OPMALIMOHHBIX CHCTeMaxX
TepCOHabHBIX JJaHHBIX” /1711 00ecrieueHUs 3allUII[eHHOCTH TIepCOHa/IbHBIX JaHHbBIX B
MH(OPMAaLIMOHHBIX cucTeMax TepcoHanbHbiX JaHHbIXx (MCITJH) go 1 ypoBHA

BKJ/IFOUHUTEJ/IbHO,

— Ilpuka3 ®CTIK Poccuu Ne 31 “O6 yrBepxxgeHnn TpeboBaHuii K obecrieueHHto 3a-
IMThl  WHQOpMalUMM B  aBTOMAaTU3MPOBAHHBIX  CUCTeMax  yIpaBJieHUs
TIPOU3BO/ICTBEHHBIMM U TEXHOJOTMYEeCKMMH TpOLieCCAaMM Ha KPUTHUUECKM BaKHBIX
00beKTax, MOTEeHI[MA/IbHO OMAaCHBIX 00beKTaX, a TakKe 00beKTax, Tpe/[CTaBJISIOLUX
TOBBILIEHHYI0 OMACHOCTb [J/IS1 JKA3HU W 3[0DPOBbSl JIOAEU W JJis1 OKpYy>Karolleu
MPpUPOJAHOM  CpeAbl”, B~ aBTOMAaTU3WPOBAaHHBIX  CHACTeMax  YIpaBJeHUs
TexHonoruueckumu rmporjeccamu (ACY TII) pgo 1 kjmacca 3alliyilleHHOCTU
BKJ/TFOUWTEJIBHO, 3HAUUMBbIX o0BeKTax KPUTUUECKOU VH(}OpMalMOHHOU

vH@pacTpykTypsl (KVN) 1o 1 KaTeropum BK/IFOUMTE/TBHO;

— TpeboBanusi o 6e3omacHOCTH MH(OPMaLUY, YCTaHABIWBAIOIIMM YPOBHU JOBEPHS
K CpeACcTBaM TeXHWUYECKOW 3al[UThl WH(POPMAI[MM U CpPeJCTBaM oOOecrieueHust
6e3omnacHoctu nHPopMamoHHbIX TexHonoru (PCTOK Poccum, 2020 r.) — mo 4

YPOBHIO /10BEpHSi;

— TpeboBanus o 6e3ormacHoCT WHGOPMaILKK K cpeficTBam BupTyanu3saiuu (PCTOK
Poccum, 2022) — 1o 4 k1accy 3aljuThl;
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— TpeboBanusi 1o 6e30MacHOCTU HUH(OPMALMM K CpeACTBaM KOHTelHepH3alu

(®CTOIK Poccum, 2022) — 1o 4 Knaccy 3aljuThl.
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