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1 OBILIME CBEAEHUSA Ob OC «MPUANY M»

1.1 Kparkoe onucanne BO3MOXHOCTEN

Omnepanmonnast cucrema «Mpuanym» (manee — OC «Upumuym»), npeacraBiseT coOoi
COBOKYITHOCTh MHTETPHPOBAHHBIX HporpamM, co3aaHHbix Ha ocHoBe OC «Linux», u obecrieunBaer
00paboTKy, XpaHEHHE U Nepeady HHGOPMaIUK B KPYTJIOCYTOYHOM PEXXHUME 3KCILUTyaTal|H.

OC «Mpunuym» obnagaer cieayomuMy (YyHKIMOHATBHBIMUA XapaKTePUCTUKAMMU:

— obecrieunBaeT BO3MOKHOCTh 00pabOTKH, XpaHEHH U Nepeaun HHpopmanuy;
— obecreunBaeT BO3MOXHOCTh (DYHKIIMOHMPOBAHUS B MHOT03aJJaYHOM pEXHME (OJHOBPEMEHHOE

BBITIOJIHEHNE MHOKECTBA MPOIIECCOB);

— obecnednBaeT BO3MOKHOCTh MacIITaOMPOBaHMsI CUCTEMBI: BO3MOsKHA dKcrryaTanus OC kak Ha
onnout [19BM, Tak 1 B ”HPOPMAIIMOHHBIX CUCTEMAaX Pa3IUIHOU apXUTEKTYPHI;

— obecreunBaeT MHOTOIIOJIb30BAaTENIbCKUIN PEXXUM KCILTyaTalllu;

— obecrieunBaeT NOAJAEPKKY MYIbTHIIPOLIECCOPHBIX CUCTEM;

— obecrieunBaeT MOAJEPKKY BUPTyaIbHON IAMSATH;

— o0ecrieunBaeT NOAACPAKKY 3allyCKa BUPTYaJIbHBIX MAIIVH;

— obecrnednBaeT ceTeByto 00pabOTKy JaHHBIX, B TOM YHCJIE Pa3srpaHUYECHUE I0CTyIa K CETEBBIM I1a-

KETaM.

OC «Upuagumym» — 3TO KOMIUIEKC HEOOXOIUMBIX IpOrpaMM JUisl 3QQEKTUBHOIO BBIIOIHEHUS
TUNOBBIX 3ajlay: 3JEKTPOHHAs TOYTa, paboTa ¢ JOKYMEHTaMH M TPE3EHTALHUSMH, IMPOCIyIINBaHUE
ayauogailyioB 1 IPOCMOTp BUAeo, pabota B cetu MIHTEpHET U MHOTOE JpyTOE.

Ocnosnble npeumymiectsa OC «Mpuanym»:

—  PYCCKOSI3BIYHBIN MOJTH30BATEILCKHI HHTEPPEIC;
— rpaduueckas pabouas cpena MATE;
— BBIOOp pa3BOpaYMBAEMbIX PEHICHUH (HampuMep, BUPTyaln3alus, MyJIbTHMEINA PUIOKEHUs) Ha

JTare yCTaHOBKH;

— BO3MOXXHOCTb KaK Pa3BepHYTh, TAK U UCIIOIB30BATh TOJIBKO OIpeIeIeHHbIE CTykO0bI 0e3 Alterator;
— IIUPOKHUH BBHIOOP Pa3IUYHBIX IPOTPaMM I MpodhecCHOHATBHON M JoMalHel padoThl B cetn MH-

TEPHET, C JIOKyMEHTaMHM, CO CIIOKHOM rpadukoil m aHMManuel, aas o0pabOTKU 3BYKa M BHJIEO,

pa3paboTKu MPOrPaMMHOTO OOecTieueHUsI 1 00pa30BaHNUS;

— moJpoOHas WUTIOCTPUPOBAHHAS JOKYMEHTAIHSL.



1.2 CrpykTypa nporpaMMHBIX CPE/CTB

OC «HMpunuym» cocToUT U3 Habopa KOMIIOHEHTOB MpeJHA3HAUCHHBIX MJIS pealn3a- LHUU
(YHKIMOHATBHBIX 3a/1a4 HEOOXOIMMBIX IOJIB30BATEISAM (JOJDKHOCTHBIM JIMIIAM JUIS  BBIIIOJHEHUS
OTIPENIEICHHBIX JODKHOCTHBIMU MHCTPYKIMSIMH, TIOBCEIHEBHBIX JCHCTBUI) U MMOCTABISICTCS B BUJC JHC-
TpuOYTHBA ¥ KOMIUIEKTa 3KCILTyaTalIHOHHOH TOKYMEHTAIINH.

B crpyktype OC «puanym» MOKHO BBIACTUTH CIIEAYIONNE (PYHKIIMOHAIBHBIEC YIEMEHTHI:

— sapo OC;

— CHCTEeMHbIe OMOIMOTEKH;

—  YTWINTHI ¥ JpaiiBephl;

— cpencTBa obecrieueHUs] HHPOPMAIIMOHHOM 0€30MacHOCTH;

—  CHCTEMHBIC IPUIIOKEHHS;

— cpencTBa odecreueHus 00JIAYHBIX M paclpeleIeHHBIX BRIYACICHUH, CPEICTBA BUPTYAIN3ALUU H

CHCTEMBI XpaHCHUSI TaHHBIX;

— CHCTEMbl MOHUTOPHHTA U YIIPABIICHHS;

— CpencTBa MOATOTOBKH MCIOITHIUMOTO KOJA;

— Cpe/CcTBa BEPCHOHHOTO KOHTPOJISI HUCXOIHOTO KOJIa;
— ©Oubnmorexu noanporpamm (SDK);

— cpenbl pa3pabdOTKH, TECTUPOBAHUS U OTIIAIKH;

— HMHTEPAaKTUBHBIC pabOYHEe CPEIIbL;

— rpaduyeckas obomouka MATE;

— KOMaH/HbBIC HHTEPIPETATOPBL;

— TpOYHe CUCTEMHBIE MPHIIOKECHUS;

— TPUKJIAIHOE MPOrpaMMHOE obecrieueHue o0Iero Ha3HaYeHUs;
— o(hUCHBIC TPHIIOKEHUS.

Snpo OC «Mpuaunym» yrpapisieT T1O0CTyIIOM K ONEPATUBHOM MaMsITU, CETU, JUCKOBBIM M MPOYUM
BHEIIHUM ycTpoiicTBaM. OHO 3aIyCKaeT W PETUCTPUPYET MPOIECCH, YIPABISET pa3ieieHHeM BPEMEHU
MEXy HUMH, peau3yeT pa3rpaHudeHre IpaB U ONpeeIIsieT MOJIUTUKY 0€30IacHOCTH, 00OHTH KOTOPYIO,
He 00paInasch K HeMy, HEeJb3sl.

SAnpo paboTaer B pexHMMe «CYMEPBH30pa», MO3BOJISIIONIEM €My HMETh JOCTYIl cpa3dy KO BCEH
OIIEPAaTUBHOW MAMSATH U aIiapaTHo# Tabnuie 3axad. [Iporecchl 3amycKaloTest B «pPEKUME MOITB30BATEIIS:
KaX/IbIi JKECTKO MPHBSI3aH SIIPOM K OJHOM 3amucu TaOaMIbl 33/1a4, B KOTOPOH, B YHCIIE IPOYUX JAHHBIX,

YKa3aHo, K Kakoil UMEHHO YacTH OHepaTHBHOﬁ HaMATH 3TOT MPOLECC UMCCT NOCTYII.



SIIpo TOCTOSIHHO HAaXOMUTCS B TAMSTH, BBIMOJHSS CUCTEMHBIC BBI30BBI — 3aIPOCHI OT MPOIECCOB Ha
BBITTOJIHEHUE ATHX TTOANPOTPAMM.

CuctemHbie OMOTMOTEKN — HAOOPHI MPOrpaMM (TMTAKETOB MPOTPaMM), BHITIOJIHSIIONIUE Pa3TuIHbIC
(YHKIIMOHATBPHBIC 3aJa4d W TPEJIHA3HAUCHHBIC I JAUHAMUYECKOTO MOJAKIIOUEHHUS K padoTaronium

nporpammam, KOTOPbIM H€O6XO,Z[I/IMO BBITNIOJTHCHHUEC 3THUX 3aJa4.



2 3AI'PY3KA OIEPAIIMOHHOM CUCTEMBbI

2.1 Hacrpoiika 3arpy3ku

BrzoB OC «Mpuamym», yCTaHOBIEHHOM Ha MECTKMH JUCK, IPOUCXOJUT aBTOMAaTHUECKU U
BBHIMONIHsACTCST Tocie 3amycka [I9BM wu otpabotkm Habopa mnporpamm BIOS. OC «Mpuanym»
BBI3BIBACT CIICLUAIBHBIN 3arPy34HK.

3arpy34MK HacTPAaWBAETCsS aBTOMATHYECKH M BKJIIOYAET B CBOE MEHIO BCE CHCTEMBI, YCTaHOBKY
koTopbix Ha [I9BM on onpenenuin. IlosTomy 3arpy3umk TakXke MOKET HCIIOJIb30BAThCS ISl BHI30BA
apyrux OC, eciiu OHM yCTaHOBJIEHBI HA KOMITBIOTEPE.

[Ipumeuanue. [Ipy HaMunu Ha KommbioTepe Heckodbkux OC (WM TpH HATAYUHU
HECKOJIbKMX BapHAaHTOB 3arpy3KH), orepaTop OyneT MMETh BO3MOXKHOCTHh BhIOpaTh HeoOxoammyr OC
(BapmaHT 3arpy3ku). B ciydae eciu moip3oBaTeseM HU OJMH BapUaHT He ObUIT BBHIOpaH, TO MO UCTEYEHUH
3aJJaHHOTO BpeMeHHU OyzeT 3arpykeHa OC (BapuaHT 3arpy3KHu), 3alaHHBIE 110 YMOJTYAHUIO.

IIpu crangaptHoit ycranoBke OC «Hpuavym» B HadaJdbHOM MEHIO 3arpy3ddka JOCTYITHBI
HECKOJIbKO BapuaHTOB 3arpy3ku (Puc. 1): oO6b4Has 3arpyska, 3arpy3ka ¢ JONOJIHUTEIbHBIMU TApaMeTpaMu
(mammpumep, «recovery mode» — 3arpy3ka C MUHUMAaJbHBIM KOJHYECTBOM JIpalilBEpPOB), 3arpy3ka B
IIpOrpaMMy MPOBEPKH ONEPATUBHON NaMsTH (memtest).

Bapuanumet 3aepy3xu

alt@%
PRSOUAS CEAMLEN

Advanced options for ALT Workstation 10.1
Memtest86+-5.31b

IO ng zanycka cMcTeMu BebepruTe NyHKT MeHI0 M HaXxxmuT e Enter.
N na pepakTUpoBaHWA MeHIiD HaxM1Te E. [1nA Buxofa - Esc.

Puc. 1



[To ymomyaHuio, ecim He ObUIM HaXkaThl YIPABIAIOLIME KJIABUIIM Ha KIaBUAType, 3arpy3ka
OC «Mpuguym» HpOAOIKHUTCA aBTOMAaTHYECKH IOCi€ HEOOJBIIOr0 BPEMEHU OXHJIaHHUsS (OOBIYHO
HEeCcKoJIbKO cekyHn). Haxap knaBumry <Enter>, MOXHO HayaTh 3arpy3Ky HEMEJICHHO.

Jnist BBIOOpA JOMOTHUTENBHBIX MApaMETPOB 3arpy3KH HYKHO BBIOPATh MYHKT «J{OMOITHUTENbHBIC
napametpsl 1t ALT Workstation» («Advanced options for ALT Workstationy).

JIs1 BBITIOJTHEHMSI TECTUPOBAHMS ONEPATHBHON MaMATH HYKHO BBIOpaTh MyHKT «Memtest86+-
5.31b».

Haxaruem knaBuimm <E> MOKHO BbI3BaTh penakTop napamerpos 3arpy3unka GRUB u ykazate
napameTpsl, KoTopble OyayT nepenansl sapy OC npu 3arpyske.

[Ipumeuanue.Eciunpu ycTaHoBKke cUCTeMbI ObUT YCTAaHOBJICH NApoOJib HA 3arpy3duK, MO-
TpeOyeTcsi BBECTH UM MOJIb30BaTeNs «boot» M 3aJlaHHBIN Ha Im1are «Y CTaHOBKA 3arpy34HMKay MapoJb.

3arpy3ka ONEpAaLlMOHHOW CHCTEMBI MOXKET 3aHATh HEKOTOPOE BpEMs, B 3aBUCUMOCTH OT
IIPOU3BOUTENILHOCTH KOMITbIOTEpa. OCHOBHBIE 3Tallbl 3arpy3KU OIIEPallMOHHOMN CUCTEMBI — 3arpy3Ka sipa,
MoAKIIoUeHne (MOHTHUPOBaHKE) (PAIIOBBIX CHCTEM, 3aITyCK CUCTEMHBIX CIYKO — MEPUOIUYECKH MOTYT
JOTIONTHATHCS MPOBEPKOM (hailIOBBIX CHCTEM Ha HAIWYKE OIIHOOK. B aTOM cityyae BpeMst 0K IaHHSI MOXKET
3aHATH OOJIbILIE BpeMEHH, 4YeM 00bI4HO. [loapoOHyI0 HHPOPMALIMIO O IIarax 3arpy3Kd MOXHO MOJTyYUTb,

Ha)kaB kjapuiry <Esc>.

2.2 TlonmydeHnue nocTymna K 3aMppoOBaHHBIM pa3/iesiaM
B ciyuae ecnu Obu1 co3naH mupoBaHHBIN pasaen, MoTpedyeTcs BBOAUTH Mapoiib Ipu olpare-
HUH K 3TOMY pazzaeny (Puc. 2).
Hanpuwmep, ecnu Obu1 3ammpoBaH AoMaliHUR pasnen /home, TO UIS TOTO, YTOOBI BOMTH B
cucTeMy, oTpedyeTcst BBECTH MapojIb 3TOTO pasjiena U 3aTeM HaxkaTh <Enter>.
Ecnu He BBeCTH Maposib 32 OTBEJCHHBIN MPOMEXYTOK BPEMEHH, TO 3arpy3ka CUCTEMBbI 3aBEPIINUTCS
omuOKoi. B 3TOM ciydae crienyeT mepe3arpy3uTh CUCTEMY, HaXKaB I 3Toro ABa paza <Enter>, a 3atem

kimasumm <Ctrl>+<Alt>+<Delete>.

2.3 Bxopxu paboTa B cucTeMe B KOHCOJIBHOM PEKHME
[Ipu 3arpy3ke B KOHCOJIBHOM pexume padota 3arpy3unka OC «puamym» 3aBepiraercs
3ampocoM Ha BBOJ JIOTHHA W mapoJs ydeTHou 3amucu (Puc. 3). B ciayuae HEOOXOOUMOCTH Ha JIPYTyIO
KOHCOJIb MOKHO NepeiTH, HaxkaB <CtrI>+<Alt>+<F2>.
Jns nanbHeWinero BXoJa B CHCTEMY HEOOXOAMMO BBECTH JIOTMH W Mapojib YYETHOM 3alucu

IIOJIB30BATCJIA.



THonyuenue oocmyna x 3auugposanuvim pazoenam

alt ._g

pafoqan CTAHLWA

i

Puc. 2

B caywae ycmemHoro mpoxXoKACHHs MPOLENypbl ayTeHTH(PHUKAIMU W UACHTU(PHUKAIMHU Oyaer
BbINosHEH BXox B cucrteMy. OC «Mpuanym» mepeiyier K ITaTHOMY pEXHUMY pabOThl U MPEAOCTABUT

nanbHEHIMi noctyn K koncos (Puc. 4).

3anpoc na 6600 nocuna

hozt-15 login:

Puc. 3

Ipuenawenue 051 6600a KOMAHO

ho=st-15 login: user
Password :

2.4 BupryanbHas KOHCOJIb
B mpouecce paborsr OC «Mpuanym» akTUBHO HECKOJIBKO BUPTYaJbHBIX KoHcoJel. Kaxmas
BUpTyaJlbHasi KOHCOJb [JOCTYIIHA 10 OJHOBpPEMEHHOMY HaxkaTuio kiaBum <Ctrl>, <Alt> u
(YHKIIMOHAILHOHN KJIABUIITK C HOMEPOM 3TOM KOHCOIHU 0T <F2> no <F6>.
[Ipu ycranoBke cucTeMbl B Ipoduiie M0 YMOJIYaHUIO HA TIEPBOM BUPTYaIbHOW KOHCOJIH IOJIb30Ba-

TeIb MOXET 3aperucTpupoBaTbcs M paboraTh B Trpaduueckom pexume. [lpu  Haxkatum
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<CtrI>+<Alt>+<F1> ocymecTBiseTcs Mepexo1 Ha MEPBYI0 BUPTYyAITbHYI0 KOHCOJb B Tpaduueckuii pe-
KUM.
JBenamnaras BupTyaibHas KOHCONb (<CtrI>+<Alt>+<F12>) BbimonaHseT (QYHKIHIO CHUCTEMHOM

KOHCOJIM — Ha HCC BBIBOIATCSA COOGH.[GHI/IH O MPOUCXOAAIUX B CUCTECMC COOBITHSX.

2.5 Bxoxwu paboTta B cucteMe B rpauIecKoM pexkxnmMe

CranpmaptHas  ycraHoBka OC «Mpugmym» Brmouaer rpagudeckyio obomouky MATE.
I'paduueckas 000I0YKa COCTOUT M3 HAOOpA Pa3IMYHBIX MPOTPAMM M TEXHOJOTHH, HCIIOIb3YEMBIX JUIS
ynpasienuss OC 1 npenocTaBisIOMIKX MOIb30BaTENI0 yA00HbIH Tpaduueckuil naTepdeiic ams padboTsl B
BHJIC TPaQUIECKUX 000JI0YEK U OKOHHBIX MEHEIKEPOB.

[Ipu 3arpy3ke B rpadguueckoM pexxume padota 3arpyzunka OC 3akaHUMBAETCs IEPEXOAOM K OKHY
Bxoja B cucremy (Puc. 5), B KOTOpoM HE00X0IMMO BBHIOpATh JIOTUH YYETHOH 3alUCH IOJIb30BATeNs U3
BBINAJAIOIEr0 CIHCKA U BBECTH IapoJb, COOTBETCTBYIOLIMM STOW yYETHOM 3alliMCH, 3aT€M HaxKaTb
<Enter> nunu HaxxaTh KHONKY «BouTn.

OxHo 6xo00a 6 cucmemy

MaTuuua, 28.10.2022 15:45 host-15 Busg O

JNobpo noxanoeaTte

user -
|
Maponk

OTMeHa BoiTtn |
{ | | |

Puc. 5
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B pe3ynbraTe yCHemHoro npoxokJIeHusi Mpoleaypbl ayTeHTUPUKAUN U uAeHTU(pUKauu Oyner
BBITIOJIHEH BXOJ B cucteMy. OC «puanmym» mepeier K IMTaTHOMY PEXUMY PaOOThI U MPEJOCTaBUT
TaNbHEHIIINI TOCTyN K TpaduueckoMy uHTEpdeicy.

IIpumeuanue. [lockonbky pabora B cuUCTEeME C HCHOJIb30BAHWEM YUYCTHOH 3amucu
aJIMUHUCTpaTopa CHCTeMBl HeOe30IllacHa, BXOJ B CHCTEMy B TpaQHUUecKOM pEeXUME s

CYIIepIob30BaTeNsl root 3ampeméH. [lombITka 3aperucTpupoBaThCs B CHCTEME OyJeT MpepBaHa
coo0I1IeHreM 00 omnInoKe.
2.6 Pa6ounii cron MATE
Ha Puc. 6 mokazan rpaduueckwnii cromn MATE.

Pabouuti cmon MATE

AL T
SLEHIFIZs ek 0

Lt

Tle) 20 315 IR 2

L=

aityf

Lo sl o 5T ST

rld L EE

STy, MeHio @- [C] en !53 q_ﬁ = I"!"_EHL:!I M7, 28 ok, 15:46
Puc. 6
Ha pabouem cronie MATE ectb 1Be 0coOble obnacTu:

obnacTh pabouero cromna (paboyast IUIOIMIAbL B IEHTPE, 3aHUMAIOIIast O0JIBIIYIO YaCTh SKPaHa);
— mnaHenb MATE (cepas mosioca BHU3Y 9KpaHa).
Ob6nacTh paboyero cToiia BKIOYAET B ce0sl 3HAYKU:
— «KomnbroTep» — npeaocTaBisieT JOCTYI K yCTPOHCTBAM XpaHEHHUs JaHHBIX;
«/loMalHss narnka rnoJyib30BaTess — MPEeJOCTaBISIET JOCTYH K IOMAITHEMY KaTajory MoJIb30Ba-

Tens /home/<mumsa nosib3oBaTesis>. B 3Toi nanke no yModaHUIO XpaHATCS 0JIb30BATENb-
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ckue Qailnpl (Hanpumep, ayAM03arucy, BUIC03aIICH, TOKYMEHTHI). Y Ka)I0ro M0JIb30BaTeNs CBOs
«JlomamHssa» nanka. Kaxxaplil mosib30BaTeNb UMEET TOCTY TOJIBKO B CBOKO «/lOMalllHIO0» Nanky;

— «CeteBble cepBEpBI» — MO3BOJISAET IPOCMATPUBATH CETEBBIE MOAKIIOUEHNS KOMIIBIOTEPA,;

—  «O cucreme» — Ipe10CTABIAET AOCTYI K JOKYMEHTALIUY;

— «Kop3unay — noctyn K «yaajaeHHbIM ¢aitnam». OObIYHO, IpU ynaneHuu ¢aiina, oH He yaaseTcs
n3 cuctemsl. Bmecto atoro on momemaercs B «Kop3uHy». C mOMOIIBIO 3TOr0 3Ha4Ka MOXKHO
IIPOCMOTPETh UM BOCCTAaHOBUTH «yJayieHHbIE (paiinby. UTOOBI ynanuTh (aiiia U3 CUCTEMBI, HYX-
HO ouncTUTh «Kop3uny». UToOs! ouncTuTh «KOp3uHy», HEOOXOIUMO IIEIKHYTh TPABOM KHOMKON
MBIIIH 10 3HauKy «Kop3uHa» U BbIOpaTh B KOHTEKCTHOM MEHIO MYHKT «OYUCTUTH KOP3UHYY.
MosxHo cpasy yaaiauTh ¢ailn u3 CUCTEMbl, MUHYS KOp3UHY. J{J1s 3TOro HeoOX0IMMO OJJTHOBpEMEH-
HO ¢ ynaneHueM ¢aitia 3axarp kiapuury <Shift>.

Ha oGnacTh paGodero ctoma MOKHO TTEPETAIIUTH (DaiIIbI U CO3/IaTh SPJIBIKA TPOTPAMM C ITOMOIIIBIO
MEHIO MPABOY KHOMKHU MBIIIIH.

[lemyok mpaBoif KHOMKOM MBIIIU HAa CBOOOIHOM 00J1aCTH pabOYero CTosia OTKPHIBAET KOHTEKCTHOE
MeHIO pabouero croja, IJleé MOKHO, HallpuMep, HACTpouTh (GoH pabouero crona (IMyHKT
«ITapameTpbl BHELITHETO BUIAY).

[Tanens MATE (Puc. 7) pacnionoxeHna B HUxkHel yactu 3kpasa. [lanens MATE yHuBepcaibHa: oHa
MOXKET COJAepKaTh 3HAYKW 3arpy3udka, MaHETW 3aJad, MepeKoYarelb OKOH WM JiIo0oe Apyroe
COYETAHHE; U €€ MOKHO YJ0OHO HACTPOUTH. J{J1s1 TOro 4TOOB! YBUAETH BOZMOYKHbBIE BAPUAHTHI HACTPOUKH,
HE00XO0IMMO LIETYKOM MPAaBOM KHOIKU MBIIIN BbI3BaTh KOHTEKCTHOE MEHIO U MIEPEMECTHUTb, yIAIUTh UIIU
M3MEHUTH COJIEpKaHUEe aHEeNH 1Mo (popMe U CyIIECTBY.

Ilanens MATE co cnuckom okoH

= : % [T TR I"‘_'“ l :
SiGE, MeHio E B kanokynatop = en |.‘_‘u@ L—'@@w M7, 28 okT, 15:47

Puc. 7

Ha neBoii yactu maHenu pacroioKeHbl:

— ocHoBHOe MeHI0 — «MeHio MATEy, obecnieunBaromiee JOCTYI KO BCEM IpadUYECKUM HPUITOKE-
HUSIMU ¥ U3MEHEHUSIM HacTPOEK;

— KHoONKa «CBEpHYTh BCE OKHa» — KHOIIKA [103BOJISIET CBEPHYTH (Pa3BEpHYTh) BCE OTKPHITHIE OKHA Ha
TeKyIeM paboyeM MecTe;

— «llepexmnrouarens pabounux MeCT» — 3TO IpyIIa KBAaAPaTOB B IPaBOM HIDKHEM yTily kpaHa. OHu
MO3BOJISIOT MepeKiIouaTh padoune Mecra. Kaxnoe pabodee MECTO MPEAOCTABISAET OTAEIbHBIN
pabouuii CTOJI, HA KOTOPOM MOKHO PACHOJIOXKHTh NMPHIIOKeHHs. [1o yMonyaHuio akTUBHO J[Ba pa-

0ounx MecTa. MOKHO U3MEHHTE 9TO YHCJIO, HAXKaB npaBoﬁ KHOIIKOH MBIIITH Ha KIIEPEKIOYATCIIC
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pabounx MecT» U BbIOpaB B KOHTEKCTHOM MeHI0 IMyHKT «HacTtpoiikay. [{ist nepexiatoueHust Mexmay

pabouuMH CTOJIaMHU HEOOXOAMMO HCIOB30BaTh KOMOMHAINIO KiIaBull <Ctrl>+<Alt>+<«—> wm

<Ctrl>+<Alt>+<—>,

JIroOble OTKPBITHIC MPHIIOKEHHSI 0TOOpaXKaroTCsl KaK KHOIIKM B CpeHEN 4yacTu okHa. TyT oToOpa-
KAFOTCS BCE OKHA ¢ 00JIacTH paboyero ctoja BHE 3aBUCHMOCTH OT TOTO, BUAHO OKHO Wi HeT. KHomka
CKPBITOTO OKHa OyneT oToOpaxkarhcs ¢ O6enbiM (oHoMm. KHomka mpuiiokeHus, KOTOpoe BHIOpAHO B JlaH-
HBI MOMEHT, OyJeT ¢ cepbiM (hoHOM. UTOOBI MEPEKTIOUUTHCS Ha APYTroe MPUI0KEHNE, MOXKHO KIUKHYTh
[0 HEMY JIEBOM KHOMKOW MbIIIHU. [IJ1s mepekioueHus] MeX/1y OTKPBITHIMU OKHAMH TaKXe MOYKHO HCIIOJb-
30BaTh KOMOMHAIMIO KIaBUII<Alt>+<Tab>.

Ha npaBoi1 yacTu naHenu HaXOAATCS:

— 00J1acTh YBEJIOMJICHUH;
—  PEeryJisTop TPOMKOCTH U allIlJIeT HaCTPONKHU 3BYKa;
— npuioxkeHue «CeTeBble COeTMHEHUS»;
— Yachl U KaJIeH1aphb;
— TapaMeTpbl KIIaBUATYPBI;
— TapaMeTphl YIIpaBIeHHs TUTAHUEM.
B neBoif yactu nmanenu MATE naxomutcs «Menro MATE». Uepe3 «Menio MATE» (Puc. 8)

OCYLIECTBIISAETCS 3aIlyCK BCEX MPUIIOKECHUH, YCTAHOBICHHBIX Ha KOMIIBIOTED.

Menrwo MATE
MecTa WU36paHHoe Bce npunokeHns =
(=) i .
= AN S Be6-6payzep O KNMEHT 3NeKTPOHHOI NouThl
ﬁ' Mozilla Firefox <+ Mozilla Thunderbird

JOMaLHWKA KaTanor

KnueHT o6MeHa MITHOBEEHHbI...
-
ot '@' KnveHT cbMeHa MIHOBEHHEIM. ..
fa) Pabounia cron =
@ Kanekynatop i, TEKCTOBBIA pefakTop
@ KopanHa Kanokynatop MATE —! Pluma
TepmuHan Ok 3BYK
L
TepmuHnan MATE T M3MEHWTL rPOMKOCTE 3BYKA W ...
Cuctema
i JKpaHb CMCTEMHBIA MOHMTOP
i MeHemxep nNakeToB

= M3mMeHeHWe paspeLieHinA K ... CHCTEMHEIA MOHWTOP MATE

[%] LlenTp ynpaBnenna
TepmuHan

D 3a6n0Kk1poBaTh 3KpaH
3aBeplunTh CeaHc

| 0| BulATi

sityl, Merio -

Nomck: ‘ Q

Puc. 8



14

JleBas yacTh MeHIO BKJIIOYaeT pazaen «Mecta» u pazaen «Cucremay. [IpaBast 4acTb MOKET UMETh
BUJ N30PaHHBIX MPUIIOKEHUHN HIIM BCEX JOCTYIHBIX MPOTPaMM.
Paznen «Mecta» conepKuT NATh KHOMOK, 00ECIeUnBAIOIINX ObICTPBIN JOCTYN K Hanboliee Baxk-
HbIM MecTam OC:
— «Moii KOMITBIOTEP» — MO3BOJIIET YBUACTD BCe (PaiiiIbl B KOMITbIOTEpE U (PaliiIbl Ha MOIKIIOUEHHBIX
BHEUTHUX HOCHUTEJISX;
—  «JloMamrHuii KaTaJior» — B 3TOM Marke Mo YMOJTYaHUIO XPAHSATCS JTUIHBIC (haiiIbl TOJIb30BATEII;
— «Cetb» — O3BOJISIET TPOCMATPUBATh CETEBBIE MOAKIIOUEHUS KOMIbIoTepa. OCyIIeCTBISIET MOy-
YeHHe JocTyna K ¢ailiaM u ApyruM pecypcam, T0CTYITHBIM B 3TUX CETAX;
— «Pabounii cron» — manka BHyTpH «JlomaiHeil nanku», coaeprkaras (aiiibl ¥ manku, 0Toopaxa-
eMbIe Ha paboueM CToJIC;
— «Kop3uHa» — M03BOJISIET MOTYUUTh AOCTYI K «yJIaJI€HHBIM (aiimam.
Hlemyok mo m000My ITyHKTY B IOAMEHIO «MecTa» OTKpbIBaeT (aitioBsiit Menemkep Caja.
PykoBozactBo Caja MOKHO BbI3BaTh, BbIOpaB MeHIO «CripaBka» —«CoepxaHue.
B pazgene «Cucrema» HaxoIATcs KHOMNKH, MPEAOCTABISIIONIME OBICTPHINA JOCTYI K Ba)KHBIM
(YHKIMSAM CUCTEMBI:
— «MeHemxep MaKeTOB» — 3allyCKaeT IporpaMMy JUlsl HEHTPAJIM30BaHHOTO YIIPABJIEHUS IPOrpaMM-
HBIM 00€CITEeUeHUEM;
— «UeHnTp ynmpaBiieHus» — 3aMyCKaeT NMPUIIOKEHHE, TO3BOJIAIONIEEe HACTPOUTh BCE aCIIEKThI paboye-
ro okpyxenust MATE;
— «Tepmunam» — 3amyckaer nmpuiiokeHue «TepMHHam», KOTOPOE MO3BOJIET BBOJAUTH KOMAaHJbI
HENOCPEACTBEHHO C KJIaBHATYPBI;
—  «3a0noKupoBaTh SKpaH» — OJIOKUPYET CeaHC AOCTYyIa MOJIb30BaTEI;
— «3aBeplIuTh CEaHC» — 3aIlyCKaeT AUAJIOT, KOTOPBII MO3BOJISET 3aBEPIIUTh CEAHC WM NTEPEKITIO-
YUTb MOJIH30BATENS;
— «BpliiTH» — BBIBOAUT AMAIOTOBOE OKHO, KOTOPBIA IO3BOJIAET IEPE3arpy3UTh WM BBIKIIOYHUTH
KOMIIBIOTED.
Y cTaHOBIIEHHBIE IPUIIOKEHUS TOCTYIIHBI B CIIEAYIOIIMX MyHKTaxX paszaena «lIpunoxenus»:
— «Bce» — noka3pIBaeT MOJIHBIN CIUCOK YCTAaHOBJIEHHBIX IPUIIOKEHUN;
—  «AyaMo U BUIEO»;
—  «I'padukay;
— «HMHTepHeT;
— «OO0pazoBaTenbHbBIEY,;

—  «Odwucy;
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— «CucreMHbBICY;

— «CrangaptHeiey;

—  «AIMHHHCTPUPOBAHHUE» — COAEPKUT HHCTPYMEHTHI O3BOJIAIOIINE aIMUHUCTPUPOBATh CUCTEMY;
— «[lapaMeTpbl» — COAECPKUT UHCTPYMEHTHI IO3BOJISIOIINE KOH(UTYPUPOBATH CUCTEMY.

OTOT CMCOK OOHOBIISETCS MPU YCTAHOBKE WM yJAJICHUH [TPOrPaMM.

I[Ipumeuanue. Eciu komnbroTep 3ampammBaet napoib aAMUHUCTpATOpa (root), TO 3TO 3HAYUT,
4T0 OYJyT NMPOU3BOAMUTHCS BaXKHbIE CUCTEMHBIE HAcTpoiku. Cienyer ObITh NMpeenbHO BHUMATEIbHBIM K
BBIBOJMMBIM COOOILIEHHSIM.

[one «ITonck» mo3BoNIAET OBICTPO 3aIYCTUTHh HYKHOE IpUiIokKeHue. s 3Toro 10cTaTouHo Ipu-
CTYIIUTh K BBOAY Ha3BaHUs WJIM OMMCAHMS HUCKOMOIO NPHIIOKEHMS, 10 MEPE BBOJA CUMBOJUIOB, B MEHIO
OCTalOTCsl BUIHBI TOJIKO T€ MPUIIOKEHUS, KOTOPbIE COOTBETCTBYIOT 3anpocy. Eciu 00bekT moucka otc-
TYTCTBYET B MeHI0, QyHKIMS «[lonck» «peanoxkuT» apyrue BO3MOKHbIE J€HCTBUS, HAIpUMEp MOUCK B
¢aitnax OC mim NOMCKOBOM CUCTEME.

Paznen «30panHOE» MO3BOJISAET MOTYYUTh OBICTPBIM TOCTYN K BHIOPAHHBIM TPHIIOXKEHUAM. J{ist
no0aBieHNs PUWIOKEHUs B pasfen «/30paHHOe» HYKHO B KOHTEKCTHOM MEHIO HY’KHOTO MPHIIOKEHHS
BbIOpaTh MyHKT «OTOOpakaTh B M30paHHOM». Taxke MOXKHO MEpeTaIlUTh UKOHKY MPUIOKEHUS Ha KHOTI-
Ky «/30paHHOe», HAXOIAIIYIOCS B BEPXHEM IPaBOM YIily MeHI0. Haxarue nmpaBoil KJIaBHIIN MBIIIN 1103~
BOJISIET Kak JT0OOABUTbh, TaK U YJATUTh JIEMEHTHI pa3zaena «30paHHoe» (B TOM 4YMCIe OTCTYIBI U pa3Jie-

JIUTEIN).

2.7 biokupoBaHHE ceaHca I0CTyna

2.7.1 brnokupoBaHHE ceaHca IOCTyIa MOC]e YCTAaHOBJICHHOTO BpeMeHH 0e3/1eHCTBUS 1MOJIb30BaTeNs WIN

I10 €ro 3a1pocy

[Tocne aBTopm3amuu | 3arpy3kud rpadudeckoirt padoueir cpeast MATE, mosnbp3oBaTento
MIPEAOCTABIIACTCS padOUUid CTOM JJIst PAOOTHI ¢ TPaPUIECKUMHU TPUITOKESHUSIMH.

Ecnu monp30BaTeNlb OCTaBISET CBOM KOMITBIOTEP HA KOPOTKOE BPEMs, OH JIOJDKEH 3a0JI0KUPOBAThH
CBOM 3KpaH, YTOObI Apyrue Mojab30BaTeIN HE MOIIM MOJIYYHUTh JIOCTYI K ero ¢aiiiaMm nin padoTaromum
MIPUIIOKECHHSIM.

3a0510KUpPOBATh CEAaHC JOCTYIIAa MOXKHO TI0 3aMpocCy MOIb30BaTes, BbIOpaB MyHKT «MeHto MATE»
— «Cucrema» — «3abmokupoBaTh dkpan» (Puc. 9).

Jns  pa30nokupoBKH TpeOyeTcs BBECTH MAapojb IOJIb30BaTeNsl M HaXaTh  KHOIKY
«PazbnokupoBats» (Puc. 10).

[Tpu 3a010KMPOBAHHOM 3KpaHEe APYTHE MOJIb30BATEIM MOTYT BXOJUTh B CHCTEMY IO CBOMMH

yLIéTHI)IMI/I 3alUMCAMHA, HAXKaB Ha 3KpaHC BBOJaA IMapoOJjisd KHOIIKY ((HepeKJ'IIO‘II/ITB IIOJIB30BATCIIA .
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Bnokuposanue ceanca oocmyna

MecTa WU36paHHoe
|§| o

= Mon koMneTep % Be6-6payzep
e S Maozilla Firefox

CeTb

[ PaBiounid cTon

Kanskynatop
[ Kopawna U Kanwkynatop MATE
TepmuHan
T
epMuHan MATE
Cucrema

JKpaHbl
i MeHemxep nakeToB

[%%| LienTp ynpasneHua

TepMuHan

| L9 336n0KVpOBATE 3KPaH

3aBepLUWTE CeaHC

(0| BT

ﬁ KnueHT o6MeHa MITHOBEHHBI...
KnueHT obMeHa MIHOBEHHBIM...

= M3MmeHeHwne paspelieHiAa U M...

Bce MpunoXeHua =5

O KNnueHT 3NeKTPOHHOM NOUTHI
# Mozilla Thunderbird

=, TeKCTOBLIA pepgaKTop
—! Pluma

= 2BYK
~ M3MEHUWTL MPOMKOCTL 3BYKA W ...

CUCTEMHBIIA MOHWUTOP

A
CUCTEMHBIA MOHWUTOP MATE

¥

Momck: I

= v I

Puc. 9

Pa3z6noxuposanue cearca docmyna

15:46:45

MNaTHWUa, okTADpA 28

user
user Ha host-15

Naponk: [ |

al] en

OcTaBWTh coobuieHKne | | HEEEIUIPOHI.’ITb NoNL30BaTENA | |

OrmeHa

| | Pa3bnoknpoBaTte I

Puc. 10

Taxxe npu pabote B rpaduyecKoM pexuMe OJOKHPOBAHUE CE€aHCa JTOCTYyMa MPOUCXOAMT TOCIe

YCTAHOBJICHHOTO BpPEMEHH Oe3neicTBHs (10 yMOJYaHWIO 5 MHHYT) IOCPEACTBOM CpabaThIBaHH

MporpaMMBbl — XpaHHUTEIIS SKpaHa (screensaver).

Bpewmst Ge3nelicTBUSL CUCTEMBI yCTaHABIMBAETCSA B IUAIOroBoM okHe «llapamerpsl XpaHuTelns

9KpaHa», BbI3biBaeMOM u3 MeHI0 «MeHo MATE»— «llpunoxenus»— «llapameTpbim»— «XpaHUTETb

IKpaHay.
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2.7.2 bioxupoBKa BUPTyaJIbHBIX TEKCTOBBIX KOHCOJIEH
[Iporpamma v1ock mo3BoJiseT 3a0JJ0KUPOBATh CEaHC MPU paboTe B KOHCOJIH.
[Ipumeuvanue. JlomkeH ObBITh yCTAHOBIICH MaKeT v1ock:
# apt-get install vlock
Brimonnenne komaHaer vlock 0€3 JAOMONHUTENBHBIX MApaMeTPOB 3a0JOKHPYET TEKYIIHMA CeaHc
BUPTYaJIbHOU KOHCOIH, 0€3 MpephIBaHUS JIOCTYIA APYTUX MOIh30BATEIICH:
$ vlock
BrnokupoBka tty2 ycTaHOBJIEHa User.
Vcnonp3ynTre Alt-pyHKLMOHAJILHEIE KJIaBUIIM OJis repexona B opyrue
BUPTYyAaJIbHEIE KOHCOJIN.
[laposkb:
YToOBI MPEeIOTBPATHTH TOCTYI KO BCEM BUPTYAJILHBIM KOHCOJISIM MAIlIMHBI, CJICAYET BBITIOJHUTD
KOMaHIy:
$ vlock -a
Ternepb BHBOI Ha KOHCOJIb IOJIHOCTHI 3aBJIOKMPOBAH USEr.
[lapoJskb:
B osrtom cmywae vlock OmOKMpyeT TEKYIIyl0 AaKTUBHYIO KOHCOJb, a TMapaMmerp «-a»

MPEeIOTBPALIACT MEPEKII0YECHHE B APyTHUe BUPTYyalbHble KOHCOJH.

2.8 3aBeplleHUE CE€aHCa MOJb30BATENS

2.8.1 TI'paduueckuii pexxnm
Jlns 3aBepIieHust ceaHca MOJb30BaTeNs B rpaduueckoM pexume cieayeT B «Menio MATE» B
pazznene «Cuctemay BbIOpaTh MyHKT «3aBepuTh ceancy (Puc. 11).
Jlanee oTKpoeTcsi OKHO, B KOTOPOM IPEIOCTaBIsIeTCsl BHIOODP AanbHemux aericteuit (Puc. 12):
— «llepexiarounTh MOJIB30BATENS» — CEAHC IMOJIB30BATENs B rpaduueckoM pexxume OIoKupyercs,
Jpyro# MOJb30BaTENb MOXKET BOMTH B CUCTEMY I10J] CBOUM UMEHEM,;

— «3aBepIIUTh CEaHC» — BBIMOIHICTCS 3aBEpLICHUE CeaHca MOIb30BaTelNs B rpaduIecKoM peKUME.



18

3a6epmeHue ceanca norvbzoseamelis

Mecta WN36paHHoe Bce npunokeHus =5
== Moit komnekoTep @ Be6-Gpayzep O K/IMeHT 3NeKTpOHHOR NoUThbI
[lomawHmiA katanor Mozilla Firefox ¥ Mozilla Thunderbird
KnweHT obMeHa MrHOBEHHBI...
-
bt a KnneHT obMeHa MIHOBEHHEIM...
PaBouuid cTon =
E Kanskynatop wi, TEKCTOBLIN pefakTop
KopauHa Kanekynatop MATE ~1 Pluma
TepmuHan 3BYK
C G
epMuHan MATE M3MEHTE TPOMEDCTE 3BYKA W ...
Cucrema
1 3KpaHbl CUCTEMHBIA MOHWTOpP
i MeHexep naketos @

M3mMeHeHWe paspelleHnA W M... CUCTEMHBIA MoHWUTOP MATE

LleHTp ynpaBAeHna
TepmMuHan

[ 336n0KMpoBaTE 3KpaH

I 33BepLlUWTE CeaHC I

[ (@] BriiTy

: nouck:"[ ] Q |

vl

Puc. 11

OKHO 6bIx00a U3 cucmembl

BLIATIA U3 CACTEMEI CEAUACT

Bl Bowwnu B CUCTEMY KaK NONB30BATENb «USErs.

Bbl aBTOMATHHECKW Bblﬁ,ﬂ,ETE M3 CHUCTEMBL ‘-IEiB 24 EEiﬁ

ag Mepekn4YUTE NONL30BATENA @ OTMeHa E 3aBeplUUTE CeaHc |

Puc. 12

2.8.2 KOHCOJBHBINA PEKUM
3aBepINTh CEaHC MOIh30BATENSI B KOHCOIBLHOM PEXKUME MOKHO, BEITIOTHUB KOMaH/Iy exit:
S exit
host-15 login:
2.8.3 HacTtpoiiku 3aBepIlIeHus ceaHca MoJjib30BaTelisi B KOHCOJIN
Jlisg KaX7aoro mMoJsib3oBaTenss MOXKHO HAacTPOUTh aBTOMATHUYECKOE 3aBEpIICHHE CeaHca, IMOoclie
YCTaHOBJICHHOTO BpeMEHH Oe3/1eiicTBUS (HEaKTUBHOCTH) MOJIb30BaTeNs. /[ 3Toro Heo6X0MMO B KOHEIT

¢aiina /home/<mma nosszoBaTens>/.bash profile 100aBUTh CTPOKY:
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TMOUT=300

rae 300 — Bpemsi B CEKyHIaX OT MOMEHTa MOCJEIHEro ACHCTBHUS JO 3aBEPILICHHS CEaHca

IIOJIB30BAaTECIIA.

2.9 BeixirodeHue/nepe3arpy3ka KOMIboTepa

2.9.1 TI'paduueckuii pexxnm
Beibop mnynkra «Beiiti» (Puc. 13) B «Menro MATE» mo3BofsSeT  BBIKIIIOYUTH
nepe3arpy3uTh) CUCTEMY.

Buixnouenue Komnbsromepa

Mecta WM36paHHoe BCe NpuiokeHws -5

EI o
= Mo komnsioTep Beb-6payzep O KnueHT 3neKTpoHHONA NOUTHI

[loMaluHWiA kaTanor Mozilla Firefox Mozilla Thunderbird

@ CeTb

[ Pabounia cron

@\ KnwneHT o6MeHa MITHOBEHHEL...
KnueHT obMeHa MIHOBEHHEIM. ..

@ Kanekynatop \j‘ TeKCTOBLIN pefaKTop
@ KopsuHa Kanskynatop MATE — Pluma
TepmuHan ~ 3BYK
. ® fou
TepmuHan MATE M3MEHWUTE TPOMKOCTE 3BYKA W ...
Cuctema
' JKpaHb! CHCTEMHBIA MOHWTOP
*t MeHexep nakeTos

= M3ameHeHWe paspewieHna v M... CUCTeMHLIA MoHUTOR MATE

[%| LienTp ynpaBneHus
TepmMuHan
[ 336nokvpoBaTh 3kpaH

3aBeplUWTb CeaHc

|0 | BriidTin

% MeHo -

Momck: ‘ I Q

Puc. 13

(v

[Tpu BBIOOpE ATOrO MYHKTa OTKPOETCS OKHO, B KOTOPOM IPEAOCTaBISIETCS BHIOOpP AalbHEHIINX

newicteuii (Puc. 14):

— «Knymuii pexxum» — KOMIIBIOTEP MEPEBOANUTCS B PEXUM SKOHOMHUH dHEPTHH;

—  «Chosmuid pexxuM» — KOMITBIOTEp MEPEBOAUTCS B PEXKUM dHEProcOepekeHusl, MO3BOISIONINA OT-

KIIFOYUTb MUTAHUC KOMIIBKOTEPA, COXpPAHUB MPU 3TOM TCKYIICC COCTOAHUC OHGpaHHOHHOﬁ CUCTC-

MBI,
— «llepe3arpy3utb» — BolnonHseTcs nepesanyck OC;

—  «BBIKIIIOYUTDY — BBEITTOIHSIETCS BRIKITIOUCHHE KOMIIBIOTCPA.

[IpuMmevanue.Ecmunpu pazOuBke RKECTKOTO TUCKA HE CO3/IaBAJICS pa3aell MOJKAuYKH (swap),

TO MyHKT «CHsuii pexkuM» B OKHE BBIKIIIOUEHHUS! KOMIIbIOTEpa OYJIET OTCYTCTBOBATh.



20

OKHO BbIKTIIOUEHUS Komnbsrlomepa

BhIKNHOUYMTE CUCTEMY CeAuac?

Ebl BOLWAW B CUCTEMY K3K NONb30BATENb «USEr,

Cucrema i,q,ﬂ BbIKNKYEHE aBTOMATHYECKN ﬁ3 57 Eﬂﬁ
-I

| ﬁ HIOYLWMA peXam i:_T.ICI'IﬁLL(I.-'!IEI PEXIAM @ Mepe3arpy3vTb @ OTMeHa |E| BhIKNHYUTE

Puc. 14
Ecnu He Mpou3BOIUTE HUKAKKUX JEHCTBHI, TO KOMITBIOTEp OyIeT aBTOMAaTHYECKH BBIKJIIOYEH Ye-
pe3 1 MunyTy.
2.9.2 KoOHCOJBbHBIN peXUM

HCPCSany3I/ITB CUCTCMY B KOHCOJILHOM PCKNUME MOKHO, BBIITIOJIHUB KOMAHIY:

$ systemctl reboot

3aBepIuTh pabOTy U BBIKIIIOUUTH KOMITBIOTED (C OTKIIOYCHUEM MTUTAHUSA):
$ systemctl poweroff
[IepeBectu cuctemy B KAYLIUH PEKUM:

$ systemctl suspend
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3 OB30P MIPUWJIOKEHUMU JJI51 PABOYEHN CTAHIIUU

OC «Mpumuym» COIEpKUT OTPOMHOE YWCIIO TPUIIOKEHHUH (TporpaMm) JJisi BBIITOJHEHHUS BCEX
MOBCEIHEBHBIX 3aAa4. [Ipu 3TOM Ba)KHO MOHUMATh, YTO JJISi BBIIOJHEHUS] OJTHOTO U TOTO K€ JNEHCTBUS
MOTYT OBITh HCIIOIb30BaHbI pa3HbIE MPHIIOKEeHU. Harpumep, 17151 HarmucaHUsl IPOCTBIX TEKCTOB TOCTYIEH
LEJIBIA Psii TEKCTOBBIX PEAAKTOPOB C Pa3HBIM HAOOPOM BO3MOKHOCTEH.

Habop nporpaMm ¢ arcka NOKpIBaeT 0ObIYHBIE TOTPEOHOCTH. Eciu ke onpenenéHHas mporpaMma
OTCYTCTBYET B CHCTEME, TO €¢ MOYXHO YCTaHOBUTbH C JWUCKA WM U3 OTPOMHOro OaHKa MPOrpaMMHOTO

obecrieuenus OC «punuym».

3.1 BeO-naBuranus

Be6-Opay3epbl — KOMILIEKCHBIE TpOrpamMMbl it 06padotku 1 orobpaskenust HTML-ctpanui no
npotokosry HTTP u HTTPS (oTkpeiTHE cTpanull caiitoB, 610roB u T.1.). OCHOBHOE Ha3HAuYC€HHUE BEO-
Opay3epa — mpenocTaBieHne uHTepderica MexXIy BeO-caliToM U ero mnocetureneM. B 6a3oBeie (hyHKIIUU
COBPEMEHHBIX BeO-Opay3epoB BXOAT:

— HaBWTalMs U IPOCMOTP BEO-PECypCOB;
— mnoka3 ornasneHuid FTP-cepBepoB u ckaunBanue ¢aiiios;
—  TOJIJEPIKKA CKPUITOBBIX S3BIKOB.

OcHOBHBIE TIPUHIMIBI PpabOTBI ¢ BeO-Opay3epoMm HenmsMmeHHBI. [Iporpamma mpemocTaBiseT
MOJIb30BATENIO aJIPECHYI0 CTPOKY, B KOTOPYIO BHOCHTCS aJpec HEOOXOIMMOro caiTa. JTa ke CTpoKa
MOJKET HCIOJIB30BATHCS Ul BBOJA MOMCKOBOTO 3ampoca. s 6osee ObICTporo octyma ajapeca 4acTo
MOCEIIaeMbIX CaWTOB J00aBIAIOTCA B 3akiagkd. Jlms mepexoma K mpeaplaymiei/cleayronieit
MIPOCMOTPEHHOM BEO-CTpaHuUIle, Kak MpaBWJIO, MPEAYCMOTPEHBI CIeHUalbHble KHOMKWA Ha TMaHeIu

MHCTPYMEHTOB.

3.1.1 Mozilla Firefox

[Iporpamma Mozilla Firefox — Be0-Opay3ep, moaaepKkuBarouii 60JIbIIMHCTBO COBPEMEHHBIX BEO-
TEXHOJIOTUH M HMHTEepHET-poTOKosoB. bpay3ep Mozilla Firefox mpennaraer monp3oBaTesnto JIOTMHYHBIHA
uHTepeiic 1 BO3ZMOXKHOCTH TOJHOCTBIO KOHTPOJIMPOBATH CBOIO paboty B Murepuere (Puc. 15).

Be6-6pay3ep Mozilla Firefox mpemocraBisier mupokrue BO3MOKHOCTH HACTPOUKH: MOJIH30BATEIh
MOJKET YCTaHABJIMBATh JOMOJHUTEIbHBIC TEMbl, U3MEHSIONINE BHEITHUN BUI IPOTPaAMMBbI, U PACIIUPEHHUS,
J00aBISIONINE HOBYIO (DYHKIIMOHATIBHOCTD.

Jl1 TOro 4TOOBI OTKPBITH MHTEPHET-CTPAHUILY, HEOOXOAUMO BBECTH €€ aJJpeC B aIPECHYIO CTPOKY
Opay3epa u HaxaTb KHONKY <Enter>. Eciau HY>KHO OTKPBITh CCBUIKY Ha CJIEIYIOIIYI0 CTPAHUIy B HOBOMH
BKJIaJIKEe, TO HEOOXOIWMO Ha)KaTh HA HEW CpelHeld KHOMKOH (KoJiecoM) MBIIHU. ECTh BO3MOXKHOCTH

HaCTPOUTb OJJHOBPEMEHHBIN IIPOCMOTP HECKOJIBKUX CTPAHULl B Pa3HBIX BKJIIAJKaX OJHOIO OKHA.
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Mozilla Firefox

2L Onucanue OC «AnkT PaBouzr X +

- - O O B httpsy/www.basealt.ru/alt-workstation/description B so% {:f = =
pasealt KOMMAHWA [POOVKTEl TEXHONOMAWM MAPTHEPH OBYUEHWE TEXMOOOERXKKA Q)

OMUCAHME CNELIMDUKALMM CHAYATE KYMTE rANEREA [OKYMEHTALMA NMLEH3K >

OnepaunoHHaa cuctemMa «AnbT Paboyvaqa ctaHuMa»

OC «AneT Pabodvan cTaHUMA» — OWCTRUEYTME Ha Baze agpa Linux, BKNOYaLWLMA B

ceba onepalnoHHYID CUCTEMY WM Habop NpUNoHKEeHWI ANA 3bdeKTUEHON paboTel, =
nogfepuBatoLL1iA pasnMYHoe OononHuTensHoe obopygoBaHue. «AnsT Pabouan a I t =
CTaHUKWA» NpedHasHadyeHa ANA YCTaHOBKKM Kak Ha dM3MUeck e, Tak M Ha BUPTyanbHbe . b
MalnHbl. OUCTPMEYTME BINYCKAeTCA B HECKONbKMX B3pMaHTax MCNoNHeHWA: 4nAa XB6 paﬁoqaﬂ CTaH“HH

(Intel 32- 1 64-BuTHEIX), ARME4 (Huawei Kunpeng Desktop, NVIDIA Jetson Nang,
Raspberry Pi3 u Pi 4, «Balikan-M»), e2kv3le2kv4fe2kvs («Inebpycs), mipsel («Tasonra
Tepmudans:), armh.

BO3MOMHO MCNONB3I0B3HWE OQUCTPMBYTHMES B KEYECTBE TOHKOMO KITMEHTA /18 CMCTEM C 3arDy3HOM NO CETK M NOOHTHOUEHMEM
OOMaLHER NanKK NoNL30EaTend c cepeepa (NpK Menons3osaHKKM ALT-gomeH).

«AnbT Pabouan cTaHUMA» NpefcTasnaeT cobol pelleHMe YPoBHA NPeanpyaTia, NO3BONAI0LIEES OCYLLECTEUTE MUTDALIMID
Ha MMNOPTO3aMELLSIOULEE NPOrPaMMHOE 1M aNnapaTHoe oBecneyeH1e.

Puc. 15

Jns OpICTPOTO JOCTYINA K YacTO IOCEIIaeMbIM BeO-CTpaHUIIAM MOXHO CO3/1aTh CCBUIKM Ha
«[lanenu 3axmazok». YTpaBleHUE 3aKIAJAKaMH M UX PEAAKTUPOBAHUE OCYILECTBIISETCS B paMKax
JIMAoroBoro okHa «bubnuorekay.

[Tanens HaBUTALIMK TTOMOTAET MOJIH30BATEIIO UCKATH!

— MHTeJUIEeKTyajbHas CTPOKa BBOJA aJipeca MPeIoCTaBIIsieT OKHO-NMOJCKA3Ky ¢ MCTOpHEH mocerie-

HUH, 3aKJIQI0K ¥ OTKPBHITHIX BKJIAJIOK, a TAK)XKE TOIA CaliTOB;

— CTpOKa MOKWCKa MpejiaraeT nojib30BaTelo (QyHKIMIO MOKCKa 110 Mepe Habopa TeKcTa.

Be6-Opaysep Mozilla Firefox paboraer kak mnomnodyHkumoHanbHbli FTP-kmuent. Iporece
3arpy3Kku HaiiieHHbIX B lHTEepHEeTe (hailioB Ha jKECTKUH AUCK KOMITBIOTEpA 0TOOpaKaeTcs B IUAIOrOBOM
OKHE MEHeIKepa 3arpy3oK. B HacTpoiikax BeO-Opay3epa MOXKHO yKazaTh MarkKy NI cCOXpaHeHus! GhaiaoB
WM BBIOpATh BO3MOXKHOCTh Ha3HAuaTh MAMKy MpU COXpaHeHuU ¢ailios.

Mozilla Firefox Bkirouaet B ce0st BCTpoeHHOE cpeacTBo it mpocMoTpa PDF, kotopoe mo3Bosisier
npocMmarpuBaTh Toutd Bce PDF-daiiner, Halimennbie B MHTepHeTe, 0€3 HCHOJb30BaHUS BHEITHETO

IMPUITIOKCHUA.

3.2 DnexkTpoHHas 1odra
I[J'ISI pa6OTLI C BHCKTpOHHOfI MoYTOM MPUMCHAIOTCA CIICHUAIIN3UPOBAHHBIC TPOTrPAMMEBI — ITOYTOBLIC

KIIMCHTBI, MPECAOCTABIAIOIINC ITOJIB30BATCIIIO ruOKHe U 3(1)(1)CKTI/IBHI>IC BO3MOKHOCTHU pa6OTBI C
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ANEKTPOHHON KOPPECTIOHIEHIIMEH: pa3IMyHbIe CPEeICTBA COPTUPOBKHU COOOIIEHUH, BEIOOp MIa0JIOHOB U3
rOTOBOT'0 Habopa, MpoBepKy opdorpadun mo Mmepe Habopa TEKCTa U APYTHE MOJe3HbIe (DYHKITHH.

CoBpeMEHHBIEC TIOJIb30BATEM MPEANOYUTAIOT padoTaTh € JJICKTPOHHOW IOYTOM uepe3 BeO-
unTepdeiic, ucrnonb3ys Opaysep. [lonpydHbIX CpEICTB, MPEIOCTABISIEMbIX MOMYISIPHBIMU MMOYTOBBI- MU
CepBHCaMHU, IJiA TOBCEAHEBHBIX IMOYTOBBIX HYKJ IOJB30BaTENsl MPAKTUYECKH JOCTATOYHO, HO HC-
M0JIb30BAHKE CIEIHANIBHO MPEAHA3HAYEHHBIX TPOrpaMM Ja€T HEKOTOPhIE TPEUMYIIECTBA:

— BO3MO>XHOCTh OJJHOBPEMEHHO Pa0OTHI C HECKOJILKUMHU YUCTHBIMU 3aIHCIMU;

— THOKHe MpaBuiia COPTUPOBKH MOUTHL;

— oO0ecrneyeHrne OrpaHUYEHHOTO JJOCTYyTAa K OT/AEIbHBIM MarKaM WK YYCTHBIM 3aIHCIM;
— HaJM4ue aHTHUCIIaM-CHCTEM U CHCTeM (UIIbTPALlUU PEKIIaMbl;

— SKOHOMHSA BXOZSIIETO TpaduKa.

Jns Linux co3mano 00JbIIoe KOJUYSCTBO MOYTOBBIX KIIMEHTOB. Bee oHM 001a7a10T CBOMMHU OCO-
OCHHOCTSIMHU M, KaK IIPaBUJIO, UMEIOT BCE HEOOXOAMMOE JIJIsl YCIICITHON paOOThI C 3JIEKTPOHHOMN TOYTOM:
COPTUPOBKY U (QUIBTPALIUIO COOOLIECHUH, TOAACPKKY Pa3IMUHbBIX KOJIUPOBOK COOOIIEHUH, BOZMOKHOCTh
paboThI CO CIIUCKAMH PACCHUIKH U T.I1.

Br16op mMOYTOBOrO KIMEHTA 3aBUCUT OT JIMYHBIX MPEANOYTEHUH Moyib3oBarens. J[is mepBoHa-
YalbHOI HACTPOUKH JIF0OOTO MOYTOBOTO KIMEHTA MOTPEOYIOTCS ClIEAYIONINE JaHHbIE:

— aJpec dIEKTPOHHOM IOYTHI;

—  Tapoib IS TOCTYIA K SIIUKY JIEKTPOHHOH MOYTHI;
— MMEHAa CepBEPOB BXOSAIIEH U UCXOASAIIEH TTOYTHI;

— tun cepBepa Bxojsmiei noutsl (IMAP umu POP3).

Anpec u nopt ans goctyna k SMTP u POP3 cepBepam HeoOX0auUMO BBIICHHTH Yy IpoOBaiinepa
ANEKTPOHHOU MOYTHI WM Y aJIMUHUCTPATOPA CETH MPEATPUITHS.

3.2.1 Thunderbird

Mozilla Thunderbird — MONIHBIN MOYTOBBINA KIWEHT, MO3BOJSIONIHI MaKCUMAIBHO 3((HEKTHBHO
pabotath ¢ snekTponHoi moutoit (Puc. 16). Mozilla Thunderbird mo3Bomnsier paboTarh ¢ 3IEKTPOHHOU
KoppecnorneHimeit yepe3 nporokonsl POP, SMTP u IMAP, ydactBoBaTh B koH(pepeHmusx Usenet, a
TaK)K€ OCYIIECTBIATH MOAMUCKY Ha HOBOCTHBIE JIEHTHI RSS.

®ynakuun Thunderbird:

— HacTtpoiika uHTepdeiica (M3MEHEHHUE PACTIONOKEHHsI OKOH, HaJIMYKMe U OTCYTCTBHE KHOIOK Ha Ia-

HEJIM UHCTPYMEHTOB, U3MEHEHHE UX pa3Mepa U T.1.);

— otoOpaxenue odoro popmatupoBanuss HTML, obecnieunBaromiee KpoccmiaropMEeHHYIO COB-

MECTUMOCTB;

— BbIOOp PEKMMOB MOKa3a U KOMIIOHOBKH YUYETHBIX 3alCEN U MOYTOBBIX MAIOK;
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— MMOoAACPIKKA CMCHBI TEM U YCTAHOBKU paCMHpeHHﬁ.

TToumoewiii knuenm Mozilla Thunderbird

newexample@yandex.ru - Mozilla Thunderbird

newexample@yandex.ru B HacTpoika y4eTHOW 2an. X | Thunderbird Privacy Notice X |
B9 Nonyudts | v & Cosgats | (9 Metka ™  ili BeICTpLIA GuUnsTp | D Mowck <Ctri+K= =
Nankwn
= newexample@yandex.ru MapameTpsl YHETHOA 3aMKCK
B - 8 newexample@yandex.ru = ple@y @ et
Bxopawue (4)
@ > [E deprosmkm
> </ OTnpaBnexHbie YteHWe coobLeHniA & Co3gaHWe HOBLIX cooBLIeHWA Q. Mowuck coobLLeHWiA
& Cnam
@ YaanewHbie tli ¥npaenenue gunsTpamu cooblyeHni &2 Cxso3uoe WnpposaHve
5 BaxHoe
& Cnam
s [3 NloKkaneHele Nankm
I ¥aanéHHee BbIBepUTe, UTO HYXXHO HacTpoMThb
& Wcxogpuime
3NeKTpoHHaA noYta KaneHgapb AfpecHas KHAra
& Yar # Filelink St JleHThl HOBOCTER
Tpynnel HOBOCTEA
& ) :

Puc. 16
[Ipu mepBoM 3amycke mouytoBoro kiaueHta Thunderbird Oyaer aBromaTudecku 3amyIieH MacTep
«Hacrpolika y4€THOM 3aucy IOYTHD.
Macrep co3nanus yueTHou 3anucu 3anpocut (Puc. 17):
— M3 [I0JIb30BaTEI;
— aJpec AIEKTPOHHOM MOYTHI;

—  Tapolib.
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Iloumoswiii knuenm Mozilla Thunderbird. Hacmpotixa yuémHotl 3anucu noumol

HacTpolika y4&éTHoiA 3anucK - Mozilla Thunderbird

Jom B4 Hactpoiika yuéTHoid 3anv. X | [] Thunderbird Privacy Notice X |

HacTpoiika MmMetoLencs y Bac Y4ETHOM 3annCK 31eKTPOHHOM MOYThbl

YToBbl MCONb30BaTh TeKYLWA aJpec 31eKTPOHHOMA NOYTLI, BEEAWTE CBOW YHETHbIE AaHHbIe.
Thunderbird aBToMaTM4eCKM BBINOAHAT NOWCK paBoYed U pekomMeHA0BaHHOM KOHD MrypaLMi cepeepa.

Balwe nonHoe Mmsa

| WBak WeaHos @® |

AJPEC 3NEKTPOHHOIA MOUTE

| newexample@yandex.ru @ |

Mapons

| ........ & |

B4 3anommunTe napons

HacTponTe BpyUHYIO OTmeHa

Baww yuéTHEIe JaHHbIE 6}",&}"1’ XPAHWTBECA TONBKD NOKaNEHO Ha Balllem
KOMMOBHTEPE,

{t=f) ToTOBO

Puc. 17

Janee, Ha OCHOBaHWHW BBEJICHHON MH(OpPMAIIUM, MAcTEep OmNpeaessieT mpoTokoa poctymna (IMAP
wn POP3) u anpeca cepBepoB BXOISANINX U UCXOMSIINUX COOOMIEHUI. MOXHO TPUHATH MPEIIOKEHHBIC
HACTPOWKH, €CJIM OHHM BEpHBI, HAKaB Ha KHOMKY «['0TOBO», WM yKa3aThb NpaBUIBHBIC HACTPOWKH,
BOCIIOJIb30BaBIIMCh KHOMKOW «HacTpouTh Bpy4HYIO...». J[00aBUTH MOMOTHUTEIHHYIO YUETHYIO 3aIiCh
MOKHO BBIOpaB B JICBOM 4YaCTH OKHA MPOTPaMMBbI OJIHY M3 CYIIECTBYIONINX YYCTHBIX 3alUCell, U 3aTeM
Ha)KaB KHOMKY «DJIEKTPOHHAS TOUYTay.

Ecnu mouToBBIN SANUK MOJIB30BaTENs pacroioxkeH Ha ceppuce Gmail wiu Snnekc.llouta, To Bes
HACTPOIKa MPOUCXOIUT aBTOMATHUECKU — HEOOXOIUMO BBECTH TOJIBKO UMs yUCTHOM 3aIMCH U TTApOJIb.

Ecnu y monb3o0Barens ecTh HECKOJIBKO YUETHBIX 3aIMUCEH MOYKHO BEIOMPATh METO/I UX KOMIIOHOBKH
Ha TIaHeTd TTOYTOBBIX IMAIOK.

Jns cocraBneHHs MUChMa HEOOXOIMMO HakaTh KHONKY «Co3/1aTh», B OTKPBIBIIEMCS OKHE
«Co3nanue cooOIIeHUs» BBECTH aapec MoJydarelns, TeMy u TekcT nucbma (Puc. 18). Jlnsa mpoBepku

OmuOOK B TEKCTE HEOOXOIMMO HaxaTh KHONIKY «Opdorpadusy.
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Hcnonvzosanue noumosozo kiuenma

Co3/aHMNe coobLeHUs: (6e3 Tembl) - Thunderbird EE=(Es)

@ain [paBka Bwa Boraente Dopwmar HacTpolkn  MHCTpyMeHTel Cnpaeka

</ OTnpaBnTh i Windpoeate M Opdorpadus | v & CoxpaHuTe ™ [ BAowwmTE | v
0T KMeaH WMeaHoe <newexample@yandex.ru> newexomple@yondex.ru ~ | KonuAa  CKpeiTad konuA 3

Komy

Tema
AB3au v || nponopuvonanekeid v - 1, T | B T U | &2 i € E | =E~v B> @~

AHrnuAckia (CLLIA)

Puc. 18

B Buie BIO’KEHUS K TUCbMY MOYKHO I€PEChUIATh AJIEKTPOHHBIC TOKYMEHTHI, H300paKECHHSI, apXUBBI
U Jpyrue BiokeHHs. Jlyis Toro 4roObl 0OABUTH BIIOKEHUE, HEOOXOJAMMO HaXKaTh KHOIKY
«BrnoxuTe» W BBHIOpaTh HYKHBIA (hails B OTKpBIBIIEMCS OKHE. 3aKOHYHMB COCTaBJICHHE IHCHMA,

HE00XOIMMO HAXaTh KHOIKY «OTHPaBUTHY.

3.3 OOMeH MI'HOBEHHBIMH COOOIIEHUSIMU

Jlis oOMeHa COOOIICHHSIMH B PEXUME peallbHOTO BpeMeHH dYepe3 HHTepHeT HeoOxommma
CHeIMaTM3UPOBaHHAs KIMEHTCKas MporpaMMa, IMepenaronias TeKCTOBBIE COOOIEHUs, a Takke (haiisl
pa3nuyHbIX TUIIOB. CHCTEeMa MTHOBEHHOTO OOMEHa COOOIICHUSIMHE SIBIISIETCSI OTHAM M3 CAMBIX JIOCTYITHBIX
1 BOCTpeOOBaHHBIX cpecTB oomeHus B IHTepHeTe. [IpenMyIiecTBa ”HHCTPYMEHTOB MTHOBEHHOTO OOMEHa
uHpopmanuei:

— CKOpPOCTh — MTHOBEHHBIEC COOOIICHHSI TTO3BOJISIOT COOECeTHUKAM O0IMIAThCS CO CKOPOCThIO HaXKa-

THS HA KHOTIKY, 0€3 HE0OXOAMMOCTH OTKPHIBATh MUChMA U JKJIaTh OTBETA;

— ynoOcTBO — mporpaMMbl OOMEHa MTHOBEHHBIMU COOOIICHHSIMH BKIIOUYAIOT IIMPOKUNA HaOOp

KOMMYHUKATHBHBIX U MIPOU3BOJACTBEHHBIX (DYHKITHIA.

BoJbIIMHCTBO COBPEMEHHBIX MPOTPaMM MTHOBEHHOTO OOMEHA COOOIIEHHUSIMH TTO3BOJISIIOT BUJETD,
MIOJIKJTIOYEHBI JTU B ITAHHBI MOMEHT A0OHEHTHI, 3aHECEHHBIE B CITCOK KOHTAKTOB. COOOIIIEHUS TOSBISIFOTCS
Ha MOHUTOpPE COOECETHNKA TOJILKO TIOCIIe OKOHYAHUS PEIaKTHPOBAaHUS U OTIPABKH. B CIIMCOK OCHOBHBIX
(byHKUMH CITy>K0 MTHOBEHHBIX COOOILICHHI BXOJIST:

— 4aT (BUAe0YaT, TEKCTOBBIN M TOJIOCOBOK);

— VoIP cepBucHL: 3BOHKH Ha KOMITBIOTEP, 3BOHKHU Ha TeJIE(OHBL;
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— BO3MOXHOCTb OTHpPaBKu SMS;

— mepenava (haiios;

— HWHCTPYMEHTHI 1711 COBMECTHOU pabOThI B peKUME PEATHHOTO BPEMEHU;

— BO3MOYKHOCTb OOIIIATHCS B YaTe HETMIOCPEACTBEHHO Ha BEO-CTPaHMUIIC,

— HAIIOMHUHAHUS U OIOBCIICHUS;

— XpaHEHUE UCTOPUU OOIICHHMS 10 KAXKIOMY KOHTAKTY;

— UWHIUKAIMS O CETEBOM CTAaTyCe 3aHECCHHBIX B CIIMCOK KOHTAKTOB TI0JIh30BaTEICH.

CyIIecTByIOT KIHUEHTCKHE TMPOTPaMMBbl, TO3BOJSIONINE IMOAKIIOYATHECS OJHOBPEMEHHO K
HECKOJNIBKUM ceTsiM. OHHM TOANEPKUBAIOT HauOoJiee TOMYJSPHBIE MPOTOKOJBI, YTO H30aBIseT
MOJIb30BaTENs OT HEOOXOAMMOCTH YCTaHABIMBATH OTACIbHBIN IM-KIIHEHT AJIs KaXXI0W CeTH.

3.3.1 Pidgin

Pidgin — MyapTHIPOTOKONBHAS MPOTPaMMA-KJIMEHT IS MCHOBEHHOTO OOMEHA COOOIICHUSIMH,
TTO3BOJISIONIAST OJHOBPEMEHHO MOAKIIOYUTECS K HeCKOMbKUM ceTsM (Puc. 19). IloxgnepxuBaet Hanbomee
nonyJisipHble TTpoTokoibl: Bonjour, Gadu-Gadu, Google Talk, GroupWise, IRC, SIMPLE, Sametime,
XMPP (Jabber) u Zephyr.

OxHo cnucka cobeceonuxos Pidgin

Cnucok cobeceHNKOB

CobecegHuMin  Yusanmow Cpegcrea  Momows
() Michael

() Anekcangp

Anekcen Lennakoe
He 8 ceTH

EBreHnA

He B ceT
KoHCTaHTMH

He B ceTik

NMeocHTWiA

He 8 ceTH

() Ooctynex v ‘ |@

Puc. 19
Bo3moxxnoctu Pidgin:

— HOJJepXkKa 0COOEHHOCTEH pa3InuHBIX ceTel (CTaTyc COOOLIEHHUS, 3HAUKH Jpy3eH, YBEIOMIICHUE

0 Habope TeKcTa...);

— mudpoBaHHBIN YaT;
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— 00bearHEeHNE KOHTAKTOB B OJIMH METAKOHTAKT;

—  3amuch IPOTOKOJIA COOBITHIA;

— TOAJEpKKa BKJIAJ0K B OKHE Pa3roBopa;

—  OJHOBPEMEHHOE IMOAKIIOYCHHE K HECKOIBKIM aKKayHTaM;
—  CIEXEHUE 3a MOJIb30BATEISIMU;

— o0mMeH ¢aiinamuy;

— MHOTOSI3BIYHBIN HHTEpPQEIIC.

Oynknuronan Pidgin 3HaYnTEIBLHO pacIUpsIETCs 3a CUET UCIIOh30BaHMSI IIJIAarMHOB.

[Tocne 3amycka Pidgin HeoOXoaMMO MPOU3BECTH €r0 MEePBOHAYATIBHYIO HACTpoWKy. Ilpu mepBom
3amycke Pidgin u3 meHto «Yu.3anucu» — «YTpaBieHUE YUCTHBIMU 3alMUCSIMU» HEOOXOIUMO 3aITyCTUTh
JIMAJIOTOBOE OKHO MacTepa CO3JIaHUs YUSTHOHM 3aliCH M CO3[aTh YUYCTHYIO 3amuch monb3oBarens (Puc.
20).

ﬂuaﬂoeoeoe OKHO macmepa CcO30aHUs yllémHOIZ 3anucu

[AobaBWTE YYETHYH 3aNWCh

OcHoBHEIE | flonenHuWTensHo | Mpokck | fonoc v BUgeo

MapameTpel BXOAA

MpoTokon: l W XMPP |

4

MMA NonL3oBaTena: | |

AomeH: | |

Pecypc: | |

Maponk: | |
[C] 3anomHuTL napons

MNapameTpel NoNb30BaTENA

NoKaNbHbIA NCEBADHIM:

[[] ¥BeaoMneHWA 0 HOBOIA NouTe

[ Mcnone3oeaTk 3ToT 3HauoK cobece HIKa ANA 3TOA YUETHOR 3aMMCK;

| 5 |
OTMEHWTE AobaBnik

Puc. 20

W3 cniucka nmoaaepKuBaeMbIX CIIy)0 HEOOXOIMMO BBIOpATh Ty, KOTOpas OyJIeT UCIIOJIb30BATHCS

(MO>XHO BBIOpaTh CiIy’k0y, OCHOBaHHYIO Ha OTKPBITBIX CTaHAapTax, Hanmpumep jabber).
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[Tocne HacTpoOMKK YUETHOU 3aIllMCH CIIETyeT J0OABUTh B CIIMCOK KOHTAKTOB COOECETHUKOB (KHOII-
Ka «Jlo06aBuTh coOeceTHUKA. ..») U, IPU YCIOBUH, YTO HYXKHBII COOECETHUK MOAKIIOUEH K CITY)KOE MTHO-
BEHHBIX COOOILIEHUH, MOKHO HAaUMHATH OOIIEHHUE.

3a HONOJHUTENBHON HMH(pOpMaIMeld MO UCIOoNb30BaHUI0 Pidgin MOXHO 00OpaTHThCA K CHpaBKe,

BBI3BIBacMOM 13 MeHIO0 «llomorib» — «IloMmoIes B ceTu».

3.4  OducHbie TPUITOKEHUS

OducHbBIME NPUITOKEHUSIMA TPAJAUIIMOHHO HA3BIBAIOT MAKET MPOTPAMM JIsl padOThI ¢ TEKCTaMU,
Ta0JIUIIaMHU U TIPE3CHTAIUSIMHU.
3.4.1 LibreOffice

LibreOffice — makeT nporpamm a1t paboThI ¢ 0QUCHBIMU TOKYMEeHTaMH. KpoMe cTaHaapTHBIX AJis
LibreOffice ¢opmaroB XpaHeHUs MaHHBIX, MOXHO YCIEIIHO OTKPHIBATh M COXPAaHATh JTOKYMEHTHI,
CO3JIaHHBIC B IPYTHUX MOMYJSIPHBIX 0pUCHBIX makeTax (Puc. 21).

Ilaxem npoepamm LibreOffice

'™ Libreoffice

®ann Cepeuc CnpaBka

| OTKPLITE halin

| = |Mainbl Ha cepeepe

A4 | Wabnots

Cozgate:

JokymMmeHT Writer
Tabnuuy Calc
MpezedTtauuio Impress

u PucyHok Draw

Gopmyny Math

Bazy faHHeix Base

lobBpo noxanoeaTts B LibreOffice.
MepeTaluMTe AOKYMEHT CHO4a WAKW BbibepuTe cieBa NpMNoX
CO34aHWA AOKYMeHTa.

D LibreOffice

Community

Cnpaska PaclIMpeHiA
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TexcroBblii mpoueccop (LibreOffice Writer) mo3BosiseT npoeKTUPOBATh U CO371aBaTh TEKCTOBBIE
TIOKYMEHTBI, COJIepIKaIIie n300paxxenus, Tadimipl win rpaduku. B LibreOffice Writer MoxkHO coxpaHsTh
JOKYMEHTHI B Pa3IMyHbIX (popmarax, BKIIOYas cTaHIapTU3UpoBaHHBIM (opmaTr OpenDocument format
(ODF), popmar Microsoft Word (DOC, DOCX) nunu HTML. Kpowme Toro, LibreOffice Writer mo3BomsieT
HKCHOPTHPOBATH JTOKYMEHT B ¢opmare mnepeHocumoro nokymeHTa (PDF). TekcroBblii mporeccop
MOJJEP>KUBAET U Ipyrue popmarsl.

OnextponHas Tadauna (LibreOffice Calc) npennasnavena nist paboThI ¢ 3JIEKTPOHHBIMU Ta0-
munamu. MHCTpyMeHTapHii 7IEeKTPOHHBIX TA0JIUIl BKIIFOYAET MOIIHBIE MaTeMaTHYecKue QyHKIIUHU, TTO3BO-
JISIFOIINE BECTHU CJIOKHBIE CTATUCTHUYECKUE, (PMHAHCOBBIC M IPOYHE PACUCTHI.

IIpe3entanusn (LibreOffice Impress) mo3BossieT co3maBath npodeccHoHanbHbIE CIalI-110y, KO-
TOpbIE MOTYT BKJIIOYATh JUarpaMMbl, pUCOBaHHbIE OOBEKTHI, TEKCT, MyJIbTUMEINA U MHOXKECTBO JPYTUX
351eMeHTOB. [Ipn HEOOXOIUMOCTH MOXKHO TaK)K€ MMIIOPTUPOBATh U M3MEHATH Npe3eHTauuu Microsoft
PowerPoint. J[ns1 Toro 4ro0bl cienars SKpaHHbIE Mpe3eHTauuu 6osee d3PPEeKTHHIMU, MOXKHO HCIIOJNIB30-
BaTh TaKWe CPEJCTBA, KaK aHUMAIHs, MyJIbTUMEINA U NEPEX0Abl MEXKIY craiiiaMu.

Penaxrop ¢popmya (LibreOffice Math) no3BossieT co3iaBath U peIaKTUPOBATh MaTEMaTUYE- CKHUE
u xumudeckue Qopmynsl. Math mpemocraBnsier pa3nuuHble omepaTopbl, (pyHKUMH MU cpeacTBa ¢op-
MaTHpOBaHUs, obseryaronue coznanue hopmysia. Math MokeT OBITh 3ayIieH aBTOHOMHO WJIH BbI3BaH U3
npyrux moayien LibreOffice (Writer, Calc, Impress, Draw).

Penakrop pucynkos (LibreOffice Draw) no3BossieT co3aaBaTh pUCYHKH Pa3IuyHON CI0KHOCTH
U SKCIOPTUPOBATh UX C UCHOJIH30BAaHUEM HECKOJIBKUX OOIIENPHUHSTHIX (hopMaToB n3o0paxkeHuil. Kpome
TOTO, MOXKHO BCTaBJIATh B PUCYHKHU TaOJMIIbI, TUArpaMMbl, (GOpMYJIbl U IPyTUe 3JIEMEHTHI, CO3JaHHbIE B
nporpammax LibreOffice.

Ba3sl nannbix (LibreOffice Base) noanepxxuBaer HeKoTOpbie 00bIYHBIC (haiiiioBbIe popMaThl 6a3
nanabix, Hanpumep, BASE. Kpome toro, Mmoxkao ucrnonb3oBate LibreOffice Base ans moaxmrodenus x
BHEIIHUM PEJSIIMOHHBIM 0Oa3aM MaHHBIX, Hampumep, Kk 0azam gaHHeix MySQL wmmm Oracle. B 6aze
LibreOffice Base HEBO3MOXHO WM3MEHUTH CTPYKTYpy 0asbl JaHHBIX WM PEJAKTUPOBATH, BCTABISITH U
YAAIATh 3alUCH IS HI)KE TIEPEUUCIICHHBIX TUTIOB 0a3 TaHHBIX (OHH TOCTYITHBI TOJIBKO JII YTCHHUS):

—  (bailspl JIEKTPOHHOM TAOIHIIBL;
— TEKCTOBBIC (haiiIbl;

— JIaHHBIE AIPECHOM KHUTH.

3.5 @ailnoBble MEHEHKEPHI
@aiinoBble MEHEIKEPhl MPEAOCTABIAIOT HHTepdeiic monb3oBaTens i paboThl ¢ ¢aiinoBoit cH-
creMoil U (Qaittamu. DailioBbIe MEHEIKEPHl TO3BOJISIOT BBIMIOJHATE HAMOOJIEe YacThIe ONMEpalry HaJ
¢aitnamMu — co3aHue, OTKPBITHE/ IPOUTPBIBAHUE/TIPOCMOTP, PEJAKTUPOBAHUE, NEPEMEIIEHUE, TIeperuMe-

HOBaHHE, KOMTMPOBaHUE, YJalleHHue, U3MEHEHHe aTpruOyTOB U CBOMCTB, MOUCK (ailioB U Ha3HAUYEHHUE MPaB.
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[ToMrMO OCHOBHBIX (YHKIWH, MHOTHE (ailJIOBbIE MEHEIKEPHI BKIOYAIOT PSJ JOTOJHHUTEIBHBIX BO3-
MOXHOCTEH, HalmpuMep, Takux Kak padora ¢ cerbio (uepe3 FTP, NFS u T.1.), pe3epBHOE KonmupoBaHue,
yIpaBJIeHUE IPUHTEPAMH U TIpOUee.
3.5.1 O630p daitnoBoro menemxrepa Caja
Caja — 3T0 coBpeMeHHBIH (aiinoBsiii MeHekep st padoueii cpensl MATE (Puc. 22). @aiinosbrit

MeHemkep Caja sSBIsSeTCS TOYKON JOCTYIIA, Kak K (aiiyiaM, Tak U K mpuiokeHusM. Vcrons3ys (aitioBbrit
MEHEKep, MOXKHO:

— CO3/1aBaTh MaIKH U JOKYMEHTBI;

— TIpocMaTpuBaTh (PalIIbl M MAINKH;

— ympaBiAaTh QailiaMy U Mankamu;

— HACTpPauBaTh U BBIOJIHATH OCOOBIC ICHCTBHS;

— IIOJIy4aThb JOCTYII K CbEMHBIM HOCHTEIISIM.

Daiinoswiii meneoncep Caja

®aidn Mpaeka Bug Mepexog 3awnagky Momolws

(goHazap w oBrepg v > @ (& E =) 100% |o -

ser  [okyMeHTEl b |

Toukn BXofa W E|

Komnuiorep

B= user

Bugeo JoKymMeHTEI 3arpyzsm
PaBouni cTon

|-] waitnoean cucte...
(&) AokymenTel
& 3arpyzan
My3kika
WzoBpaxeHus
Bugeo
KopawnHa

CeTb

M30bpaxeHKA My3kika OBLLeAOCTYNHEIE

Pabouwnid cTon WabnoHkl

MpoCMOTPETE CETh

8 ofibekTos, ceobogHo: 16,9 I6

Puc. 22

OxkHO (alI0BOr0 MEHEKEpa COCTOMT M3 OOKOBOH IMaHENW clieBa, OCHOBHOM 00JIacTH CIpaBa U

ma”HeJ aapeca, pacnonomeﬂﬂoﬁ HaJl OCHOBHOM obnacteio. Ha 00xoBO# nanenu PpasMEIICHBI 3aKJIaJKU Ha
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pasnuuHble manku cuctembl. OCHOBHas 00JacTh OTOOpaXkaeT coaepkumoe Tekyueid manku. [lanensb
ajzipeca BcerJa MoKa3bIBaeT MyTh K TEKYIEH Mmarke.
JIBOIHOW IIETYOK Ha IManKaxX OTKPHIBAET WX, a IIETYOK MPABOM KHOMKOW MBI Ha O0BEKTax
OTKPBIBAET KOHTEKCTHOE MEHIO, Mpe/jiaraiomiee Ha BIOOp HEKOTOphIE AEUCTBUS C HUMH.
I[Ipumevyanue. KonrekcTHOE MeHIO (aiina, manku u cBodogHoro npocrpancraa (Puc. 23) mo-
T'YT CHUIBHO OTJIMYAThCS APYT OT ApyTa.

Konmexcmnoe menio Caja

£ Co3gate nanky
| Cos3gaTk LOKYMEHT g
OTKpLITL B TepMUHane

BLICTpanBaTh 0DLeKTHI b

(| YBEnUUnTE
=) ¥YMEHLLWNTE
|7 ) B obbiuHOM pasmepe

|z CeOMCTEA

Puc. 23

UTo0OBI MPOCMOTPETH CBOMCTBA (haiiia (manku), He0OXOAUMO BBIIEIHUTH (Daiii (Manky) v BBITION-

HUTH OJTHO U3 CIEAYIOUIUX ACHCTBUI:
— B MeHIO BeIOpaTh «Paitm — «CBoiCTBaY;
— B KOHTEKCTHOM MeHIO (haiinia (manku) BeIOpaTh MyHKT «CBOHCTBAY;
— Haxarb <Alt>+<Enter>.

OxkHo «CBoiicTBa» 00BEKTa MOKa3bIBaeT MOAPOOHYI0 MH(pOpMaIUo o Jo0oM (daiise, manke Win
IpyroM o0bekTe B (hailToBOM MEHEKepe (KaKue MMEHHO CBEJCHUS OYyIyT AOCTYITHBI, OMPEISIAETCS TH-
oM 00BEKTA).

C momorpio okHa «CBOHCTBA 00BEKTa» MOXKHO BHITIOTHUTH CIEAYIONINE ICHCTBUS:

— HW3MEHHUTh 3HAYOK 00BEKTA;
— U3MEHHUTH (ailyioBbIe ITPaBa Ha JOCTYI K OOBEKTY;
— BBIOpaTh, C MOMOIILI0 KAKOTO MPUIOKESHHSI CIIEYeT OTKPBIBATh TAHHBIA OOBEKT U APyTHUe 00bEK-

ThI TOI'O XK€ THUIIA.
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3.5.1.1 JlomawHnssa nanka
Bce ¢aiinpl m manku monp3oBaTens XpaHATCS B CHCTEME BHYTPH JOMAaIlHEH mamnku (Kataior
/home/ums_mionp3oBatens). OTKPBITH €€ MOKHO, IICIKHYB Ha 3HAYKE Manku Ha padodeM croie. OTKpo-
ercs daitnosbiii MeHekep Caja, MO3BOJIAIONIMI MPOCMAaTPUBATE COAEPKUMOE JIepeBa KaTajoroB, yia-
JSITh, IEPEUMEHOBBIBATH M POU3BOAMUTH MPOUUE ONepaliy Haj (aillaMu 1 ManKamH.
[Ipumeuanue. loMamHsasa nanka ecTb y KaXxa0ro rmojb30BaTelsi CUCTEMBL, U MO0 YMOJIYaHUIO
cojiepakaliyecs B Hel (hailiibl HEOCTYIHBI U1 APYTHUX MOJIb30BaTeNel (Jaxe sl YTCHHUs).
B nomamHei nmanke no yMoiauaHUIO HaXOSATCS HECKOJIBKO CTaHJAPTHBIX MAroK:
—  «JloKkyMeHThI» — Manka, npeHa3HaueHHas JUIs XpaHEeHUs JOKYMEHTOB;
— «3arpy3ku» — B IaHHYIO MANKy 110 YMOJYaHUIO 3arpyxarotcs ¢aitiel u3 HTepHera;
— «Pabounii cTom» — conepKuT (haitibl, MAKy U 3HAYKH, 0TOOpakaroIuecs: Ha pabodyeM CToie.
— «Bugeo», «M306paxenus», «My3bikay, «111aGioHbD) — Manky, NpeIHa3HaueHHBIE TSI XPaHCHHS
(bailyioB pa3MYHBIX TUIIOB;
— «OO0menocTynHble» — Narnka, npeJHa3sHauYeHHas AJIs XpaHeHus! (PaiioB, K KOTOPbIM MOTYT UMETh
JIOCTYI IPYTHUE MOIb30BATENN CETH.
Kpome Toro, B gomamHeil namnke u e¢ MOAMAINKAaX MOXHO CO3[aBaTh Jpyrue Marku, HalpuMmep,
BbIOpaB B KOHTEKCTHOM MeHIO MyHKT «Co3aarh nanky...» (Puc. 24).

Ilynkm «Coz0amw nanxy» 6 konmexcmuom meuro Caja

dann Mpaeka Bwug Mepexog 3aknagky MMoMoWwb

(o Hasag w o Brepea v > @ & E (=) T00% (o) ¥

-'-I'ol-lm Bx04a v" b 4 -. 1@@ -,ﬂ,OK_\fMEHThI" »
| |2 |-

KomneloTep

%
Buaeo JOKyMEHTEI [ Co3pats AOKYMEHT 3 _

[ PaBounia cron

| B OtkpeiTe B TepmuHane

|- ®waimnoBan cucre... |

- BLICTPaUBaTh OBLEKTEI '
(& AokymeHTRI : P g
& 3arpyam e Myl PacCTaBWUTE MO MIMEHHN

Myseika [i£) Bcrasurb

=) Miz00paxeHuA

[ ¥YBennunTL

Buaeo Pabounia cton Lafnons!
(=) ¥MeHbIINTE
& KopauHa | <
11| B obbluHOM pazme
CeTh L LRl
MpocMoTpeTs ceTh my_doc |<] CsoiicTBa

C03AaTh HOBYH MyCTYH Nanky BHYTPK 3TOM Nanku

Puc. 24



34

Caja, xak u npoune mnpuioxenus OC «Mpumnym», COAEpKUT PYKOBOJICTBO TOJB30- BaTels,
BbI3bIBaEMOE U3 paznena «llomomp» OCHOBHOro MeHro win HaxatueM <F1>. Hwuxe onmcanbsl nuinb
HEKOTOPBIC BO3MOXKHOCTH (Pail;IoBOro MeHepKepa. 3a TOJHBIM PYKOBOJICTBOM oOpamanTech K
BCTPOECHHOMY PYKOBOJACTBY ToJiib3oBarens Caja.
3.5.1.2 Cmpoka adpeca

OpHeHTUPOBATHCS B CIOXKHO OPTaHM30BaHHOW CHUCTEME BIIOKEHHBIX MAaroOK W OBICTPO Tepeme-
iaThesl MO HEell TOMOXKET MyTh B aJpecHoi crpoke. Kakmas mamka B 9TOM IyTH MpEICTaBlieHA B BUJE

kHonkH (Puc. 25). HaxxaB Ha KHOIIKY, MOJKHO OBICTPO OTKPBITh HY>KHYIO MAIKy.

Adpecnas cmpoxa

®ain Mpaska Bug Mepexog 3aknagky [Momolls

|=| 100% (o]  [lpocMOTP B BUAE 3HAUKDE W
= | L_,lJ p p Fil |Q

5] PaBounid cTon :
2022-06-19_16-55-15. 20220227 _155904.)pg IMG-

|] waitnosan cucre... | ipg 4881e968abeel8ce273
& fokymerTsl e3cBa3fecsdfd-V.jpg

Toukw BXofga W 3% ‘ ‘ l( [ user MaocbpakeHna HoBwil ansbom m )i

KomnuioTep

Puc. 25

Crpoka azipeca MOXeT OBITh TaK)Ke Mpe/ICTaBlIeHa B BUE penakTupyemoit crpoku (Puc. 26). Uro-

Obl MEepPEeKITIOYNTh aIPECHYIO0 CTPOKY M3 BHJAa XJEOHBIX KPOIIEK K PEIaKTHPyEeMON BEpCcUU U OOpaTHO

MOHO HaxaTh <Ctrl>+<L> nnu HaxkaTh KHOIIKY .

Peoaxmupyemas cmpoxa adpeca

®ain Mpaeka Bug Mepexog 3aknagky TMomolls

(g0 Hasap w o Brepes w f//? ® =

e
=
Toukk Bxoga w 3% ‘ .‘ PacnonoxeHwe: ‘ ome/user/zobpaxeHnA/HoBuIR ansBom/img il
KomnuioTep - -
AR | e o)
[z PaBounia cTon ol ; 2
) 2022-06-19_16-55-15. 2022-07-12_21.jpg 20220227 _155904.jpg IMG-
|_] ®aianosan cucre... | ipg 4881e068abeelBce273
Bl fokymenTor e3cfa3fecSdf4-Vjpg
Puc. 26

3.5.1.3 Konuposanue u nepemewerue ghaiinos

CxonupoBaTh WK MEPEMECTUTH (a1 WM TAMKy MOYKHO Pa3IMYHBIMU CITOCOOAMM:
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—  «IEepeTaluTh» Manky win ¢aia u3 0JHOTO OTKPBITOro okHa Caja B Apyroe (T1e OTKphITa IeeBas
narnka). [leperackuBanre MOKHO OCYIIECTBJISATh M B ABymnaHenbHOM pexxkume (Puc. 27). B stom
cllyyae He moTpeOyercs 3amyckaTh JBa sk3eMiuripa Caja — MOXKHO NepeMeniaTh U KOIUPOBaTh
Gbaiiybl U ManKy, NepeTacKuBasi UX MEXIy MaHeNsIMHU. [|BylaHEeIbHBI PEKUM MOKHO aKTHBHUPO-
BaTh, HAXaB KJaBuIry <F3>.

— KOMHPOBAaTh M TEepeMeNIaTh Manky Win (ail MOXXKHO, HCIOJB3Ysl OCHOBHOE CTaHAAPTHOE MEHIO
«IIpaBkay (1100 KOHTEKCTHOE MEHIO):

"  HEoOXOIUMO BBIJCIUTH TO, YTO HY>KHO CKOTIMPOBATH HITH IIEPEMECTHUTD;

" U3 OCHOBHOTO MeHIO «IIpaBka» WM U3 KOHTEKCTHOTO MEHIO BhIOpaTh «KomupoBatey (s
KOMUPOBaHUs) WK «BeIpe3aTsy (U1 epeMeneHus );

"  OTKpBITH MAIIKY, B KOTOPYIO HY>KHO CKOTIMPOBATH HITH IEPEMECTHTH O0BEKT;

" BBI3BATH B ATOH Manke M3 OCHOBHOro MeHI0 «[IpaBka» (M3 KOHTEKCTHOTO MEHIO) ITyHKT

«BcTaBUTEY.

Konuposanue gpaiinos ¢ meneoncepe Caja

3arpyskmn
®ain Mpaeka Bwg Mepexog 3aknagkw MMomolls

GoHamp v B v 2 @ B o 100w (o] i
Touki BXoga W K‘ ‘ l( [Eguser 3arpyzim b # |1 :user b
1
KomnuioTep | = )
B user I—‘
my_doc

(& Pabounia cron
[] waianosan cucre...

(& foxymenThi

o 1 OKYMEHTRI

3arpy3kmn

KopanHa

CeTb

M3obpaxeHwA

2= -

MpocMOTPETE CETH

1 obwekT, ceobogHo: 16,9 M6

Puc. 27

I[Ipumeuanue. [Lynsg BeiOopa cpa3zy HECKOIbKUX (DANIIOB MM MAIIOK MOXKHO OTMETUTh MX CIIHC-

KOM, yJIep>KuBasi MpH 3ToM Kiauiry <Ctrl>.
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3.5.1.4 Yoanenue ¢haiinos

Y aanuth BeIIEIEHHBIH 0OBEKT MOKHO U3 OCHOBHOTO MeHIO «lIpaBkan— «YaIUTh B KOP3UHY».
MOXHO UCTOIb30BaTh KOHTEKCTHOE MeHIo (Puc. 28), wim ynanare o0bexTsl Kiasuieil <Del>. B stom
ciyyae (aiinbl 1 manku ynanstorcs B «Kop3uHy». ITo M03BOSET BOCCTAHOBUTH OOBEKT MPH €ro OIIH-

OOYHOM yJIaJICHHH.

Caja. Yoanenue ¢hatina

Dain Mpaeka Bwa Mepexog 3aknagkn Momolls

<§-a Hazag w - Bnepeg  w @ =] \3‘ g (=) 1009% |0 ﬂpocM&TpBBMp,eaHauva_Q

lTﬂl-IKIr'I BXOfa ¥ HI PacnonoxeHwe:

/home/user s ]

KomneoTep E |27 OTkpome B Pluma
| [=] OTkpbrTh B LibreOffice Writer : !
— = Bug ) Jarpyzku
PaBounia cTon | DTKFII:ITI: B APYTOKW NporpamMmMe...
(-] @aiinoBan cucte... | : 5¢ Buipesats
(& AokymenTol 5
B 3arpysiu My3k Ko o Pabouwid cton LabnoHe!
— Co3nath COLIKA
My3kika
B5 MsoBpaxenys | MepeMeHOBaTE...
Bugeo @ KonupoBats B 3
Kop3auHa MepeMecTTE B 3
Gk §# YoanuTe B KOP3WHY
MpoCMOTPETh CETh | ®
Yaanute
5 Cxats...
&7 OTnpaBuThb...
@} Caja-Actions actions 3
MepemecTuT! (2| CoofcTBa [¥

Puc. 28

[Ipu ommOoYHOM yAaNeHUH MOXHO BOCCTAHOBHUTH OOBEKT U3 KOP3HWHBI. JJiT 3TOro Hy»X,HO OT-
KpBITh KOP3UHY, BBI3BaTh Ha YJAICHHOM (paiisie WM Marke KOHTEKCTHOE MEHIO U B HEM BhIOpATh MyHKT
«BoccTaHoBUTE». BEIOOP B KOHTEKCTHOM MEHIO ITYHKTa « Y JATUTh OKOHYATEIHHO» MOXKET OKOHYATEITHHO
YIQJIATh HEHY)KHBIN (a1 WK Tarnky, 6€3 BO3MOKHOCTH €€ BOCCTAHOBJICHHS.

Jliist Toro uT00BI 0€3BO3BPATHO YIAIUTH BCE COAEPKUMOE KOP3UHBI, HEOOXOIUMO BHIOPATh B KOH-
TEKCTHOM MEHIO KOP3WHBI MYHKT « OUHCTUTH KOP3UHY».

J11st TOrOo 94TOOBI HE 3aCOPATH KECTKUI TUCK KOMITBIOTEpa HEHYKHBIMU (haiijlaMH U Cpa3y yAajsaTh

WX, MUHYSI KOP3UHY, MOXXHO BOCIIOJI30BaThCs MyHKTOM MeHIO «IIpaBkan—«Y gamute» (<Shift>+<Del>).
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3.5.1.5 Omxkpeimue ¢aiinos

OTkpbITh (aiin n3 Caja — 3HAUUT 3aIyCTUTh MPUIIOKEHUE, ACCOLMUPOBAHHOE C 3TUM THIIOM (aii-
JIOB, B HEM M OTKpOETCs (aii.

[Ipumeuanue. [ ykazaHus, Kakue NPUIIOKEHUS JOJKHBI 110 YMOJIYAHUIO 3aITyCKaThCs, UC-
nonb3yercss nHCTpyMeHT «IIpennmouturensubie npuioxkeHus» («Menio MATE» — «Ilapamerpsy —
«IIpeamoyTuTensHbie TPUIOKEHUS»). Jmsg Kakmol KaTeropuu MPEANOYTHTEIBHBIX —IPHIOKECHUN
(Puc. 29) npemycMOTpeHO pacKpBIBAIOIIEECS MEHIO CO CITUCKOM JTOCTYITHBIX JIJIsi BRIOOpA MIPHIIOKEHUH.

IIpeonoumumenvhole npunoiceHus

MpegnoYTUTENbHbIE NPUNTOXEHWA

MHTepHeT MyneTUMeana Cucrema Ogac BcnomorarensHele TEXHONOTAN
MpocMoTPLYMK AOKYMEHTOR

.. @ MpoCMOTPLLKMK AOKYMEHTOB Atril -

TeKcTOBLIM Npoueccop

ii_l LibreOffice Writer -

Pepakrop aneKTpoHHBIX TaBnuy

Eoal LibreOffice Calc -

&£ Cnpaska | x JaKphITh

Puc. 29

[Tpu mwemnuke Ha daiin, sBisIOLMICS H300paXkeHneM (Harpumep, .jpg ¢ailsn) oTkpoercs: mporpam-
Ma mnpocmotrpa uzobpakenuit «I'maz MATE». Takum o06pa3om, MOXHO OTKPBIBATh (ailiibl MPOCTHIM
HISTYKOM TIPsMO U3 (aitmoBoro Mmenemxepa Caja.

Ecnn Ha KOMITBIOTEpE yCTAHOBJIEHO HECKOJBKO MPOrpaMM i paboThl ¢ M300paXKeHUSMHU, TO
MO>KHO 3aITyCTHTb HY>KHYI0, BBIOpaB e¢ u3 KOHTEKCTHOro MeHio (Puc. 30) (1emyok npaBoii KHOMKOM MBITIN
no Qaiiny, ganee «OTKPBITH ¢ MOMOIIBI0»). MOKHO BBIOpaTh MpOrpaMMy U3 MpeAIaraeMoro CucKka Win
nonpoOOBaTh OTKPHITH (aill B MPOM3BOJILHOM NPHIOKEHUH («OTKPHITH C MOMOIIBIO» —

«Jlpyroe npuiaoKeHHE. ..»).
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Caja. Bvibop npunoscenus

Hsoﬁpameunn
@aiAn Mpaeka Bug Mepexog 3aknagky [Momolus

«00 Hasag w 0 Brepes w @ @ @' &= =/ 100% @inpacuorpaaunemaumsvlq

Toukw Bxoga w3

PacnonoxeHue:

/home/user/WaobpaxeHns

KomneloTep

les) user

PaBounii con

2] ®aianosas cucre...
JoKyMeHThI
3arpyskmn

Myzkika

7 MaobpameHus

Cetb

MNpocMoTpeTh CETh

p— @. ‘OTKpbITE B MporpaMma npocmoTpa n3obpaxeHwid «fnas MATE»

OTKpbITE C MOMOLLEHDY

photo_202 03
0401 jp & Boipesate

KonnposaTk

Co34aTh CCLTKK

MNeperMeHOBaTb...
KonwpoBaTte B
Mepemectuts B

-

(2] YAanuTe B KOpP3UHY

& Yganue

photo_2022-0%
45-24.p (5 Cxatb...

MacwTabnpoBaTs M300paKeHNE...
Bpawatk uzobpakeHns...
YcTaHoBWTE B kauecTee oboes

&7 OTnpaBnTh...

@} Caja-Actions actions

BLiGpaTs Apyroe ¢l CeoiicTBa

3 |3 gImageReader
5 KolourPaint

73 NpocMoTpLK JokyMeHToR Atril

Jpyroe npUunoxeHMe...

oto_2022-07-24 23-

photo_2022-07-25_12-
L4 34-37.jpg

45-18.jpg

Puc. 30

3.5.1.6 [Ilouck gaiinos

B Caja MOXHO BBITIOJIHUTH MTOUCK (DaiiJIOB 110 KIMEHH.

[Tanenb MOMCKa BRI3BIBACTCS MIETIKOM 10 3HAUKY Jymbl (<Ctrl>+<F>) (Puc. 31).



39

Caja. Bvi3os nanenu noucka

DEMO-12

®an [lpaeka Bwg Mepexog 3aknagky [Momolb

|| | MpocMoTp B BUAE 3HAUKOE ¥ Q

Gy v e v @G

PacnonoxeHwe:

Toukw BXoga v u‘

KomMneioTep et

] user

PaBoumii cTon

fhome/user/DEMO-12 g l

Mo33zna Mpo3a TypreHes

|-] ®aiinosas cucte...
[OKyMEHTEI
3arpy3ku

My3sika
W3obpaxernsa

mydoc.docx mydoc.odt

il KopanHa

CeTb

TpOCMOTPETE CETE

5 ofibekToB, ceobogHo: 27,2 T

Puc. 31

OTKpBIBHIaSICSI MMaHCJIb TOXCKA MO YMOJIYaHNIO HACTPOCHA Ha ITOUCK (l)aﬁHOB B TCKYIIICM KaTaJIOTC
M BCEX ITOAKaTaiorax.

Jlnst moucka crieyeT BBeCTH UMs (aiisia (4acTb UMEHH) U HICJIKHYThH 110 3HaUKY Jiymibl (Puc. 32).

Caja. Ilanens noucka

MoncK «HoC»

®ann Mpaeka Bug [MMepexog 3aknagkn Momols

L;_" \= 100% (2| MpocmoTp e Buge 3Haukos ¥ | ()

@o Hazag 2> Brnepéng w (/3% g @

Toukn BXoga v ﬂ‘

KomneioTep PeayneTarthl Noncka =

&) user

PaBouni cton

Mowci: | Hoc Q]

I MecTononoxeHue ¥ | DEMO-12 - =

|- waiinoBan cucte...

[&] fokymenThl @ é}v

B 3arpyzkn
My3biKa Mopos, Kﬁcuhm Hoc. Hoc.htm Hoc.pdf
m

Waobpaxenunn

[E)Buaeo -
Kopauna

CeTe

TpOCMOTPETE CeTh

4 obwekra
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Puc. 32

Jist cokpaleHus pe3yabTaToB MOMCKa JONOTHUTENBHO MOKHO yKa3aTh Tl (aiinos (Puc. 33).

Caja. Ilapamempwt noucka

TMomck «xHoc»

©ainn Mpaeka Bug Mepexog 3aknagky Momols

) = i
\gJ Hazag « Enepén w . \j = Igl |=) 100% o) | [poCMOTP B BUMAE 3HAYKOB W 5Q.
lTO'-lI(PI B¥oga w M | Mowck: | Hoo Q]
E3YNETATHI NOWCKS EpE3IATPY3MTE
KomneloTep Pazy Mep py 4
& user Mectononoxenne v | [B DEMO-12 - =
[&) PaBounid cron
|-] waiinosas cucre... Tun gaina v PDF / Postscript A =
[&] fokymenThl
B 3arpyaxm
& Myzeika

(& W3obpakeHns
Buaeo
KopawHa

CeTk

Hoc.pdf

MpoCMOTPETE CETh

1 obbekr

Puc. 33

ITouck HeuyBCTBUTEIEH K peructpy. IIpu nouncke He UCIIONIB3YIOTCS TOACTAHOBOYHBIE 3HAKH WU
peryJsipHble BBIPAKCHUS.
[Ipumevyanue. [TomHOTEKCTOBBIN MOKCK MO (aiiinaM ¢ pa3nuYHBIME (popMaTaMH MOXKHO OCY-

mecTBUTh B mporpamme Recoll (cm. Recoll — momHOTEKCTOBBIN MOUCK).

3.5.1.7 Hcnonv3zosanue cMeHHbIX HOCUmMeNEl

DailsIoBBI MEHEIKEP MOXKET COBEpLIATh PA3JIMYHBIE NEHCTBUS MPU MOSBICHUH B CUCTEME ChEM-
HBIX HocuTeneil. Harmpumep, nx moxkimtoueHne, OTKphITHE OKHA (ailloBOro MeHekepa s 0ToOpaske- HUs
UX COJEPKUMOTO WM 3aIyCK MOJXOMASILIEro MPUIOKEeHUs 1 o0paboTKu (Hampumep, My3bIKaJbHO- IO
npourpsiBatens i ayauo CD).

[ToAKTIOYNTE HOCUTENHh — 3HAYUT CHACNaTh ero (aJoByr0 cucTteMy AocTymHou. [Ipu moakmrode-
HUM HOCHUTEIS ero (ailyioBasi CucTeMa MPHUCOSTUHSETCS K Baliel (aiyioBoil cucTeMe B BHJIE MOAKATaIO-
ra.

B OC «Upuauym» HACTpPOCHO aBTOMATHUYECKOE MOJIKIIOUEHHUE OOHAPYKEHHBIX HO- CHUTEJEH,
MIOATOMY JUISl IOJKJIFOUEHHSI HOCUTENS, JOCTaTOYHO BCTABUTh €r0 B MOAXOASAIIEE YCTPOUCTBO. 3HAYOK B
BUJIE HOCHUTENS MOSBUTCSA Ha paboueMm ctoje. B okHe ¢aiiioBoro MeHemkepa MOSIBUTCS CONEP- )KUMOE

nocurens (Puc. 34).
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Cooepoicumoe USB-naxonumens 6 oxne Caja

3D05-EFDE

dain Mpaeka Buwg Mepexogd 3awnagky Momows

Lo Hazag w »: Bnepeg v @ ! \3‘ g (=) 100% |0 ﬂpocmoTpBBMp,eaHaquT_ Q

Touxkw BxOga W ﬁl PacnonoxeHwe:
o G G

user
] ~ 21042020 2 Docs
Pabounid cron

Jrun/mediafuser/3D05-EFDE

| @aitnosan cucte... |
[ AokymenTel
[E3arpy3km

My3bika

|51 M3obpaxeHna
Bugeo

KopawHa

YcTpoidcTBa

| WToM39GE A

CeTb

MpocmoTpeTs ceTh |-

2 obwekTa, ceobogHo: 3,2 T

Puc. 34

[MIpumeuanune. [lo ymonuanuo USB-HakonmUTEeNu MOIKIIOYAIOTCS WHANBUAYATBHO IS KakK-
JIOTO TOJTh30BaTENs (TOYKAa MOHTUPOBaHHUS /run/media/<uMsi_1oJIb30BaTems™>/).

[Ipumeuanue. Ecni aBTOMaTHYECKOT0O MOHTHPOBAaHUS HE MPOHM3OILIO, CIEAYET YOCIUThCS,
yro Ha USB-HakomuTens He ycraHoBieHO [1O s 3ammThl KOHPUICHIIMATBHBIX TaHHBIX, HAPUMED,
SecureDrive.

Jnst u3BJIEYCHUST HOCUTENSI HEOOXOJAMMO CHadalia OTKIIOYUTH ero. Hampumep, sl n3BIedeHUS
USB-HakonuTest Hy>KHO BBIITOJIHUTH CIIECIYIOIIUE [ITary:

1. 3akpbITh Bce OKHA aucrieTyepa ¢GaiioB, OKHa TEPMUHAJIA U JIFOOBIC IPYTHE OKHA, OCYIIECTB-
nsirorue 1octyn k USB-HakonuTento.

2. B KOHTEKCTHOM MEHIO HOCHTEIS BhIOpaTh MyHKT «M3Bneun» (Puc. 35).

3. Tlomoxnarh, MOKa HE HCYE3HET 3HAYOK HOCHUTENS (B OKHE (DaliIoBOro MeHeKepa/c pabodero

CTOJ'Ia), 3aTEM U3BJICYb HOCHUTCIIb.
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Hzeneus Hocumens

®aidn Mpaeka Bwg [Mepexog 3aknagkw [lMomowe

o Hasag w >; Bnepén w /E\B ! \_LQ' E |=) 100% | E'Ipocnnmpaﬂm,qe:-maumﬂv_q

ToukW BXxoga w ggl PacnonoxeHue:
i e =

Eguser
21042020_2 Docs

frur/mediafuser/3D05-EFDE *’]

[ PaBounid cTon

|] waiAnosan cucre... |

(& AoxymenTs

&3arpyaim =) OTkphITs
My3kika

OTKpLITE B HOBOW BKN3JKe

DTKpI:-ITb B HOBOM OKHE

KopaunHa = Yaanute

‘.'fc'rpoiicrna [epeMMeHOBaTb..

s L
WTou30GE @ /Pewe

CeTeb

MpoCMOTPETL CETh |

2 obvekTa, cBobogHo: 3,26

Puc. 35

3.5.1.8 Co3zoanue pecypcos obujeco docmyna

[Tonmp30BaTeny MOTyT J00ABISATH, U3MEHATh U yIANATh COOCTBEHHBIE PeCypchl OOIIErO JOCTYTIA.
DTa BO3MOXXHOCTh Ha3bIBAETCS Usershares v mpeaocTaBisieTcs Ciryk0o0i Samba.

[IpuMmedanue. Samba UCHONB3yeT OTACIBbHYIO OT CHCTEMHOW 0a3y JaHHBIX IMOJIb30BATEIICH.
J71st BO3MOKHOCTH JIOCTYIIA MOJIb30BATENs K MarkKe (€CIM 3ampeleH TOCTEBOM J0CTyI) He0OX0IUuMO BHe-
CTH ero B 0a3y JaHHBIX Samba M yCTaHOBHUTD MAPOJIb IS JOCTYIA K OOLIMM pecypcaM (OH MOXKET COBIMa-
JaTh C OCHOBHBIM IapoJjieM Mosb3oBarens). Cinenyer y4uThIBaTh, 4To B 0a3y AaHHBIX Samba MOXXHO 10-
0aBIIATH MOJIb30BATENEH, KOTOPHIE YK€ €CTh B CUCTEME.

Jlo6aBuTh NoJB30BaTENS B 023y TaHHBIX Samba MO>KHO, BBITIOJIHUB KOMaHJLy:

# smbpasswd -a <mMma noJb30BaTENSA>

Mo3kHO c03/1aTh OTIENBHOTIO MOJIb30BATENS, KOTOPOMY pa3pelinTh TOJbKO AOCTYN K Samba-
pecypcam U 3apeTUTh MOJTHOLUEHHBIA BXOJl B CUCTEMY:

# useradd user samba -d /dev/null -s /sbin/nologin

# smbpasswd -a user samba

Uto06b! NpeocTaBUTh OOIINMA JOCTYII K MAarKe, Hy>KHO B KOHTEKCTHOM MEHIO ManKy BEIOpaTh MyHKT
«Onmun myOnIMKanrumy, 3aTeM B OTKPBIBIIEMCS OKHE OTMETHTh NMYHKT «OmyOJIMKOBaTh 3Ty Mam- Ky»,

HACTpOUTh mapameTpsl myonukauu (Puc. 36) n HaxxaTh KHONKY «C03/1aTh ITyOIUKAIIHION.
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Paspewums obwuii docmyn k nanke

Ny6nvKaLms nanku

MyGnuKayna nanKn

»—
—

v t)nyﬁnm:haam Ty narnq.r

KimA myBnnkaymm: |TESt |

MpUuMeYaHue: | |

Mo3B0ANTE APYIAM CO34ABaTh M YAANATE Paikl B 3TOA Nanke

MOCTEBOM AOCTYN (ANA NHogeir Be3 NoNb30BaTENbCKOTD aKKayHTa)

| @ OtTmeHa | | & Cozpate nyBnukaLmo |

Puc. 36

OO6mume nanku OyayT oToOpaxarbes B paszaene «IIpocMoTpers cetby (aiinoBoro menemkepa (Puc.
37). Takske 11t IOAKITIOYEHUS K OOIIIeH MMarke MOXKHO yKa3aTh B aApeCcHOU cTpoke (aidIoBoro Me- HeKepa
MPOTOKOJI M ajpec KoMmmbroTepa (smb://<ums cepBepa> wim smb://<IP_cepBepa>) u HaxxaTh KJIABHIIY
<Enter>.

[Ipumeuanue. JloManHss manka MoiIb30BATENs MO0 YMOJIYaHUIO HE OTOOpakaeTcsi B CIUCKE
JOCTYIHBIX OOIIHUX PECypCOB B CETEBOM OKpykeHuu. OOpallieHre K JTOMAaIllHel ManKe BHIMOTHISTCS 10
MMEHU Tonb3oBarens. Hanmpumep, ans moiayyeHus! JocTyna K JOMallHEel Mamke MOoJjb30BaTels User Ha
kommbioTepe ¢ IP-agpecom  192.168.0.124, HeoOxomuMo  yka3aTb B aJpECHOH  CTPOKE
smb://192.168.0.124/user (Puc. 38). JI7s BO3MOKHOCTH MOTYUYEHUS JOCTYIA K JOMAIIHEH Marke Mo CeTH,
HE00XO0IMMO JJOOABUTH KaX10TO JIOKAJILHOTO MOJIH30BATENS B CIIMCOK MOJIb30BaTeneld Samba.

Jlyist mocTyTa K manke, K KOTOpO# 3alperieH rocTeBoi TOCTyI, HEOOXOIMMO YKa3aTh UM U T1a- POJIb
nmosib30Baresst Samba, u HaxkaTh KHONKY «[loakmountecs» (Puc. 39).

[Tocne moakmoueHus K oO1Iei nanke, ¥ OHa MOSBUTCS Ha O0KOBOM maHenu B pazzaene «Cerby. [
N00aBJICHHSI MOCTOSIHHOM CCHUTKH HAa CETEBYIO MANKYy CIeAYeT BBIACIUTh MOJKIIOYCHHYIO MANKy B pa3felie
«CeTb» M B MEHIO BBIOpaTh MyHKT «3akianku» — «JlobaButh 3akmanky» (Puc. 40). B pesynbra- Te Ha

OOKOBOI MMaHeIn B pasacic «3al<nazu<1/1» IMOABUTCA IMOCTOSAHHASA CCBHIJIKA Ha CETCBYIO IIAIIKYy.
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Pecypcwl ¢ 0bwum docmynom

= Pecypcbl Windows Ha host-15.1ocal =l
®ain Mpaeka Bug Mepexog 3aknagku Momows
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MpocMoTpeTs CETh

3 obbekra

Puc. 37

O6pau;eHue K OoMauiHell nanke nojib306ames user no cemu

user Ha 192.168.0.124
®aiin Mpaeka Bug Mepexog 3aknagkw Momous

Govmn v o v o @G

1l - — |
E (=) 1009 |of i npocmanE.BHneauaumavl Q

Toukn BXoga w 3£ | ﬂ PacnonoxeHwne: smbaff'lgzﬂﬁs.{}.um’userd ﬁf ]
I
o i
‘ [ |
lgas) user
Test Buaeo JoKyMeHTHI
Pabounii cTon

| wainoras cur.. h h h

Puc. 38
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Ilapamempwi nookatoueHus K 0owell nanke

TpebyeTcA ayTeHTUGMKALWA

BeegnTe NoNL30BATENA W NApoNk ANA pecypca «tests Ha «host-15.locals:

MNogkniouUnTeea Kak ) MogkniouMTECA aHOHUMHO

0 3apervcTpUpoBaHHBIA NONB30BATENL

MIMA nons3oBaTens l user_samba l

Jomen lWORKG ROUP l

napnﬂb [uuu-u

) 3abbITk Napoib HEMELNEHHD
D 3anoMHWTE Naponk A0 BLIXOAA M3 CEAHCA
) 3aNoMHWTL HaBCerga

NogknounTecA OTmeHa

Puc. 39

Jlobasnenue 3aknadku Ha cemegyio NAnKy

test Ha Hnst-15.ln:a|

©aidn MNpaeka Bug Mepexog

I OoBaenTe 3aKnagky Ctri+D

@0 Hasag ¥ . Briepés

(=) 100% (o I ﬂpOCMOTpEI-EI-Hp,&SHEIHKOB‘L Q
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Touk Bxoga v 3 | PacnonoxeHue: \smb:ﬂfhost—ﬁ.localﬁew
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] user

) test.it Mpwkaz.doc
Paboumi cron

|=] waiinoBan cucte...
(&) foxymeHTh

[ 3arpyaim

My3bika
W3obpaxkeHns
[ElBugeo

KopawnHa

CeTb

7 test Ha host-...

Eltestna192... &

=
ETOSRT R T LobaBnTh 3aKnagry ANA TEKYLLErD A4PECa B 3TO MEHHD

Puc. 40
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3.6 TIpaduxa
OC «Hpuamym» mpennaraet MPUIIOKEHUS Ui pabOThl C PacTpOBOM M BEKTOPHON TIpaduKOii.
Bri6op nonb3oBaTenns 3aBUCUT KaK OT JIMYHBIX NPEANOYTEHHUH, TaK U OT 3a/1a4, KOTOpble OH coOMpaercs
pemarb, Oyap TO TMPOCTOM TpocMOTp rpaduyeckux ¢alaoB WIW, HAMPUMEp, CO3JaHHE IPO-

(heccroHaTbHBIX MAKETOB.

3.6.1 TIIporpamma ans pacno3naBanus Tekcra glmageReader
glmageReader nporpamma i pacriosnaBanus texcta (GUI Tesseract).
Ocob6ennoctu glmageReader:
— mojaepkuBaembie opMaThl H300pakeHHi: jpeg, png, tiff, gif, pnm, pcx, bmp;
— mojaepxka ¢opMara dEKTPOHHBIX JoOKyMeHTOB PDF. Bo3MokHOCTH BBIOpATh OTJENBHBIE CTPa-

HUIBI U JUAra30H CTPAHULL IS PacliO3HABAHMUS,

— aBTOMAaTHYeCcKOoe OOHAPYKEHUE PACTIONIOKEHUS CTPAHULIBL;

— BblJEJICHHE 00JIaCTH ¢ TEKCTOM JJIsl pacliO3HABaHMS,

— TOoJy4YeHHue U300pakeHus HanpsAMYyIo co ckanepa. HacTtpoiika pasperienusi, coxpaneHue B opmar
png;

— mnposepka opporpadun.

glmageReader MOXXHO MPUMEHATH 0€3 TOAKIIOYCHHOTO CKaHEpa M Paclo3HaBaTh TEKCT U3 UMEIO-
merocst cHuMmka (Puc. 41). glmageReader moanep:xuBaeT aBTOMaTHYECKOE ONPEIeTIeHHe MaKeTa CTPaHH-
1Ibl, IPY 9TOM I10JIb30BATENNb MOXKET BPYUHYIO ONPEEIUTh U HACTPOUTh PETHMOHBI pacnio3HaBaHus. [Ipu-
JIOKEHHE TT03BOJIIET UMIIOPTUPOBATH U300pAXKEHUS € TUCKA, CKAHUPYIOIIUX YCTPOICTB, Oydepa oOMeHa U
ckpuHmoToB. glmageReader Taxke moamepkuBaeT MHOTOCTpaHUYHBIE TOKyMeHTHI PDF.

Pacnio3nanHbIN TEKCT 0TOOpa)kaeTcsi HETOCPEICTBEHHO PsiIoM ¢ n3obpakeHueM. baszoBoe penak-
TUPOBAHHE TEKCTA BKIIIOYACT MOMCK/3aMEHY M yJaJIeHUE CIOMAaHHBIX CTPOK, €CIIM 3TO BO3MOXKHO. Takxke
MOJIIEP)KUBAETCs TIpoBepka opdorpaduu Ajsi BEIBOJUMOIO TEKCTA, €CJIM YCTAHOBJIECHBI COOTBETCTBYIO-
1€ CIOBAPHU.

glmageReader nmeeT BO3MOXKHOCTH MPSIMOTO MOTYYeHHsI H300pakeHHsI CO CKaHepa, HO MPU 3TOM
OTCYTCTBYET OIlepalys NpeABapUTeIbHOr0 CKAHUPOBAHHUSL.

st paboThl cO CKaHEpOM CieayeT nepeTu Ha BkIanky «CkaHupoBaTh» («Acquire») B O0KOBOH
NaHeN, BBIOpaTh CKaHep M3 CIMCKa MOJKIIOYEHHBIX YCTPOMCTB, yKa3aThb UMs M pacrojoxeHue ¢aiina
MOJIy4aeMoro u300pakeHus, BbIOpaTh LIBETOBOM peXUM W paspelieHue (i1 HAWITydIIUX pe3yslbTaToB
paspenieHne mpu CKaHUPOBAHUHU JOJKHO ObITh He MeHbIe 300 DPI).

[Mocne naxarust Ha KHONKY «OTCKaHUPOBATH» («Scany) HaAYHETCs MPOIECC CKAaHUPOBAHUS M300-

pakeHHsI, U TIPU €T0 3aBEPIICHIH HOBOE M300pakeHue MosBUTCs B 001actu mpocMotpa (Puc. 42).
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OxHo npoepammul glmageReader

example2.jpg- gImageReader =

BoesE a6 By
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MpocToi Tekcr |
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DNk ‘ CkaHWwpoBaTe |

o
BE-BEE0@

-F 4

- user
- [okymeHTbl
|E cxan.png
|2 example.jpg

|| Thumbnails

loToB

B-EEN-Qo e »

Pesynsratsl [

Untitled 1* ¢

[eiia— || — cosgaHwe.
e e eas| || OTKPEITME/NpOMTPLIBaH e/
Ligere TPOCMOTP, pefakTUpoBaHue,
nepemMellieHme,

Dk

DalinoBee MeHeLKEpk!
NpeAocTaBNAwT MHTepdeic
nofL30BaTenA 4nA paboTwl C
Qainoeoi cncTemoi n daknami.
DalinoBLIe MEHELKEPLI
NO3BONAKT BLINONHATL Hawbonee
UaCTEIE ONEpaLMK Hagd dadnamu

NepeMMEHOBAHIUE, KONMPOBaHWE,
yaaneHue.

M3MeHeHWe aTpUBYTOE W CBOWCTE,
nowck Painnoe n HazHaueHre
npae. MoMUMo CCHOBHBIX
DYHKUWA, MHOrMe GainoBeie
MEHELKEDBI BRIKUAHT PAj
LONONHWTENEHBIX BOIMOXKHOCTER,
HanpyUMep, Takwx Kak paboTta ¢
CeThh (4epe3 ETP. ME3 1

30A_ DDA LI L AR LI A LI

q]

Puc. 41

Ckanuposanue 6 okne npoecpammul glmageReader

CKaH.png- glmageReader
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3.6.2 Xsane

[Iporpamma Xsane siBisieTcsi yAOOHBIM CPEACTBOM, KakK JJIi CKAHUPOBAHUS OTAENbHBIX M300pa-
KEHHH, Tak U JJI1 OpraHU3allK MaKETHOTO (MHOTOCTPAHUYHOT0) CKaHUPOBAHHUS.

[Ipu 3amycke mporpamMmbl CKaHMPOBAHHS H300paKeHUN MPOU3BOJUTCS aBTOMATUYECKUI OIMpoOC
JOCTYIHBIX CKaHEpOB (YCTPOMCTB 3axBaTa M300pakeHUI) U MpeAaraeTcsi BRIOPaTh yCTPOMCTBO IS pa-
60Thl. Ecin kK KOMIBIOTEPY HE MOAKIIOYEHO HU OJHOTO CKaHepa, TO OyJeT BbllaHa COOTBETCTBYIOLIAs
omuOKa, 3aTeM IporpamMmma OyeT 3aKphITa.

Ecnu mporpamma Hanuia moJKJIFOYeHHBIA K CHCTEME CKaHep, OyAET OTKPBIT OCHOBHOM MHTEpdeic
npuioxenus Xsane (Puc. 43).

[IpenBaputenbHOE CKaHUPOBAHUE BBIMOIHIETCS B OKHE MPEIBAPUTEIHLHOTO MPOCMOTpa MyTEM
Haxkatus kHomnku «IIpenBaputenbHOoe CKAaHUPOBAHUEY.

[TyHKTHUpHAST TUHUS B OKHE MPEABAPUTEIHHOTO CKAHMPOBAHHS TOKA3bIBACT HA BBIOPAHHYIO IO
YMOJYaHHUIO 00JIaCTh CKaHUpOBaHUs. OnpenenuTh 00JacTh CKAHUPOBAHUS MOXKHO, BBIICITUB €¢ TPHU T0-
MOIIY MBIIIH.

[Ipu ckaHMpOBaHHMM B MUTOTOBOE M300pa)KCHHE MOMAACT JUIIh 0071acTh, OTpAaHHUYEHHAs HACTPOK-
KaMH Ipe/IBapUTEIbHOIO CKAaHUPOBAHMUSL.

Hnmepdgheiic npunoscenus Xsane

= Xsane 0.999 HP_Laserjet M1536d &jiﬁi

o l'lpegBapuTeanhm npol:MDTp HP Laserjet M‘ISBEﬁnf MFF HP ' Laserjet M1536dnf MFP?seria i:'ll\gjii'i‘
®ain Mapametpel Bug OkHo CnpaBka [ 2

T |::| JND |J
@h It!@‘m‘ CLﬂkll.l.h.|5|.|.|..|1.0\.|.|..|15|.|.|..|20|m.|..|25|.|.|.|.|3.0|.|.|.|.|35|.|.|.|.|‘!€|
‘-E_ |fhomefusen’out.pnm [ T

Ba | +13 Tan | no paclumpeHnio 5 f

WexogHoe n3obpakeHue

o | MNaHWETHLIA i 5__

il | I._I,Be;HGFT — o | : S

|| | TMONHLIA MaNa3oH LBETOB = | __

o[ n| .
r- e > [100 |5 4 —
it @ > !F? 1—_ OfpaboraHHoe nlohbpaxeHne

© - o ¢ =

I i u EARISINIVIN
2 |
637*876%24 (1.6 MB) CKaHMpOEIaTb 0:

21159emx2969cm || Couehue

| NoNHLIA pasMep | 5 | L. | 000 | %

| EEE REE #EE
| | s e

| |
L |Flpe,qaapmenbﬂoe cmepoaaHne| lr'_ TIMEHIATE D

Puc. 43

Jl51s ckaHUpOBaHUS OTJIEIBHOIO N300pakeHHsI B IporpaMmme Xsane Heo0X0AuMo:
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BBIOpaTh B OCHOBHOM OKHE MMs U dopmar ¢aiina (ecnu B ose «Haznauenue» BIOpaHO 3HAUCHHE

<<C0xpaHeHHe>>), PCKUM CKaHUPOBAHUA U PAa3pCUHICHUC, 4 TAKIKC BBICTABUTDL ITPU HCOGXOI[I/IMOCTI/I

raMmy, SpKOCTb U KOHTPACTHOCTb,

B OKHE MPeABAPUTENIHHOIO IPOCMOTpa HaXxaTh KHOMIKY «lIpenBapurensHoe CKaHUPOBAHUEY;

IMOCJIC 3aBCPUICHUA MTPOLECCa MPEABAPUTCIILHOTO CKaHUPOBAHUS, BBIACIIUTH MBIIIBIO 00J1acTh JJIs

CKaHUPOBAHUS,

B OCHOBHOM OKH€ IMPOrpaMMbI HaKaTb KHOIIKY «CKaHI/IpOBaTL»;

1ocjie 3aBeplIeHMsI IIpoliecca ckaHupoBaHus (ecinu B noje «Ha3HaueHue» ObL10 BEIOpaHO 3Haue-
Hue «CpeacTBo MpocMoTpay), B okHe npocMotpa (Puc. 44) MOKHO BOCIONIB30BATHCS UHCTPYMEH-

TaMH TIpeoOpa3oBaHus N300paKEHUM (TTOBOPOT, OTPaKEHUE, MACIITAOMPOBAHKUE U T.I.) U 3aTEM

COXPAaHUTH CKOPPCKTUPOBAHHYIO CKAHKOIIHUIO.

Pe3lebmam CKARUPOBAHUSL 6 OKHE npocmompa

‘CpeacTBo npocMoTpa (/home/user/out.pnm) - HP.Laserjet M1536dnf M

Dan MNpaBka ©WabTpel Pa3Mmepsl

LIEEEFE R E R T

# echo "102,16B.0.186 pvell.test:alt pwvell" >> fete/hosts
# echa "192.168.0.90 pvel2.test.alt pved2"™ >> fetc/hosts
# echo "1%2.168.0.70 pvel3.test.alt pve(3" >> /etc/hosts
Mpusmewanne. B PVE 3o MOMHO ¢letaTs 8 MaHeTH VOPABICHNA: GRIOPATE Yien, nepefimi B

wCncreman — uHostse, AofapnTs Boe Y30RL, KOTOPEE GyVT BRMOYEHE B cocTan kiactepa (Pre, 47),

Pedaxmuposanie 3anucei ¢ ghaiine /ete/hosty

PR L s Erp i nr = Moz {Ea T v fen

'. Ew:n‘ Virual Environment % |ﬂ,m- Envionptent %

| 1 e & (o ;U B hitps:ipwedl SO0 ] 0 =node¥2Fpw a0 Ty = d; i 2 =

| —
| Tows T -
| Noccuctacapiipos | ysaqpeedt O Megsamenm | |0 Bakasin | |1 o i Macsopue nessism
BE Daraiusntp (pviClusts
Ii 'bm1 fi==i-TH o fowce £ Eﬂmh it
| q & coona et DT T LRl
102.166.06.08 pveoz. {esk. alt pweoz |
O aunti 192.168.0.7  pven3. Teaf 51T pvend
| i Kowtan. !
Of CrcTens
= Cath
! ® Ceptndmmans
| Q@oDNs
e T T
" B Lo T . - i
R romaraacin ,i
i EHIP-:::EII l BDEHR CETHEHER ] Vi (W06 Te s Onmcasva | Cranyc |
Puc. 47

F-'aamep: 5-52!?.58 MWUKCEN0BE, Bﬁur Ha kaHan, 1 .:aHanoa* ?5 dpi *® ?ﬁ.d';.:-'i, 4036 I(B

Puc. 44
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Xsane NpenocTaBiIsieT BO3MOKHOCTb CO3JaTh MHOTOCTPAaHWYHBIA JOKYMEHT, MHHYS IPOMEXKY-
TOUHBIN 3Tall COXPAaHEHMs CTPAHMIl B BUJE OTIEIbHBIX IpapuuecKkux (ailjioB U NCIOIb30BAHUS BCIIOMO-
raTeJIbHBIX YTHINT. Bo3MoHO co3manue nokymeHnTta B popmare pdf, tiff mmm PostScript.

Jlns ckaHMpOBaHUS B Xsane ¢ CO3JaHUEM MHOTOCTPAHUYHOI'O IOKYMEHTa HEOOXOAUMO:

— B OCHOBHOM OKHE Xsane BbIOpaTh Ha3HaYeHHE CKaHUpOBaHUs «MHorocTpanuuHblit» (Puc. 45);
— B OTKpBIBIIEMCS OKHE «MHOTOCTpaHUYHBIN IIPOEKT», BBECTH UM CO34aBAEMOI0 MHOTOCTPaHUY-

HorO (haiinia u HaxaTh KHONKY «Co3nark mpoek™ (Puc. 46);

— mepeltu B okHO «lIpenBapHUTenbHBII MPOCMOTP» U OTMETHTH 00JacTh CKAaHUPOBAHMS (€CIIU 3TO

HE00X0IUMO);

— B OCHOBHOM OKHE IpOrpaMMBbl, HaXKaTh KHONIKY «CKaHUpOBaTh» (peKkoMeHyercs B nmoje «Hucio

CTpaHULL U1 CKAHUPOBAHU» OCTABUTH | M KaKAbIi pa3 HaXXUMaTh « CKaHUPOBATh» Ul CKAaHUPO-

BaHUS CIIEyIOIEH CTPaHULIb);

— IIOCJIE 3aBEPLICHUs CKAHUPOBAHMS BCEX CTPAHUL] IIEPEUTH B OKHO «MHOIrOCTpaHUYHBIN IPOEKT». B

HEM OTPaXalOTCsl UMEHa (ailyioB, COOTBETCTBYIOUINX OT/EIbHBIM CTpaHHIIaM JoKyMeHTa. Kax-

OBl U3 3THX (alIOB MOXKHO MPOCMOTPETh, OTPEIAKTUPOBATh, MEPEMECTUTh MO OTHOILEHHUIO K

IPYTUM CTpaHMLaM, WK ynainuTs (Puc. 47);

— BBIOpaTh THI MHOTOCTpaHWYHOTO AokyMmeHTa (pdf, tiff mim PostScript) B cooTBeTCTBYIOIIEM BBHI-

TMaJIAI0IIEM CITUCKE M HaXKaTh KHONKY «COXpaHUTh MHOTOCTPAHUYHBIA (ailim.
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Xsane. Hacmpoiiku ckanupoganus

&) xsane 0.999 HP Laserjet_ M1536

0 78

Puc. 45

Xsane I""II-IGI'G'CTPdHI-"I'-IHbIl-‘I NpoeKT

.. |
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Xsane. Muococmpanuynwiti npoexm

| ([ ! IfhomEEUSErfmuItipageprDject |

TN MHOrOCTpaHWUYHOMS AOKYMEeHTAa: | PDF

CTpaHWL:

image-0001
image-0002
image-0003

|r'|DKaEIaTI:rH3DErpaJI{EHI.-'1EHMEII'u'IEHI.-ﬂTbHEIDﬁpa}KEHHEi%Fﬂ,aﬂHTbHEDﬂpaH{EHHE=| if | |

MpoekT N3MeHEH

COXpaHWTE MHOTOCTPAHWUUHEIRA Gain I YOANUTE NPoekT

Puc. 47
3.6.3 I'maz MATE

I'ma3 MATE sBasieTcss mpoCThIM MPUIIOKEHUEM JIJI TpocMOTpa n3o0pakenuit. [locne 3arpy3ku
nzobpaxxenus (Puc. 48), MOXXKHO yBeNMYMBATH €ro MaciuTad, Bpauiath H300pakeHHe, a TakKe MpocMaT-
pHBaTh Ipyrue n300paXeHus U3 KaTajuora, B KOTOPOM HaXOJUTCS OTKPHITOE H300pakeHHeE.

Oxkno npoepammur I naz MATE

£

Wzobpaxenne MpaBka Bug [Mepexoj Cnpaeka

Jpe NMpedegynias o2 Cnegyoulas

e

1280 = 720 pixels 284,0k6 56%

1/10

Puc. 48



53

3.7 Menenxep apxuBoB Engrampa
MeHnemxep apXMBOB MOKHO MCIOJIB30BAThH JJIsl CO3/IaHUs, IPOCMOTPA, M3MEHEHUS U PACIIAKOBKH
apXuBOB. ApXMB — 3TO (aii, cayXamuil KOHTeHHepOM it APYruX (aillioB. ApXUB MOXKET COAEPKATh
MHO>KECTBO (pailyioB, Marnok 1 NoJANanok, OObIYHO B CKaTOM BH/JIE.
Menemxep apXuUBOB MOJICPKUBAET, B YHCIE MPOYUX, Cleaylole GopMaThl apXUBOB (JOKHBI
OBITh YCTaHOBJIEHBI COOTBETCTBYIOLINE HHCTPYMEHTHI KOMaHTHON CTPOKH):
— apxwuB 7-zip — .7z,
— 00pa3 KoMIakT-aAucKa — .iS0 (TOJBKO YTCHHUE),
— apxuB RAR (Roshal ARchive) — .rar (Tospko ureHue);
— apxus Tar — .tar;
— apxwuB Tar, cxaTsiii bzip — tar.bz unu .tbz;
— apxus Tar, cxatslil bzip2 — tar.bz2 nnm .tbz2;
— apxwuB Tar, cxxaTsiii gzip — tar.gz unm .tgz;
— apxus Tar, cxkaTsblil Xz — tar.xz;
— apxuB Zip — .zip.
MeHnexep apXuBOB aBTOMAaTHUECKHU OTIpeIeNIIeT TUIl apXuBa U oToOpaxaeT (Puc. 49):
— WM apXHBa B 3ar0JOBKE OKHA,
—  COACPKUMOE apXHBa B 00JIACTH OTOOPAKEHUS;

— yucno (aisoB U manok (00BEKTOB) B TEKYIIEM MECTOTIONIOKEHUH U X pa3Mep (B pacliakOBaHHOM
BHJIC) B CTPOKE COCTOSTHUS.

Memnedoicep apxusos Engrampa

my_doc.odt.7z

Apxve lMpaska Bug CnpaBka
- EOTKpI:ITb b Pa{I'IaKOEI-aTb @ I% ._

oy Pacnonoxeue: |Q!

Mma w Pa3imep Tmn i Jata nameHeHWA
L:_\| alt-workstation-9.2-alt-workstation-ru-RU.pdf 22,5 ME JokymeHT PDF 19 okTAbpA 2021, ...
|==| my_doc.odt 81,7 kb TekcToBbIA AokymeHT OpenDocument 19 oktabpa 2021, ...

2 objects (22,6 MEB)

Puc. 49
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3.7.1 Hcnonb3oBanue (HailioBoro MeHepKepa AJist paboThl C ApXHUBOM

®daitnoBBI MEHEIKEP MOYKHO MCIIOJIB30BaTh I 0OaBIeHHs (aiiIoB B apXUB WIIH IS U3BJICYEC-

HuUs (ailioB U3 apxuBa.
s noGasnenus (aiina/karanora B apXuB HEOOXOIUMO:
— B KOHTEKCTHOM MeHIO (haitna/kaTanora, BeIOpaTh MyHKT «Cxatby (Puc. 50);

— B OTKPBIBIIEMCS] OKHE HEOOXOJMMO BBECTH UM apXWBa, BHIOPATh U3 BHIMAJAIOIIETO CITHUCKA THIT
apXuBa, BBIOpATh MECTO JIJIsl XpaHEHHUS apXuBa U HakaTh KHONKY «Co3nate» (Puc. 51).

Jlobasnenue ¢atinos 6 apxus

OTkpeme B LibreOffice Writer

ﬁ OTKpLITE B MeHegxep apxusoe Engrampa
OTKPLITE B APYrOA NporpaMMe...

& Buipesats

KonvpoeaTb

Co3paTh CCBLIKKM

MeperMeHOBaTE...
KonupoBate B 3
MepemecTUTE B [ 2

YAanWTk B KOP3WHY
® Yzanuts
|Z] Pacnakosath croga

|] Pacnakosath B...

B Ckatb...
&£F OTnpaeuTe...

|<| CeoicTBa

Puc. 50

Co3zoanue apxusa

WMmA daina: [a-- ] fargz *
Pacnonoxenve:  [& user -
P [pyriue napameTpel

&5 Momoue l @ Otmena “ 5l Cozgats |

Puc. 51
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IIpy co3maHMy HOBOrO apXWBa MOKHO YKa3aTb JOIOJHUTEIBHBIC MapaMeTpbl, PACKPHIB ITyHKT
«/lpyrue mapameTpel» B OKHE CO3MaHHUs apXuBa. MOXHO yKa3aTh CICAYIOUIME JTOTOJHUTEILHBIC Mapa-
Mmetpsl (Puc. 52):

— «Ilaponpy» — mapoib, KOTOPBIA OyJeT MCIOIB30BATHCS A MU(POBAaHUS (HE BCE TUIIBI apXUBOB
noAepkuBarT mudposanue). Eciu maposp He yka3aH, apxuB He OyeT 3amu@poBay;
— «lIudposBarhk Takxke CHUCOK (ailioB» — Mapoib OyIET 3ampamrBaThCs Naxe I MPOCMOTpa

CrHCKa (aiiioB, COICPKAIINUXCS B apXUBE, B MPOTUBHOM CIIy4ae OH OYAET MCIOIb30BaThCS TOJIb-

KO JJIs u3BIIeUeHHsI (DAiiyoB U3 apXUBa;

— «Pa3genmuTh Ha TOMa pazMepom» — TO3BOJISIET pa3OUTh apXHB HA HECKOJIBKO (PaiiioB YKa3aHHOTO
pasmepa. Tosbko 7-Zip apXuBbI MOIJIEPKUBAIOT ATY (PYHKITHIO.

ﬂOl’lOJZHUWIEJZbele napamempbol

OKaTb =X
- Wma daina: | ny_| : ] Jz v
“d
‘ -
PacnonoxeHue: user b
7 Opyriae napaMeTpel
MNaponk: I SHREDHD
(Vi anﬂ:puﬁaTb Taloke CANCOK q:ua'ﬁnu.ﬂ
Pa3gennTk Ha TOMa pa3mMepom 0,0 = g | Mb
| | .
ez Momolus | @ OTmena | B,Coa,qam
Puc. 52

Ji1st TOro YTOOBI M3BIICYb (PaiiiIbl U3 apXHUBA, CIEAYET B KOHTEKCTHOM MEHIO apXHBa BHIOpATh MyHKT
«PacnakoBartp croga» (Puc. 53) — daiinsl OynyT pacrakoBaHbl B TEKYIIUK Kataior, uin «Pacmako- Bath

B...» — MOXHO YKa3aTb KaTaJloT, KyJa OyIyT U3BJICUCHBI (hailiIbl.

3.8 CucteMHbId MOHUTOP
[Mpunoxenne «CUCTEMHBIII MOHUTOP» OTOOPa)KaeT CIHUCOK BCEX 3aIyIEHHBIX MPUIOKEHUH, a
TaK)Ke, CKOJIBKO KaKI0€ U3 HUX 3aHMMAET IIPOLECCOPHOTO BPEMEHHU U ONIEPATUBHOM IMAMSTH.
Jnst 3anmycka «CHCTEMHOTO MOHUTOpa» cienyeT BeIOpats mMyHKT «MeHio MATE» — «IIpunosxe-
Hus» — «Cucremuele» — «CucreMubiii MoHUTOp MATE».
Bes nnpopmanus pacnpeneneHa o 4eTblpeM BKIIaIKaM:

— BoO BkiIazike «Cuctema BBIBOIUTCS 0a30Bast MHPOPMAIIUS O CHCTEME;
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— BKuaaka «[Ipomecce» NO3BONIAET IPOCMATPUBATH W YNPABIATH 3aIyIIEHHBIMHA IIPOLIECCAMMU.
Kaxxnpiii mpouiecc MOKHO NMPUOCTAHOBUTH, OCTAHOBUTH, U3MEHUTH IIPUOPUTET U BBINOJIHUTH HE-
KOTOpBIE JIPYTUe NEHCTBUS,

— Bo BkIazake «Pecypeb» (Puc. 54) B peaabHOM BpeMeHH BBIBOAUTCS MH(OpMaIHs 0 pecypcax (B
BUjie TpapukoB) — Hcnoib3oBanue npoueccopa (CPU), ucnonp3oBaHue ONEPAaTHBHON MaMSITH
(RAM) u ¢aiina noakauku (SWAP), a Takxke UCIIOIb30BaHUE CETH;

— Bo BKJIajke «DailioBble CUCTEMBI MOXKHO IPOCMATpUBaTh MH(OPMAIHIO O (PaliIOBBIX CHCTEMAX.

Hseneuenue ghaiinos uz apxusa

& OTkphiTL 8 MeHexep apxvBoe Engrampa
OTKPLITL B APYroi Mporpamme...
&% Bipesats
EH KonuposaTh

Co30aTh CCBUTKK

NeperMEHDBETE...
KonnmpoBaTe B 3
MepemecTUTE B 3

YOanUTk B KOPIUHY

&) Yaanute

& Pacnakosath cloga

[} PacnakoBaTk B...
&= OTNpaBM1Tb...

|«] CeoitcTea

Puc. 53

[Ipu memuke npaBoif KHOMKOM MBIIIM O JIIOOOMY 3amyIIEHHOMY IPOLIECCY, OTKPHIBAETCS KOH-
TekcTHOe MeHIo (Puc. 55), ¢ TOMOIIBI0 KOTOPOTO MOKHO 3aBEPILUTH «3aBUCILEE» MPUIIOKEHUE, OCTAHO-
BUTb, [IEPE3AIYCTUTD U AK€ U3MEHUTD €0 NIPUOPUTET BPEMEHU, YTO ITO3BOJIUT PEryJIUPOBaTh JOIYCTH-

MBIl 00beM TPeOOBaHMI K CUCTEMHBIM pecypcam.
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Cucmemubiii MOHUMOD
[+ CUCTEMHbIM MOHWTOpP = O0x
MoHwTop [lpaeka Bwg Cnpaeka
Cucrema I Mpoueccel 1 Pecypcel [ DaNN0BLIE CUCTEMEI ]
McnonszoBaHWe npoueccopa
100% |
S— e
seconds 50 0 30 20 10 [
[ un 35%
WcnonszoBaHne NnamaTU/nogKaukm
100% |
S 50 0 30 20 10
, MamaTe ’ Mogkauka
544 8 MuE (56,5%) 13 965,1 Mub 478,5 MuE (49,6%) 13 965,0 Mub
Wcnone3oBaHWe ceTH
10xB | A
R 50 40 30 20 10 [
Mpuém 0 BaiT/c OTnpaeka 0 BaiT/c
Bcero NnpyHATO: 98,0 MB Bcero oTnpaeneHo 40MB

Puc. 54

Konmexcmuoe menio npouyecca

CUCTEMHBIA MOHWUTOP

MoHuTop Mpaska Bwa Cnpaska

Cucrema ] Mpoueccel Pecypcel DANN0BLIE CUCTEMBI

CpegHAaA 3arpy3ka 3a nocnegHwe 1, 5, 15 muanyT: 0,32, 0,19, 0,22

mA npouecca | Cocvg % | Npropy ID | NamaTs Oxmngar KOHUT | NpuoputeTt

< applet.py Ommg 0O 0 3949 34MuED session-7.5¢ HopMansHkIA -~
0 apt-indicator Oxng 0O 0 3910 57 MmuED session-7.5¢ HopmaneHbIl

< at-spi2-registryd Oxmg 0O 0 3843 16MmuED user@500.5 HopmaneHLIA

@' at-spi-bus-launcher Owwg 0O 0 3808 8600Ki0 user@500.5s HopmaneHsIiA

& blueberry-obex-agent Oxumg 0 0 3911 37MuED Se55i0n-7.5¢ HopManeHbIA

% caja S n i n 7885 579 M0 session-7.5¢ HopmansHkIR

< dbus-daemon i i 17 1,3 MHE O user@500.5 HopmankHlii
<% dbus-daemon MpoAoMKNTE NPOLLECT 30 1,6 MKUED user@500.5 HopmansHbIR
@ dconf-service T 35 2,2 MuE 0 user@500.5s HopMmaneHkliA
. 3aBeplWnTL NpoUecc . -
@ gnome-keyring-daer 67 2,1 MuE 0 Session-7.5¢ HopmansHeIA
@ goa-daemon ¥BuTh Npouecc 91 1,8 MuUE O user@500.5 HopmankHbIRA
< goa-identity-service | 109 1,6 MuE 0 user@500.5 HopmansHbIi -

WM3MEHWTE NPUOPUTET 3

KapTel namaTu
3aBeplInTL Npolecc

OTKpLITEIE GaRNE!

CBOACTBa

OCTaHoBUTL NpoLEecc

Puc. 55
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Jnist u3MEeHeHus IPHOPUTETA TIPoLIecca HEOOXOMMO:

— BBIOpaTh BKIAAKy «IIporeccrr», 4T00bI 0OTOOPA3UTh CITUCOK MPOIIECCOB;

—  BBIOpaTh MPOIIECC, PUOPHUTET KOTOPOTO CICAYET U3MEHHTH;

— B KOHTEKCTHOM MEHIO Tpo1iecca BeIOpaTh MyHKT «3MenuTs npuopurer (Puc. 56);

— ecnu BBIOpaTh MyHKT «BpyuHyI0», OTKpOETCsl AUANIOTOBOE OKHO «VI3MEHUTHh MPHOPUTET MpOIiec-
ca...» (Puc. 57), 31ech MOKHO HCIIOJIb30BaTh MOJI3YHOK, YTOOBI YCTAHOBUTH YPOBEHD IPUOPHUTETA.
[TpuopuTeT mporecca 3agaercs ypoBHeM nice. MeHblliee 3HaUCHHE Nice COOTBETCTBYET OoJiee BbI-
COKOMY TIPHOPHUTETY;

— HaXaTh KHONKY «VI3MEHUTH IPUOPHUTETY.

Hzmenenue npuopumema npoyecca

CUCTEMHBIIA MOHWTOP

MoHuTop Mpaeka Bug Cnpaeka

Cucrema Mpouyeccel Pecypchi ©afnoBLE CUCTEMEL

CpeaHAA 3arpy3ka 3a nocnegHwe 1, 5, 15 muayT: 0,85, 0,33, 0,26

MmA npouecca w  Cocra % | Npuopy ID | Mamaty Oxkmaar KOHWUT MpuopuTeT
% dconf-service Oxmg O 0 3835 ZTMuE0  user@500.s HopMancHGIR =
“» firefox Bafor 0 7677 2756MD user@s00.s HopmansHEA
@ firefox OcTaHoBNTE NpoLecc 0 7674 640,0Ki0 user@500.5 HopmansHLId
& gnome-keyr MpoACIKMTE NpoLecc 0 3667 1,9MnEQ session-7.sc¢ HopmansHbIA G
& goa-daemaon 0 3891 1,8 Mueo user@s00.5 HopMansHelA
< goa-identity: HEPI TR e 0 3909 1,6 MuED user@500.5s HopmansHEIA
& gvfs-afc-vol YBuTk Npouecc 0 3923 21 MueD user@500.5 HopmansHeIA
sd _ = user@500.5 HopmansHkIA
@ o b : ) CaMblA BEICOKWA E i
< gufsd-dnssd user@500.5 HopmansH.IA
& qufsd-fuse KapTel namati ) BbICOKWIA user@500.5 HopmansHeIA
& qufsd-metac OTKpbITbIE haiinbi o HopManbHiiA user@500.s HopmansHeIA
& gufsd-netwo user@s00.5s HopmansHEA
P .| (CBoiAcTea ) Huzkwia s = =
() OueHb HU3IKWUA aBApITL APOLSGE

YCTaHOBUTE NPUOPWUTET NPOLECCa BPYUHYH

Puc. 56
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ﬂuaﬂOZOGOQ OKHO «H3menumo npuopumemnm npoyeccd...»

M3MeHWUTL NpUopUTET NpoLecca «firefox» (PID: 7677)

o

YpDEI-EHI: I'Ipl.-"lﬂpl.-"ITETa.' ﬂ

{MpropuTeT HopMankHLIA)

NMpumevanue: Mpuopumem npoLyecca 300aémoa yposHeM nice. MeHbLUEE 3HYERUE Nice coomeemcmeaysm BoAee SwCOKOMY NpLOpUMEM).

I @ OTMmenUTL ‘ Q:‘:? M3MeHWTL NpUopUTeT

Puc. 57

[Ipumeuanue. [Jnsg yctaHoBKM 60siee BHICOKOTO TPUOPUTETA, YEM TOT, KOTOPBIN YK€ yCTaHOB-

JICH y IIporecca, l'IOTpe6yeTCSI BBCCTHU IIAPOJIb MTOJB30BATCIISA, HAXOAAIICTOCA B TPYIIIC wheel.

3.9 llenTp npuioxeHui
LlenTp npuaokeHU MO3BOJSET JIETKO YCTAHABIMBATh U YAAJIATH NMPOTPAMMBI U3 PETIO3UTOPHUEB
AJBT, COBMECTHMBIX C BalllUM JTUCTPUOYTHBOM, U CTOPOHHMX NpuiiokeHui B popmare Flatpak. Llentp
MPUIIOKEHUHN TTO3BOJISET BBITIOIHATH IOMCK 110 Ha3BAHUSAM M OTIMUCAHUSM CPEIH JOCTYITHBIX MPHUIIOKEHUH.
I[Ipumeuanue.Flatpak — cucrema nist co3nanust, pacpoCTpaHEHHUs U 3aITyCKa H30JUPOBAHHBIX
HACTOJIbHBIX npuiiokeHui B Linux. [Ipunoxenus flatpak ycranasnusarores u3 pernosutopus flathub.
[Ipumedganue. [ BO3MOXXHOCTH YCTAaHOBKH NMPUIIOKEHUI 13 penozutopus flathub monb3osa-
TeJsIM, He BXOJAUINM B rpymiy wheel, cieayer pazpemuTs sl BceX AOCTYI K UHCTPYMEHTaM MOHTHUPO-
BaHUs (aiioBbIX cucreM fuse:
# control fusermount public
s 3amycka «LlenTpa npunoxenui» cnenyer BeiOpaTh NyHKT «Menio MATE» — «Ilpunoxe-
HUs» — «CucremHbie» — «LIeHTp MPUITOKEHUID.
Bcs undopmarus pacnpenenena mo aBym Bkiaakam (Puc. 58):
— HaBkianke «Bce» («Explore») moka3aHbl 1OCTyHBIC TPHIIOKEHUS;

— BKJIaJKa «YCTaHOBIICHO» ITO3BOJISICT NMPOCMATPUBATh U yNAJISATh YCTAHOBIICHHBIC IPUIIOKCHUS
(Puc. 59).
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Llenmp npunoosicenuii

HepaeBHWe penunssbl
B 3 g p
Rocket.Chat Arduino IDE v2 Headset Timing Trainer - Le...
KaTeropmwm
Ayawvo n BUAaeo EJ o6uenne u HoBoCTM [Z/ Pa6ota
cl vrpm S rpadukawm dpororpapus 4w [ononHeHws
ﬁ WHETpyMeHTB! pazpaboTKK O6pazoBaHne WU HayKa ﬁ’ YTUAnTel

Puc. 58
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Llenmp npunoscenuil. Bxnaoka « Yemanosnerno»

| Explore YcradoeneHo = | v [a] (X
i i Uninstall |
ALT Media Writer 3anwce 0bpa3os ALT Ha NepeHOCHEIE QUCKK
| : . 2 - Uninstall |
_J Caja DalnoBkLIl MeHexep AnA pabouei cpegel MATE
- G Co3aaHue doTorpad i 1 BUASO C NOMOULLI0 Beb- | Uninstall |
H KamMepkl, C MPUMEHEHWEM 3aHATHEIX 3 dekToB
i _ _ | Uninstall
CPU-X Gathers information on CPU, motherboard and more |
Uninstall |
glmageReader CKaHWpoBaHWe CTPaHWL W PACNo3HaBaHWE TEKCTA
| Uninstall |
‘ ; } GParted Co3ganune, nepepacnpejeneHie U yaaneHue pasgencs
b
Puc. 59

Ha Bxnanke «Bce» («Explore») moctymnHbsle nmpuiokeHus: pa3OuThl Ha KaTeropuu. YToObl HalTH
MPUIIOKEHUE, CIIEAYeT BBHIOpATh KAaTEropui0 NPUWIOKEHUs. BHyTpu rpynmbl, B BBINAJAIONIEM CIHCKE
«IToka3pIBaTh», MOKHO JOMOJHUTEIHHO BHIOpPATh MOAKATETOPHIO, TEM CAMBIM COKPAaTHUB 00JIaCTh TOMCKA
(Puc. 60).

BricTpo HaliTH HEOOX0UMOE TPUIIOKEHNE MOXKHO MUCTOJIB3Ys MOMCK. CTpoKa MOUCKA OTKPBIBACT-
Csl, IPY HAXXaTUW HA KHONKY B BHJIE JIYIIbl, PACIIOJIOKEHHYIO B JIEBOM BepxHeM yriy «LleHTpa nmpuioxe-
HUIT». B cTpoke moncka Hy)kKHO BBECTH HAa3BaHUE MPUITOKEHHS.

[Ipn BeIOOpPE TPHUIOKEHUS, B JETAIBHOM IPOCMOTPE, JOCTYIIHBI KHONKH «YCTaHO-
BUTBY/«3aIyCTUTH»/«Y JauTh» (B 3aBUCUMOCTH OT TOTO YCTAHOBJICHO JAaHHOE NMPHIJIOKEHHE WM HET),
BBIBOJIATCS CHMMKH JKpaHa, TOJHOE OINMCAaHUE, a TaKXKe MOoJib3oBarenbckue kommeHrtapuu (Puc. 61).
YroOBl yCTAaHOBUTH KaKoe-THOO MPHUIIOKEHHE CHadasla HY)KHO €ro HalTH, 3aTe€M BBIOpAaTh M3 CIIUCKA H

HaXaTb Ha KHOIIKY «YCTaHOBHTEY.
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lpagmka u poTorpadma

MokaskiBaTh

BekTopHaRs rpaduka

TMporpamMMel MpocMoTpa

CoptupoBats | PeRATWHI ~

=]
[0
R

MandelbuIbJ Aliza MS Pixelorama
i
TpéxmepHan rpaduka |
®oTorpadua E
@ e& - Q
Blender KolourPaint Komiklu RawTherapee Krita
u. A
L
GMNU Image M... Pix draw.io Dust3D InVesalius

G »

Puc. 60
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Llenmp npunoxcenuii. /lemanvhuiti npocmomp npunodscenus «Kritay

Krita el L] [

¢

Krita b & & & SEREELE) ‘

* Lindposoe pucoeaHwe. TBopyeckan ceoboga

Krita — nonHodyHKUWMOHAAEHBIA MHCTPYMEHT ANA CO3A3HWA UWgpoBoi rpadiaku.

OHa NPeBOCXOAHO NOAXOAUT ANA HaBPOCKDR W PUCOBAHMWA, NPEAOCTABNASR MACTEpaM CaMOACCTATOUHKIA WHCTPYMEHT ANA CO3A3HUA
L poBOA XKMNBOMMCA € HYNA.

Read More
MogpobHocT
I'zepeae,ue»—m Ha Balll A3kIK NuuexHIva
PazpaboTumi Krita Foundation
JoKkyMEHTELMA
AcTaunrmk dl.flathub.org
@ Brinyck o6HoBNEHKA ATOroBkIA pasmep 369,6 MbB
OBBEM 2arpy3rn 366,3 MB
VIHTErpauymna c CUCTEMDR
BoapacTHOW peATMHT 0+
30MPOBAHO B «MECOUHILIE: PaspeleHIA High
v
Puc. 61

UT0o0B! YyCTAaHOBUTH MPUIIOKECHHE, HY)KHO HaXXKaTh Ha KHOMIKY « Y CTAHOBUTB.

[Ipumevanue. [Ipu ycraHOBKE/yAaIeHUH IPOTPaMM OTPEeOYeTCsl BBECTH NApOJTh TTOJIh30BaTe-
i1 BXosmero B rpymmy wheel.

Crnucok  TMOAKIIOYEHHBIX  PEMO3UTOPUEB  MOXKHO  IMPOCMOTPETh, HaKaB HA  KHOIKY

JONOTHUTENBHBIX cBeieHui (Puc. 62) u BeiOpaB myHKT «Pemnozutopun [10».
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Llenmp npunoswcenuti. Knonka 0ononnumenbHuix c6e0eHull

I e 5

TMapameTpkl 06HOBNEHWA

About Software

Puc. 62

3.10 YcTraHoBKa CTOPOHHUX MPHUIIOKEHUM C OPUIIHATBHBIX CAHTOB

[Mporpamma appinstall mo3BOJNSIET  yCTAaHOBHTH  TOMYJSIPHBIE — TPWIOKEHUS  (Hampumep,
Google Chrome, Zoom, Skype) ¢ opHuIHaIbHBIX CAWTOB.

[Mpumeuanue. appinstall sBusercs rpadudyeckum uHTepdeiicom k epm play (cM. pasmen
«EnuHas koMaHa ynpaBlieHUs TaKeTaMu (epm)»).

Jns 3amycka appinstall ciiexyer BeIOpaTh MyHKT «MeHIO 3armycka IpriIoKeHni» — «CHCTEMHBIE)
— «App Install».

ITpu 3amycke HEOOXOANMO BBECTH MAPOIIh aAMUHUCTPATOPA CUCTEMBI (T00t).

JInst yCTaHOBKY IPWIIOKEHUS JOCTATOYHO BHIOPATh €T0 B CIIMCKE MPHIIOKEHNH U Ha)KaTh KHOIIKY

«YcranoBka» (Puc. 63).
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I'paghuyeckuii unmepdgbetic k epm play

YcTaHOBKa CTOPOHHWX MPUOXKEHWIA (0T cynepnonb3oBaTens) =
s OnncaHue -
anydesk AnyDesk ¢ owvumansHoro caiTa
assistant AccucTeHT ¢ orUMansHOMo calTa
atom PacluWpAeMbId TEKCTOBLIA peaakTop ¢ opUUWansHOro CalTa
brave Bpay3ep Brave ¢ oMUWansHoro calTa
chrome BEpay3ep Google Chrome ¢ odvuMansHoro caiTa
chromium-gost Bpayzep Chromium-gost ¢ odwuwaneHoro cadTa
code Visual Studio Code ¢ oduumansHoro caiTa
discord Discord ¢ oduuMansHOro calTa
draw.io diagrams.net desktop
duplicati Duplicati ¢ oguumansHoro caiTa
eagle EAGLE c odwumansHoro caidta EDA software
edge Bpay3ep Microsoft Edge ¢ oduumansHoro calTa
geogebra Geogebra 6 ¢ odwumansHoro cailTa
ktalk KonTyp.Tonk (ktalk) ¢ owumansHoro caiTa
mssql-server  MS SQL Server 2019 ¢ odvUKWansHOro canTa
mssql-tools Mporpammel sqlcmd v bep © odwumansHoro caidta MS SQL Server
obsidian Obsidian ¢ odwuwaneHoro caidTa
onlyoffice ONLYOFFICE ¢ oduunansHoro calTa
rfoffice RY Office ¢ odMuWansHoro calTa
sferum Cihepym ¢ odrUMansHOro calTa
skype Skype c oumansHOro calTa
snapdarduino  SnapdArduino binds Snap! and Arduino together
spotify KnueHT Spotify ¢ oduymansHoro caita
sputnik-brow... CnyTHWK Bpay3ep ¢ cuunansHoro cadTa
sublime Sublime Text 4 ¢ cyvymansHere canTa
tamtam MecceHgmep TamTam ¢ oUUMansHOroe canTa
teams Microsoft Teams ¢ ofmumansHoro calita
teamviewer Teamviewer ¢ ofuUuMansHOro calTa
telegram KnueHT Telegram ¢ odWUMansHoOro canTa =
2 gl e L omamua Alilbme s mdbaas e o namee s e

YcTaHoBKa 3aKpbITh

Puc. 63

3.11 Recoll — moMHOTEKCTOBBIN MOUCK
Recoll — mporpamMma 17151 MOJIHOTEKCTOBOTO TIOMCKA 1O aiinam ¢ pa3nuuabiMu popmaTtamu. Ilo-
MHUMO 00BIYHOTO MoKcka, Recoll mo3BossieT necnoab30BaTh HEKOTOPHIE TOTOIHUTENbHBIEC (PYHKITUH: TT0- HCK
10 aBTOpY, pazMepy u ¢Gopmary ¢aiisia, a TakKe MOAJACPKUBAIOTCS TaKHe ornepaTophl, Kak « ANDy umu
«OR».
s 3anmycka Recoll Heo6xonumo B «Mento MATE» BbiOpaTh myHKT «lIpunoxenus» — «Cran-

naptHeie» — «Recolly.

3.11.1 Munekcauus ¢aiinos

st moncka TpeOyeTrcs mpenBapuTebHas WHASKcAus OMOIMOTeKo Xapian 3aJlaHHBIX KaTajio-
roB. [lepenHaeKkcamnys MOXeT 3a1ycKaTbcs B (POHOBOM PEXHME MM TI0 3aIpOcCy.

Wupekcanus — 3T0 mpoiiece, ¢ MOMOIIBI0 KOTOPOT0 aHaIU3UpYyeTcss Habop JOKYMEHTOB U JaHHbIE

BBOISATCA B 633}’ JaHHBIX. HOBTOpHOG HHACKCUPOBAHHC OOBIYHO SIBJIAETCS HHKPEMCHTHBIM: JOKYMCHTEI
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OyyT 00pabaThIBaThCs TOJIBKO B TOM CIIydae, €Clid OHU OBUTM M3MEHEHBI C MOMEHTA MOCIeAHEH HHICK-
CaluH.

[Tpou3BecTn HACTPOWKY HHIEKCUPOBAHHS (BBIOPATh KATAJIOTH LIS TIOMCKA) MOKHO MTPH TIEPBOM
3amycke nporpammsl (Puc. 64).

Hacmpoiixa nepgozo unoexcuposanus

Recoll |=J[E][X]

@aiAn  3anpoc CrMcok pesynsTaToB  Bug  WHCTpyMeHTEl HacTpoilka Crnpaeka

G @ #st E;'E'.

| Moxoxe, 4To MHpekc pna 3Toi KoHdUIypaLun He cylecTByeT.
® Bce 1 TEKCT
[N MHASKCMPOBaHMA TONLKO AOMallIHEro KaTanora c Habopom
YMONYEHWIA HAXKMWTE KHOMKY «3aNycTUTL MHAEKCHPOBaHUE,
JeTansHy HacTPoAKy MoXHO BygeT npoeecTH noaxe.

Ecnu TpebyeTca bonslue KOHTPONA, BOCNONB3YATECE MPUBEAEHHBIMK
HWME CChINKaMKU ANA HICTPOMKK NapaMeTpoB M PacnWCcaHKA
MHAEKCUPOBIHWA.

MNepeiTH K 3TUM MHCTDYMEHTEM NMO30HEE MOMHO HEPE3 MEHID
«HacTpoikas.

= HacTpoifiKa NHAEKCMPOBaHUA
34ech MOKHD YKA3aTh, KAKME KaTanor TpebyeTcs MHAEKCMPOBATE, @ TaKke
HACTPOWTL TAKWE MAapaMETphl, KaK MyTH K Dailnam-ukiueH nam nim ux
MMEHE, NCMOMb3YEMbIE N0 YMOIUAHMI0 KOAWPOBKMA W T.4.

=2 PacnncaHne MHASKCMPOBAHMA
34ech MOXHO BLIBpaTk PeXMM MHASKCMPOBaHWA: MO PACIMCAHWI0 MK B
peantHOM BpEMEHM, a Taleke HacTpOWTL pacncaHmne MHAEKCUPOBaHWA (C
MCrioNL30BaHMem cron).

?’BI'I}TCTHTb WHAEKCWPpOBaHWe

 3aKkpbTb

Puc. 64

JIis uHIeKCUPOBaHMSI TOJIBKO JIOMAIIIHETO KaTajora ¢ HacTpOKaMu M0 YMOTYaHUI0, He00X0IUMO
HaXkaTh KHONKY «3alyCTUTh UHAEKCHUpoBaHUe». [l yka3zaHusl KaTaJloroB, a TaK)Ke HACTPOUWKH MapaMmer-
POB MHAEKCUPOBaHUS MOXKHO HaxKaTh cchlIKy «HacTpoiika nnaexcupoBanus». g 3aganust pacnucaHus
MHJIEKCUPOBAHUs CIIEyET HaXxaTh CChUIKY «Pacnycanyue nHAEKCUPOBaHU.

Hactpouts mapameTpsl HHAEKCAIIUM MO>KHO, BbIOpaB B rimaBHOM MeHIO Recoll mynkr «Hactpoii-
ka» — «Hacrpoiika nanekca». OKHO HACTPOWKH MHACKCALUHU Pa3[elIeHO Ha YeThIpe BKIAAKH: «Ooume
napameTps», «HactHele mapameTps», «IIpocMoTpenHble BeO-cTpaHuls U «IlapaMeTpsl monckay.

Ha Briagke «O6mue napametpb» (Puc. 65) MOKHO YyCTaHOBUTH KaTaJloT BEPXHETO YPOBHSI, OT
KOTOpPOTO PEKYpCHUBHO HAYHETCS MHJEKcalus (10 yMOJIYaHHIO 3TO JIOMAIIHUM KaTajor IOJIb30BaTes);

yKa3aTh IyTH, KOTOpPbIE CIIEIYET MPOMYCTUTh MPH UHJCKCAUU (ailyioB.
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Hacmpoiixa napamempos unoexcuposanus. Oowue napamempul

Recoll - Index Settings: /home/user/.recoll

OblKre napameTpel | HacTHbIE NapaMeTpel TMpocMoTpeHHEIe BeB-CTpaHWLLb MapameTpkl NOKUCKa

KaTanori BepXHEro ypoEHA

MponyckaTs /media

===

HA3bIKK CO CnoBOGOPMaMK english

[
Dain xypHana |5tderr || Bribpate |
YpoBeHb NogpoBHOCTK XypHana | 3 :l
Mma darina xypHana HH,,EI,EKCBL[HI-‘I| || BeibpaTk |
WHTepean cbpoca AaHHLX MHAEKCE (ME) |5{} :|
MpoLeHT NoNHOro Nopora AWCKa, NPW KOTOPOM Mbl BCTaHABNMBAEM WHABKCALMIO |:|§|

Hanpymep 90%, utobel ocTaHoBUTE NpW 90% nonHocTeo, 0 v 100 o3HadaeT Bes orpaHMUeHKA)

He ncnons3aoeats aspell (by default, aspell suggests mispellings when a query has no results).

Flsuzmaspelll |

KaTtanor Ba3kl AaHHLIX |xapiandb || Bribpatk |

MCkoueHmA unac|riss eoe (Eoe aae ALae i fifi fifl |

|©DTMEHa|’ ‘QK ]

Puc. 65

Ha Bxnanke «YactHbie mapamerpsl» (Puc. 66) MOXHO mepeonpenenuTh epeMeHHbIe IS TT0IKa-
TajoroB. [lepemeHHbIE YyCTaHABIMBAIOTCS MAJsi TEKYIIEro BBIOPAaHHOTrO Karajora (WM ISl BEPXHETO
YPOBHS, €CJIM B CIIMCKE HUYEro He BHIOpAaHO MM BbIOpaHa mycTasi cTpoka). Hanpumep, MOxKHO mepeoripe-
JIEUTh KOJUPOBKY (aitoB, mob6aBuB B moiie «Iloap30BaTeNIbcKiEe KAaTaJoOTHy KaTajaor, B KOTOPOM Haxo-
nsTcst Gailiibl ¢ KoaupoBKoi oTmuHoM oT Unicode, 1 B BhinagaromnieM crucke «KoaupoBka 1mo ymonrda-

HUI0» BBIOPaTh HYKHYIO KOJUPOBKY.
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Hacmpoiika napamempog unoexcuposanus. Yacmmuvie napamempni

Recoll - Index Settings: /home/user/.recoll

OBLKMe NapameTpsi | YacTHeIE NApaMeTpel | MpocMoTpeHHele Bef-cTpaHuusl | MapaMeTpel Novcka

fhome/user/DEMO-12

MNonkzoBaTenLCKWE NoAKaTANOrN

MpueedéxHeie HUXEe NAPaMempPel NDUMEHAIOMCA AUGO kK KEMOAOZY BEPXHEZ0 YDOBHA (AU 8 (UCKE EblLUE HUYEZD HE eslbparo unu
enfipara nycmas cmpoka), Aubo k esibpadHoMy nodkamanozy. Joboarame U ydaasme KOMAA0ZU MOKHO C NOMOLW B KHONOK +/-.

fhome/user/DEMO-12
#* e
MponyckaTs |+ rclhwe Teneko MIME-TUMEL
-
|+ |[-| beagle =™
— bzr — —

-
st .

Mcknrounte MIME-TUNGI VIrHOpWUpOBaTE OKOHUAHWA | v

5 O a & =
Knmipmea [ cp1zs10 v |
M0 YMONYaHWHD L =

OTKpEIBaTE CAMBOMWMYECKUE CCBLKKA V| MHaekcMpoBaTk Bre MMeHa gainos

MakcWMansHEIR pazMep ckaToro faiina (Kg) |10{J{}uu |§| MaKCMManbHEIA pasmep TEKCTOBOMO daina (MB) 2{} E,'
Pazmep CTpaHWLLEI TRKCTOBOMO daina (KB) E_H}u{] ,:. MakcMMansHoe BpeMA paboTel GUNLTPa (Cek) iuﬂt:l
I© OTMeHa | [ ng( ]
Puc. 66

3anmycTUTh HHACKCAITMIO MOXHO BBIOpaB B MeHIO «Daitim» — «OOHOBUTH MHACKC).

WNunexcupoBanue Recoll MokeT BBIMOIHATHCS B IByX OCHOBHBIX PEKUMAaX:

MePHONYECKast MHACKCAIIHS — BBITIOJIHSACTCS B ONIPEICTICHHOE BpeMs (HalmpuMep, o Houam, KO- raa
KOMITHIOTEP MPOCTANBAET);

WHJIEKCaIusl B peadlbHOM BpeMeHHu (hoHOBOe MHIEKcHpoBaHue) — recollindex mocrosiHHO pabora-
€T KaK CEePBHC W HCIIOIB3yeT MOHUTOP M3MEHEHHH (HalIOBOM CHCTEMBI sl OOHAPYKEHHS U3Me-
HeHui (aitioB. HoBbie v 0OHOBICHHBIC (DAMITBI HHACKCUPYIOTCS Cpasy.

BreiOpath W HacCTpOMTH PEXHM HWHAECKCHPOBAaHUS MOXKHO, BBIOpaB B TJaBHOM MeHIO Recoll

«Hacrpoiika» — «Pacnucanue nnaexcupoBanus» (Puc. 67).
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Hacmpoiixa pacnucanus unoekcuposanus

HacTpolika pacnMcaHua MHAEeKCUpPOBaHNA

WHaekcupoeaHue Recoll MmoxeT paboTaTe NOCTOAHHO, MHOEKCUPYA
M3MeHIoWKWecs (hainsl, WKW 3aNyCcKaTbCH AWCKPETHO Yepes
ONpefenéHHbIe NPOMEXYTKN EPpEMEHMN.

PeKOMEHAYeTCH 03HAKOMWTLCA C PYKOBOACTEOM NONbL30BaTENA
nporpaMmel, 4Tobel BeibpaTe Hanbonee NnoaxoaAwWKWA pexum paboThl
(HaxmMwuTe F1 ons BeIZ30Ba cnpaBKH].

3TOT UHCTPYMEHT no3eonseT BuibpaTte, bByaeT nu uHaekcupoBaHue
MPOW3BOAUTLCA MO PACMWCIHWI0 WK B PeaNsHOM BEPEMEHW NPW BXOAE B
cuctemy (unu oba BapwaHTa cpasy, 4TO BPRA NI UMEET CMBICH).

°°> Pacnucaumne Janycka cron
3TOT MH CTRYMEHT NO3BONAET EI‘I:llﬁFl-ETI:rJ B KdKOE BpEMA 3alMyCKdTk
MHAEKCUPOBaHWE, a Takx¥e CAeNdTe 3anckE B crontab.

*2> 3anycK MHAEKCMPOBAHWA B PpeanbHOM BPEMEHN
3480k MOMHO BEIOPATE, HYKHO W H3UMHATE MHAEKCUPOBAHWE B pEalbHOM
BPEMEHW MPW BXOLE B CUCTEMY (TONLKO ANA MHABKCE NO YMOIUIHM).

Puc. 67

3.11.2 Tlouck daiinoB
Recoll umeet nBa unrepdeiica moumcka:

— TPOCTOH MOKCK — OJHO T0JIe BBOJA (IO YMOIYAHHIO HA TIIABHOM 3KpaHe), B KOTOPOE MOXKHO BBe-
CTH HECKOJIBKO ciioB (Puc. 68);

— pacHIIMpeHHBIH MOUCK — MaHeNb, JOCTYI K KOTOPOH ocymiecTBisieTcs: uepe3 MeHIo («HcTpymeH-
ThD» — «CIIOKHBIN TTOUCK)») MM 3HAYOK MaHEeM HHCTPYMEHTOB. PaciupeHHbIN MTOUCK UMEET He-
ckonpKo moneil BBoga (Puc. 69), KoTopble MOXHO HCIIONB30BaTh JJISi CO3AAHUS JIOTUYECKOTO
YCJIOBHS, C JOTIOJHUTEIHHOW (UIbTpamyeil mo Tumy ¢aiiiaa, MECTOMOI0KEHUIO B (ailioBON cH-

CTCMC, 1aTC UBMCHCHUA U pa3sMcCpy.
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Ilpocmotu nouck

Recoll = O[x
@aiin  3anpoc CnWCoK pe3ynsTatoB Bud  MHCTpyMeHTHl HacTpoidka Crnpaeka
d@maE QOO +4 @
|ﬂ3hll(3-a|'lp0(_03 i ” “El
@) Bre ) megva ) coobuenwe () gpyroe () npesenTaums (' Tabawua ) TeKeT
Puc. 68
CroorcHblil nouck

CNOXHBIA NOUCK *

Mowck | ©WUALTp ‘

v| ®unLTpoBaTe No gate ¢ | 20200101 |2| no | 2021-12-31 |2
QUALTPOBATE N0 pasmepy MHKUMYyM | Makcimym | |
OrpaHWuUnUTE TUNLI Gaidnos

MckaTb Cpean WrHopupyemele TUNel dainos

OrpaHWuMTL pesynsTaTtel NOWCKa $ainamy B nogkatanore: ObpatuTe

| v | Ofop

[ HadyaTk NoUCK ] | 3aKpLITE |
Puc. 69

Jl1s1 BEIIOJTHEHMSI TIOKMCKA, CIIeAyeT BBIOpaTh, MOMCKOBLIN pexxuM («JItoboe crmoBoy», «Bce cioBay,
«Mmst daitna» mm «S3bIK 3ampoca), BBECTH MOMCKOBBIEC ClIOBa M HaXxkaTh KHOMKY «[lowck» mmm <Enter>
(Puc. 70).

Pexxum moucka mo ymonuaHuio — «fI3bIk 3ampoca». B 3Tom pexume OylieT BBINOIHEH MOUCK JI0-
KYMEHTOB, COJEpKAIllUX BCE yCIIOBUS MOKMCKA, Kak U B pexkumMe «Bce cnoBa». B pexume «Jlro6oe cioBo»

GYI[YT HalJICHBI AOKYMCHTHI, COJACPKAlINC mo0oe u3 BBEJCHHBIX BaMH IIOMCKOBBIX CJIOB. B PCKUMC
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«Mmst paiinay BBHIIOIHSAETCS COMOCTABIEHNE TTOUCKOBOT'O 3alipoca TOJIbKO UMEHH (ailiia, HO He cofep-
AKHUMOTO.

Touck ¢haiinos

®ain  3anpoc  CMMCOK pe3yneTaToB BWA  MHCTpyMeHTel HacTpoidka CnpaBka

dOnw& GOO +4 O

OUNCTUTE Mownck A3k 3anpocos ~ |"P)r|(0E|0,u,crEmrlonbaoaaTenH"| l

8 Bre Megna cooblieHne Apyroe ) npeseHTauwA Tabnuua TeKCT

Pe3ynkTaTel 3anpoca [JoEyMeHTH 1-2 qnd (DoEa3aTs 3anpoc)

IIpocMoTp OTEpHTE $parMeHTH 558 KB /22 MB JOKYMeHTAmMA

s application/pdf 2021-10-19 16:05:13 +0200 file:/thome/user/alt-workstation-9 2-alt-workstation-ru-RU.pdf
Iobpo moXanoeaTs B JOEYMEHTAIH JHCTPHOYTHEA AneT Pabouan cTasnus. [JaHHOE PYEOBOICTED
NpeqHazHAYEHO KAK ONA HAUHHAKNNY, TAE H OI4...

~ IlpocMoTp OTEpDHTE 2 KB new.odt
| application/vnd .sun.xml.writer 2021-10-19 16:51:03 +0200 file/Yhomefuser/new.odt

PYEOBOICTEO NONE20BaTend Pegaknus aerycT, 2021 ArsoTanud.. AnsT Pafouas cTaEnuA. [JJaHEHOE DYEOBDICTEO
npefHazHAYeHO KAk 14 HaUHHAIIHEX...H I OOETHHX NoNb30BaTeleld. PYEOBOICTEO ONHCHBAET NOATOTOBEY
CHCTEME TH...3HAEAMH COOTBEeTCTEYIOINX EOMIAHHE, [JaHHOS PYEOBOOCTEC COOTEETCTEYET TEEVIIEMy
COCTOAHHI0 CBEEeHHI.. ONHO0E B HETOUHOCTEH B PYEOBOICTEO BHOCATCHA H3MEHEHHA. AKTYaNbEHAA BEPCHA...

Puc. 70

Recoll mpenocrasnser Gonpiine BO3MOXKHOCTU IO MOMCKY. Pa3nenureneM B mepeyHe MCKOMBIX
cTpok B Recoll cmyxut mpoben; mo3ToMy 3ampockl, cofepKaliue mpoden MOMKHBI 3aKI0YaThCsl B Ka-
BbIUKH. B 3ampocax gomyckaioTcs CUMBOJIbI-Macku *, ? u [ .

3.11.3 Cnucok pe3yapTaToB IIOUCKA

[Tocne 3amycka moucka CIMCOK pe3yJIbTaTOB MTHOBEHHO OTOOPAa3UTCs B TJIABHOM OKHE.

[To ymom4aHHIO CIMCOK JOKYMEHTOB MPEJCTABICH B MOPSIKE PEIEBAHTHOCTH (HACKOJIBKO XOpO-
10 CHCTEMAa OI[EHUBAET COOTBETCTBUE JOKYMEHTA 3apocy). MOKHO OTCOPTUPOBATh Pe3yJIbTaT MO AATe 10
BO3PACTaHUIO WU 10 yOBIBAaHUIO, UCIIOIb3Ys BEPTUKAJILHBIE CTPEIKU HA MAaHETH HHCTPYMEHTOB.

Kasx b1t pe3yapTaT morcka CompoBokaaeTcst HeOombpmmM GpparmenToM ¢aiina (Puc. 70).

[Ipu HaxaTum ccbuiku «IIpocMOTp» OTKpOETCS BHYTPEHHEE OKHO IPENBAPUTEILHOTO POCMOTpPA
nokymenTa. [Ipu Haxatun ccbliku « OTKPBITHY» 3aIyCKaeTCsl BHEIIHEE CPEICTBO MPOCMOTpPa AOKyMeHTa. B
KOHTEKCTHOM MEHIO Ka)KIOM 3aIIMCH CIIUCKA PE3yIbTATOB €CTh MyHKT «OTKPBITH C TOMOIBIOY, IS BHIOOPA
IIPUJIOKEHUS U3 CIIUCKA TEX, KOTOPBIE 3apErUCTPUPOBAHBI B cucTeMe [yt ganHoro tunna MIME- noxkymenTa
(Puc. 71).

Pe3ynbraThl MOMCKa MOXKHO MPEACTaBUTH B BHJE Tadbmuibl. Lllendok mo 3aromnoBky crondua mnos-

BOJIUT BBIIIOJTHUTH COPTUPOBKY 10 3HaUYeHUsAM B cToioue (Puc. 72).
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Koumexcmnoe menio pe3yiomama sanpoca

aﬁn 3anpoc  Cnwcok pe3ynsTatoB Bwg  WHCTpymeHTel HacTpowWka Cnpaeka
EQ@ﬁBEEﬁ.@@@ *“ |

|Duucmrb || Mownck ||ﬂroﬁoecnaaa '||xn0r|01yubﬂ KyponaTka ||§|

— e
] ]

() Bce ) Megua ) cooBueHme () apyroe () npeseHTauwa () Tabnuua ) TekcT

Pe3yneTaThl 3anpoca [JoEyMeHTH 1-4 Ons (D0Ka3aTh 3ampoc)
- MpocMoTp OTEPETE | MB 3anuckw oXoTtHHka.doc
application/msword 2019-08-27 18:44:52 +0200 file://home/useryDEMQO-12/Typ2exes/3anucku
oxomHuka.doc
BOIOHTCH JODpOINyIIHEIA IyOelns, MpocMoTp BHCTHIM B3JI€TOM BECEIIHT...

OTKpEITE

IIpocMoTp OTEpHEITE 1 MB 34
text/plain 2019-08-27 18:50:08

BOOHTCH DOODOOVIHEIR IyOes,

wd.txt

OTKpBITE C MOMOLLBHY

LibreCffice Writer

Copy File Path
[IpocMoTp OTEpHTE 1 MB 3al Konmposats URL
text/html 2019-03-25 11:21:22 ) ypeenesSanucku oxomuuka html
BODATCH DoOpONyIIELE IyHen:, Copy File Name EHCTEIM B3JI€TOM EECENHT...

Copy Text
1pocMoTp OTEDEITE LparMesT) OTKPAITE POSMTENLCKYH Nanky a
application/pdf 2019-03-25 11: i )-12/Typzenes/3anucky oxomuuka.pdf
[p 2] BoguTcH mobponyIIHEIR AVH HaATu noxoxue AoKyMEHTEI MOPEIBHCTEIM B3N&TOM BECEIHT...

Puc. 71

Pezynomamet noucka 6 6ude mabauyvi

Recoll = 0%

©awn 3anpoc  CnNWcok pe3ynsTatoB Bug WHCTpymeHTel Hactpolika CnpaBka

doma GO0 40

| OUNCTUTE || Mownck || NMoboe cnoeo ~ ||)U10I10T}‘Hhﬂ KyponaTka || © |
() Bre ) megua ) coofluerne () apyroe () mpeseHTaums () Tabamua () Tekct

fata 3aronoBok Wma daina ABTOp URL
2019-08-27 3aNKNCKK OXOTHMKE file://fhomefuser/DEMO-12/TypreHes/3anncki oxoTHUKA. doc
2019-08-27 3aNMCKK OXOTHMKE file://fhomefuser/DEMO-12TypreHes/3anncki oxoTHIMKE. I
2019-03-25 3anWCKn OXOTHWUKE 3aNWCKM OXOTHIKE file:/f/fhomefuser/DEMO-12/Typredes/3annckin oxoTHUKa. htmi

2019-03-25 Tom 3. 3anuckw ox| 3anuckn oxoTHUK] Mean Cepreesud 7| fi homefuser/DEMO-12/Typreqes/3anncki oxoTHuka. pdf

| S

¥y

NpocuwoTp OTKPEITE @parMedTel 7 ME Tom 3. 3aNMCKK OXOTHMKA
application/pdf 2019-03-25 11:18:52 +0200  file:/home/user/DEMO-12/Typzerea/3anucky oxomHuka. paf
[p 2] BognTcA go6pogyWHEIR gyNens, 1 X10NoTyHBA KYPONAaTKa CE0MM NOPBIBWCTEIM B3ETOM BECEAT. .

Puc. 72
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ITo ymommuanuto Recoll mo3BomsieT paboyemMy OKpyKEHHIO BRIOUPATh, KAKOE MPHIIOKEHUE CIEAYET
WCTIOJIB30BATh JUII OTKPHITHS JOKYMEHTa MAaHHOTO THra. HacTpouThs 3TO AEHCTBHE MOXKHO C TIOMOIIBIO
MeHro «Hacrtpoiika» — «Hactpoiika uatepdeiicay — «MHTEepdeiic monaszoBarens» (Puc. 73).

Ilonvzo6amenvckas nacmpouxa

Recoll — Nonb3oBaTeNnbCcKan Hac'rpoi’-u(a

WHTepdeiic nonb3ceatens | fApneikv | CrMcok pesynsTaToe | Tabavua peaynstaToB | MapaMeTpeinowcka | BHELWHWE MHAEKCE | 4 |

| BriBop nprnoxeHWA-peaakTopos |

DTKphIBaTb AWanor NpocToro NoWCKa Npl 3amycke: | A3bik 3anpoca b

MaKCMManEHbIA pasmep MCTOPKMK NoWcka (0: OTKNHUKTE, -1: Be3 orpaHMuUeHKA): | -1 |z |
OTKpLIBaThL WaNor CI0XHOM NOWCKa NpK 3amycke,

3anoMHWTL NOPAACK COPTUPOBKKA pe3yNLTaTos.

CTWik oTobpaxeHnA unsTpoB: ' MaHens KHoNoK ! Mone co CNMCKOmM | MeHm

Hide: Toolbars Status bar Menu bar MpocTod TV Nowcka Clear/Search buttons
MoKa3bIBaTh 3HAYUOK B CUCTEMHOM JIOTKE.
MoAaBNATE BCe 3BYKOBLIE CUIHANEI

V| MNoKa3bIBaTE NPegyNpeEXAeHWE NPK OTKPLITUW BpeMeHHoro daina.
OTKAHUKTE QE-3BTO3ABEPLUIEHIME NP 33N0AHEHWA CTPOKK NOWCK.

v | HaulHaTh NOWCK NPK aKTWBALWK BCNNLIBAKILWETD OKHA aBTOA0NONHEHWA.

MakcMManeHEIA pasMep TEKCTa, NOACBEUMBAEMOrO ANA NPejBapUTENEHOr NpocmoTpa (KB) | 3000 :,|
V| MpocmoTp NpocToro TekcTa B gopmate HTML.

AKTUBMPOBaTL CCLUTKWA B NPOCMOTPE.

CTUNL oToBpakeHWA NpocToro TekcTa B HTML () <BR> (NepeBoj CTPoKW) () <PRE> (NepeBoj CTpoKM) (@) <PRE> + NepeHoC
CS5-CTUNE NOACBETKA CNOB 3anpoca | color: blue -
Tabnwua cTwvneid Qt npuaoKeHua |TEMH|:|F1 pE)KI-'IM| |Choose Qss File|
OK ] | OTmena
Puc. 73

[Ipu naxatum kHONKU «BBIOOp MPUIOKEHUH-PETAKTOPOBY» OTKPOETCS AMAJIOrOBOE OKHO, TIe
MO>KHO BBIOpATh MPUIIOKEHHUE, KOTOPOE Oy IeT UCTIONB30BATHCS I OTKPBITHS Kaxaoro MIME-tuna (Puc.

74).
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Ilonv3oeamenvckas HacmpozZKa

BCTpOEHHbIe NPOCMOTPLUMKIA

Boibepute MIME-TMLI M MCNOAL3YRTE KHOMKK B HAXHEA pamke, utobbl M3MeHWTe nopAgok obpaboTkw dadnos.

¥| Mcnone30BaTE NapaMeTpel HACTPOW KK OKPYXKEHWA MO YMOMYaHWH

Tun MIME Komanga =

text/calendar B3ATE U3 OKPYHEHWA

texticss B3ATe U3 oKpyXeHna

text/html B3ATkL W3 OKpPYXEeHWA

text/html | chm kchmviewer --url 3i %4F

text/html | epub ebook-viewer WFignoreipath=1

text/htmml | gnuinfo rclshowinfo %F %4(title);ignoreipath=1

text/html | rclman xdg-open ¥u

B3ATE 13 OKpYH#EHWA

text/rif B3ATE U3 OKDVKEHWA i
JedcTere recoll: |erna+:scliem —no-wait % BhigennTh TAKWE Ke

Hoeble 2HaueHWRA:

WCkntouYeHWA ANS NapaMeTPOE HACTPOAKA DKpPYHeH WA

JedcTBre (MycTo -> No ymoaYaHuH) | |

| "pHMEHHTb K BbldeneHW |

33KpLITE |

Puc. 74
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4 HACTPOUKA CUCTEMBI

LlenTp ynpaBiieHUSI CUCTEMOM

Jns  ynpaBieHus HAcTpOWKaMH YCTAHOBJIIEHHOM CHCTEMBI MOYKHO UCIHOJb30BaTh LleHTp

ynpasnenus: cucremoit. Lleatp ynpasnenus cucremoit (LY C) mpencrasusier co0oit yoOHbI nHTEpdeiic

JJI1 BBIITOJIHCHU A HauoOoee BOCTp€6OBaHHBIX AIMUHHUCTPATHUBHBIX 3a1a4: ,Z[O6aBJ'I€HI/Ie U yJaJICHUC

M0JIb30BaTeNeH, HACTPOIKa CETEBBIX MOAKIIOYCHHM, TPOCMOTP MH(POPMAIIMU O COCTOSHUM CHUCTEMBI U

APYruc aIMUHHUCTPATHBHBIC 3a1a4H.

I[IYC Bkiro4aeT Takxe BeO-OpUEHTUPOBAHHBIA HHTEP(EC, TO3BOJISIONIMNA YIIPABIISAThH CEPBEPOM C

J1000T0 KOMITHIOTEPA CETH.

[YC cocrouT u3 HECKOIBKUX HE3aBUCHUMBIX JUAIOroB-mMoayieil. Kaxaplii Moaynp OoTBedaeT 3a

HACTPOUKY oOIpeaeseHHONH (YHKIMU WM CBOWCTBA CHCTEMbl. MOIyNU IIEHTpa YHpPaBJICHUS CHCTEMOMN

MMEIOT CIIPABOYHYIO HH(POPMALIHIO.

4.1.1

ITpumenenue LIYC

Y C M0xHO MCTIOIB30BaTh IS PA3HBIX LIEJIEH, HATPUMED:

HAaCTPOWKa JaThl U BPEMEHHY,

YIpaBlIieHUE CUCTEMHBIMH CITyKOaMH;

MIPOCMOTP CUCTEMHBIX KYPHAJIOB;

YIpaBJICHUE BEIKITIOYEHUEM yTAJIEHHOTO KOMITbIOTEpa (JIOCTYIHO TOJIBKO B BeO-uHTEpdeiice);
HACTpPOIKa OrpaHUYCHHH BBIICTISIEMBIX PECYpPCOB MAMSITH OJI30BaTENSIM (KBOTHI);

HACTpOWKa OrpaHUYEHUI HA MCIOJIb30BAaHKWE BHEIIHMX HOCHTEJEH (IOCTYNHO TOJIBKO B BEO-
uHTepodeiice);

YIPaBJICHUIO TMTOJIMTUKAMU control (CHCTEeMHBIC OTpaHUUYEHUS ),

KOH(UTYPUPOBAHHUE CETEBBHIX HHTEP(EHCOB;

HAaCTPOMKa MEXCETEBOT0 IKPAHA;

W3MEHEHUS apoJisd aAMHUHUCTPATOPA CUCTEMBI (r0oot);

CO3/IaHME, YIAJECHUE U PEAAKTUPOBAHNE YUCTHBIX 3alIMCEH MOJIB30BATEIECH.

3anyck [[YC B rpaduyeckoii cpene

I[1YC MOXHO 3aITyCTHTh CIEAYIOIIMMHU CIIOCO0aMU:

B rpadudeckoit cpene MATE: «IIpuioxenus» — «AnMuHUCTpUpoBaHue» — «LleHTp ympasie-
HUS CUCTEMON»;

13 KOMaHJAHOM CTPOKHU: KOMAaHJOM acc.

[Ipu 3ammycke HeOOXOAMMO BBECTH MapOJIb aIMUHUCTpaTopa cuctemsl (root) (Puc. 75).
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3anyck Llenmpa ynpasnenus cucmemotui

BEEAWTE Napoib

Ytobkl BRINOAHWTE "acc”,
Heobxog1ma SoNoAHWUTENEHAA WHDOPMALWA.

BBefuTe Naponk CUCTEMHOMD agMUHWCTpaTopa root: [------

|

I ok ‘ I i@ OTMEHMTE I

Puc. 75

[Tocne ycnenHOro BX0/1a MOKHO IIPHUCTYIIATh K HacTpoiike cuctemsl (Puc. 76).

Llenmp ynpasnenus cucmemou

LieHTp yNpaBneHmna cMCcTEMOIA (OT Cynepnonb3oBaTens)

+ | * Pemum akcnepTa | A Bbixof (2] CnpaBka

E CucteMa

NaTa ¥ BpemA  CWCTEMHBIE YPHaNsl  CUCTeMHble cnybBel  CUCTEMHBIE OrpaHWYEHIA

OBHoBREeHWE cucTemMbl  HacTpolka Heckonbkux pabodux mecT  YnpaeBneHwe Knwdamu SSL
CeTeBhble KaTanorm HacTpofika zram-swap HacTpoWka orpaHn4eHnii  OBbHoBneHWe afpa
NuueH3WoHHBIA gorosop  WHdopMauWa o anctpubytuee

= » TMonbsoBaTenm

T
AOMUHWCTPATOP CMCTeMbl  JIoKanbHbIe FpYNNel  JIoKanbHbe YY4ETHLIE 2anMcK  AyTeHTUdWKaUKWa
Mcrnons3osaHWe gMckKa

Q CeTb

Ethernet-nHTepdieiicel  PPPoE-coeguHenusa HacTpoikw proxy OpenVPN-coeguHenwa PPTP-coeqMHeHWA

u BpangomMayap

BHewHwe ceTn MepeHanpaeneHne nopTtoe  Cnucok Bnokupyemeix xocToB
n Ipacpuuecknn nutepcgenc

KnaswaTtypa Jucnnei

Puc. 76

4.1.3 Hcnons3oBanue BeO-opueHTHpoBanHoro [[YC

Y C umeet BeO6-OprueHTHPOBAHHBIN HHTEP]EIC, MO3BOJISIONIMKI YIIPABIATh JTaHHBIM KOMITHIOTE-
POM ¢ J1I000r0 APYroro KOMIbIOTEPA CETH.

Jist paboThl BEO-OpUEHTHPOBAHHOTO HHTep(eiica, T0JKeH ObITh yCTaHOBIIEH nakeT alterator-fbi:
# apt-get install alterator-fbi

U 3anymen cepsuc ahttpd:
# systemctl enable --now ahttpd

Pa6ota c IIYC MoxeT mponcxoauTh u3 Jirodboro Bed-0paysepa. st Hauanga paboTel HEOOXOIUMO

nepeiitu mo axapecy https://ip-aapec:8080/.
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Hampumep, ecimu I[P-agpec kommbrotepa mnojn ynpasieHueM OC «puamym»
192.168.0.150, To unTepdeiic ynpasieHus OyaeT A0cTymneH mo aapecy: https://192.168.0.150:8080/

[Tpu 3anycke [IYC HEoOX0IMMO BBECTH B COOTBETCTBYIOIIUE IOJS UMl TOJIb30BaTeNs (root) u
napoJib nons3oBarens (Puc. 77).

3anpoc napons adomunucmpamopa 01s 3anycka geo-unmepghetica L[YC

@ Mozilla Firefox =@ (=)
2 192.168.0.150:8080/0gin?c. X | =+

& C ® | ©|& https:/192.168.0.150:8080/ogir =+ w ¥ IND ® @ =

NomanyHlcTa, 3aperncTpupyiTech

Yu&THanA sanuce:  root
Maponk: oo..o.|

Aabik MHTeptheiica: | Pycckaid w

BoWTH

Puc. 77

[Tocne »aToro OyayT moctynHbl Bce Bo3MoKHOCTH L[YC Ha Tol mammHe, K KOTOpOH OBLIO TTPOU3-
BEJICHO MOJKIII0UeHue uepe3 BeO-unrepdeiic (Puc. 78).

LIYC comepxut cripaBouHy0 WH(POPMAIIMIO MO BKIFOYECHHBIM B HETO MOAYJIsiM. OO MCIOJIb30Ba-
HUM camMoro nHTepdeiica CUCTEMbI yIPaBICHUS MOXHO TpounTath (Puc. 79), HaxkaB Ha kHOTIKY «CripaB-
Ka» Ha HayanbHOU cTpanuue L{YC.

[Tocne pabotsl ¢ LIYC, B mensx 6€30MacHOCTH, HE CIEAYET OCTABISATh OTKPBITHIM Opay3ep. Heob-
X0JIMMO 00s13aTeIbHO BRINTH U3 ceanca pabotsl ¢ [[YC, HaxkaB Ha KHOTIKY «BbIiATIY.

[Tonpo6Hee 00 ucnonb3oBanuu I[YC moxxHO y3HaTh B rinaBe «CpeacTBa yJajleHHOTO aJMHHU-

CTPUPOBAHHUS.
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OxHo geb-unmepghetica L[YC

™y Dlata wspemn — Mozilla Firefox G
2L Nara v epems * +
« = C @ Q. https://182.168.0.150:8080/19miDtrhrRL3w/datetime/systam =
OATA N BPEMA HacTpoiika CnpaBka BuIATK

MonyuaTk TOUHOE BpemA ¢ NTP-cepeepa:  pool.ntp.org

[T] PaBoTate kak NTP-cepeep
CHCTEMHBIE ¥YDHAMbI
CHCTEMHEIE CNYHOLI
CHCTEMHbIE OTPAHHYEHUA

= OxkrAbpb 2022 = T
Beg-MHTEpMeiic <O >
DGHOBNEHHE CHCTEMBI Mu |Br|Cp YT MT[C6| Be & v
OGHOBNEHWE A0pa 1 2 _H"\ 4-’,_
BLIKMIOUYEHWE KOMNEIOTEPA 3 al516| 7|8 g = -

- s

YnpaeneHue kniodyamn S50 10 (1112113112 |15 16 = -

17 1819 (20|21 | 22 23 '#:' '\3‘

24 |25|26|27 20| 30
AOMWHWCTPATOD CUCTEMBI ,: el i v“\

31
AYTEHTUEOWKALAA

TNoKankHeIe rpynns
Mcnons30BaHne aucka
NokankeHeIe YYETHLIE 3ANKCK
XpaHuTe epemA e BIOS no MpuHendy
Yacoeoi noAc: Eepona/KanvHuHrpan | M3MeHWTb...

Ethernet-wHTepheiick

PPPoE-coegMHeHWA

OpenVPMN-coeguHEHWA TpUMEHHTE CopocHTE
PPTP-coegMHEHMA

HacTpoik proxy

Puc. 78

4.2  Beibop mporpaMmm, 3aimycKaeMbIX aBBTOMAaTHUYECKH MPU BXOJI€ B CUCTEMY

st 6onee ynoOHOM pabOThl ¢ CUCTEMO MOYKHO BBIOPATh OINPECIICHHBIE TPOTrPaMMbl, KOTOPBIC
OyIyT 3ammylieHbl aBTOMAaTUYECKU MPH BXOJE MOJIb30BaTENsd B CHCTEMY. ABTO3aIlyCKaeMbIe POrpaMMBbI
aBTOMATHYECKH COXPAHSIOT CBOE COCTOSIHME M O€30MacHO 3aBEpPILIAIOTCS CEaHCOBBIM MEHEIKEPOM IpH
BBIXOJIE U3 CUCTEMBI U NIEPE3AIyCKAOTCSI IPU BXOAE.

HuctpymeHT HacTpoiiku «Ceccumy» Mo3BoisieT HaCTPOUTh, KaKue MPOorpaMMbl OyIyT aBTOMaTH4e-
CKU 3aIlyIIEeHbI NPU BXOJAE B CUCTEMY. 3allyCTHTh MHCTPYMEHT HacTpoilku «Ceccum», MOKHO BBIOpaB
nyHKT «MeHio MATE» — «lIpunoxenusi» — «llapamerpeny — «3amyckaeMble IPUIOKEHUN.
4.2.1 Bxkiagka aBTOMaTHYECKOTO 3aIlyCcKa MporpaMmm

Cnucok aBTOMAaTUYECKHU 3aIlyCKaeMbIX IIPOTPaMM IIPEICTABIEH Ha BKIAAKE « ABTOMAaTHUYECKU 3a-
myckaemble nporpaMmbn (Puc. 80). DTOT cHCOK CONEPKUT KpaTKOE OMHMCAHWE KaKIOH MporpamMMbl U

OTMETKY, YKa3bIBAIOILYIO 3aIlyCKaTh IIPOrpaMMy WU HET.
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Beb-unmepdgheiic [[YC. Cnpaska

CUCTEMHEIE ¥yPHANGI
CHCTEMHBIE CIYHEbLI
CWCTEMHBIE OTPAHWYEHNA
Bed-nHTepheiic
OGHOBNEHWNE CHCTEMBI
OBHOBNEHWE AOpa
BLIKT4eHNe KOMNBIOTEPA
YnpaeneHwe wiouamm SSL

MNonszoBatenu

LIEHTD YNPABNEHUA CUCTEMOA — WHTETPUPOBAHHEIA HAGOD MHCTDYMEHTOR ANA
YNPABRNEHWA PAZNWUHEIMK KOMNOHEHTAMU CUCTEMS! . MOZYNW HACTPOMKW CTPYNMUPOBAHE!
no 3agauam. BelGepUTe HEOBXOAMMEIN MOLYNL HACTPOIMKW B MEHKD, PACMIONOMEHHOM
CNeBa.

MpaKkTUUecKN KaX LI MOAYNL HACTPONKA CONPOBO¥AASTCA BCTPOEHHON CNPABKDIA.
OTHPLITE CNPABKY MOMHO, NEpeigA No cobinke «CNpaBkas B BEPXHEN UACTH CTPAHWLEL.

Perncrpayma

1A Hayana paBoTel © LIEHTPOM YNPABNEHWA CACTEMOA HEOBXOANMD

-
3aperMCTPUPOBATECA: BBECTI MMA W NapoNk ANA AOCTYNA K MHTE ficy HacTpoikA.

AIMWHUCTPATOP CHCTEMBI R e B i Ry Rdedicy R

AyTeHTHENKALNA NonoAHUTENBHD HA 3TANE PEMVCTPALMK MOMHO BbIBPATH A3bIK MHTEpdECA. Mo

NokaneHkse rpynnkl
Mcnons3oeanne gucka
NokankHble yu&THEIE 3aNUCK

VYMOMUAHWID NPELNATAETCA A3LIK, ONPEenéHHEIi HACTPOIKaMW Gpaysepa. MHTepdeic
LleHTpa yNpasneHus CHCTEMON NepeBeiéH Ha:

« AHIMWACKAE (2n);
« DYCCHUA (ru);

Cetb = YKpAWMHCKUIA (uk).

-

Ethernet-uatepheiics! MapameTpbl AocTyna K Mogynio

PPPOE-cOEgMHEHNA

CeE) 1o, e e e e
PPTP-coefWHEHWs | o e R T o

HacTpoiikm proxy

Ipadwmueckuit mHTepdeiic

LLeHTp ynpaBfieHUsi CUCTEMOA

2% 192.168.0.150:8080/ x|+
« = O @ |Q https://192.168.0.150:8080 | @ In @ =
HachniiltaH CnpasKa || BbIdTH |
Cucrema
-
fara n epemn LIeHTp ynpaBneHua CUCTEMOIA 0

Puc. 79

Aemomamuuecku 3anyckaemvle npocpammbsl

il

MapameTpbl 3aNycKaeMbIX NPUIOKEHNIA

ABTOMaTUUECKIA 3anyCKaemele NporpamMmMel ‘ onuyuin ‘

JononHWTENEHEIE MPOrPaMME, 33MyCKaEMEIE NPW CTapTE:

5 APT Indicator “ | ok obasuTs
AnneT AnA oTobpaxeHA 4OCTYNHOCTIA HOBLIX NaKeT...
= Parcellite =Y
ERT
8 .é Menepxep bydepa obmena
H Mpaeka

&, VMware User Agent

ﬁ o
2 HeT onUcaHua

o @ ANNAET ouepefu NeuaTm
3HAYOK HA MaHeNW 33434 ANA YNPaBNeHUA 3343HNA. ..

o m AWcneTyep NMTaHWA
[JeMoH YNpaBneHnA NUTaHUem

., 3BYKOBaA cucTema PulseAudio s

[} TMokas3aTk CKpLITEIE

&) Nomows

# 3aKpee

Puc. 80

Ha »Toit BKJIaJKE MOKHO I[O63BH$ITI>, YAQIATHD U UBMCHATH aBTO3aIllyCKAE€MBIC IIPHUIIOKCHH.
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Jlns moGaBiieHHUs HOBOW aBTOMAaTHUYECKH 3aITyCKaeMOM IMPOTPaMMBI, CIEAYET BBIOIHHUTH CIEIy-
IOIINE [Iary:
— HaxaTh KHONKY «J{o6aBuTh». OTKpoeTrcst okHO «HoBast aBTOMaTHYECKH 3amycKkaeMasi Iporpam-
May;
— yKazaTb UMsI IpOrpaMMbl M KOMaH]y, KOTOpas 3amycTuT npuioxenue (Puc. 81);
— HaXaTb KHONKY «/l00aBUTHY.

,ZZO6616]Z€HU€ asnomamuvecKu 3Cll’lyCKCl€M012 npoecpammbl

Mma: [Epayaep Firefox ‘
KomaHaa: [!usrfbim‘ﬂrefox l | 063op... |
KOMMEHTaPWIA: I ‘
3ajepKa: 0 = o

| i@ Ormenxa (| *ﬂoﬂaambl

Puc. 81

4.2.2 Bxiaaka HaCTPOEK CECCUU

Menemxep ceaHca MOXKET 3alIOMHUTHh IPUJIOKEHHUs, KOTOpPbIE OBLIM 3alylIeHbI MPHU BBIXOJE U3
CHUCTEMBbI, I aBTOMAaTHYECKH 3aIyCTHTh MX MPH BXOAE B cucTeMy. JIJIsi TOro 4ToOBI 3TO MPOUCXOIUIIO
Ka)I(l[BIﬁ p8.3 HpI/I BbIXOA€ U3 CUCTEMBI, CJICI[yGT Ha BKJIAAKE ((OHI_II/II/I)) OTMCTHUTH HYHKT «ABTOMaTI/I‘IeCKI/I
3allOMHMHATh 3aIlyIIeHHbIC PUIIOKEHUS NPH BbIXoe u3 ceanca» (Puc. 82).

3anomunams 3anyuleHHble NPUILOIICEHUA nPU 8vIx00€e U3 cearca

1=

ABTOMATUUYECKW 3aMyCKaeMEle NporpaMmel Onyum

B ABTOMAaTWMUECKW 3aN0OMWHATE JanylleHHEBE NPUN0XKEHWA NPKY BRIXOAE U3 CEaHCa

&5 Nomows ¥ 3aKpuiTh

Puc. 82
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4.3 Hactpoiika cetu

4.3.1 NetworkManager

Jna  ynpasnenuss Hactpoiikamu cetu B OC  «Mpuamym» Hcnonb3yercs IIporpaMma
NetworkManager. NetworkManager mo3BoJisieT MOAKIIOUaThCA K Pa3IMUYHBIM TUIIAM CETEH: MPOBOJHBIC,
6ecnipoBoiHbIE, MOOMIBHBIE, VPN 1 DSL, a Takke COXpaHATh 3TU MOJKIIOUEHUS Il OBICTPOTO JIOCTYTIA
K CETH.

NetworkManager 1ocTymneH Kak anruieT, HaXOAIUHCS B CHCTEMHOM JIOTKE.

[Ipu HaxaTuu 1eBO KHOMKON MBIIIHM HA 3Ha4OK NetworkManager, MosIBJIIETCSI MEHIO, B KOTOPOM
MO’KHO BBIOpaTh OJIHY U3 JIOCTYNHBIX CETEH U MOAKIIOYUTHCA K Hell. M3 aToro MeHro Tak e MOXHO OT-
kimtounTh akTuBHOE Wi-Fi coennnrenne nnn ycranoButh VPN coenunenue (Puc. 83).

NetworkManager
CeTw Ethernet
System enp0s3

OTKNHYMTRCA

CeTeil Wi-Fi

Guests ‘

OTKNHYMTBCA

Long =il
ELLE ceTK 2
MogKnHUATECA K CKPLITOA ceTin Wi-Fi...

Co34aTL HOoBYH ceTk Wi-Fi...

CoeguHeHnwa VPN ’
en IE mﬁu Blg
Puc. 83

[Ipumeuanue. [Ipu nogximoueHnn K 6ECIIPOBOIHON CETH B NMEPBBIN Pa3 MOXKET MOHATO0UTHCS
yKa3aTh HEKOTOPBIE CBEJICHHS O 3alllUTe CETH (HapUMep, yKa3aTh ayTCHTU(DUKAIIMOHHBIC TaHHBIE).

[Ipn HaxaTuu TpaBOM KHOMKOW MBIHM Ha 3Ha4yoK NetworkManager, MOSIBISETCS KOHTEKCTHOE
MEHIO, U3 KOTOPOTO MOKHO MOJYYUTh JIOCTYN K U3MEHEHUIO HEKOTOPHIX HacTpoek (Puc. 84). 3mech Moxk-
HO IIOCMOTPETH BEPCHUIO IPOrpaMMBbl, MOJIYYUTh CBEICHUS O COCIMHEHUH, WU3MEHUTh COEAMHEHUS

(manmpumep, ynanute Wi-Fi ceTb, 4TOOBI He IOJKITIOUATHCS K HEl aBTOMATUYECKH).
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Konumexcmmnoe menio NetworkManager

" BKNHOUUTE NDAAE PHKY CETI
" BEMHOUNTE Wi-Fi
" BKNHYATE YBELOMNEHWA

CBEefeHWA O CORAMHEHMK

MapameTpsl CORGUHEHWA. ..

O nporpamme

o NG o

Puc. 84

Jns toro 4TtoOBl MPOCMOTPETh HH(MOPMALMIO O CETEBOM COEOUHEHUH, CIEAyeT B MEHIO
NetworkManager, BbI3bIBa€MOM Ha)XKaTHEM IMPaBOM KHOIMKOW MBIIIH, BbIOpaTh MyHKT «CBEIEHUS O CO-

CIANHCHUN . CBCJ:[CHI/ISI 00 aKTHBHBIX COCOAUMHCHUAX 6YJIYT OTO6pa)KeHLI B IUaJIOTOBOM OKHEC ((CBCI[CHI/ISI 0

COCTMHEHUMY, KaX10€ B OTAeNbHON BKIaake (Puc. 85).

Hngopmayus o cemesom coeduneruu

CBefeHWA coegMHEHW A

System enp0s3 | Guests |

MHTepderc
AnnapaTHLIA agpec
Apavieep

CropocTh

Be3onacHoCTh

IP-agpec
WnpokoBeWaTensHEIA agpec
Macka nogceTi

LLnK3 o yMon4aHKu

MepenuHbll DMN5-cepeep

OcCHOBHOE

B802.11 Wi-Fi (wlan)
18:F6A46:3CET
athok

135 MbuT/c
WPA/WPAZ

IPv4

192.168.0.107
192.168.0.255
255.255.255.0
192.168.0.1
192.168.0.1

IPve
IP-agpec feB0:2df4f31:dce5:4c2fle4

3aKpbiTh

Puc. 85
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Jlnst HacTpOWKHM cCoemMHEeHMH, creayeT B MeHIo NetworkManager, BI3pIBA€MOM Ha)KaTHEM ITPaBOM
KHOIIKOM MBI, BBIOpaTh MYHKT «[lapamerpnl coenuHeHuUi...». B oTKphIBIIEMCsl OKHE OyAeT Mmoka3aH
CTPYNIHUPOBAHHBIN MO TUIIaM CIIUCOK coeauHeHui. Heo6xoauMo BbIOpaTh HYKHYIO CE€Th U HaXKaTh KHOII-
Ky «3menuts» (Puc. 86).

Hzmenenue HACmMpoOeK cemeesoblx coeouHeHutl

CeTeBble COBAUHEHWNA

KmA MocnegHee MCNoONL30BAHWE w
~ Ethernet

System enp0s3 cenuac
- Wi-Fi

Guests celuac

+ (@]

Puc. 86

B oTkphIBIIIEMCST OKHE MOYKHO U3MEHUTH HACTPOHKH ceTeBoro uatepdeiica (Puc. 87).

OKHO usmMeHeHUss HACMpPoeK cemegoz2o unmepgetica

iameHeHWe Guests

MmA coeguHeHna [Guests ]

OCHOBHOR ‘ Wi-Fi | 3augmTa Wi-Fi Mpokc NapameTtpel [Pvd NapameTtpel IPVE
BesonacHocTe | WPA/WPAZ Personal i
"apcmb [-uuuu ..]

[l Moka3biBaThk Napons

OTMEHWTE I l = CoXpaHWUTh

Puc. 87

IIpumeuanue. NetworkManager mog mmenem «System enpOs3» MOKa3bIBaeT CHUCTEMHOE
Ethernet-coemunenue, co3gaBaecMoe Etcnet. M3menuts ero B auanore «CeTeBble COCIMHEHMS» HEBO3-
MOHO. ITO CO€TMHEHHE MOKHO n3MeHUTh B L[YC, Tam ke MOKHO BBIOpaTh, KAaKOM UMEHHO WHTEpderc,
KaKOH MoJIcucTeMoi obcmyxuBaercs (moapoOHee 0 BEIOOPE CETEBON MOACUCTEMBI PACCKa3aHO B pazfene

«KonpurypupoBanue ceTeBbIX HHTEPHEHCOBY).
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4.3.2 Hacrpoiika B IYC

Hacrpoiiky cetu moxxHo BbIOTHUTE B LIYC B pasznene «Cetb» — «Ethernet unrepdeiice». 3nech

MOXHO 3aJlaTh Kak TJI00alibHBIE MapaMeTphl ceTu (aapec cepBepa DNS, mms KommbioTepa), TaKk H

HACTPOWKHM KOHKPETHOTO CETEBOTO MHTep(derica.
[MonpoOHnee o Hactpoiike ceTeBbix wuHTepdeiicoB B I[YC pacckazano B  pasaene
«KonpurypupoBanue ceTeBbIx HHTEP(HEHCOBY.

4.4 VYcraHoBKa IIpUHTEpa

[lepen HagamoM yCTaHOBKH HEOOXOAMMO YOEIUTHCS B TOM, UTO B CIydae JIOKAIBHOIO MOAKII0YE-
HUS MPUHTEP MPUCOEAMHEH K COOTBETCTBYIOLIEMY MOPTY KOMIIBIOTEPA U BKJIIOYCH, a B CIy4ae CETEBOTO
MOJIKJIFOUEHUS] IPUHTEP KOPPEKTHO CKOH(GUTYPHUPOBAH JIJIsl padOThI B CETH.

HacTtpoiiku npuHTEpa MOKHO 3aIlyCTUTh CIEAYIOIMMU CIIOCOOAMHU:

B rpadpuueckoii cpene MATE: «Menio MATE» — «lIpunoxenus» — «AJIMHUHACTPUPOBAHHE)

— «[TapameTpsl meuaTm».

13 KOMaHJHOW CTPOKH, BBIITOJIHUB KOMaH[y:

$ system-config-printer

[Ipumeuanue. Ecnu Bosuukaer ommoOka «Cmyx0a meuatu HemoctymHay (Puc. 88), cnemyer

HaXXaTh KHONKY «3amyCTUTh ciIykOy». [lorpeOyercs BBeCTH MHapoiib IOJIB30BATENs, HAXOMSIIETOoCs B
rpynme wheel.

Tak)xe MOKHO B TEpMHUHAJIE OT UMEHH CUCTEMHOTO aJIMUHUCTPATOPA 100t BHIMOJHUTH KOMaHTy:
# systemctl restart cups

[Tocne BITOTHEHNST KOMaH/IbI HEOOXOIMMO BEPHYTHCS K OKHY «HacTpoliku mpuHTepa» M HakaTb
KHOMKY «OOHOBUTBHY.

Owubra « Cnysicoa newamu HeOOCMYnHa»

k=] HacTpoiikv npuHTepa — localhost SE]E)
Cepeep [MpuHTep Bug Cnpaeka

T fobasute ¥ (5 DUNbT: |CE ‘

Chy#6a NeyaT HeZOCTYNHA. 3aMyCTUTE €& Ha 3TOM KOMMBHITEPE WKW
NoAKNHYMTECE K ADYTOMY CEpBEpY.

3anmycTuTe Cnyxby I MogknrounTeCA

He nogknouéH

Puc. 88

st moGaBneHust mpuHTEpa HEOOXOAMMO HaXKaTh KHOTIKY «Jlo6aButh» (Puc. §89).
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Hacmportixa neuamu

HacTpouk npviHTepa — localhost

Cepeep [MpwuHtep Bug Cnpaska

% fofaBute ¥ @' DuneTp: IQ !

Cups-PDF

MogrntouéH K localhost

Puc. 89

B oTkpeiBIIeMCST OKHE HEOOXOIMMO ONpPEICTUTh YCTPOMCTBO W3 MPEUIOKEHHBIX B CITHCKE
«Yctpoiictay (Puc. 90). Taxxe HEOOXOIUMO YJOCTOBEPUTHCS, UTO TUI COCTUHEHUS yKa3aH KOPPEKTHO.
[lepexon k cnenyromeMy Iary oCylecTBIsSeTCS Ha)kaTHeM KHONIKU «Briepeny.

Hacmpotixa neuamu

= HOBbIA NPUHTEP =0
BbibepuTe yCcTpoiAcTBO
YCTpolcTBa OnucaHmne
Generic CUPS-PDF PaBoty npyHTepa obecneurBaeT HPLIP uan QyHKLUWA NPUHTEPa

HP Laserjet M1536dnf MFP USB 00C L T T T T

HP Laserjet M1536dnf MFP (00CNDY
BeeguTe URI
¥ CeTeBOR NpUHTER

SFCoegnHeHune

HP Linux Imaging and Printing (HPLIP)
akc - HP Linux Imaging and Printing (HPLIP)

L ) »

[ omera || onepts |

Puc. 90
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B oxne «Onummte npuHTEp», B CTpOKe «VIMs mpUHTEPa» MOKHO U3MEHHUTH UM TIPUHTEPA U JI0-
6aButh onmcanue (Puc. 91).
[Mocne naxkatust kKHOKK «[IprMEHUTH» yCTaHOBKA NMPHHTEpA 3aBEpIICHA, MPUHTEP CTAHET JI0-
cTynHbIM [t ieuaTu (Puc. 92).
Hacmpoiixa newamu
= HOBbIA MpUHTEP =0

ONULLNTE NPUHTEP

Wma npuHTepa

KpaTkoe MMA 3TOro NPUHTEPa, HanNpUMEep «laserjets

[ HP-Laser]et ]

OnucaHWe (HeobasaTensHo)

YnobHoe ons BOCMPWATIAA ONMCaHWe, Hanpumep «HP Laser]et ¢ yCTPOACTBOM ABYCTOPOHHER NEUATH»

[ HP Laserjet M1536dnf ]

PacnonoxeHwve (HeobR3aTensHO)

OnWcaHne MecTa pacnonokeHna NPpUHTERa, Hanpumep «Lab 1»

[ host-15|

Hazag H OTMeHa anmuemnb

Puc. 91

Hacmpouxa neuamu

Ha:‘rpdﬁm npuHTepa - localhost

Cepeep [puHTep Bug CnpasBka

gk fAobaBuTe ¥ @ DUNLTp: {Q .¢]

Cups-PDF HP-Laser]et

Moakntouéd k localhost

Puc. 92
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Hanee Oyaer npeioskeHa mpoBepka nedary. Ilocie mpoBepku OTKpOETCs TUaior, B KOTOPOM, TIPH
’KEJTaHUH, MOXKHO HACTPOWUTH JONOJHUTEIbHBIC IapaMeTphl NMPHHTEpA: pa3pelieHue, pa3Mep HCIOIb-
3yeMoii IO YMOJTYaHHIO OyMard, a TaKkKe 3a/1aTh IPUHTEP M0 YMOIYAHHIO.

W3MeHuTh HACTPOMKH T0OABIEHHOTO MPUHTEPA MOXKHO B JIF00OH MOMEHT, BHIOpaB B MpOrpaMmme

HY>KHBII IpUHTED, 3aTeM B MeHI0 «I[IpunTep» — «CBOMCTBaY.

4.5 Hactpoiika ckanepa noakinrodeHHoro k USB-nopty
B OC «Mpugumym» noctyn k ckanepam odecrieunBaercs nporpammoit SANE (Scanner Access Now
Easy). Cucrema SANE cocroutr wu3 aByx uactei: ammapatHod mnoanepxku (backend, libsane) u
nporpammHoi nojyepxkku (frontend). IlepBas yacTe obGecreumBaeT COOCTBEHHO J0- CTYII K CKaHEpy,

BTOpas — rpauieckuii MHTepdenc Iisl CKaHUPOBaHUS (Xsane).

4.5.1 Kounduryparnus SANE

[TogkirounTe CKaHep K KOMIBIOTEPY U TPOBEPHTE JOCTYIHOCTh CKaHEpa:
$ lsusb
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 002 Device 004: ID 03f0:012a HP, Inc HP LaserJet M1536dnf MFP
Bus 002 Device 002: ID 8087:0024 Intel Corp. Integrated Rate Matching
Hub
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 2.0 root hub

B npumepe ckanep onpenenex Ha mmHe USB 002 xak yctpoiictBo 004.

IIpu nmomomm komanael sane-find-scanner MOXHO IPOBEPUTH MONJECPKKY CKaHepa
cuctemoit SANE:
$ sane-find-scanner -g
could not open USB device O0x1dob/0x0002 at 001:001: Access denied
(insufficient permissions)
found USB scanner (vendor=0x03f0 [Hewlett-Packard], product=0x012a [HP
LaserJet M1536dnf MFP]) at libusb:002:004
could not open USB device 0x80ee/0x0021 at 002:002: Access denied
(insufficient permissions)
could not open USB device O0x1dob/0x0001 at 002:001: Access denied
(insufficient permissions)

B BBIBO/IE TOMKHBI MPUCYTCTBOBATh MHTEp(eEiic ckaHepa M UMs UCIOJIb3YyeMOro ycTpoiicTBa. B
JTAHHOM ciTydae ckaHep Ob1 pacrio3Had Ha mmHe 002 kak ycrpoiictBo 004.

[Ipumeganue. Ecau ObI JOCTYIT K CKaHEpy TakXke ObLI 3ampenieH (Kak W JIOCTYN K APYTUM

USB-yctpoiicTBam), HEOOXOIUMO pacCMOTPETh paspemieHus Ha muHy USB:

# 1s -1 /dev/bus/usb/002/
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nrtoro 0

128 oxT 28 12:00 001
129 oxT 28 12:00 002
130 oxT 28 12:42 003

crw-rw-r-— 1 root root 189,
1 root root 189,

189,

Crw—rw-r--
crw-rw-r--+ 1 root 1p
N no6aBuTh monap30BaTENs B HY)KHYIO TPYIITY (B JaHHOM cliydae B rpymimy Ip):

# gpasswd -a user lp

Hanee neooxonumo OBA3ATEJIBHO nepe3anycTuTh ceaHC MOIb30BATEIS.

Teneps HEOOXOTUMO YOSTUTHCS, YTO CKAHEP OMO3HAH MPOTrpaMMoit rpaduyeckoro uaTepdeiica. B

cocraB cucteMbl SANE BxoauT yTtmwimra scanimage, MO3BOJAMOIIAS pabOTaTh CO CKaHEPOM W3

KOMAaH/THOW CTPOKH (oMU —L UCIOIB3YyeTCs Ul oKaza nH(popManuu o CKaHepe):

S scanimage -L

device

“hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCOC'

is a

Hewlett-Packard HP LaserJet M1536dnf MFP all-in-one

B kontekcte nmokaneHOoro USB-ycTpoiicTBa, 1OCTYy K KOTOPOMY UMEET OOBIYHBIN TOJIb30BaTENb,

MOJIOKUTEIBHBIN OTBET yKa3biBaeT, uTo SANE noanepxuBaeT 3TOT ckaHep.

[IpoBepka paboThl ckaHepa:

S scanimage -T -d

'hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCOC'

scanimage: scanning image of size 637x876 pixels at 1 bits/pixel
scanimage: acquiring gray frame, 1 bits/sample
scanimage: reading one scanline, 80 bytes... PASS
scanimage: reading one byte... PASS
scanimage: stepped read, 2 bytes... PASS
scanimage: stepped read, 4 bytes... PASS
scanimage: stepped read, 8 bytes... PASS
scanimage: stepped read, 16 bytes... PASS
scanimage: stepped read, 32 bytes... PASS
scanimage: stepped read, 64 bytes... PASS
scanimage: stepped read, 128 bytes... PASS
scanimage: stepped read, 127 bytes... PASS
scanimage: stepped read, 63 bytes... PASS
scanimage: stepped read, 31 bytes... PASS
scanimage: stepped read, 15 bytes... PASS
scanimage: stepped read, 7 bytes... PASS
scanimage: stepped read, 3 bytes... PASS
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rae 'hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCI9C' — akTyanbHOE UMSI TIOJI-
KIJIFOUEHHOTO YCTPOMCTBA, KOTOPOE MOKHO B3SITh U3 BBIBOAA IIPEABIAYIIEH KOMaH/IBI.

Jlns mpoBepku paboThl CKaHEpPa MOXHO BBIIOJHUTH CKAHUPOBAHUE C COXPAHEHHEM pe3yJIbTaTa B
¢aiin, Harpumep:
$ scanimage --format=png -d 'hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCOIC'
> ~/scan.png

[Ipumeuanue. Jnsg HekoTopsix ycrpoiictB Hewlett-Packard TpebyeTcs ycTraHOBUTH aKkTyasb-
HBIU TuIaruH ¢ cepBepa HP. [t ycraHOBKHM mutarnHa HEOOXOIUMO BBINOJIHUTH KOMAaHAY (IOJDKEH OBITH
yCTaHOBJIEH MakeT hplip, mpu ycTaHOBKE IUIarMHa MOTpeOyeTCst BBECTH MapOJIb CYNepIoIb30BaTes):

$ hp-plugin -1

Enter option (d=download*, p=specify path, g=quit) ? d

Do you accept the license terms for the plug-in (y=yes*, n=no,

g=quit) ? vy

Please enter the root/superuser password:

[Ipumeganue. g paboTel co ckaHepamu Epson HEOOXOIUMO YCTaHOBHTH MAKETHI €p-
sonscan2, imagescan-sane, iscan-free, iscan-data u firmware-iscan u3 peno3uTopus:

# apt-get install epsonscan2 imagescan-sane iscan-free iscan-data

firmware-iscan

Taxxe s paboThl co ckaHepamu Epson MoxeT moTpeOoBaThCS CKadaTh U yCTAHOBUTH MAKET
epsonscan2-non-free-plugin ¢ opurmansHoro caiira Epson.

4.5.2 Unrepdeticel s ckanuposanus (frontend)

Wntepdeiic — 310 mporpamma, koropas B3aumozaeuctByer ¢ SANE i momydeHus
OTCKaHUPOBAHHOTO BbIBOAA B xkenaeMoM opmare. SANE Ob11 pazpaboTaH U1 B3aUMOJICHCTBUS € TFOOBIM
SANE-coBmecTuMbIM HMHTEp(dEcOM, KOMaHIHONH CTPOKOW WJIM Ha OCHOBE Tpaduueckoro mHTepderica
MOJI30BATEJIA:

— scanimage — uHTep¢eic KOMaHIHOM CTPOKH ISl yIPaBICHUS CKAHUPOBAHUEM;
— xsane — rpaduueckuil mHTEpdeWc i MOTy4YeHHs H300pakeHUs co ckaHepa. MoxeT OBITh

BbI3BaH 4yepe3 GIMP;

— CKaHep JOKYMEHTOB (Simple-scan) — mpuiioskeHue ¢ MUHUMAaIIbHBIM Ipaduueckium uHTepdeiicom.

4.6 Hactpoiika 3arpy3unka GRUB2
Grub Customizer — npuiioKeHUE I HaCcCTpoiku 3arpy3unka Grub B rpaduueckom uHTEpdeiice.
Grub Customizer mo3BOJISIET PEIAKTUPOBATH (MIEPEUMEHOBATh, YIAAINTh, CKPBITh) MyHKTHI MEHIO 3arpy3-

YHKa, [IBETa MyHKTOB MEHIO, U3MEHSITh (POHOBOE M300paxeHue 3arpy3unka Grub.


http://support.epson.net/linux/en/epsonscan2.php
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[Ipumeuanue.Jliobas ommbka npu peJakTHPOBAHUU HACTPOEK 3arpy3drKa MOXKET MPUBECTH K

HECIIOCOOHOCTH CUCTEMBI 3arPy3UThCS.

Uto0Ob1 3anmyctuth Grub Customizer crnemayer BoiOpath «MeHio MATE» — «llpunoxenus» —
«AnmuauctpupoBanue» — «Grub Customizer».

Jnst 3amycka MOAyIist moTpeOyeTcst BBECTH Mapoib anMuHucTparopa (Puc. 93).

3anyck Grub Customizer

o AyTEHTWU GUKaLIWA =

Authentication is required to run Grub
”_"‘.g Customizer

MpUNoXeHWe NLEIT3ETCA BEINCAHWTE AEACTEKE, KOTOpDE
TpebyeT 4oNoNHUTENLHEX NPUBKAErMA. N
BLINDMHEHMA 3TOMD AeACTBUS TpebyeTcs
AYTEHTUDUKALWA.

namﬂb: [----u

} CeegeHnA

| @ OTmeHa ABTOPW30BAThLCA

Puc. 93

Ha Bknagke «IIpocMOTpeTh HacTpONKN» MOKa3aH CIIHCOK BO3MOXKHBIX BAPUAHTOB 3arpy3KH Ore-

panmonHbIX cucteM (Puc. 94).

Brxnaoxka «Ilpocmompems nacmpouikuy

Grub Customizer (oT cynepnonb3oBaTens)

©ain Mpasute Bug Cnpaeka

sJL CoxpaHute == YoanuTs ;’? [ B3 Gga Cdo -;'}‘ (= il BoCcTaHoBUTE
J.Iall |+ | g N2 AR

MpocMOTPETE HACTROWKKA ‘ OCHOBHBIE HACTPORKK HacTpoiku cgopmneHna

:= ALT Workstation 10.1
< MYHKT MEHLD f CipianT: line

- Advanced options for ALT Workstation 10.1
MOAMEHIO
ALT Workstation 10.1, vmlinuz
MYHKT MEHKD { CipianT: linwe
ALT Workstation 10.1, vmlinuz (recovery mode)
MyHKT MEHHD § Crpian: linw
ALT Workstation 10.1, 5.10.156-std-def-alt1
MyHKT MEHHD / CKpianT: linu
ALT Workstation 10.1, 5.15.80-un-def-alt1
MYHKT MEHHD 7 CKpINT: linue

E Memtest86+-5.31b
MYHKT MEHID / CKPUNT: memtest

@ % oy oF

Puc. 94



91

31mech MOXKHO W3MEHUTh, CO3AaTh W YAAJIUTh ITYHKT MEHIO (BBIOpaB COOTBETCTBYIOIIUI MYHKT B
KOHTEKCTHOM MEHIO, JIH00 Ha TTaHEI HHCTPYMEHTOB).

Ha Bxnanke «OCHOBHBIC HACTPOMKM» MOXKHO BBIOpaTh cTaHAApTHO 3arpyxaemyto OC (1o ymod-
YaHUIO, 3arpy’KaeTcsi mepBasi MO CIHUCKY), HACTPOUTH BPEMs OKUAAHUS 3arpy3KH IOCIIE IMOKa3a MEHIO,
yKazaTh nmapametpsl siapa (Puc. 95).

Brnaoka «Ocnogubie Hacmpotikuy

Grub Customizer (oT cynepnonb30BaTens) =l

®ain MpaswTe Bwg CnpaBka

é'zd COoXpaHWTe yganute | 7 RN e " \:j " BOCCTaHOBUTE
MpocMoTpeTE HACTROMKN OCHOBHEIE HACTPOMKKW HacTtpoiiki odhopMieHa

MNYHKT No yMonuaHWio

) NPefyCTaHOBNEHHLIA:  (MepBkIiA MyHET) i |

D paHee 3arpyXeHHbIA MyHKT

BMAMMOCTE
£ nokazaTte MEHD

& nowck gpyriax OC

& 3arpy3uTk cTaHAapTLIA BRIBOp Yepes | 5 = o | C

napameTpel AApa

quiet resume=/dev/disk/by-uuid/0a8256f4-5390-4463-8a08-1f8f2400245f panic=30 splash

i creHepupoBaTh MyHKTEI MEHH "PeXkMM BOCCTAHOBNEHWUA"

pacLIMPEHHbIE HACTPORKK

Puc. 95

Ha Bknagke «Hacrtpoliku odopMIeHHU» MOKHO MEHSTH criocoObl oToOpaxkeHuss GRUB u BHem-
Huit Bua MeHio (Puc. 96).

[Mpumeuanue.llpu BeiOope poHOBOrO M300pakeHUs ClieyeT 0OpaTUTh BHHUMAaHUE Ha IMapa-
METpPBI N300pakeHHsI, YTOOBI MEHIO OBLII0O KOHTPACTHBIM M BBIACISIIOCH HAa (DOHE M300pakeHus, U ObUIO

JICTKO YUTACMbIM.

4.7 VI3MeHeHue MapoJis MoJIb30BaTels
[Taponu nonws3oBareneit B OC «Mpunnym» nepBoHayanbHO ONPEENSIeT aAMUHUCTPATOP CUCTEMBI
MIPU CO3JaHUM YYETHBIX 3amuceil mosib3oBaTeneil. OJHaKO MOJIb30BaTENM UMEIOT BO3MOXHOCTD B J1I000€
BpEMS U3MEHUTh CBOM MapoJib.
Jnst 3amycka yTHIMTBI JJIS CMEHBI CBOETO Mapodjsi, ciemyeT BeiOpaTth «MeHio MATE» —

«IIpunoxenus» — «Ilapamerps» — «UserPasswdy.
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Bxnaoka «Hacmportiku ogpopmnenusny

Grub Customizer (o7 cynepnonb3oBatens)

®aiin Mpaeuts Bug Cnpaska

II%JCOX[HHHTE. = Ynanntb @ |_| -'13\5 \_\// /\S” 2} @ IEIE'BOC{TBHOEMTE
MpocMoTpeThL HACTPORKN | OCHOBHEIE HACTPOAKA | HacTpoiku ohopmneHna

@ nonb3oBaTenbCKoe paspelleHune: [aum w  Tema: workstation v | %+ |®
Cofepkumoe TEMbE

daiin

boot.png

frdejavu_sans_10.pf2
ffdejavu_sans_12.pf2
ffdejavu_sans_bold_14.pf2
frdroid_sans_12.pf2
ffdroid_sans_bold_14.pf2
frmisc_fixed_13.pf2
fivera_sans_10.pf2
fivera_sans_12.pf2
fivera_sans_bold_14.pf2
grubjpg
scrollbar_border_c.png

gk fofasute = 3arpyanTe Gain: l(HeT] EJ

l PACLUMPEHHEIE HACTPOAKK ‘

Puc. 96

OTKpoeTCst OKHO, B KOTOPOM HEOOXOMMO BBECTH CBOM TEKYIIHUH (cTaphlii) maposb (Puc. 97).
3anpoc cmapozo napoas noivzoeameis

a TeKyLMiA naponb X

MoxainycTa, BBEANTE BaLl
TEKYLUWIA NEP0Nk B CUCTEME

BeeguTe TEKYLWWA Naponk: [ ]

| Jok || @ommenurs |

Puc. 97

3atem creayeT BBECTH HOBBIH mapostb (Puc. 98) u moBToputs ero (Puc. 99).

Hoewiii napons nonvzosamerns

& HoBBIlA Naponk %
% Teneps BEEAWTE ABAH LI
Ball HOBLIA NApoNk
HoBGIA Naponk: [ ]
l oK I I @ OTMEHUTE ‘

Puc. 98
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HOGmOprlﬁ 6600 HOBO2O napoJis noiv3oeameiii

Teneps BEEAUTE ABaH kI
BaLl HOBLIA NapoNb

MoBTOPUTE HOBLIA Naponk:

Y MoBTop HOBOro Napons ]

| -<.“—'—']0K [ | @OTMEHMTb |

Puc. 99

IIpumeuanue. HoBblii mapoiab AOKEH COOTBETCTBOBATH TEXHUYECKUM TPEOOBAHUSAM K

mapoJjsiaM, 3aIaHHBIM aIMUHUCTPATOPOM CUCTEMBEIL.

4.8 BBoj paboueii cranuum B JoMeH Active Directory

Huxe mnpuBeneHa UWHCTPYKIMS 1O BBOAY pabodeil CTaHIMM TOJ  yHpaBICHUEM
OC «Mpumnym» B nomen Active Directory (paboratommii mog Windows unu mox Samba AD B pexxume
DC). [TapameTpsl momeHa:

— TEST.ALT — uMs nomeHa;
— TEST — pabouas rpynma;
— HOST-15 — ums kommbroTepa B Netbios;
— Administrator — Ms I0JIb30BaTENSI-aIMUHUCTPATOPA;
— Pa$$word — maponb agMuHHCTpaTOpA.
4.8.1 TIloaroroBka

s BBosta kommibroTepa B Active Directory motpedyercs ycTraHOBHTH nakeT task-auth-ad-sssd u Bce
€ro 3aBUCHUMOCTH (€CIIM OH eIIle HEe YCTaHOBJICH):

# apt-get install task-auth-ad-sssd

CHHXpOHU3AIMS BPEMEHU C KOHTPOJUIEPOM JOMEHA IPOU3BOIUTCS aBTOMATUIECKH.

JlJist BBO/Ia KOMITBIOTEPA B JOMEH, HA HEM JIOJDKEH OBITh MocTyrneH ceppep DNS, nmerommii 3anu-
cH Mpo KoHTposutep nomeHa Active Directory. Huke npuBeneH npuMmep HaCTPOWKH CETEBOT0 MHTEpdei-
ca co crarnueckuM [P-agpecom. Ilpu nomyuenun IP-agpeca mo DHCP nanneie o cepepe DNS Ttaxke
JOJKHBI OBITH TIOTy4YeHbI 0T cepBepa DHCP.

HacTpoiiky cet MOXKHO BBITIOTHUTH KakK B rpaduueckoM uHTepderice, Tak U B KOHCOJIH:

— B IYC B pasznene «Cetb» — «Ethernet untepdericb» 3amaTh UM KOMIIBIOTEPA, YKa3aTh B MOJIE

«DNS-cepBeps» DNS-cepBep gomeHa u B mose «JloMeHBI MOUCKa» — JOMEH Uil TOMCKa

(Puc. 100);

— B KOHCOJIH:

" 3a7aTh UM KOMIIBIOTCpA:
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# hostnamectl set-hostname host-15.test.alt

= B kavectBe mepBuyHoro DNS nmomken OwviTh ykazan DNS-cepBep momena. Jljis 3Toro
HeoOxoaumo co3aath ¢ain /etc/net/ifaces/enp0s3/resolv.conf co crmemyronmum coaepKu-
MBIM:
nameserver 192.168.0.122
rae 192.168.0.122 — [P-agpec DNS-cepBepa momeHa.

= yKka3aTh ciyx0e resolvconf, ncronszoBare DNS KoHTpOIIEpa JOMEHa U TIOMEH 11 TIOHC-
ka. Jlnsa storo B (aitne /etc/resolvconf.conf 1o6aBuTH/0TpeIaKTUPOBATE CICAYIOIIUE T1a-
pameTpsbl:
interface order='lo 1lo[0-9]* lo.* enpOs3'
search domains= test.alt
rae enp0s3 — uaTepdeiic, Ha KOTOPOM JOCTYIICH cepBep, test.alt — JoMeH.

= o6uoBuTHL DNS anpeca:
# resolvconf -u

Hacmpotixa na ucnonvzosanue DNS-cepsepa oomena

LleHTp ynpaBNeHWA CUCTEMOM (0T cynepnonkL3oBaTens)

4+ FnagHan & Pexum skcnepTa A Buixog CnpaBka

MiMA komneloTepa: host-15.test.alt

WHTepdeMch

CeTesan kapTa: Intel Corporation 82540EM Gigabit Ethernet Controller
npoBof NoAcoeAnHEH

MAC: 08:00:27:c6:02:ec

WHTepdelic BKKOYEH

KoHdurypauns:  Bpy4Hyw >
192.168.0.44/24
IP-appeca: YaanuTe

NobaBuTe T IP: /24 (255.255.255.0) = || NobasuTe
Ln3 no yMon4aduo: (192.168.0.1
DNS-cepeephl: | 192.168.0.122 8.8.8.8

JNomensl nowcka: test.alt
[HECHoNBKE 3HAYEHWA 3aNWMCLIBATCA Yepes npoben)

LononHWTENBHO...

MpuMeHWTE || CBpocUTE

Puc. 100



95

B pesynbrare BBIMOJHEHHBIX JAeWcTBUN B Qaiie /etc/resolv.conf IOMKHBI MOSBUTHCS
CTPOKHU:
search test.alt
nameserver 192.168.0.122

[Ipumeuanue. [locne U3MEHEHNSI MUMEHU KOMIBIOTEPA MOTYT IEPECTATh 3aIyCKaThCs MPUIIO-
xkeHus. [l pemenus 3Toi npobiaeMbl HeOOXOAMMO Mepe3arpy3uTh CUCTEMY.
4.8.2 Bsoxg B momeH
4.8.2.1 Bsoo 6 domen ¢ L{YC

Jns BBoga paboueit ctaHiuu B JoMeH Heooxoaumo 3anyctuth LIYC («Menio MATE» — «Ilpu-
TOXKEHUsD» — «AnMuHucTpupoBanue» — «LleHTp ympasnenus cucremoit»). B IIYC cnenyer nepeiitu B
pasnen «llomp3oBaTenu» — «AyteHTuduKanusy. 31ech HEOOXOANMMO BhIOpaTh MyHKT «JlomMeH Active
Directory» (Puc. 101) 1 3amoxHHATE 10JIsA, TIOCTIE Yero HaxkaTh KHOMKY «[IpuMeHUTHY.

B600 6 0omen 6 «llenmpe ynpasnenus cucmemori»

LleHTp ynpaBeHAs CUCTEMOIA (0T Cynepnonk308aTens) [EIEIE

4+ [nagHana % Pexwum skcnepTa A Beixog /! Cnpaeka

(") NokaneHan Gaza nons3oBaTeneil

() Domen ALT Linux wnun Astra Linux Directory

JomeH:

K3lMpoBaTh ayTEHTUHMKALMWIO NPKW HEOCTYNHOCTH CEpBEpPa AOMEeHa

% NomeH Active Directory

[lomeH: |test.alt

Pabouas rpynna: ltest]

Wma komneoTepa: host-15

HomeH FreelPA

HacTpoikn 555D...

BHUMaHKne!

HM3iMeHeHwe noMeHa aapaﬁoraer TONBKO NOCNe Nepe3arpy3kd KOMN:LKOTEpa

BoccTaHoBMTE annsl KoHdurypawuin no ymondanuw (smb.conf, krb5.conf, sssd.conf).

MpUMEHNTE

Puc. 101
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B otkpeiBmemcst okae (Puc. 102) He00X01uMO BBECTH UMsI TIOJIb30BATEIIsI, UMEIOIIETO TIPABO BBO-
AUTH MAIlIMHBI B TIOMCH, U €r'0 MapOJib U HAXKATh KHOIIKY «OK».

Ilapamempul yuemmoti 3anucu ¢ npagamu NOOKIIOUEeHUs K OOMEHY

BeenuTe naponb ANA YY4ETHOW 3amucu
C NMpaBaMK NOAKMIHEHNA K AOMEHY.

WMm#s nons3oeatens: Administrator

MNapone: 20000000 B

v| BEAKYWUTE FPYNMNOBLIE NOAUTUKKA

0K OTmeHa

Puc. 102

[Tpu ycnemHoM MmoaKIIOUYeHUH K JOMEHY, 0TOOPa3UTCsl COOTBETCTBYIOMIAS HHPOpMa-
uus (Puc. 103).

Yenewnoe nooxkniouenue k domeny

WHthopmauua

i LoBpo NOMANOEATE B
nomed TESTALT.

| #ox_ |

Puc. 103

4.8.2.2 Bs00 6 0omeHn 8 KOMAHOHOU CIPOKe

Jlnst BBO/1a paboueii CTaHITMK B IOMEH MOYKHO BOCITIOJIB30BATHCS CIICAYIONMICH KOMaH 101!
# system-auth write ad test.alt host-15 test 'administrator'
'Pas$Sword’
Joined 'HOST-15' to dns domain 'test.alt'

4.8.2.3 Ilposepxa pabomol
[IpoBepuTh NOAKIIOUEHHUE K JJOMEHY:
# getent passwd ivanov

ivanov:*:54401104:54400513:MBax Meados: /home/TEST.ALT/ivanov: /bin/bash

# net ads info

LDAP server: 192.168.0.122
LDAP server name: dc.test.alt
Realm: TEST.ALT

Bind Path: dc=TEST,dc=ALT
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LDAP port: 389

Server time: BT, 19 wumwon 2022 15:54:05 EET
KDC server: 192.168.0.122

Server time offset: -1270

Last machine account password change: Br, 19 wuwoon 2022 15:54:05 EET

# net ads testjoin
Join is OK

[IpuMmeuanue. CiuCOK MOJIb30BATENIEH HA CEPBEPE MOKHO MTOCMOTPETH, BHIMOIHUB KOMaHY:
# samba-tool user list
4.8.3 Bxop nonbs3oBarens

B okxHe Bxona B crcteMy HEOOXOIUMO BBECTH JIOTHH yYETHOW 3aIllMCH TMOJIb30BaTes JOMEHA U
HaxaTh KHONKY «Boittw» (Puc. 104), B OTKpbIBIIEMCS OKHE BBECTHU IMApOJib, COOTBETCTBYIOIIUNA 3TOM
YYeTHOH 3alHCH U HaxaTb KHOMKY «Boiitu» (Puc. 105).

Bxo00 nonvsosamens

MoHepeneHukK, 18.07.2022 16:45 host-15.test.alt BusO O

D obpo noxanoeaTk

l ivanoy

y4eTHasa 3annucb

|OTMeHa | BOf‘lTL‘Ii
| |

Puc. 104
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3anpoc napons

MoHepenwHuk, 18.07.2022 16:45 host-15.test.alt BDusd O

Do6po noxanoBaTe

Maponb

|OTMeHa | BoiTti i

Puc. 105

4.8.4 OrobpakeHue TI00ABHBIX TPYIIN Ha JIOKAJIbHBIC POJIH
[Ipu BBOAE MALLIMHBI B IOMEH CO3JAI0TCS CIEAYOUIUE JIOKAJIBHBIE POJIH:
— poOJIb MOJIb30BaTeneH (users);
—  PpOJIb TTOJIH30BATENICH C pACIIMPEHHBIMH MTPaBaMH (POWETUSETS);
—  PpOJIb TOKaJIBHBIX agMuUHUCTPaTOopoB (localadmins).
JlokanbHbie ponu users U localadmins Ha3HauaroTCs AJis TI00ATBHBIX TPYII B JOMEHE.
Cnucok Ha3HaYEHHBIX POJIEN U NPUBUIIETUI:
# rolelst
domain users:users
domain admins:localadmins
localadmins:wheel, vboxadd, vboxusers
powerusers:remote, vboxadd, vboxusers
us-—
ers:cdwriter, cdrom, audio,video, proc, radio, camera, floppy, xgrp, scanner, u
ucp, vboxusers, fuse, vboxadd
vboxadd:vboxsf

# id ivanov
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uid=906201103 (ivanov) gid=906200513 (domain users)

rpynne=906200513 (domain users), 906201107 (sales),

906201114 (office), 100 (users), 80 (cdwriter), 22 (cdrom), 81 (audio), 475 (vide
0),19 (proc),

83 (radio), 444 (camera), 71 (floppy) ,498 (xgrp), 499 (scanner) , 14 (uucp) ,462 (v
boxusers) , 464 (fuse) , 488 (vboxadd) , 487 (vboxsf)

Ecnu HeoOXonuMo BBIIATH TIPaBa aIMUHUCTPATOPOB MOJIB30BATENSIM, KOTOPHIE HE SIBISFOTCS aJl-
MuHHCTparopamu gomeHa (Domain Admins), To Hy»KHO 3aBecTH HOBYIO rpynmy B AD (mampumep, PC
Admins), 106aBUTH Ty/1a HEOOXOIUMBIX ITOJIB30BaTENICH. 3aTEM Ha MAIlIMHE BBEICHHOM B JIOMEH J100a- BUTh
pOJIb JIJIsl AAHHOW TPYTIIIbI:

# roleadd 'PC Admins' localadmins

# rolelst

domain users:users

domain admins:localadmins

pc admins:localadmins
localadmins:wheel, vboxadd, vboxusers
powerusers:remote, vboxadd, vboxusers
us-

ers:cdwriter, cdrom, audio,video, proc, radio, camera, floppy, xgrp, scanner, u
ucp, vboxusers, fuse, vboxadd
vboxadd:vboxsf

[Tocne aToro mosib3oBaTenb, BXoasaui B rpynmny PC Admins, cMoskeT mmosydaTs paBa aiMHUHH-
cTparopa.

4.8.5 TlogkmoueHue (HailsToBBIX PECYpPCOB
PaccmarpuBaembie criocoObI MO3BOJISIOT MOAKIIOUATh (ainoBsie pecypcesl (file shares) s mo-

MEHHOTO T0JIb30BaTes 6e3 moBTOpHOTrOo BBOAA mapoiis (SSO, Single Sign-On).

4.8.5.1 [Ilooxniouenue c ucnonb3o8anuem gfs

HenocraTok Takoro cmocoba — HEOOXOAMMO OTKPHITH pecypc B ¢aiinoBom meHemkepe (Caja,
Pcmanfm). Ogaako MOKHO OTKpBIBATh JTFOOBIE PECYPCHI Ha JIIOOBIX CcepBepax, BXOAIIME B JOMEeH Active
Directory.

1. YcraHOBUTE HEOOXOAUMBIE ITAKETHI:
# apt-get install fuse-gvfs gvfs-backend-smb gvfs-utils

2. BxorounTts monib3oBaresns B rpymmy fuse:
# gpasswd -a <nojb30BaTenb> fuse

3. BoiiTu nox JOMEHHEIM OJIb30BaTENIEM.
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4. OTKpBITH pecypc B GailloBoM MeHeKepe (Hanpumep, 1o aapecy smb: //server/sysvol).
Pecypc cmonTHpOBaH 1o myt /run/<uid noseszoBaTena>/gvfs.

Jpyroii BapuaHT (II0JE3HO 7151 CKDUIITOB B aBTO3AITYCKE):
gvfs-mount smb://server/sysvol/

[Ipumeuanue. Ecmu HE0OX0aMMO OTKpBIBaTh uTO-TO ¢ pecypca B WINE, B winecfg Heobxo-

IUMO 100aBUTh JMCK C MMyTéM /run/<uid nomezoBaress>/gvfs.

4.8.5.2 Ilooxknouenue ¢ ucnoiv3osanuem pam_mount

B aToM ciyuae 3a1aHHBIN pecypce MOJAKIKOYAETCS ¢ 3aJaHHOT0 CEpBEPA aBTOMATUYECKHU MPH KaxkK-
JIOM BXOJI€ JOMEHHBIM IT0JIb30BATEIEM.

1. YcranoButh makeTsl pam_mount u cifs-utils:
# apt-get install pam mount cifs-utils

MIpumeuanue. [Jua toro, 4rodsl (ailioBele pecypchl, MOAKIIOYEHHBIE C IMOMOILBIO
pam_mount, KOPPEKTHO OTKIIIOYAIHCH MPHU 3aBEPIICHUU CEaHca, CIEeIyeT YCTAaHOBHUTH MakeT systemd-
settings-enable-kill-user-processes u mepe3arpy3uTh CUCTEMY:
# apt-get install systemd-settings-enable-kill-user-processes

2. IIporucath pam_mount B cXeMy ayTeHTHU(UKAMH 110 yMOTYaHHIo. J{Js1 3TOro B KoHel (Qaiina
/etc/pam.d/system-auth 100aBUTH CTPOKH:
session [success=1 default=ignore] pam succeed if.so service = sys-
temd-user quiet

session optional pam mount.so disable interactive
3. YcraHoBUTH MPaBUIIO MOHTHUPOBAHUS pecypca B daiine
/etc/security/pam mount.conf.xml (nepex Terom <cifsmount>):
<volume uid="10000-2000200000" fstype="cifs" server="dc.test.alt"
path="sysvol" mountpoint="~/share"
options="sec=krb5, cruid=% (USERUID) , nounix,uid=% (USERUID), gid=% (USERGID), file
mode=0664,dir mode=0775" />
rze
— uid="10000-2000200000" — nrana3zoH nmpucBauBaeMbIX Uid 1751 TOMEHHBIX MOJIb30BaTeNe (mo-
xonut it Winbind u miis SSSD);
— server="dc.test.alt" — ums cepBepa ¢ pecypcom;
— path="sysvol" — ums ¢aiinoBoro pecypca Ha cepBepe;
— mountpoint="~/share" — myTh MOHTHPOBaHUS B JOMAIITHEM KaTaJIOT€ MOJIH30BATEIS.
OnuuoHaaIbHO MOYKHO 100aBUTD:
— sgrp="group name" — UM TPYIIIbI, IPH WICHCTBE MOJIH30BaTENs B KOTOPOH, Marnka OyAeT npu-

MOHTHPOBaHa.
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[Ipumeuanue. [lo ymomuanuro Jyis MOHTHPOBAHUSI UCTIIOJIb3yeTcst smb Bepcuu 1.0, ecmu y Bac

OH OTKJIFOYEH, TO YKKHUTE B MMapaMeTpax BEPCUIO 2 WIH 3:

<volume uid="10000-2000200000" fstype="cifs" server="dc.test.alt "
path="sysvol" mountpoint="~/share"
options="sec=krb5,vers=2.0,cruid=% (USERUID) ,nounix,uid=% (USERUID) ,gid=% (USERG
ID) ,file mode=0664,dir mode=0775" />

4.9 T'pynmoBble NOIUTHKA

['pynmnoBbie TOTUTHKU — 3TO HAOOP MIPABHIII U HACTPOECK I CEPBEPOB U PabOUMX CTAHIIMIA, peau-
3yeMBIX B KOPIOPATHBHBIX pPEHICHUSX. B COOTBETCTBHHM C TPYNMOBBIMU IOJUTUKAMU TMPOU3BOIUTCS
HacTpoiika paboueil cpeabpl OTHOCUTENIBHO JOKAIBHBIX MOJIUTUK, JCUCTBYIOMIMX MO yMoJYaHuio. B man-
HOM pa3Jielie pacCMOTpEHa pealn3aliys MoAIep>KKH IPYyNHOBbIX MONUTUK Active Directory B pelieHusix Ha
6a3ze quctpuOyTuBoB ALT.

B muctpubytuBax ALT anst npuMeHeHHs TPYNIOBBIX MOJUTHK, Ha TaHHBIH MOMEHT, IpeJiaraeT-
Csl UCIIOJIb30BaTh HHCTPYMEHT gpupdate. MHCTpyMEeHT paccuuTaH Ha pabOTy Ha MalllMHE, BBEJCHHOU B
noMeH Samba.

HNHCcTpyMeHTHI yIIpaBieHHs TPYNIOBBIMHU MOJIUTUKAMU OYAYT YCTAaHOBIICHBI B CUCTEMY, €CIIU TPU
YCTaHOBKE TUCTPUOYTUBA OTMETUTH MyHKT «IHCTpYMEHTHI yrpaBiaeHUs TPYNIOBBIMU MOJTUTHKAMUY.

WNurterpanus B undpactpykrypy LDAP-00BmexkToB Active Directory mo3BOJSI€T OCYIIECTBIATH
MPUBS3KY HACTPOEK YMpaBIsieMbIX KOHQUrypauuil oObekTaMm B jaepeBe KaranoroB. Kpome riobambHBIX
HACTPOEK B paMKaxX JJOMEHa, BO3MOKHA IIPUBS3Ka K CIEAYIOLIUM TpyInaM 00bEKTOB:

— mnoapazaeneaus (OU) — noap30BaTeny U KOMIIBIOTEPHI, XPaHSIIIUECS B COOTBETCTBYIOIIEH YacTH
nepeBa 00BEKTOB;

—  CallTBl — TPYyNIBI KOMIIBIOTEPOB B 33JaHHON TIOJICETH B paMKax OJHOTO U TOTO K€ JJOMEHa;

— KOHKpETHBIE MOJIb30BATENIN U KOMITBIOTEPHI.

Kpome Toro, B camux 00BEKTax TpYIIOBBIX MOJIHTHK MOTYT OBITh 3a/laHbl JOTOJTHHUTEIHHBIC
yCIIOBUsI, QUIBTPHI U OTPAHUYCHHS, HA OCHOBAHUU KOTOPBIX MPUHUMAETCS PEIICHUE O TOM, KaK MpHMe-
HAThH JAHHYIO IPYMIIOBYIO MOJIUTHUKY.

[TonmuTHKY MOaPA3ACISIOTCS HAa TIOMUTUKH ISl KOMITBIOTEpoB (Machine) ¥ MOJIMTHKY 1S TTOJTh30-
Bareneit (User). [lonmuTuku 711 KOMIOBIOTEPOB MPUMEHSIOTCS Ha XOCT€ B MOMEHT 3arpy3Kd, a TaKkkKe B
MOMEHT SIBHOTO WJIU PETYJSPHOTO 3ampoca IIaHUPOBIIMKOM (pa3 B 4ac). [lonb3oBarenbckue MOIUTHKA
MPUMEHSIIOTCSI B MOMEHT BXOJia B CUCTEMY.

['pynmoBbie MOJUTUKHA MOKHO MCIIONB30BATh JUIsl Pa3HBIX LIeJiel, HalpuMep:

— ynpaBieHus uHTepHeT-Opaysepamu Firefox/Chromium. MoXHO yCTaHOBUTH IPU MCIIOJIb30BaHUU

ADMX-paitnoB Mozilla Firefox (maket admx-firefox), Google Chrome (maker admx-chromium) u

Yandex (maketr admx-yandex-browser) COOTBETCTBEHHO;
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YCTaHOBKHU 3aIlpe€Ta Ha NOAKIOYCHUC BHCIITHHUX HOCHTGHGﬁ;

yIpaBJIeHUS MOJIUTHKAaMU control (peaan30BaH MUPOKUNA HAOOp HACTPOEK). MOXKHO YCTaHOBUTH

npu ucnosibzoBanuu ADMX-(aitnos ALT;

BKJTFOUCHUS WJIM BBIKITIOUEHUS PA3TUIHBIX CIIYk)O (cepBrcoB systemd). MOKHO yCTaHOBHUTH MPH

ucnonb3oBanuu ADMX-daiinos ALT;

HaCTPOMKHU yHnajeHHOTo aoctyna Kk padodemy croiy (VNC) u HacTpoiiku rpauveckoil cpeis

MATE. MosxHo ycTaHOBUTb Iipu Hcniosib3oBaHn ADMX-¢aitnos ALT;
MOJIKIIIOYEHUS CETEeBBIX AMCKOB (IKCIIEPUMEHTAIbHAS TIOJIUTHKA);
yIpaBJICHUS OOLMMH KaTaJloraMH (3KCIIEPUMEHTANIbHAS TTOJINTHKA);
reHepupoBaHus (yAalieHNs/3aMEHBI) SPIIBIKOB JIJIS 3aITyCKa MPOTPaMM;
CO3JIaHMsI KaTaJlOrOB;

ynpasieHus Qaiinamu (3KcriepuMeHTaIbHas! OJIUTHKA);

YCTaHOBKH U yJIQJICHUS MAKETOB (3KCIIEPUMEHTAJIbHAS TTOJTUTHKA).

[Ipumeyanue. Moaynu (HacTpOWKH), TOMEUEHHBIE KaK AKCIIEPUMEHTAJIbHBIE, HEOOXOIMMO

BKJII0YaTh BpyuHyto uepe3 ADMX-¢aiinst ALT B pazaene «I'pynmnoBbie MOJTUTHKN.

4.9.1

Pa3BepThIBaHUE TPYIITIOBBIX MOJTUTHK

[Ipouecc pa3BepThIBaHs IPYNIOBBIX OJIUTHK:

Pa3BepHyTh cepBep Samba AD DC (manpumep, Ha mammue ¢ ycraHoBiaeHHOH OC «AnbsT Cep-
BEP»).

Ha cepBepe Samba AD DC ycTaHOBUTH aIMUHUCTPATHUBHBIC MAOIOHBI:

YCTaHOBUTH TMaKeThl MoUTUK admx-basealt, admx-samba, admx-chromium, admx-firefox u yTu-

nuty admx-msi-setup:

# apt-get install admx-basealt admx-samba admx-chromium admx-firefox

admx-msi-setup

ckauyaTh ¥ ycTaHoBUTh ADMX-daiiner oT Microsoft, BEITIOJTHUB KOMaHTY:

# admx-msi-setup

[Ipumeuanue. [lo ymonmyanuio, admx-msi-setup ycraHaBIHMBaeT MOCIEAHIO Bepcuio ADMX

ot Microsoft (ceiiuac 3to Microsoft Group Policy — Windows 10 October 2020 Update (20H2)). C mo-

MOILBIO ITAPAMETPOB, MOXKHO YKa3aTh JPYroil UCTOYHHK:

# admx-msi-setup -h

admx-msi-setup - download msi files and extract them in <destination-

directory> default value is /usr/share/PolicyDefinitions/.

Usage: admx-msi-setup [-d <destination-directory>] [-s <admx-msi-

source>]

Removing admx-msi-setup temporary files...
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—  mocrne YCTaHOBKH, MOJTUTHKHI oyayT HAXOJIUTHCSI B Karajore
/usr/share/PolicyDefinitions. CkonupoBarh nokanbHbie ADMX-daitnel B ceTeBoit
karajor sysvol (/var/1ib/samba/sysvol/<DOMAIN>/Policies/):

# samba-tool gpo admxload -U Administrator

3. BBecTu KIHMEHTCKYIO pabouyio cTaHiuio B AoMeH Active Directory mo mHCcTpykiuu (cM. «BBon

paboueii cranium B 1oMeH Active Directory»).

[Ipumeuanwue. Ha pabodeii craHnu TOJDKEH OBITh YCTAHOBJIEH MakeT alterator-gpupdate:

# apt-get install alterator-gpupdate

JlJ1s aBTOMaTHYEeCKOro BKIIFOUEHUS TPYIIOBBIX MOJUTHUK, IPH BBOJIE B IOMEH, B OKHE BBOJIa UMeE-
HU U TapoJis MOJb30BaTelNsl, UMEIOIIET0 IPaBO BBOJAUTH MAIUHBI B IOMEH, OTMETUTH MyHKT «BKiIounTh
rpynmoBbie moautuku» (Puc. 102).

[Monutrku OyayT BKIIFOUEHBI Cpa3y MOCTE BBOJA B IOMEH (ITOCIIE Tepe3arpy3Ku CUCTEMBI).

[Ipumeuanue. Ecnu knuentckast pabouasi cTaHIUs YK€ HaXOAMUTCA B TOMEHE, MOKHO BpYyY-
HYIO BKJIFOYHUTH TPYIIIOBBIE TIOJUTHUKHU C TTOMOIIBIO Moys alterator-gpupdate. J{nst atoro B LIYC B pas-
nene «Cucrema» — «[pynmoBbie MOJUTUKH» CIEAYET BBHIOpATh MAOIOH JOKaIbHOW monuTuku («Cep-
Bep», «Pabouas cranius» unu «KoHTposuiep 1oMeHa») U YCTAaHOBUTH OTMETKY B MyHKTE «YIIpaBJICHUE
rpymnmoBbiMu tostukamMm» (Puc. 106).

Mooyne L]V C «I pynnogvie noaumuxuy

LIeHTp yrpaB/ieHns CUCTEMOM (OT Cynepnonb3oBaTens) [El=iE=]

+ FnaeHan & Pemum akcnepta A Beixof Cnpaeka

v ¥npasneHne rpynnosBbiMiA NOAMTHUKaMK

BHUMaHMWe: 3TOT MOAYb BKIOYAET NOAAEPIKKY YPABASHWA FPYNNoBbIMW MNOAUTUKIMM
Nonb30BaTeNell U KOMNbTepa. [JoNoNHUTENLHbIE HACTPORKA MPUMEHATCA BOBPEMSA 3arpy3ki
KOMMLIOTEPa U MOCTe BXOAa NoNb30BaTeNa B CUCTEMY NpU ayTeHTUdKUKaLMK B Active Directory.

TekyLWwuid Npotduis rpYNNoBeX NOAMTHK:

® Pabodan cTaHUKUA
Cepeep
KoHTponnep pomeHa Active Directory

NpUMeHNTL

Puc. 106

4. Ha paboueli ctaHnM, BBEACHHOW B JOMEH, YCTAHOBUTH aIMUHHUCTPATUBHBIC HHCTPYMEHTHI (MO-
IyJIb YIAJICHHOTO yIpaBiieHus 0a3oil naHHbIX KoHpurypauuu (ADMC) u Moayiab pemnakTupoBa-
HUS HACTPOeK KireHTckor kKoHpurypamuu (GPUI)):

# apt-get install admc gpui admx-basealt
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5. Hactpouts, ecimu 3t0 Heobxoanumo, RSAT na mammue ¢ OC Windows (ympaBieHue cepBepoM

Samba ¢ momombio RSAT nmognepsxusaercs u3 cpeabt 1o Windows 2012R2 BKIIOUMTENBHO):
BBecTH MamuHy ¢ OC Windows B nomeH (ymnpaBienue ceppepoM Samba ¢ momonisto RSAT moa-
nep>xkuBaercs u3 cpensl 10 Windows 2012R2 BKIIOUHTENBHO);

BKJIFOYMTH KOMIIOHEHTHI yIAJICHHOTO aIMHHHCTPUPOBAHUS (ITOT IIAr MOXKHO TPOITYCTHUTH, €CIU
aJIMUHUCTPATHBHBIC IIa0JIOHBI OBLUTH YCTaHOBJICHBI HAa KOHTpOJUIepe qoMeHa). [l 3amaHusl KOH-
¢urypamun ¢ nomomsio RSAT HeoOxoaumo ckauaTh (paidiabpl aIMUHHCTPATUBHBIX IIAOJIOHOB
ADMX) ADML
http://git.altlinux.org/gears/a/admx-basealt.git (https://github.com/altlinux/admx-basealt) u pazme-
ctuth ux B Karajgore \<DOMAIN>\SYSVOL\<DOMAIN>\Policies\PolicyDefinitions.

(daitns W 3aBUCANIME OT  s3bIKa  (DailiIbl W3  PEMO3UTOPUS

KOPPEKTHO yCTaHOBJICHHBIC aJIMUHUCTPATUBHBIC MIA0JIOHBI OYAYyT OTOOpa)keHBI B ocHAcTKe «Pe-
JAKTOp YIpPABJICHUS TPYIMIOBBIMH MONUTHKaMuW» B pazaene «KoHdurypamus kKoMmbroTepay/
«Kondurypanust monp3oBatessiy — «llomutukn»y — «AIMHHHCTpaTHBHBIC MmadioHb (Puc.
107).

AomunucmpamusHule uwlabiomsbl 8 KOHCOU gPMme.msc

lpadwmueckan NnogcncTema
T pynnoBLIE NOANTHKN
MoHTupoBaHne
Hactpoiikn Mate
Mpunoxerwna gna CO/DVD
CEeTEBbIE NPUNCHEHNA
CnyBel
¥paneHHbli goctyn wepes Ving
¥npaeneHne NakeTamm

- Bce napametpe
| Hacrpoiika
4 ¢ Kondurypauma nonezosatens

“| Noantkw

| Hactpoiika

h

< | 1M

=/ PegakTop yNpaeneHns rpynnoBsIMn NoAMTUKaMKN E'@
Qaiin  Jdeiictene  Bug  Cnpaexa
e» 2B =zH=T
=] Nonuruka Hosei obeext rpynnosei noawtnem [DC.TEST| Cacrogume CacToaHue
a (i K?H¢nrypaumn KOMMEHITERE | SSHD onumm
-4 I'.I.onmmcm 1 SS50 onuwm
- Kendmrypauma I'IF!DI’[‘JEMM “ 5ystemd
| Kendwmrypauns Windows e
(. AGMUHACTpATHENEIE WaBAOHLE DI‘IpEﬂ,E.I‘IEHH; |im Mpaea gocTyna v NnoeegeHle ouepean 3agannil fusr/bin/at He zaaana
T Moszilla |53 Paspewenne Ha mcnonesesadune crontab He 3agana
I Samba |i@) Pesanm CUPS He zagana
! KomnoHenTs! Windows \i3) OBpatHeId nowck DNS gna sanpocos OpenlDAP He 3agana
I MeHto «[Tycks u naHenk 3agady i MNpoeepra cepTndnkaTa Npw ycTaHOBAEHAN CoeguHeni TL... He 3agana
~| Manens ynpaenequa |i@) Pesanm paBoTel Postfix MTA He zaaana
| MpuHTeps! \i%) Pazpewenua ana fusr/bin/postqueus He 3agana
| Cepeep \i3 Pexxcnm pabotel Rpebind He 3agana
| Cets i@ Mogaepxcka SFTP Ha cepeepe OpenSSH He 3agana
| Cucrema |i@ Mognepsra asTopusaumm AP G55 Ha kanenTe S5H He zagana
4 [ | Cucrema ALT
| BesonacHocTe
| BupTyanusauwa

4 | 1 3

PacwmpeHHeIi )\ CTEH,ﬂ,EpTHbIﬁ/

11 napameTpos
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Puc. 107

4.9.2 Ilpumep co3gaHus rpyIIIOBON NOJUTHKH

B kadectBe mpuMmepa, cO31auM TMOJMTHUKY, Pa3pelIaloNIyl0 3almycKaTh KOMaHAY Ping TOJIBKO
CYMEepIIOIb30BaTeNto (root).

B ADMC na paboueli cTaHIiuu, BBEACHHOW B JOMEH WM B ocHacTke Active Directory — momns3o-
BaTeNId U KOMIBIOTEPHI co3aarh noapazaencaue (OU) u mepeMecTuTh B HETO KOMIIBIOTEPHI M MOJIh30Ba-
TeJIeH TOMEHa.

s ucnonszoBanus ADMC cnenyer cHavana mony4duTh Omier Kerberos ans amMuHUCTpaTopa
JIOMCHa:
$ kinit administrator
Password for administrator@TEST.ALT:

Hanee 3anyctuth ADMC u3 menwo («Mento MATE» — «Cucremasien—«ADMCy) uinm komas-

o admce:
$ admc
Nntepdeiic ADMC nokazan Ha Puc. 108.
HUnmepdghetic ADMC
DaAn  fJeidcteue Bua Hactpoikw [Momows
A = B & |
> & 2| G a8 &
Vv ~ Knace Omucatme

» [ OfwekTel rpynnosoii nonvTKn [E Builtin builtinDomain

v [ Coxpanénbie 3anpocsl [ computers KoHTeldHep Default container for upgraded co...
Domain Controllers MoapasgensHue Default container for domain contr...
[£ ForeignSecurityPrincipals  KouTeiinep Default container for security ident...
[ infrastructure infrastructurelUpdate
[ LostandFound lostAndFound Default container for orphaned obj...
[£] Managed Service Accounts  KouTeiinep Default container for managed ser...
@ NTDS Quotas msDS-QuotaContainer  Quota specifications container
[£J Program Data KoHTeldHep Default location for storage of appl...
3 system KoHTeldHep Builtin system settings
i TEST MogpasgeneHune
[ users KoHTelHep Default container for upgraded us...
WIN MoapasgeneHue

administrator@test.alt

Puc. 108

Jnist co3anust ogpa3IelieHus! CIeIyeT:
— B KOHTEKCTHOM MEHIO JJoMeHa BrIOpaTh MyHKT «Co3nate» — «Iloapazaenenne» (Puc. 109);

— B OTKpBIBIIEMCS] OKHE BBECTH Ha3BaHHe noapasnaenenus (Hanpumep, OU) u Haxatb KHOTKY «OK»

(Puc. 110).


mailto:administrator@TEST.ALT

(Puc.
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ADMC. Co3z0anue H08020 noOpazoeieHus.

©ain  fJedctBue Bwug Hactpoikw [Momowe

|] b= ftestalt = A : OnncaHue
» [ OBuexTu g Co3fate OMMBHOTED in
v [ Coxpanénn HaiTu... KonTakt p Default container for upgraded co...
M3meHuTh cyddmrcsl UPN Tpynna neHne Default container for domain contr...
i Default container for security ident...
inetOrgPerson P i

Default container for orphaned obj...
OBHOBWTL Monb3oBaTenks Default container for managed ser...
aContainer  Quota specifications container

CeoicTea Obwan nanka

. mpase=lEHNE
[EJ Program Data KoHTerHep Default location for storage of appl...
[ system KoHTelAHep Builtin system settings
TEST Mogpasgenexve
[£3 users KoHTelHep Default container for upgraded us...
WIN Mogpasgenexve

administrator@test.alt
Puc. 109

ADMC. Hosoe nodpasoenenue

X

"AD Cosgate nogpasgeneHne — ADMC

Kma: [DU| ]

V| 3alWMTKTL OT yaaneHua

|©DTHEHE|[ 09!: ]

Puc. 110
Janee HEOOXOIUMO TIEPEMECTUTH KOMITBIOTEPHI M TI0JIb30BaTeIe ToMeHa B oapasaenenne OU
111):
B KOHTEKCTHOM MEHIO TI0JIb30BaTEIISI/ KOMITBIOTEPA BHIOpATh MyHKT «llepeMecTTsb. . .»;

B OTKPBIBIIEMCS JUAIOTOBOM OKHE «Bb100p KoHTeHHEpa — ADMC) BBIOpaTh KOHTEHHED, B KOTO-
PBIi CIIeTyeT MePEeMECTUTh YUETHYIO 3aITUCh MOTh30BATEIS.

Jl1s co3ganust MONMUTUKHY JUIS TTO/Ipa3/IeeHuUS:

B KOHTEKCTHOM MEHIO TojpasneiieHus (B manke «OOBEKTH TPYNIOBOM MOJMUTHKW») BHIOpATh
myHKT «Co3/1aTh MOJUTHKY U CBSA3aTh C 3TUM Mojapazaeneaunem» (Puc. 112);

B OTKPBIBIIEMCS OKHE BBECTH Ha3BaHWE MOJUTHKY U HaxaTh KHONIKY «OK» (Puc. 113).



107

Komnvromepul u nonvzosamenu 6 noopazoenenuu OU

AD

ADMC

®ann  fedctene Bwag Hacrpoilkw [Momowp

~ {Z testalt [maA ~ Knacc OnWcaHue
v [E Builin EDU KomneroTtep
’ Computers B | WORK KomnbioTep
v Domain Controllers &2 PC Admins lpynna Be3onacHocTy ..
3 ForeignSecurityPrincipals WORK2 KomnsoTep
v [ Infrastructure 2 fennc Metpos Mons3oBatens
v [E LostAndFound 2 AmwTpuii Komapos Monb3oBaTens
3 Managed Service Accounts || &) Oner Kum Monk30BaTens
v [E) NTDS Quotas | &, opnos Muxaun Mone3oBatenks
» Program Data
» System
TEST
» Users
3 WIN
3 O6BEKTHI FPYNMNoOBOA NOANTHEK
3 CoxpaHEHHLIe 3aNpockl
administrator@test.alt
Puc. 111

ADMC. Konmexcmmoe meHio noopasoenenus 8 00bekmax pynnoeuix NOIUmuK

AD ADMC = (O]
®ain  felicteue Bwg HacTpoidkn [Momols
3 — = 2 o
L ARGEOC g &
3 testalt
. MoprRaok ~ WmA MpUHYAMTEALHO OTKAK
- OffLeKThI rpyNMosoiA NoAMTMKNA prA — DUHYA e e
2o CeTeBol guck [fid] N
- test.alt = e
» Dormain Controllers & SIS RO £ =
82 Drivers_policy 2 J

TEST
3 WIN
b Bce noauTuky

3 CoxpaHéHHLIR 3anpockl

MepenmeHoBaTh
Yaanuts

DBHOBWUTL

CeoicTEa

Co34aTk NogpazjensHue

Co34aTh NONWTMKY M CBA3ATE C 3TWM NoAPasgeneHnem
CBA3aTh CYLLECTBYHILLYHD MONMTIKY

|| BnokwpoBaTe HacnegoBaHMe

il

administrator@test.alt

ADMC. Cozoarnue ob6vexma epynnosou NoJumuKuy

Puc. 112

Co3faTk rpYNNoBY NONUTUKY — ADMC

Wma: l[ontrul_pin-j

|®DTEEHBH P ok I

Puc. 113
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Jis penakTUpOBaHUST HACTPOEK TIPYNIOBOW IMOJUTUKH, HEOOXOIMMO BBINOJHUTH CIIEAYIOLINE

IEUCTBUS:

B KOHTEKCTHOM MEHIO TIOJTUTUKHU BBIOpaTh MyHKT «M3MeHUTH...» (Puc. 114);

OTKPOETCSI OKHO peaakTrpoBaHus rpynmnoBsix noautuk (GPUI) (Puc. 115);

nepeiitu B «Kommnbiorep» — «AIMUHUCTpAaTUBHBIE mabmoHsy — «Cucrema ALT». 3nech ecth
HECKOJIBKO Pa3/IeNioB, COOTBETCTBYIOIIUX KarteropusiM control. BeiOpats pazmen «CeTeBbie mpu-

JIOKEHUS», B IPABOM OKHE peakTopa 0ToOpa3uTcs cnucok noinutuk (Puc. 116);

MISIKHYTh JICBOW KHOIKOW MBI Ha monuthke «Paspemenus mis /usr/bin/pingy». OTkpoetcs
JIMATIOTOBOE OKHO HACTPOUKH MOJTUTHKU. BEIOpaTh mapameTp « BKITF0ueHO0», B BBINTAJAIOIIEM CITHCKE

«Komy pasperieHo» BeIOpaTh MyHKT «ToNbKO rooty u Haxkath KHONKY «OK» (Puc. 117);

IocJjie OOHOBJICHMS IOJIUTHKH Ha KIIMCHTEC, BBIINIOJIHATH KOMaHIY plng CMOXKET TOJIBKO aIMHWHU-

CTparTop:
$ ping localhost
bash: ping: xomMaHIa He HalMIeHa
$ /usr/bin/ping localhost
bash: /usr/bin/ping: OTkaszsaHo B IOOCTYIIE
# control ping
restricted

ADMC. Konmexcmmoe meHio 00beKma 2pynnogoul NOJUmuKy

©adn  JedctBue Bwa Hactpoidkw [omolwls

s = . o Gy =

oo | G S < =

4 @ testalt MecToHaxoxaeHue ™ | TpuHyguTensHo OTKN4YeHO
+ [ OBwexTbl rpynnoBoA NOAVTUKA B ou

~ {Z testalt
v Domain Controllers
- ou
£ Control_ping
v & Drivers_policy
v TestoU
v £ 0BWwwWe KaTanorw
v £ CeTesoi gncK
b £ dainl
b £S5 JKcnepUMEHTaNbHbIE Na
v E2 Anpexc
b TEST
’ WIN
v [ Bee nonvtukm
+ [ CoxpanénHbie 3anpocsl ]

JobaBUTh CBA3b..

MameHuTh...
MeperMmeHoOBaTE
¥aanuTe
OBHOBWTL

CBOWCTEa
-

MyTb
testaly

administrator@test.alt

Puc. 114
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Mooyne pedakmuposanus Hacmpoex Kiuenmckou kongueypayuu (GPUI)

GPUI =B
©aWn Buag Momolls
[HDHEK--- g KomnboTep Nomoue:
* || [smb:/ide.test.alt] - Control_ping E Mens3oBaTens NlokaneHele rpyNNoBbIe NOANTMKA

3 KomnkoTep

3 Mons3oBatens
Puc. 115
Mooynv pedakmuposanusi Hacmpoex Kiuenmckou kougueypayuu (GPUI)

i GPUI =[]/

LI
©®avn Bug Momows

|I'IDHEK...

* || [smbidc.test.alt] - Control_ping

g3 KomMnkoTep

- AOMUHWCTPATWEHBIE WaBNoHE!
3 KomnoHeHTs Windows

MeHto «[Tyck» 1 NaHens 3agay
MaHens yrnpaBneHus
MpyUHTEpSI
CeTh
Cuctema
Cuctema ALT
3 Be3onacHoCTs
BupTyanuzauma
Mpaduueckan nogcucTema
MpyNNoBLIE MOAVTHKA
MoHTMpoBaHMe
HacTpoiiku Mate
MpunoxeHus gna CD/OVD

CeTeesle npl
3 CnyxBel
g

» YNpaeneHne NakeTamm
’ Google
3 Mozilla
3 HacTpoiiki
liz] Monk3oBaTens

* v v w v

*r ¥ vy v wv v

YOaneHHbI# A0CTyN Yepes...

u Paapeweuwe Hd MCNONB30BaHKN

|:| PazpeleHus ona fusribin/ping

|_| PazpeleHus 4na fusrisbin/pppc
D PazpeweHus onA wireshark-cap

MomoLub:

HacTpolika NnapaMeTpoB CETEBLIX
NpUNoKEHWA,

Puc. 116
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GPUI Huanocosoe okHO HACmMpOUKY NOJUMUKU

©ain  Bua MNomolws
Monck...
Monutuka: Paspewerna ang /usr/bin/ping
= || [smbfdc.testalt] - Control_ping
v E KomneroTep
~ [ AaMwHnCTpaTWBHLIe WabnoHk! CocToRHME NONNTHKK MoasepxnBaeTCA Ha:
v [ KomnoHenTsl Windows an
. natdopma ALT Kak MUHUMYM
+ [ Mento «fMycks v naHens 3agay fEesoy PRy e
4 Q MaHens ynpaenesuna ® BKnHueHO
» B3 Npuutepsl
v B Cems ) OTKnHo4YeHo
v B cucrema Momowe:
- @ cucrema ALT OnucaHwe: Onumu: -
+ B BesonacHocTe 3Ta NonKTWKa onpegensert
Komy - pa3peleHns ang Jusr/bin/ping
v [EJ Buptyanusauwa pazpewuero Tonsko root
’ Tpadudeckan noacmcTema NioBoii nons3oeatens — nioboii
k TpynnoBeie MOANTUKK nofb30BaTeNs MOXET 3amyckaTk
+ [EJ MouTuposaHme fusribin/ping
v [EJ Hactpoitkv Mate )
+ [EJ Npwnoxenma ana CD/DVD Tpynna netadmin —
NoNL30BATENAM U3 FpYNNk!
~ [E Ceresuie npunoxernn 2
«netadmins pa3pelueHo
|_| PaspelueHWe Ha UCNOMbL30BaH... 3anyckaTk Jusr/bin/ping
B Paapewequns gna /usr/bin/ping
|| Pa3zpewerws gna /usr/shin/pppd Tonbko root — TONLKO
|| Paspewenus gna wireshark-ca... Cyneprone3ceatens (root) Moxet
v BT Cryxbui 3anyckatk /usr/bin/ping
3 YoaneHHLIA 4ocTyn Yepes Vino .
; g ¥ B P NMwboi nons3osatens (B
S L L KoHTeAHepax) — noboid
» 3 Google NONb30BATENL MOXKET 3aMyCKaTh
v B3 Mozilla Jusr/bin/ping (B KOHTeAHE pax)
v B3 Hactpoiikn
b Monb3oBaTens I'pyrlrla“netadmm{a -
OTmeHa OK

Puc. 117

[Tpumep cozmanus rpynmnoBoii monutrky Ha Mammae ¢ OC Windows:

Ha MallvHe, ¢ ycTaHOBICHHBIM RSAT, OTKPBITH OCHACTKY « YTIpaBlieHHE TPYIIIOBBIMU TOJIUTH-
KaMmu» (gpme.msc);

co3zaTh HOBBIN 00beKT rpymnmoBoi nomutuku (GPO) u cBszats ero ¢ noapasaenenuem (OU), B
KOTOPBIA BXOAAT MAlIMHBI WJIA YYETHBIC 3aIHCH TIOJ30BaTENCH;

B KOHTeKCTHOM MeHI0 GPO, BbIOpaTh myHKT «3MeHUTH...». OTKpoeTrcs peaakTop GPO;

nepeiitu B pasznen «Koudurypamus kommbeoTepay — «llomutukm» — «AIMUHHCTPATHBHBIC
mabnons» — «Cuctema ALT». 3nech ecTh HECKOJIBKO MOJIPA3/IeNoB, COOTBETCTBYIONINX KaTero-
pusim control. Beropars pazaen «CeTeBble TPUIIOKEHUS», B TIPABOM OKHE PEIAKTOpa OTOOpa3UTCs
ciicok nonutuk (Puc. 118);

JIBK]IBI IMIETKHYTh JIEBOM KHOIIKOMW MBIIIN Ha onuTHKe «Pa3pemenus nms /usr/bin/pingy». OTKpo-
€TCsl TUajIoroBoe OKHO HacTpoiku moautuku (Puc. 119). BeibpaTs mapamerp «BKIIOYUTEY», B BBI-
nafaromeM crnucke «KoMy paspereHo BBITIONHSATEY» BBIOpAaTh MyHKT «TONBKO root» W Haxarh

KHOTIKY «[IpuMeHUTDHY.
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Paszoen «Cemegvle npunostcenusny

=/ Pepaktop yNpaEneHuA rpynnoEbILN NOAUTAKAMU

®ain  Jeiictene  Bwg Cnpaska

e« 2@ k= HE T

=)

_==:I Meawtuka Contrel_ping [DC.TEST.ALT]
4 & Kongurypauma komnstoTepa
4 || Moawtnim
[ KoHdurypauua nporpamm
Kondurypauws Windows
AAMUHWCTPATHEHBIE LIAGBACHBL oNpegencr
| Google
Mozilla
Samba
| Cwcrema ALT
| BezonacHocTe
| BupTtyanuzauua
| pauueckan nogcncTema
[ Tpynnoekle noauTMKm

>

F

e [ [

P

> [

| MonTnpoeanue
[ Hacrpoiikm Mate
| Mpunoxenna ana CO/DVD

i

|| Ceresbie npunoxeHua
b ] CayxBei
| ¥aanenHeni goctyn vepes Vino

= ar

1| m J k

CocToanne

i Paspewenne a ucnonesoeanne Susr/bin/mtr
|i3 Paspewenna gna fusr/bin/ping

|#% Pazpewenna gna fusr/shin/pppd

4 | I

|53 DyHKUMOHANBHEIE BOSMOMHOCTI W pa3pELLEHNA AnA wiresh..

CocToAHne
He sagaHa
He zagaHa
He zagaHa

He sagana

pECLIJHpEHHbIﬁ)\CTEH,\'J,EFITHbIﬁj‘

4 napameTpos

Puc. 118

Honumuka «Paspewenus oas /usr/bin/pingy»

a

A Pazpewenna gna /usr/bin/ping

E‘ Pazpewenus ans fusrbin/ping

) He sa3gaHo KommenTapuit
@ Bramouuts
() OTenrouuTe

MoaaepxueaeTca:
Mapametpr:

& Mnatdopma ALT Kak MUHUMYM

o o |

Mpeasaywnia napameTp ] l Cnegyrolnii napameTp

Cnpaska:

Komy paspeeHc BeiNCAHATE!

Toneke roct -

3Ta NeAWTHKE CNPEAENAET paspellenna ana fusr/bin/ping

MioBoli none3oeaTen: — NWoGol NoNL3I0EaTENE MOMXET
3anyckate fusr/bin/ping

Ipynna netadmin — noassceatenam us rpynnel «netadmins
paspelueHo 3anyckate fusr/bin/ping

Toneko root — Teneke cynepnonssceatens (root) moxer
samyckats /usr/bin/ping

NMoBol nenssoeatens (B KoHTeRHepax) — Aol nons3ceaTens
MOMET 3anmyckate Susr/bin/ping (B koHTEAHEPaX)

Ipynna netadmin (B koHTEHEPaX) — NONB3OEATENAM W3 YNNGl
anetadmin= paspeweHo sanyckats fusr/bin/ping (8
KOHTEAHEpaK)

J l Otmena l l MpumenuTs
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Puc. 119

IMpumevyanwue. J{s TMarHOCTUKKA MEXaHU3MOB MPUMECHEHUS TPYIIIOBBIX TMOJTMTHK HA KJIHCHTE
MOJKHO BBIITOJIHUTH KOMaH/Iy:
# gpoa --loglevel O

B BbIBOJIC KOMaH 1Bl Oy IyT (DUTYPUPOBATH MMOJIyUEHHBIE TPYIIOBbIe 00BEKTHI. B yacTHOCTH, COOT-

BeTCTBYIOMMH yHUKaIbHBIN Ko (GUID) oOnekra.

4.10 BBop paboueii cranuuu B 1omeH Free[PA
Huwxe mnpuBeneHa MHCTPYKLUS 10  BBOAY pa0ouell  CTaHUUM TOA  yIPaBICHUEM

OC «Mpunuym» B nomeH FreelPA.

4.10.1 YcranoBka FreelPA kinuenta
Y cTaHOBUTH HEOOXOIMMBbIE TAKETHI:
# apt-get install freeipa-client libsss sudo krb5-kinit bind-utils
libbind zip task-auth-freeipa
[Ipumeuvanue. Ouncturhy koHpuUrypauuio freeipa-client HeBo3moxHo. B ciyuae ecnu 310
HE00X0AMMO (HampuMmep, s yIaleHus1, nepeycTaHoBkH freeipa-client) cieqyeTr nepeycTaHOBUTH CHCTE-
My.
4.10.2 Hacrpoiika cetu
Knuentckrue KOMOBIOTEPHI TOJDKHBI OBITH HACTPOEHBI Ha Hcnosib3oBaHne DNS-cepBepa, KOTOpbIii
Obl1 ckoHuUrypupoBaH Ha cepBepe FreeIPA Bo Bpems ero ycranoBku. [Ipm momydenun IP-aapeca mo
DHCP nannbie o cepBepe DNS takke nomkHbI ObITH monyueHsl oT cepBepa DHCP. Huxe npuBenen
pUMep HACTPOUKH ceTeBOro uHTepderica co cratuueckum I[P-anpecom.
B cereBpIx HacTpoiikax HEOOXOJAMMO yKa3aTh HCIOIb30BaTh cepBep FreelPA mns paspemenus
MMeH. DTH HACTPOUKH MOKHO BBIMIOJIHUTH Kak B TpadudeckoM nHTepdeiice, Tak U B KOHCOJIH:
— B HYC B paznene «Cetb» — «Ethernet unrepdeiice» 3a1aTh UMsi KOMIBIOTEPA, YKa3aTh B IOJIE
«DNS-cepBeps» [P-anpec FreeIPA cepsepa u B nosie «/lomeHbl oucka» — JOMEH JUIsl IIOUCKA
(Puc. 120);
— B KOHCOJIH:
"  33]aTh UMs KOMIIBIOTEPA!
# hostnamectl set-hostname comp02.example.test
"  100aBHTH DNS cepsep, JUIs 3TOTO HE00X0IUMO €03/1aTh Gaiin
/etc/net/ifaces/eth0/resolv.conf co cIeayrOUM COIEPKUMBIM:
nameserver 192.168.0.113
rae 192.168.0.113 — IP-agpec FreelPA cepsepa.
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= yka3ath ciyx0e resolvconf, ncronszoBate DNS FreeIPA u nomen ans moucka. Jliis atoro
B (aiine /etc/resolvconf.conf n00aBUTH/OTpEIAKTHPOBATH CICIYIONTNE ITApaMET-
pBL:
interface order='lo 1lo[0-9]* lo.* eth(O'
search domains=example.test
rae ethO — uaTepdetic, Ha koTopom noctyneH FreeIPA cepsep, example.test — momeH.

= o6HoBUTHL DNS anpeca:
# resolvconf -u

Hacmpotixa na ucnonvzosanue DNS-cepeepa FreelPA

LieHTp ynpaBneHMA cUcTeMOW (0T cynepnoNb3oBaTensa)

4+ MmasHan & Pemum skcnepta X Beixop Cnpaska

¥MiMA KomneoTepa: comp0l.example.test

WHTepdeMch
CeTesan kapTa: Intel Corporation 82540EM Gigabit Ethernet Controller
NpoBof, NOACOEAMHEH
MAC: 08:00:27:c6:02:ec
WHTepdeic BKOYEH

KoHdurypauwna: Bpy4Hywo it
192.168.0.44/24
IP-agpeca: Yoanute

DOobasuTe T IP: /24 (255.255.255.0) * || OobaBuTk
Lin3 no yMon4aduo: (192.168.0.1
DNS-cepeepsi: | 192.168.0.113 8.8.8.8

JomeHsl nowcka: example.test

[HECKoNEKD FHaYEHMIA 2ANMCLIBACTCR Yepes npobean)

LononHWTENBHO...

MpumeHnTs | | ChpocKTe

Puc. 120

B pesynbrare BBHIIOJIHEHHBIX IEUCTBUH B (haiisie /etc/resolvconf.conf AOMKHBI MOSBUTH-
Csl CTPOKH:
search example.test
nameserver 192.168.0.113

[Ipumeuanue. [locne U3MEHEHNSI MUMEHU KOMIBIOTEPA MOTYT IEPECTATh 3aIyCKaThCs MPUIIO-

xeHus. st pemienus 3Toi mpoOsieMbl HEOOXO0AUMO Mepe3arpy3uTh CUCTEMY.
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4.10.3 Tlogxmouenue k cepsepy B LIYC

s BBoga paboueii crannmu B 1oMeH FreelPA, neooxoaumo B LY C nepeiitu B paznen «Ilonb3o-

BaTeNm» — «AyTCHTHPHUKAIUN.
B otkpeiBIIEMCst OKHE ciienyeT BbiOpaTh myHKT «JlomeH FreelP Ay, 3amonauth mons «Jlomen» u
«Wms xommprotepa» (Puc. 121), 3areM HaxaTh KHONKY «lIpUMEHHUTDY.

B600 6 domen FreelPA 6 Llenmpe ynpagnenus cucmemou

LieHTp ynpaBneHWA cMcTeMOi (OT cynepno/ib30BaTens)

+ ImaBHan & Pemum 3kcnepTa X Beixog Cnpaska

NokaneHana baza nonk3oeaTenen

Homen ALT Linux wnw Astra Linux Directory

OomeH: example.test

K3WWpoBaTe ayTEHTUBUKALWKD NP HELOCTYNHOCTA CEPBEPa AOMEHA

NomeH Active Directory

NomeH: example.test
Pabo4an rpynna:

WMmMa koMneoTepa: comp0l

8 NNomeH FreelPA

[omeH: example.test

WMmMa koMneoTepa: comp0l

HacTpoikK 555D...

BHUMaHKe!

M3amenenue nomMeHa aapaﬁoraeT TONLKO Nocne nepe3arpy3kl KOMnsTEpa

BoccTaHoBUTh dhalnel kKoHpUrypauun no ymondaHuw (smb.conf, krb5.conf, sssd.conf).

MpUMEHNTE

Puc. 121

B OTKPBIBIIEMCS OKHE H606XOI[I/IMO BBCCTHU UM I10OJB30BATCIsA, UMCIOUICTO IIpaBO BBOJUTH Ma-

IIUHBI B IOMEH, U ero napoib (Puc. 122) u Haxkath kKHONIKY «OK».
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Ilapamempul yuemmoti 3anucu ¢ npagamu NOOKIIOUEeHUs K OOMEHY

BeeguTe Naponk ANA Y4ETHOR 3anucK
C MpaBamK NOOKMIYEHWUA K JOMEHY.

MmA nonk3oeaTens: admin

Maponk: sesssees ®
0K OTMeHS
Puc. 122

B ciryuae ycnenrHoro noakimoueHusi, OyeT BHIBEACHO COOTBETCTBRYIoIIee coodmienue (Puc. 123).

Ilooknouenue x cepsepy FreelPA

Wudopmauma

1 ) Bcbpo noxanceats B AoMeH
example.test.

| &ox |

Puc. 123
Hanee cnemyer nepe3arpy3uTh pabovyro CTAHITHUIO.

4.10.4 IlogkiroyeHUE K CEpPBEPY B KOHCOHU
3anyCTUTh CKPUIIT HACTPOMKH KIIMEHTA B TAKETHOM PEKUME:
# ipa-client-install -U -p admin -w 12345678
WJIM UHTEPAKTUBHO:
# ipa-client-install
Ecnu Bce HacTpoeHo, BEpHO, CKPUNT JIOJKEH BBIIATH TAKOE COOOIICHUE:!
'''"Discovery was successful!'''
Client hostname: compO2.example.test
Realm: EXAMPLE.TEST
DNS Domain: example.test
IPA Server: ipa.example.test
BaseDN: dc=example,dc=test
Continue to configure the system with these values? [no]:
Heo0x01mMo OTBETUTH «yes», BBECTH UM TIOJB30BATEIISI, UMEIOIIETO MPAaBO BBOIUTH MAIIMHEI B
JIOMEH, ¥ €T0 MapOoJlb.

[Ipumeuanue. Eciu mpu BXozie B JOMEH BO3HUKAET TaKasi OIIMOKA:
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Hostname (comp02.example.test) does not have A/AAAA record.
Failed to update DNS records.

Heo6xoaumo poBeputs [P-anpec nomennoro DNS cepsepa B daiine /etc/resolv.conft.

B cnyuae BO3HUKHOBEHUS OIIMOKH, HEOOXOAMMO TIepe]] TOBTOPHON YCTaHOBKOM 3amyCTUTH IPO-
LELypy YAaJIeHUs:
# ipa-client-install -U --uninstall

st paboThl sudo-MOJIMTHK [T TIOMEHHBIX IOJIb30BaTeIe Ha KIIMEHTCKOW MallMHe HEOOXO0IMMO
paspemmTh J0CTyn K sudo:
# control sudo public
4.10.5 Bxopa nonbs3oBatens

B okne Bxona B cucremy (Puc. 124) HeoOXoaumMo BBECTH JIOTMH YUYETHOM 3aIllUCH TOJIH30BATEIS
FreeIPA u HaxaTh KHONKY «BOHTH», B OTKpBIBIIEMCSI OKHE BBECTHM IapOjib, COOTBETCTBYIOLIUN 3TON
YUYETHOM 3allMCH U Ha)XKaTh KHOMKY «BOWTH».

[Ipu mepBoM BXOze MoJib30BaTeist OyJeT 3ampoIleH TeKyIIUi (yCTaHOBJICHHBIM aJMUHUCTPATO-
POM) MapoJIb U 3aTeM Yy MOJIb30BATENs 3alpalllBaeTCsl HOBBIN Mapoiib U ero noarsepxkaenue (Puc. 125).

Bx00 nonvzosamens

' ™
Jo6po noxanoeatb

user freeipa

YHETHaA 2anck
HNobpo noxanoeaTk

I GTMEHal I Boitti I

- | sassE R e

Mapons

IOTMEHal le‘iTM

Puc. 124
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3anpoc mexyweeo napoisn u H08020 NApo.is NPpu NeP8omM NoOKoYeHuu K cepsepy FreelPA
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5 CPEIACTBA YAAJIEHHOI'O AAIMUHUCTPUPOBAHUSA

5.1 Bxopx B cucremy
Hauvatp paboTy Mo HacTpoOMKe CHCTEMBI MOXHO Cpa3y IOCle e¢ YCTaHOBKH, HUCIOJNB3Ys IS
HacTpoliku «lleHTp ympaBieHHs CUCTeMOI» — BeO-OpMEHTHPOBAHHBIA HMHTEpQENc, MO3BONISIONIHIHA

YOPAaBIATh CUCTEMOM € JII000T0 KOoMIbIoTepa ceTH (cM. pazzen «lcnonp3oBanue Be6-OpHEHTUPOBAHHOTO

HYC»).

5.2 KoHdurypupoBanue ceTeBbIX HHTEp(DHEHCcOB
OC «pugnym» moIIepKUBAET CaMble pa3HbIE CIIOCOOBI MOAKIIOUCHHUS K ceTH VH- TepHeT:
— Ethernet;
— PPTP;
— PPPoE;
- UT
JI1 HacTpOMKY NOAKITIOYEHHSI MOXKHO BOCIIONIB30BaThCst oAHUM U3 pasaenoB LY C «Cerb»:
— Ethernet-uarepdeiicsr,
— PPTP-coenunenus;
— PPPoE-coennnenus;
— OpenVPN-coenunenus.
KondurypupoBanne cereBoix uHTEepdeiicoB  ocymectBiusiercs B moxayie LIYC  «Ethernet-

uHTepdence (maket alterator-net-eth) us pasnena pasaen «Cets» (Puc. 126).
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Hacmpotixa mooyns «Ethernet-unmepgbeticoly

AmA koMnetoTepa: | host-15

WHTephelckI
CeTeBan KapTta: Intel Corporation 82540EM Gigabit Ethernet controller
nNpoBog NOACOEOWHEH
MAC: ©8:00:27:c3:32:a8

WHTepbelc BH/WUEH 4
Bepcwa npotokona P IPvd  w BrnHounTh
Kondmrypauwa: | BpyuHyio v
192 168.0.45/24 Ypanurs
IP-agpeca:

OoBaenTe 1 IP:
124 (255 255 .255.0) ~ NoBaBHTL

Wm0z no ymonyaHumo:  192.168.0.1
DMNS-cepeepel: | 1921680122 8888

Nomedsl nowcka: | testalt

[HECKONLED IHAYEHWA IAMMCHIBAKTCR Yepe3 npoben)

L ONONHHTENEHO...

NMpUMEHHT CopoCcHTE

Puc. 126

B monyne «Ethernet-untepgeiicb» MOXKHO 3aMOTHUTH CIEAYIOIINE TTOJIS:

«Mms koMmbrOTEpa» — yKazaTh ceTeBoe uMms [IDBM B mose ayis BBoJ1a MMEHH KOMIThbIOTEpa (3TO
o0ImUi ceTeBOW MapameTp, He MPUBS3aHHBIM K KakoMy JHOO0 KOHKpeTHOMY uHTepdeiicy). Nms
KOMIThIOTEpa, B OTJIMYME OT TpaguimoHHoro mMmeHH xocta B Unix (hostname), He comepxuT
Ha3BaHUS CETEBOTO JOMEHa;

«HuTepdeiice» — BBIOpaTh AOCTYIHBIN ceTeBOM MHTep(eiic, s KOTOPOro OyayT BBIIOIHATHCS
HACTPOMKH;

«Bepcus npotokoiia IP» — yka3zaTh B BINAAarOIEM CIIUCKE BEPCUIO HCIIOJIB3YEMOT0 MpoToKoJa [P
(IPv4, IPv6) u ybemutbcs, 4TO MYHKT «BKIIOUMTH», 0OeCreuMBAIOUINNA MOAICPKKY pabOTHI
MPOTOKOJIA, OTMEUEH;

«Konpuryparus» — BeiOpath crocod HazHauenus: [P-agpecos (ciy:x6s1 DHCP, Zeroconf, Bpyu-
HY10);

«IP-ampecay» — myn HazHaueHHBIX [P-aapecoB u3 momns «IPy», BeIOpaHHBIC agpeca MOXKHO yAAIUTh

HaXaTUuEM KHOIIKH ((Y,HaJ'II/ITI) »,
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— «Jlo6aButh 1 IP» — BBecTu [P-anpec BpyuHYyIO ¥ BHIOpAaTh B BHITIAJAIONIEM T10JI€ TIPEATOYTHTEb-
HYI0O MacKy CeTH, 3aTeM HaxaTb KHONKY «Jlo0aBuTh» i mepeHoca aapeca B myn noisst «IP-
azpecay;

— «[mr03 Mo yMOTUaHHUIO» — B TIOJI€ JUIsl BBOJIA HEOOXOIMMO BBECTH /IpecC IUII03a, KOTOPBINA OyaeT
HCI0JIb30BaThCS CETHIO 110 YMOIYAHUIO;

— «DNS-cepBeps» — B ToJIe i1 BBOJA HEOOXOAMMO BBECTH CIHUCOK MPEANOYTUTENbHBIX DNS-
CepBEPOB, KOTOPBIE OYAYyT MOIy4aTh HH(POPMAIHMIO O JOMEHAX, BHIITOJIHATH MapUIPyTU3ALHUIO TO-
YTHI ¥ YIIPABJIATH 00CTY)KUBAIOIUMU Y3JIaMH JJIs1 TPOTOKOJIOB B JIOMEHE;

— «JlomMeHbI OMCKa» — B IOJIE I BBOJIa HEOOXOAMMO BBECTH CIHMCOK MPEAOYTUTEILHBIX JIOME-
HOB, IO KOTOPBIM OyJIEeT BBIMOIHATHCS TTOUCK.

«IP-ampec» m «Macka cetm» — oOs3arenbHbIe TapaMmeTpbl Kaxaoro ysna IP-cetu. IlepBbrit
napaMeTp — yHUKaIbHBINA WACHTU(PUKATOP MAlINHBI, OT BTOPOT0 HAIPSAMYIO 3aBHCHUT, K KAKUM MallliHAM
JIOKQJIbHOM CEeTH JaHHas MaminHa OyaeT uMeTh JocTyn. Eciam Tpebyercs BbIXOJ BO BHEIIHIOK CETh, TO
HeoOxoauMo ykasarh napamerp «LLmo3 no ymonuanuioy.

B cnywae nanmmums DHCP-cepBepa MOXKHO BCE BBILIENEPEUUCIICHHBIE MApaMETPbl MOIYYUTh

aBTOMaTH4YeCKH — BbIOpaB B criucke «Konurypanus» nyHkr «McnonszoBats DHCP» (Puc. 127).
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Aemomamuueckoe nonyuenue nacmpoex om DHCP cepsepa

AmA koMnetoTepa: | host-15

WHTephelckI

enp0s3 CeTeBan KapTta: Intel Corporation 82540EM Gigabit Ethernet controller
nNpoBog NOACOEOWHEH
MAC: ©8:00:27:c3:32:a8
WHTeppeAc BHBIUEH !

Bepcwa npotokona P IPvd  w BrnHounTh

Kondmrypauwa: | Mcnonezoeate DHCP w

L ONONHHTENEHO...

NMpUMEHHT CopoCcHTE

Puc. 127

Eciu B KOMIIbIOTEpE HMMEETCS HECKOJIBKO CETEBBIX KapT, TO BO3MOXKHA CHUTYyallus, KOTJAa Tpu
OouepeaHON 3arpy3Kke sapo MpucBOUT MMeHa uHTepdericon (eth0, ethl) B npyrom nopsinke. B pesynbraTe
UHTEp(dENUCH oJIydaT HE CBOM HACTPOUKHU. UTOOBI 3TOr0 HE MIPOUCXOIUIIO, MOYKHO TIPUBS3ATh HHTEPQEIC
K UMEHU 110 ero annapartHomy aapecy (MAC) win o MeCTONOJI0KEHUIO HA CHCTEMHOM ILIUHE.

JIOMOMHUTENBHO JUIA  KaXI0ro MHTepdeiica MOXHO HACTPOUTh CETEBYIO IOACHUCTEMY
(NetworkManager, Etcnet), a Tak)e yka3aTh JOJDKEH JIM 3aITyCKaThCsl TaHHBIA MHTEPQENC MpU 3arpy3Ke
cuctemsl (Puc. 128).

Buvibop cemesoti noocucmemoi

WHTepdeic: enpls3
Cetepan nogocuctema:  NetworkManager (etcnet)

3anyckatk MHTepdeic Npn 3arpy3Ke CUCTEME

0K OTmeHa

Puc. 128

B crniucke «CeTeBas mojcucTeMa» MOKHO BBIOpATh CIEAYIONIUE PEKUMBL:
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— «Etcnety — B 3TOM peXHMe HACTPOHKU OepyTCsl UCKIIIOUNTENBHO U3 (hailIoB HAXOASIIUXCS B Ka-
Tajgore HactpauBaemMoro uHrepdeiica /etc/net/ifaces/<unrepoderic>. Hactpoiiku cetu
MOryT u3MeHsAThest 60 B LIYC B nanHOM Mozayiie, TMO0 HANpsSMYIO Yepe3 peAakTUpOBaHUE (aii-
JoB /etc/net/ifaces/<unrepodeirnc>;

— «NetworkManager (etcnet)» — B 3ToM pexkume NetworkManager caM HHUIIUUPYET CETh, UCIOJNb-
3ysl B KaueCTBE MapaMeTpoB — HacTpoiku u3 ¢aitnos Etcnet. HacTpoiiku ceT MOTYT U3MEHSATHCS
m6o B LYC B pmanHoM Moayne, nu0O HampsAMyl0 depe3 peJakTHpoBaHue (HailioB
/etc/net/ifaces/<unTepderic>. B 3TOM pexumMe MOKHO TPOCMOTPETh HACTPOUKHU CETH,
HanpuMmep nosydaeHHsiid mo DHCP IP-anpec, uepes rpaduueckuii uarepdeiic NetworkManager;

— «NetworkManager (native)» — B JaHHOM peXuUMe yIpaBJeHUE HACTpoKaMu UHTep(deiica mepena-
¢rea NetworkManager u He 3aBucHUT OT (aitnoB Etcnet. YnpaBisTh HacTpoiikaMu MOKHO yepe3
rpaduueckuii mnTepdeiic NetworkManager. daiinbpl ¢ HACTpOMKaMH HaxXOISTCS B KaTajlore
/etc/NetworkManager/system-connections. DTOT peXUM OCOOCHHO aKTyaleH IS
3aJlay HACTPOWKM CETH Ha KJIMEHTe, Koraa IP-agpec HeobxonuMo moiyyaTh JUHAMHYECKH C T1O-
moupto DHCP, a DNS-cepBep ykazate siBHO. Uepe3 LIYC Tak HacTpouTh HEBO3ZMOXKHO, TaK Kak
npu BkIoueHnn DHCP oTkitouaroTcs HACTpOWKHU, KOTOPBIE MOKHO 3a/1aBaTh BPYUYHYIO;

— «He xoHTpONMUpyeTcs» — B 3TOM pexuMme unrepdeiic Haxoautcss B coctossHun DOWN (BBIKITIO-

YeH).

5.3 CeteBas ycTaHOBKA OTIEPAIITMOHHOM CUCTEMBI Ha paboure MecTa
Onnoit 3 yaoOHbix Bo3mokHOcTe OC «Upummym» mpu pa3BopadyuBaHHM HHPPACTPYKTYPHI
ABIIETCS ceTeBas ycTaHoBKa. [Ipu momomu ceTeBoil YCTaHOBKHM MOKHO IPOU3BOJUTH YCTAHOBKY

muctpuOyTnBoB He ¢ DVD-nncka, a 3arpy3uB HHCTALISATOP MO CETH.

5.3.1 TloaroroBka cepBepa CETEBBIX YCTAHOBOK

[lepen HayamoM yCTaHOBKM pabOYMX CTAHIUH CleIyeT NPOU3BECTH MPEABAPUTEIBHYIO HACTPOUKY
CepBepa CEeTEeBBIX YCTaHOBOK (Hampumep, Ha 6aze OC «Anbt CepBep» min OC «Upuauym): 3aaath uMs
cepBepa (Monynb «Ethernet-unrepdetice» B «LlenTpe ynpasnenus cucremoit»), Bkarounts DHCP-cepsep,
3a]aTh, €CIIM HEOOXOMMO, UMs JTOMEHA.

[Ipumeuanue. [Ipu cereBoil ycTaHOBKE C cepBepa OyayT MEPEHSTHI HACTPOWKU TOMEHA, U
OyIeT BKIIOUCHA IeHTpanu3oBanHas ayreHTudukanus. Ecmm OC «Mpuaunym» ycranaBnubaetcs ¢ DVD-
JIMCKa, TO HACTPOUKY JIOMEHA U Ay TEHTU(PHUKAIIUU HAJ0 OYIET MPOU3BOIUTE OTACIHHO Ha KX 101 paboueit
CTaLlUH.

[Tepen akTuBanuel ceTeBOM YCTAHOBKH MOTPEOyeTCs] UMIIOPTUPOBATh YCTaHOBOUHBIM DVD-mnuck
OC, mpenBaputenbHO BcTaBuB ero B DVD-mpuBoa cepsepa, 1100 MOXKHO HCIOJBb30BaTh 00pa3 JMCKa,

pacrioyio)keHHBI Ha (aiiiioBoil cucteme Ha cepBepe. MokHO Takke wucnons3oBath URL Buma
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http://ftp.altlinux.org/pub/distributions/ALTLinux/images/p9/workstation/x86 64/alt-  workstation-9.2-
x86_64.is0.

[Ipumevyanue. JlokanbHbIN (ailn TOHKEH OBITH TOCTYMEH A1 nobody M JOJKEH HaXOIUThCS Ha
cepBepe, rie 3amylieH alterator-netinst.

B pasnene «CepBep ceTeBbIX ycTaHOBOK» (maker alterator-netinst) (Puc. 129), HeoOxomumo
yKa3aTh, OTKyJa UMIIOPTHPOBATh HOBBIM 00pa3 W Haxarh KHOMKY «JloO6aButhy. Ilporecc moOaBneHus
3aHUMAaeT KaKoe-TO BPEMs.

Hmnopm ycmanogounoeo obpasa

HoBblid 0Gpas:
() 3arpyauts c CD/DVD
3arpyanTs thain: hitp/ftp.altlinux.org/pub/idistributions/ALTLINUximages/pOiworkstation/®B6_64/alt-workstation-9.2-xB6_64.is0
[nokaneHER myTe v URL)
Do6aBnuTb

Puc. 129

[Tocne moGaBneHus oOpa3a OH MOSBUTCS B ciucke «JlocTymHbie 00pa3sl AHCKOBY». Heobxomumo
BBIOpaTh W3 crircka oauH u3 o0pa3oB (Puc. 130) m Haxats kHONKY «BwIOpaTh». Ha 3TOM moaroroBka
cepBepa K CEeTeBOM yCTaHOBKE pabovMX CTAHIIMI 3aBEpIICHA.

Buvibop obpasa oucka

Tekylwid o6paz: ALT Workstation 9.2 x86_64 build 2021-07-29
(w2 http:iifp.altlinux.org/pubidistribution=fALTLinuximages/pBiworkstation/xB6_G4/alt-workstation-08.2-xB6 64 is0)

JNOCTYNHBIE 0BPAZE OWCKOE:

HeTt o6paza
ALT Workstation 9.2 x86_64 build 2021-07-29

Bribpatk YOoanuTe

Puc. 130

JIOTIOTHUTENHHO JAaHHBIA MOAYJH TO3BOJISICT BHIOpATh BapUAHT 3arpy3Ku (HAmpuMmep, Hermocpe-
ctBeHHO 3arpyxats OC HekoTopsIx Live-Bepcuil tuctpuOyTHBOB).

Hanee HeoOxomumo BBIOpaTh HampasiieHue coeauuenus (Puc. 131). YoaneHHsid g0cTyn K KOM-
MbIOTEPY OBIBAET ABYX BUOB:

1. Co cTopoHbl KiIueHTa. Bo BpeMsi yCTaHOBKHM aAMUHHCTPATOp MOXKET ¢ noMouipio VNC-kiueHTa
MOJKIIFOYUTHCS K KOMIIBIOTEPY, Ha KOTOPOM MPOU3BOAUTCSA yCTaHOBKA, 3Has ero IP-ampec u 3a-
JTAHHBIA MapoJIb.

2. Co croponsl cepBepa. Bo BpeMs yCTaHOBKHM € Ka)XXJ0OTO KOMITbIOTEpAa HMHUIUHUPYETCS MOAKIIOYE-
HHUE K 3alylIeHHOMY Ha 3alaHHOM KomImbioTepe VNC-knueHnty. KoMnbloTep-mpueMHUK COeIuHE-

Huit 3agaercs [P-aagpecom wim nMeHem.


http://ftp.altlinux.org/pub/distributions/ALTLinux/images/p9/workstation/x86_64/alt-
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Buibop nanpasnenus coeounenus

BapWaHT 3arpy3ki. | yCTAHOEKA CHCTEMB w

BrunTe YCTAHOBKY Mo WNC

Toneko no WNC
Hanpaenexnwe coegNHEHWA:
MogrnoueHe o CToOPoHLI VNG KineHTa

(napons)

MogknueHwe oo CTopoHsl VNC cepeepa

MpUMeHHTL

Puc. 131

B ciyuae, kornga pabota ¢ anmapaTHON OJICUCTEMOM BBOa-BhIBOJIa HEBO3MOYKHA (HAIPUMeED, €CITN
KJIaBHaTypa, MBIIb UM MOHUTOP OTCYTCTBYIOT), MOKHO MCII0Ib30BaTh BapuaHT «Tosbko mo VNCy.

Ecnu HE0O0X0uMO yIpaBisTh YCTAHOBKOHM yJaI¢HHO, HEOOXOAMMO OTMETUTh MYyHKT «BKIIIOUNTH
ycranoBky 1o VNC» u nyHkT «lloakmouenne co croponsl VNC cepBepa» paszaena «Hampasnenue
COCIMHEHUS», U TaM yKa3aTh aJpec KOMIBIOTEpa, ¢ KOTOPOTO OyJeT MPOWCXOAUTH yrhpaBieHue. J[is
npueMa MoAKIIOYSHHS MOYKHO 3aITyCTUTh, HAalpuMep, vncviewer -listen.

Mpumeuanue. [lo okoHuanuu mnpouecca yctanoBku OC Ha pabodnX CTaHIUAX HEOOXOIUMO
OTKJIFOUUTH CETEBYIO YCTAaHOBKY. DTO MOXKHO CJIeNaTh, BEIOpaB B crUCKe «JloCTymHBIE 00pasbl AUCKOB)»

nyHKT «HeT o0paza» u moaTBepAMB AeiCTBHE HAXKAaTHEM KHONKH «BBIOpaThy.

5.3.2 TloaroToBka pabo4mx CTaHITHI

Jiist ceTeBOi yCTaHOBKH CIIEAYET 00eCIIeYUTh BOZMOKHOCTD 3arpy3KH 10 CeTH pabouuX CTaHIHM,
Ha KOTOPBIX OyJeT mpon3BoauThes yctanoBka OC.

BonbmmHCTBO COBpEMEHHBIX MAaTEPUHCKUX IJIAT UMEIOT BO3MOKHOCTD 3arpy3KH MO CETH, OJHAKO
OHa TI0 YMOJTYAHUIO MOXeT ObITh oTKIoueHa B BIOS. Pasnuunbie mpow3BoauTENN MAaTEPUHCKHX ILIAT
JAIOT pa3Hble Ha3BaHMS JIAaHHOW BO3MOXHOCTH, HarpuMmep: «Boot Option ROM» mwim «Boot From From
Onboard LAN».

ITocnenoBaTenbHOCTh YCTAaHOBKHM TpU ycTaHOBKe ¢ DVD-mucka u npu ceTeBOi yCTaHOBKE HE

OTJIMYAIOTCS APYT OT JIpyra.

5.4 Coenunenne yaaneHabix opuco (OpenVPN-cepsep)
OC «Mpunuym» MpeaocTaBiIsieT BO3MOKHOCTh O€301aCHOTO COCIMHEHHS yAAJICHHBIX O(HCOB,
ucronb3yst TexHosornto VPN (anrn. Virtual Private Network — BupTyanpHas 4acTHasi CeTh), KOTOpas
MTO3BOJISIET OPTaHU30BaTh Oe30macHbIe MHU(PPOBAHHBIC COSTUHEHUS Yepe3 MyOJIMUHbIE CEeTH (HampuMmep,

WuTepHeT) MexIy yOaJCHHBIMH O(QHCAMU WM JIOKAIBHOW CEThIO H
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yAaNCHHBIMU TOJIb30BaTeNsIMU. TakuM 00pa3oM, MOXKHO CBsI3aTh JBa Oouca OpraHuU3allu, 4TO, JIENaeT
paboTy ¢ JOKyMEHTaMH, pacIloJOKEHHBIMH B CETH yAaJICHHOTO oduca, Oonee ymaoOHO#. [lommmo
COEIMHEHUS LIETIbIX 0(UCOB, TAKKE CYIIECTBYET BOBMOKHOCTh OPTaHU30BaTh IOCTYII B O()MCHYIO CETh IS
paboThl B HEW M3BHE. DTO O3HAYAET, HAIPUMEp, YTO COTPYIAHHK MOXKET paboTaTh B CBOEM IPUBBIYHOM
OKPY>KE€HUH, JJaXKE HAXOSICh B KOMaHIUPOBKE UM ITPOCTO U3 I0Ma.
5.4.1 Hacrpoiika OpenVPN-cepBepa
OpenVPN-cepBep MoxeT ObITh pa3BepHyT, Hampumep, Ha 0aze OC «Anbt Cepep» miu OC
«Mpugnym. Moaynb «OpenVPN-cepBep» (maker alterator-openvpn-server) u3 paszaena
«CepBepb» o3BoJIsAET 3a1aTh mapamerpsl OpenVPN-cepsepa (Puc. 132).
Hcnonb3ysa mogyns «OpenVPN-cepBep» MOXHO:
— BKIIOUNTH/OTKIIOUUTE OpenVPN-cepsep;
— HACTPOUTH MapaMeTPhl CEpBEpa: TUII, CETH CEpBEPa, UCIOJIb30BAHUE CKATHUS U T.11.;
— yOpaBJsATh cepTUUKATAMU CePBEPA;
— HACTPOUTH CETU KIHEHTOB.
Oco0oe BHMMaHWE TPHU IUIAHUPOBAHWU M HACTPOUWKE MOAKIIOUYCHUU CIeAyeT OOpaTUTh Ha

HCIOJIb3YCMBIC CCTHU. Onu He AOJIKHBI ICPCCCKATHCA.
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Mooynv «OpenVPN-cepsepy

Brniountes cnysiy OpenVPN

Tun:  Mapwpytuavpyemoe (TUN)

CeTn cepeepa: 197 168.0.0/255.255.255.0 Yoanurs

Hoean cetk:
Macka ceTn: 24 (255.255.255.0) W

L o0BaBnTL

VPM ceTs:  10.8.00
Macka cetw: 124 (255.255.255.0) w

Anroputm wwudpoeadns: | default w
AnropuTm wnhposanra TLS:  default v
AnropuTm x3wmpoeadng;  default W

OTHNOUWATE COrNACOBAHWE ANTOPUTMOE WnhpoeaHnA (NCF)
Mopr: 1194

Cxatne LZO
Mcnone30BaTe coeguHEHnE TCP

CepriudMKaT W Knou S5L...

MonozmTe ceptudmkar YL, | OB3op... | Paiin He BeIGPaH. MonoMuTb

CeTH KNWEeHTOB...

MpUMEHHTE CoOpoCHTE

Puc. 132

st cozmanusi COeTMHEHHUST HEOOXOUMO YCTaHOBUTH (uiakok «Bkiounth ciyx0y OpenVPNy,
BBIOPATh THIT MOJIKIIOUCHHUS: MapmipyTusupyemoe (ucnoib3yercss TUN) unu gepe3 MocT (MCIOIb3yeTcs
TAP) u mpoBepUTh OTKPBIBAEMYIO IO COCTUHEHUIO CETh (0OBIYHO 3TO JIOKabHast ceTh B BUae [P-anpeca u
MAaCKH TOJICETH).

s Hactpoliku cepTudukara u Kioda ssl HeoOxoauMo HakaTh Ha KHONKY «CepTudukar u Kirou
ssl..». OTkpoercst okHO Moy «YrpaBineHue kiouamu SSLy (maker alterator-sslkey) (Puc. 133).

3neck Hy»)HO 3anoHUTh nojie «O6mmee umst (CN)» u none «Crpana (C)» (mponucHbIMUA OyKBamH ),
ormetuTh NyHKT «(Ilepe)co3mary KOY W 3ampoc HA MOANUCH» M HaXaTh KHOIKY

«ITonTBepauThy. [ocie yero craneT akTMBHOM KHOTKA «3a0paTh 3anpoc Ha moanucky (Puc. 134).
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Mooyns «¥Ynpasnenue xnrouamu SSL»

HacTpoilkuM SSL
O6wee umA (CN):  ppenvpn-server

(MR KOMNETEPA ANA cepeepa WK YTo-nuio Apyroe AnA KMeHTa)

Crpana (C): Ru

(aEy*OykBEHHLIN kDA CTPAHL)
MecTononoxeHuve (L): Kaliningrad

[HaasaHWe ropoaa MnK 0BNACTH, HANKCAHHOE NATHHCKMMK ByKBaMH)

OpraHuzaumna (Q):

[Ha3saHWe OPraHM3ALNM, HANNCAHHOE AaTHHCKAMKM Gyksamn)

Mogpazgenexne (OU):

(Ha3EaHWe NOAPaIAeneHHA, HAMWCAHHOE NATHHOKMMK Gyxeamm)

E-mail agpec

(Baww agpec InexTPOHHON NoYTH)

| (Mepe)cozgate wioy U 3anpoc Ha nognucs  MogTEEpANTE

Puc. 133
3abpamy 3anpoc Ha noonuce

Mognuce
3abpaTk 3anpoc Ha NoANUChH

MoNo¥UTE CEPTUEHWKAT, NOLNUCAHHEIR YLL: | Odzop... | Main He BeIGPaH. MoNoMKUTL

Puc. 134

Ecnin Haxarte Ha KHONKY «3al0paTh 3ampoc Ha MOJIHUCHY», MOABUTCS AHAIOTOBOE OKHO C

MPEAJIOKEHUEM COXpaHUTh (ailm openvpn-server.csr. Heobxoaumo coxpaHuth 3TOT (aia Ha

JIACKE.

B Mopyne «YmpaBnenue kimrouamu SSLy» TOSIBUIICS HOBBIA KIto4: «openvpn-server (Her

ceprudukara)» (Puc. 135).

Knrou openvpn-server

SSL Knouu:

ahttpd (wcTekaeT: 07.12.2022)
openvpn-server (HeT cepTudmkaTa)

HoBBbI... N3MeHHTB...

[] ¥nanuTe kntoy, cepTUMKAT W 3aNpoc Ha NOANNCh

Puc. 135
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Urobbl moanucath cepTu(UKaT HEOOXOAMMO IMEpeHTH B MOAYJb «YmocroBepsitoumii LleHTp»
—«YmpasneHue ceprudukaramm», Haxarb KHOmKy «O030p», yka3aTb HMyTh 10 HOJY4YEHHOTro (aiina
openvpn-server.csr u3arpy3uTh 3amnpoc (Puc. 136).

3anpoc na noonuce cepmugpuxama

Mognucate cepTutUKar
| O6aop... | OpenvpN-Server.csr 3arpy3uTe 3anpoc
Puc. 136

B pesynprare Ha sKpaHe mosBUTCS ABe rpynnsl mudp u kHomka «Ilommucare» (Puc. 137).
HeoO6xonumo Haxatrs Ha KHOMKY «lloammucaTs» W coxpaHuTh Qaiin output.pem (MOANUCAHHBINA
ceptudukar).

3anpoc na noonuce cepmugpuxama

Certificate Request:
pata:
Version: 1 (Bx0)
Subject: CN = openvpn-server, C = RU, L = Kaliningrad
subject Public Key Info:
Public Key Algorithm: rsaeEncryption

RSA Public-Key: (2048 bit)

Modulus:
pO:c9:fR:51:dc:de:70:ee:C6:54:57:47:41:d0:7b:
f8:10:4b:35:86:4£:04:98:81:17:81:8c:3a:e2:af:
2e:bc:03:b9:dc:2a:78:70:2d:cB:21:43:38:68:02:
af:ed@:1b:df:4d:44:32:2e:db:bf:45:66:be:c5:21:
18:47:47:1e:38:ff:cb:b1:90:1a:85:35:9d:00:b7:
b9:44:fd:d1:5c:f1:6e:Td:4e:45:T1:ca:6C:43:d4:
33:ce:90:96:64:e8:96:78:bb:ff:26:9d:85:96:d7:
53:fa:94:be:9a:3a:90:24:00:Td:al:38:ab:79:1a:
9c:cd:6e:28:04:57:11:20:59:83:80:1c:T4:b3:31:
B2:7b:7c:20:39:73:e2:43:6C:60:b5:11:db:c3:18:
Pe:9f:5a:aB:c7:c5:8e:e2:e5:29:78:74:bc:d7:41:
d4:1e:T5:32:b0:9f:fa:ab:d4:a7:b9:71:06:e1:bf:
C8:89:89:e6:02:02:59:34:11:e2:b6:81:a5:2e:85:
d8:b4:a2:87:a3:f0:10:41:fCc:42:T2:23.:96.:67.56:
7d:60:3F:d7:37:ef:b2:8a:df:27:bf:e6:93:72:1a:
bd:ea:5e:ce:37:64:2d:T2:06:8a:73:0c:e4:08:b1:
6C:earad:df:cl:bd:9e:T4:e6:8a:72:49:8d:32:16:
4d:23

Exponent: 65537 (O0x16061)

Attributes:
a0:00
Signature Algorithm: sha2sewithRSAEncryption

2e:8C:73:b6:17:77:8e:94:19:fd:4b:13:2c:cfF:f6:2a:02:fe:
aa:06:54:fc:88:b8:72:87:67:8b:63:80:ad:dd:20:b3:5e:83:
ca:59:b6:f9:bc:d4:34:73:03:40:30:20:4a:82:17:d9:T4:48:
ad:74:37:72:61:bb:37:23:7e:3C:9D:20:22:38:29.:95:0d4:81:
70:9b:8d:32:7e:47:cb:63:c8:c3:c2:aB:73:a9:52:85:49:ab:
B7:4a8:04:82:98:a6:C7:1Cc:90:74:9a:ef:1a:0e:dd:6e:d6:76:
73:84:0d:90:efT:ad:82:10:54:37:31:30:94:73:87.70:63:eC:
ed:8e:20:22:d8:9c:77:4d:f2:10:57:88:85:06:3F:e6:b2:e7:
43:e6:de:65:c0:b5:73:c3:a0:e7:ch:ec:e7:57:5d:2Cc:54:65:
56:d3:db:fa:eb:b4:27:09:e2:d9:00:78:18:32:12:92:dd:39:
B6:4T7:54:0d5:d6:2a:Ce:66:04:15:0a:77:3C:69:C3:25:47:T0:
de:26:6b:0d:22:bc:73:dc:ec:57:41:2a:d9:73:29:45:d2:9¢c:
40:46:89:Tb:2c:b8:1b:d6:cb:73:98:ac:a@:73:49:7T7:17:69:
28:ba:ec:92:75:1f:b3:77:01:31:ab:12:a4:0C:39:3d:42:6C:
b9:33:b5:ad

Puc. 137
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Hanee B pasznene «Ynupasnenue kiodamMu SSLy», HE0OX0AMMO BBIICTUTH KIOY «Openvpn-server
(Her cepruduxara)» u Haxarb kHonky «W3menutb». B mosBuBmieMcs okHe, B MyHKTE «Il0J0OXUTH
cepTuduKat, moanucaHubiii Y1» HyxHo HaxaTh KHONIKY «O030p», yKa3aThb myTh A0 (paiina output . pem
1 HaxaTh KHOTIKY «Ilomoxutey (Puc. 138).

Cepmudghuxam, noonucannwiii Y1

MoNoMUTE CEPTUKWKAT, NOONUCaHHLIA YL | O63op... | output.pem MonoMHUTEL

Certificate successiully uploaded

Puc. 138

B Monyne «Ympasnenue kiaouamMu SSLy», BUIHO, 4TO KIIIOY openvpn-server (ICTeKaeT U JiaTa)
m3MeHwics. Koy co3nan u noanuca.

s toro 4YroObl TONOXKUTH  ceptudukar YI[, HeoOXoagumMo HAWTH €ro B  MOIYJE
«¥Y nocrosepsitonuii LleHTp», HaXkaTh Ha CChUIKY «YTpaBieHue YI1» u 3abpate cepTudukar, Ha)KaB Ha
cceuiky «Ceptuduxar: ca-root.pem» (Puc. 139).

Cepmugpuxam VI|

CepTUdnKaT:
Janpoc Ha NogNUCE:

Puc. 139

B monyne «OpenVPN-cepsep», B rpade «llonoxuts ceprudukar YI»: npu momouiy KHOIKH
«O0630p» ykazaTh yTh K paiiny ca-root . pem u Haxkath KHOTNIKY «I[lonoxute» (Puc. 140).

Buibop cepmughuxama VI 6 mooyne « OpenVPN-cepsep»
Mono¥uTe cepTudukat ¥L: | Ob3op... | ca-root.pem MonoMKuTL

Puc. 140

[TosiButcst coobmenue: «Cepruduxar Y1l ycnentHo 3arpyxen».
Hns Bmouennss OpenVPN HeoOxoaumMo OoTMETHTh MyHKT «Bkmounts cimyx0y OpenVPN» u

HaXXaTb KHOIIKY «HpI/IMeHI/ITB)).

5.4.2 Hactpoiika KIMEHTOB
Co cTOpoHBI KIMEHTa coeIuHEeHHe HacTpauBaercs B moxayne «OpenVPN-coenunenus» (maker
alterator-net-openvpn) u3 pasgena «Cetb». JlocTyn K HAaCTPOCHHOW MPHUBATHOW CETH MOTYT IOJIYYUTh
M10JIb30BATENIH, TOAMUCABIINE CBOU KIIIOYM U ITOJIyYUBIINE CEPTU(DUKAT B yI0CTOBEPSIOLIEM LIEHTPE HA TOM
XKeE cepBepe.
Jist co3aHus HOBOTO COeIMHEHHs He00X01uMo oTMeTUTh MyHKT «CeteBoil TyHHenb (TUN)» win
«Bupryansnoe Ethernet ycrpoiictBo (TAP)» u naxarp kHonky «Co3nats coenunenue» (Puc. 141). Hon-

eH OBITh BEIOPAH TOT K€ THII, YTO U HA CTOPOHE CepBepa.
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Co3zdanue nosoco OpenVPN- coedunenus

HoBoe coeWHEHWE:
CeTeroil TyHens (TUN)
BupTtyansHoe Ethernet ycTpoicTeo (TAP)

Co3fatb CcOBgUHEHWE

Puc. 141

H€OXOI[I/IMO O6paTI/ITB BHUMAHHC, YTO Ha CTOPOHC KJIMCHTA, OJOJIKCH 6I>ITI> BbIGpaH TOT XK€ THUIL
BUPTYaJIbHOTO YCTPOICTBa, YTO U Ha CTOpOHE cepBepa. s OONBIIMHCTBA CIIy4YaeB MOAXOAUT MapuIpy-
TU3UPYEMOE TOJIKIIIOUEHHE.

[ToMmuMO 3TOr0 HY)KHO MOAMHKCATH KIIOY openvpn B MoAayJie «Y mocroBepsitomuid LlenTp» (maker

alterator-ca) Ha cepBepe.

B pesynbTaTe cranyT qocTynHbl HacTpoiiku coeauHeHus (Puc. 142).

Mooyne « OpenVPN- coeounenusn»

tuno COCTOAHWE: BEIKIIDUEHO  3aNYyCTHTL W
Cepeep: | 192.168.0.131
MopT: 1194

Kniou:  openvpn w

YnpaBneHwe KnouamMi...

3anyckaTe NpK FarpysKe

MapwpyT no ymonuanuio yepes VPN
Cxatue LZO

Acnone30BaTe CORQMHEHNE TCP

ANropuTM WidposaHwa: | default w
ANropuTM WKgpoeaHdna TLS:  default “w
ANTOpWTM X3Wwnposadna: | default ~

OTKAKYWTE COTNACOBRHWE ANTOPUTMOE WWdpoeaHwa (NCP)

MpUMEHHT CopoCcHTE ¥nanuTe coegUHEHWE

Mono¥uTe ceptudmkat ¥U: | O63op... | ca-root.pem MoNoKHTE

Puc. 142
Ha knuente B moayne «OpenVPN-coennHeHne» HE00X0AUMO yKa3aTh:
—  COCTOSIHHE — «3aIlyCTHUTb;
— cepsep — [P anpec cepBepa wim 10MeH;
— nopt — 1194;
—  KJIIOY — BBIOpATh MMOJAMMCAHHBIN Ha cepBepe KIT0Y.

JInst npuMeHeHus HaCTPOEeK, HaxaTh KHOMNKY «[IpuMeHuTh». CoctosiHue ¢ « BBIKIIFOUEHO0» JOKHO

MMIOMEHATHCS Ha « BKiIroueHo.
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[IpoBepuTh, MOSIBUIOCH JIM COEAUHEHHUE C CEPBEPOM MOKHO KOMaHIOM:
$ ip addr
JlomxHO TOSIBUTHCSI HOBOE coenHeHue tunl. TIpu oOBIYHBIX HACTPOMKAX 3TO MOXKET BBITIISICTH
TakK:
tunO: <POINTOPOINT, MULTICAST,NOARP,UP, LOWER UP> mtu 1500 gdisc
pfifo fast state UNKNOWN glen 100
link/ [none]

inet 10.8.0.6 peer 10.8.0.5/32 scope global tunO

5.5 JHoctym k cnyx6am u3 cetu UHTepHET

5.5.1 BaewmHue cetn

OC mnpenocTaBisieT BO3MOKHOCTh OPraHHU30BaTh JOCTYIl K CBOMM Ciy»kOam u3BHe. Hampumep,
MOKHO TIPEIOCTaBUTh JOCTYN K KOpIOpaTUBHOMY BeO-caiiTy u3 cetu UuTtepHer. Jlns obecnieueHus Takoi
BO3MOXXHOCTH HEOOXOAMMO pa3pelIuTh BXOAIIME COENWHEHUs Ha BHemHHX wuHTepdeiicax. [lo
YMOJYaHHIO TAKUE COEAMHEHUS OIOKUPYIOTCS

Jlst pa3pellieHns] BHEIIHUX U BHYTPEHHUX BXOJAIIMX COEAMHEHUM mpeaycMoTped pazaen L[YC
«bpannmaysp». B crnmcke «PaspemmTs BXOASIIME COSAMHEHUS Ha BHEUIHMX HHTepdeiicax» Momyns
«Buemaue cetn» (maket alterator-net-iptables) mepeurciiensl HanbOoIee YacTO UCTIOIB3YEMbIE CITYKOBI,
OTMETHUB KOTOPBIE, MOXHO C/ENaTh UX TOCTYMHBIMHU I COEAUHEHUI Ha BHEIIHUX CETEBbIX MHTepdericax
(Puc. 143). Ecnmu HEOOX0AMMO MPENOCTaBUTH JOCTYN K CIyKOE, OTCYTCTBYIOMIEH B CIHCKE, TO HYXKHO
3aJ1aTh UCTIOIb3yEeMbIE 3TOH CITYy>K00# MOPTH B COOTBETCTBYIOLIUX TMOJISIX.

Mo>kHO BBIOpATh OAMH U3 TPEX PEKUMOB PAOOTHI:

— poyTep — IepeHanpaBlieHHe MaKeTOB MEXIy CeTeBRIMH MHTep(dericaMu MPOUCXOIUT O6e3 TpaHCs-
LIUU CETEBBIX aJIPECOB;

— o3 (NAT) — B aToM pexxume OyZeT HacTpoeHa TpaHcisauus cereBbix anpecoB (NAT) npu me-
peHanpaBIeHIH [TAKETOB Ha BHeNTHUE HHTEpdeiichl. Mcrmonb30BaHne 3TOTO pexKuMa UMEET CMBICT,
€CJIM Ha KOMIThIOTEPE HACTPOCH, 110 KpaitHel Mepe, OIMH BHEITHUHN U OJTUH BHYTPEHHUN HHTEPQEIiC;

— Xoct (Pabouas cTaHIus) — B 3TOM peKUME MOXKHO I BCEX MHTEPPEHCOB OTKPHITH UM 3aKPHITh
nopT. BHemHuMH aBTOMaTH4eCKH BBIOMpAIOTCs Bce MHTEpQeEchl, KpoMme 10 U crenuanbHbIX HUc-
kimoueHuit (virbr*, docker®).

B n1000M pexrMe BKIIIOUEHO TOJIBKO IMEpeHanpaBlIeHHE MaKeTOB C BHYTPEHHUX HHTep(dercos.
[TepenamnpaBieHue MakeTOB C BHEITHUX WHTEP(EHCOB BCeTra BEIKIIOUECHO. Bee BHyTpeHHHE HHTEP(EHCHI

OTKPBITHI IS JTIOOBIX BXOJISIINX COSTMHEHUH.
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Mooyne « BhewiHue cemuy

Bepcus IP: IPyd BKNIO4HTL BpaHaMay3p

Bri6epuTe pexum paboTkl: Loz (NAT) w
BbiGepUTe BHELWHWE MHTEpPhERC: O enp0s3 (Intel Corporation 82540EM Gigabit Ethernet Controller ) 192.168.0.45/24

PaspewnTe BX0OAAWME COBOMHEHNA HA BHEILHWE WHTepMheRcax:

Cnyweb: LIeHTp yNpaBneHnA CHCTEMOR (W)
[[] Cwcrema nevatn CUPS
D DHCP
D DMNS
O Mepegava thaiinoe (FTP)
O Moutoewlid cepeep (IMAP)
D LDAP
OpenvPN
O MouToewlid cepeep (POP3)
O Mpokck-cepeep
O Dailnoeslid cepeep (Samba)
O MouToBblid cepeep (SMTP)
D Ynpaenenue ceteio (SHNMP)
YOanéHHLIH gocTyn (SSH)
D YOanéHHslid gocTyn (telnet)
D HTTRHTIPS
O Zeroconf
[] SIPH.323
D STUNM
[] VPN
Cny#eoHble naketwl (ICMP)

JononHUTENsHBle NopTel TCP:
(pPa3zgeneHHEE IANATEIMK UK NpoGenamu)
NononHuTensHele NnopTel UDP:

(pPa3zgeneHHLIE 3ANATEIMK WK NpoGenamm)

MpUMeHnTE CopocHTb

Puc. 143

5.5.2 Cnucok 6J0KHPYEMBIX XOCTOB
Monyns «Crimcok OnOKHpyeMbIX XocTOB» (maker alterator-net-iptables) mo3BosisieT HACTPOUTH
OJIOKHPOBKY JIFOOOTO CeTeBOro TpapuKka ¢ yKa3aHHBIX B CHHCKE Y3JI0B (BXOASALINMA, UCXOIAIIMNA U Tepe-
CBhIJTACMBIN ).
brokupoBanue Tpaduka ¢ yKazaHHBIX B CITUCKE Y3JIOB HAYMHAETCS TIOCIIC YCTAaHOBKH (bakka

«HMcnonb3oBaTh uepHbIi cincok» (Puc. 144).
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Mooyns «Cnucok 610Kupyembix X0cmog

YepHEIA cNUCOK:

Bepcua IP: | IPvd
Mcnonb3oBaTh YepHbIA CNWCOK
182 168.055 Ypanurts

HoGaenTe IP agpec CeTh WK XOCTA: FILGETT

Puc. 144

s no6aBnenus 610KUpyeMoro y3ia Heooxoaumo BBectH [P-anpec B mone «J{o6asuts IP anpec
CETH MJIM XOCTa» M HAXaTh KHOMKY «Jl00aBUTEHY.

Jng ynanenust yzna He0OX0AUMO BBIOPATh €ro U3 CIHMCKa U HAXKaTh KHONKY «Y IalUTh.

5.6 OOcnyxnuBaHHe paboueil CTaHIMH
PerynspHblii MOHHTOPHHT COCTOSIHHSI CHCTEMBI, CBOCBPEMEHHOE pE3EPBHOC KOIMPOBAHHME,
obHOBieHHEe ycTaHOBIeHHOTo 10, SBISIFOTCS BaXKHOM YacThIO KOMIUIEKCA paboT MO 0OCITyKUBAHUIO

paboueii CTaHIIUH.

5.6.1 MOHUTOPUHT COCTOSHUS CUCTEMBI

Hns obecneuenust OecriepeOoiiHON paboThl paboyeid CTaHIMHM KpalHE Ba)XHO HPOM3BOIUTH
MOCTOSIHHBI MOHHTOPHHI €€ COCTOfHHUsA. Bce coObITus, mpoucxopsmme ¢ pabodeld cTaHuueid,
3aMMCHIBAIOTCS B JKYpHANbI, aHAIM3 KOTOPBIX MOMOTraeT u3bexkaTh cO0eB B paboTe M MpeloCTaBIISET
BO3MOKHOCTB Pa300paTbcs B MPUUNHAX HEKOPPEKTHOW pabOTHI.

st mpocMoTpa KypHaioB nipeaHazHadeH Mmoayis LY C «Cucremubie xxypHambDy (maket alterator-
logs) u3 paszmena «Cuctemay. MHTepdelic MO3BOJIET MPOCMOTPETh pa3iMyHbIE THUIBI JKypHAJIOB C
BO3MOXXHOCTBIO TIepexo/ia K 0ojiee cTapbiM WIH 00Jiee HOBBIM 3aITHCSIM.

Paznuunble )KypHaIbl MOTYT OBITH BEIOpaHbI U3 criucka «KypHanspy (Puc. 145).



134

Mooyne « CucmemHble JHCYpHATbLY

HMypHane:  CWCTEMHbIE COOBWEHUA (Journald)

OeK 87 16:27:20 host-155.test.alt kernel: audit: type=1100 audit(1638887240.509:603): pid=25051
uid=500 auid=500 ses=22 msg='op=PAM:authentication grantors=pam_tcb acct="root" exe="/bin/su"
hostname=localhost addr=127.0.0.1 terminal=/dev/tty2 res=success’

neK 87 16:27:20 host-155.test.alt kernel: audit: type=1101 audit(1638887240.513:604): pid=25651
uid=500 auid=5080 ses=22 msg='op=PAM:accounting grantors=pam_tcb acct="root" exe="/bin/su"
hostname=localhost addr=127.0.0.1 terminal=/dev/tty2 res=success’

OeK B7 16:27:20 host-155.test.alt kernel: audit: type=1185 audit(1638887240.514:605): pid=25051
uid=568 auid=508 ses=22 msg='op=PAM:session_open grantors=pam_tcb, pam_mktemp,pam_ limits, pam_xauth
acct="root" exe="/bin/su"™ hostname=localhost addr=127.0.8.1 terminal=/dev/tty2 res=success'

OeK 87 16:27:20 host-155.test.alt audit[256051]: USER_AUTH pid=25051 uid=500 aulid=500 ses=22
msg="op=PAM:authentication grantors=pam_tcb acct="root" exe="sbin/su" hostname=1localhost
addr=127.0.0.1 terminal=/dev/tty2 res=success'

Oer 87 16:27:20 host-155.test.alt audit[256051]: USER_ACCT pid=25051 uid=500 auld=500 ses=22
msg="op=PAM:accounting grantors=pam_tch acct="root" exe="/bin/su" hostname=localhost addr=127.0.0.1
terminal=/dev/tty2 res=success'

nex @7 16:27:20 host-155.test.alt audit[256851]: USER_START pid=25851 uld=5600 auld=5600 ses=22
msg='op=PAM:session_open grantors=pam_tcbh, pam mktemp, pam limits, pam_xauth acct="root" exe="/bin/su"
hostname=localhost addr=127.0.0.1 terminal=/dev/tty2 res=success’

neK 87 16:27:20 host-155.test.alt audit[25651]: CRED_ACQ pid=25851 uid=580 auld=500 ses=22
msg="op=PAM:setcred grantors=pam_localuser,pam_tcb acct="root" exe="/bin/su" hostname=localhost
addr=127.0.0.1 terminal=/dev/tfy2 res=success'

OeK 87 16:27:20 host-155.test.alt kernel: audit: type=1103 audit(1638887240.521:606): pid=25051
uid=560 auid=588 ses=22 msg='op=PAM:setcred grantors=pam_localuser,pam_tcb acct="root" exe="/bin/su"
hostname=localhost addr=127.0.08.1 terminal=/dev/tty2 res=success’

OeK 87 16:27:28 host-155.test.alt ahttpd[9660]: dynamic-callback,url="/1login", name="ui"

m n u m Crpowm 9920-9940 w3z 10005 | Mokaskiears: .20l-:1|:|0;: - W

2

Puc. 145
JIOCTYIIHBI CIIeyIONTUE BUIBI dKYPHAIOB:
— «bpanamaysp» — 0TOOpaxaroTcsi COOBITHSI OE30MAaCHOCTH, CBSI3aHHBIE C PA0OTON MEKCETEBOTO
skpana OC;
— «CuctemMHBIe COOOIIEHUS» — COOOIIECHUS OT CUCTEMHBIX CIIy k0 (coobmienus ¢ Tumom DAEMON).
Kaxxprit s)KypHaJl MOXKET COJIEp)KaTh JOBOJIBHO OOJBIIIOE KOJMYECTBO COOOIICHHH. YMEHBIINTh
00 yBEIWYUTH KOJHMYECTBO BBIBOJAMMBIX CTPOK MOXKHO, BBIOpaB HY)KHOE 3HAUYCHHE B CIIHCKE
«IToxa3wIBaTEHY.
Kaxxnprit s)KypHaJl MOXKET COJEP)KaTh JOBOJBHO OOJBIIOE KOJIMYECTBO COOOIICHHI. YMEHBIINUTH
00 YBEJIIMYUTh KOJIMYECTBO BBIBOAUMBIX CTPOK MOXKHO, BBIOpDaB HY)XHOE 3HAYCHHE B CITHCKE
«IToka3wIBaTEHY.
5.6.2 CucremHbIe CITyKObI
JIist U3BMEHEHUsI COCTOSIHHSI CTY»KO MOXKHO HCIONb30BaTh Monysb L[YC «CucremHbie Ciy)ObD»
(makert alterator-services) u3 pasaena «Cucrema». MHTEepdeiic mo3BOISET U3MEHITh TEKYIEe COCTOSHUE
CITyKOBI U, eClii He00X0IUMO, TPUMEHHUTD OTIIIHIO 3aIycKa CIy>KOBI IpH 3arpy3ke cucteMsl (Puc. 146).
[Tocne BbIOOpa Ha3BaHUs CIY>KOBI U3 CHHCKa OTOOpa)kaeTcs ONMMCAHHUE JaHHOW CITY>KOBI, a TaKKe

Tekymiee cocrosinue: «Paboraer»/«OcranoBnenay/«HeusBecTHOY.
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Mooyne « Cucmemmvie cysicowbly

Cmybb!:
dl.lulll:l.bt‘r\l'.lt.ﬂ crund.service
autofs.service
avahi-daemon service Cron — cTaHAapTHaA nporpamma UMDY, koTopana 2anyckaeT yKa3aHHLIE NONL30BATENEM

NpOrpamMMel N0 PACTMCAHWK. ViXie Cron COAepMUT GONBLLE BOZMOMHOCTEI N0 CPABHEHNK ©

avahi-daemon.socket i £
Ga20B0l NporpaMmoil cron 4na UNIX, BRI0UAR YNYUWEHHYID B30NACHOCTE W BONLIWYKD

blk-availability service TMBHOCTb.

bluetooth service

canberra-system-bootup service Tekylllee COCTOAHWE CNy#E6l. paGoTaeT  HE MEHATL w
canberra-system-shutdown-reboo

canberra-system-shutdown servici Janyckark NpK 3arpy3Ke cncTems

chrony-wait.service

chronyd service
console-getty service
consolesaverservice
cpufreg-simple-wake service
cpufreg-simple service

MNpUMEHATE

cups-browsed service
cups-lpd socket
cups.service
cups.socket

rdehun-chall canvicra

Puc. 146

5.6.3 CucremHble OrpaHUYCHUS

CpenctBamu wmonaynsi «CuctemHble orpaHuueHus» (maker alterator-control) w3 pasmena
«Cucrtema» OmpenesstoTcs HECKOJIbKO 3apaHee 3aJaHHbIX PEKUMOB JIOCTYIIA K TOMY WJIM UHOMY (aiy.
AJMUHHUCTPATOpP CHUCTEMBbI MOXET YCTAaHOBUTH OAMH U3 3TUX PEKHUMOB — OH OyJeT rapaHTHUPOBAHHO
COXPAHEH MPHU OOHOBJICHUH CUCTEMBI.

Taxoke MOZYJIb MOXET UCIIOJIb30BaThCs KaK IPOCTOM KOH(PHUTYpaTOp, MO3BOJIAIONINHN MEePeKII0uaTh
MHOTHE CUCTEMHBIE CITy>KOBbI MEXKIY 3apaHee ONpeIeICHHBIMU COCTOSIHUSIMU.

Ha Puc. 147 noka3zaHsl MONMUTHKY JUIst KoMaHAbl fusermount.

Mooynv « Cucmemmble OTpaHUYCHUS»

crontab
cups Comman Unix Printing System
dvd-ram-control
dvd+rw-bookiype
dvd+rw-format
dvd+rw-mediainfo

fusermount
gpasswd Administer system group and gshadow files
groupmems Administer system group and gshadow files
growisofs
hddtemp
krb5-conf-ccache Kerberos client default credential cache
Pexm: Cnpagka:
public fuseonly: Only "fuse" group members can execute
Jusr/bin/fusermount and fusr/bin/fusermount3
wheelonly
restricted
&
CoxXpaH1Tb

Puc. 147
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JU1s mepexIIioueHHst COCTOSIHUSA CIIEAYET BHIOpAaTh MOJUTUKY U HAXKaTh KHOMKY «COXpaHUTHY.

5.6.4 OOHOBJICHHE CUCTEMBI

[Toce ycTaHOBKM CHCTEMBI KpaliHE Ba)KHO CienuTh 3a oOHoBjieHUsMU [10. OOGHOBIeHUS s
OC «Upumuym» MOTYT coaepKaTh Kak HCIPABICHHS, CBSI3aHHBIE C OE30MACHOCTHIO, TaK U HOBBIH
(GYHKIIMOHAT WM TMPOCTO YIyYIIEHHWE M YCKOPEHHUE alropuTMoB. B mo0oM ciayyae HaCTOSITEIBHO
PEKOMEHIYETCSI PETYJISIPHO OOHOBIIATH CUCTEMY JJIsl OBBILICHHS HAJICKHOCTH €€ paboThlI.

Jis  aBTOMaTM3alMKd Tpollecca YCTAaHOBKH OOHOBIIGHWH mpemycMoTpeH wmoayins L[YC
«ObHoBeHne cucteMmb» (makeT alterator-updates) m3 pasgenma «Cucremay. 31€Ch MOXKHO BKIIFOUHTH
aBTOMAaTH4Yeckoe OOHOBIEHHE uepe3 VHTepHET ¢ OJHOTrO M3 MpeiaraéMbIX CEpBEPOB WU 3a1aTh
coOcTBeHHBIC HAcCTpoiiku (Puc. 148).

Mooynb «ObHosneHue cucmemol»

() He 0GHOBNATE CUCTEMY
OBHOBNEHWE CUCTEMEI YTPABNAEMOE CEPEENOM
() OBHOBNATL CHCTEMY ABTOMATWUYECKA M3 MHTepHeT

Penosntopuu: NecAtan nnatdopma

Pacnucaue oGHOBNEHHIA
ExenHeEHO
ExeHenensHo B

() EXeMECAYHO B 0eHb:

Bpema:  02:00:00
MpUMEHHTE CEpocHTh

Puc. 148

Hcrounnk OOHOBIIEHWH YKa3bIBaeTCs SBHO (Ipu BbIOpaHHOM peknMe «OOHOBISTH CHCTEMY
aBTOMATUYECKU W3 ceTH VIHTepHeT») WM BBIUUCISETCS aBTOMATUYECKU (TP BBHIOPAHHOM pPEXHME
«OOHOBJICHHE CUCTEMBI YNPaBISIEMOE CEPBEPOM» U HAIMYUU B JIOKAJTHHON CETH HACTPOSHHOTO cepBepa
OOHOBIICHHIA).

[Ipumeganmue. Paboune craHmuM «BHAAT» JIOKAIBHBIA CepBEp OOHOBJICHHWH, MpU BBHIOOpE
pexxuma «OOHOBJIEHHE CUCTEMBI YIIPaBISIEMOE CEPBEPOM», €CIM OHU HAXOAATCS B JOMEHE (Ipu 3TOM
cepBep OOHOBJIEHUH JODKEH OBITh HACTpOeH Ha «OmyOIMKOBaTh KaK PEMO3UTOPHMA 1151 aBTOMaTHYECKHX
OOHOBIICHHIT» ).

Taxxe HeoOxoauMo ykazaTh perno3utopuu. CreayeT oOpaTUTh BHMMAaHHME Ha TO, YTO pa3HbIE
PENO3UTOPHH OBIBAIOT Pa3HOM CTEMEHH CTAOMIBHOCTH U YeM CTaOWUIIbHEE PETO3UTOPUi, TEM pEeXe TaM

MOSABJIAIOTCA HOBBIC BEPCHUU HpHJIO)KGHHfI.
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[Ipomecc OOHOBNIEHMS CHUCTEMBI OyAET 3alyCKaTbCsd AaBTOMATHYECKH COIJIACHO 3aJaHHOMY
PacIHCaHUIO.

[Ipumeganmue. UroObl yka3zaThb B KadecTBE cepBepa OOHOBICHUN JOKAIHHO HACTPOCHHBIN
MCTOYHHK, HEOOXOMMO BBIOpaTh pexkuM « OOHOBIATH CHCTEMY aBTOMAaTW4ecKH U3 MIHTepHeT», BHIOpaTh
B crucke «Jlpyroil agpec» M ykasaThb ajpec JIOKAIbHOTO cepBepa OOHOBJIEHMH, Hampumep http:/<ip
cepBepa>/mirror (Puc. 149).

Vrkaszauue ucmounuxa oonosnenutl

OBHOBNATE CUCTEMY AETOMATHYECKN W3 MIHTepHeT
MCTOUHME; ,ﬂ,l:l]"fﬂﬁ agpec o
hitp-/1192 168.0.185/mirrar

Penozvtopui: JNecATas nnatgopma

Puc. 149

5.6.5 OOHOBIEHHE CHCTEM, HE UMEIOIIMX BBIX0/a B MIHTepHET

s cucteM, He UMEIOLIUX MPSIMOTO BbIxoaa B MIHTepHET, peKOMEHAyeTCs YCTaHOBKA OTAECIBHOTO
cepBepa oOHoBieHHH (Hampumep, Ha 6a3e OC «AnbT CepBep» unmn OC «Upuanym»), HaXOIAIIETOCs BHE
3alIMIIEHHOT0 KOHTYpa U OpTaHU3aIisl OTPAaHUYCHHOTO JTOCTYTIAa K 3TOMY CEpBEpY.

Monyne LYC «CepBep oOHOBieHwmit» (maker alterator-mirror) w3 pasmena «CepBepb»
IpeAHa3HaueH JUIs 3ePKATMPOBAHNS PENO3UTOPHEB U MyOJIMKAIMY UX JUII OOHOBJICHUH pab0vnX CTaHIIUH
U CEPBEPOB.

Ha ctpanurie Moty st MOKHO BBIOpaTh, KaK 4YacTO BBIMOIHATD 3aKaUKy ITAKETOB, MOYKHO BBICTABHUTD
BpeMs, KOorja HaunHaTh 3epkanupoBanue (Puc. 150).

31ech TakkKe MOXKHO BBIOpaTh PEMO3UTOPHUH, JOKAJIbHBIE Cpe3bl KOTOPHIX HeoOxonumbl. Ilpu
Ha)KaTUH Ha Ha3BaHUE PETIO3UTOPHSL, MOSBISIOTCS HACTPOUKH 3TOoro penozuropust (Puc. 151). Heo6xoaumo
BBIOPATh HCTOYHHK, APXUTEKTYPY MPOLIECCOpa (€CIN UX HECKOIBKO, TO CTOMT BBIOPATh COOTBETCTBYIOLIHE).

[Ipumeuanue. Ilpu BeiGOpe 1106011 apXUTEKTYpHI Takke OyneT 100aBIeH UCTOYHUK ¢ noarch.
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Mooyne «Cepsep 06HO8IEHUILY

McTouHMK % | ADXMTEKTYPBI %

AF

-
3

L1

PenosuTopui

AF

CrabunbrHan setia ALT Linux 5.1

PenosuTtopuid oGHoBNEHWH Ana AnbT 8 CI1

[NecaTan nnatopma fip.altinux.org | x86_64 xB6_64-i586

(27 16}

MNaran nnatthopMa
LWecTan nnardhopma
Censman nnatdhopma
Bocbman nnathopma
[NeeaTtan nnatgopma

[eeartan nnatpopma (mipsel)

ALT Linux Sisyphus

ALT Linux Sisyphus (riscved)

NybnuyHbm Gpany TEAM t6

D00 O0OOODOOOOmEOO|g

NybnuyHbm Gpady TEAM t7

o o o o o A o

CeoGogHoe mecTo: 16176

Mpegynpexaeqne: 3epKanpoBaHie NoTpeaYeT HANMUA GOMLILOTD KONMYECTEA MECTA Ha JUCKE.

() OTHNIUNTEL 3EPKANMPOBAHIE
(%) 3epKANMPOBATE EXEJHEEHD
() 3epkanupoBaTk EXEHENENEHO B:

() 3epKanvpoBaTk EMEMECAYHO B AeHk:

Bpema:  02:00

Puc. 150

Hacmpoiiku penozumopus

Penoautopuit: flecatas nnardopma

VICTOUHWK. | fip altlinux.org (ALT Linux, Moscow) ~

ApXMTEKTYPBI 0O i586
xB6_64
xB6_64-i586

ToKanbHoe 3epKano PenosuTopus

[} Ony6GnukoBaTh kak peno3MTORMIi ANA ABTOMATHYECKUX OGHOBNEHWI

WCmounTh KaTanon n hains (kasibi waknoH B 0TAENLHOR CTpoKe)
SRPMS

RPMS.debuginfo
*-debuginfo-*

Puc. 151
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CepBep 0OHOBIIEHHI MPEAOCTaBISET BO3MOXXHOCTh aBTOMAaTUYECKH HACTPOUTH OOHOBIIEHUE KIIH-
€HTCKHMX MallluH B HY)KHOM pEXHUME:

— JlokanbHOE 3€pKano perno3uTOpUsi — B 3TOM PEKHUME Ha CEpPBEPE CO3ACTCA KOMHUS YIaJICHHOTO
peno3utopus. 3arpy3ka [10 KIMEHTCKMMM MallMHAMU MPOU3BOJUTCS C JIOKAJILHOTO CepBepa 1o
nporokosam HTTP, HTTPS, FTP, rsync (a1 kaxaoro mpoTokoyia Hy>KHO HAaCTPOUTh COOTBET-
CTBYIOLIHME CIY>KObI, HIDKE mpuBencH nmpumep Hactpoiiku HTTP- u FTP-cepsepa). Hanmuumne Ha
JIOKAJIbHOM CepBepe 3epKajia Perno3UTOpHs Mpu OOJIBIIOM KOJIMYECTBE MAIllMH B CETH TMO3BOJISET
CYIIIECTBEHHO COKOHOMUTH TpauK.

[IpuMeuaHnue.3epranupoBaHue MOTPEOYET HATUYHMSA OOJNBIIOTO KOJUYECTBA MECTa HA JHCKE.
YMEHBIIUTH pa3Mep CKaunBaeMbIX (DaliIoOB M 3aHUMAEMOE PETO3UTOPUEM MECTO Ha JHCKE MOXK-
HO, YKa3aB UMEHa KaTajoroB U (ailyioB, KOTOpble OyAyT UCKIIIOUEHBI U3 CUHXpOoHHU3anuu. Hanpu-
Mep, HE CKaYMBaTh MAKEThl C UCXOIHBIM KOJIOM U MAKEThI ¢ OTIaA0YHON NH(pOpMaLrei:

SRPMS

*-debuginfo-*

[I1abi0HBI yKa3bIBalOTCA MO OJHOMY B OTAEIbHOU cTpoke. CUMBOJ «*» HCMONb3yeTcs ISl MOJ-
CTaHOBKH JIF00OOT0 KOJIMYECTBA CHMBOJIOB.

— Ilybnukamus perno3utopusi — B 3ToM ciaydae myonukyercss unu URL BHemHero cepsepa, cozaep-
JKAIIETro PEerno3UTOPUN W, €CIIM BKIKOYEHO JIOKAJIBbHOE 3€PKAJI0 PEIO3UTOPHS, apec 3TOro cep-
Bepa. Takast myOmuKanust TO3BOJISIET KIMEHTCKUM MAallliHAM aBTOMAaTHYEeCKH HACTPOUTH CBOM Me-
HEJDKEPHl MAKETOB HAa HCIIOJIB30BAHME BHEIIHErO WM JOKalIbHOro peno3utopus. Co CTOPOHBI
KIIMEHTCKUX MAIIIMH, B 3TOM Cllydae, HE0OXOUMO HACTPOUTh MOAYIh «OOHOBIICHHUE CHUCTEMBI»,
OTMETHUB B HEM MYHKT «OOHOBIIEHUE CHCTEMBI YIIPABIISIEMOE CEPBEPOM).

HacTpoiika JIOKaJIbHOTO peno3uTOpHUs 3aKaHYMBAETCS HaXKaTueM Ha KHONIKY «IIpuMeHuTh.
[Ipumeuanue. Ilo yMOIYaHHIO JIOKaJIbHOE 3€PKAJIO  PEMO3UTOPUS  HAXOAMTCS B
/srv/public/mirror. Iy TOro 4To0kl 3epKATUPOBAHIE TIPOUCXOIUIIO B APYTYIO IMANKY HEOOXOAUMO
ATy TanKy NPUMOHTHUPOBATh B mamnky /srv/public/mirror. as storo B daiin
/etc/fstab cienyer BnucaTh CIEIYIOUIYIO CTPOKY:
/media/disk/localrepo /srv/public/mirror none rw,bind,auto 0 0O

rae /media/disk/localrepo — nanka-xpaHWIMIIE JIOKAIbHOTO PENO3UTOPHS.

5.6.5.1 Hacmpoiixa eeb-cepsepa

YcTaHoBUTH BeO-cepBep nginx:
# apt-get install nginx

Cospnatp aiin KOH(puUrypamu cepsepa B /etc/nginx/sites-
available.d/repo.conf:

server
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listen 80;

server name localhost .local <pam 1ip>;

access_log /var/log/nginx/repo-access.log;

error log /var/log/nginx/repo-error.log;

location /mirror {
root /srv/public;
autoindex on;

}

Cnenarb cChUIKY B /etc/nginx/sites-enabled.d/:
# 1In -s /etc/nginx/sites-available.d/repo.conf /etc/nginx/sites-
enabled.d/repo.conf

3amyCcTUTh nginx U J0OABUTH €T0 B aBTO3arpy3KYy:
# systemctl enable --now nginx

Ha ximMeHTCKHMX MammHax HEOO0XOIWMO HACTPOWUTh perno3uTopuu. CrenaTh 3TO MOXKHO B
nporpamme yripasieHus nmakeramu Synaptic («ITapamerpesny — «Peno3utopun») Uiu B KOMaHIHOM CTPOKE:
# apt-repo rm all
# apt-repo add http://<ip cepsepa>/mirror/pl0/branch

[IpoBepuTh NMPABUIBLHOCTD HACTPOMKHU PETIO3UTOPHUEB:
# apt-repo
rpm http://192.168.0.185/mirror pl0/branch/x86 64 classic
rpm http://192.168.0.185/mirror pl0/branch/noarch classic
5.6.5.2 Hacmpouxa FTP-cepsepa

YcranoBuTh, HaCTpoUTH U 3amycTuTh cepep FTP (cm. Hactpoiika cepepa FTP).

Cospnatb katajor /var/ftp/mirror:
# mkdir -p /var/ftp/mirror

[IpumonTHpOBaTH Katajnor /srv/public/mirror B /var/ftp/mirror ¢ omnmuei --bind:
# mount --bind /srv/public/mirror /var/ftp/mirror

[Ipumeuanue. g aBTOMAaTHUYECKOTO MOHTHpPOBaHUA KaTtajora /srv/public/mirror
MIPH 3arpy3Ke CUCTEMBI HEOOXOUMO T0OABUTH CIIEIYIONLYIO CTPOKY B (haitn /etc/fstab:
/srv/public/mirror /var/ftp/mirror none defaults,bind 0 O

Ha xineHTCKkuX MammHax HeoOX0IUMO HaCTPOUTh PEO3UTOPUH:


http://192.168.0.185/mirror
http://192.168.0.185/mirror
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# apt-repo rm all

# apt-repo add ftp://<ip ceprBepa>/mirror/pl0/branch

# apt-repo

rpm ftp://192.168.0.185/mirror pl0/branch/x86 64 classic
rpm ftp://192.168.0.185/mirror pl0/branch/noarch classic

5.6.6 JlokaJIbHBIE yUYETHBIE 3aIIUCH

Monyne «JlokaneHble y4eTHBIE 3amucu» (maker alterator-users) w3 pazmena «Ilombp3oBaTenn»
MpeHa3HaueH AJIsl aIMUHUACTPUPOBAHKS CHCTEMHBIX Tolib3oBareneit (Puc. 152).

Jlnst co3nanust HOBOM yYETHOM 3amMCcH HEOOXOIMMO BBECTH MMS HOBOM YUCTHOM 3aIllMCH U HaXKaTh
KkHOMIKY «Co03/1aTh», I1OCJIE YeT0 UMS OTOOpPA3UTCS B CIIUCKE CIIEBA.

JIJist TOTIOMHUTENTFHBIX HACTPOEK HEOOXOMUMO BBIICIUTH JOOABICHHOE MM, TH0O0, eclii He00Xo-
MO U3MEHHUTH CYIIECTBYIONIYIO YUSTHYIO 3aIIUCh, BRIOPATh €€ U3 CIIHCKA.

B monyne [V C «Jlokanbubie yueTHbIe 3amucu» (Toabko GUI) MoxHO 3a1aTh MPOUIH KHOCKA JJIS
nonb3oBarens (Puc. 153). PexxuM «krock» CIy>KUT JUTsl OTpaHUYCHHS PaB IMOJIb30BaTeIel B CUCTE- ME.

Beb-unmepdgetic mooyns alterator-users

HoBaA yu4ETHAA 3anuck: Coszpats
user KomMMeHTapHii: Tpynnel, B KOTOPLIE EXOAWT
tast NoNL30BaTENL:
= NomalwHwi katanor:  /homefuser -
kiosk : audio
WHTepnpeTatop komMaHg:  /bin/bash w T
BxogWT B rpynny agMWHWCTPATOPOE cdrom
cdwriter
Ha3HauYeHHLIe CUCTEMHEIE POK: localadmins floppy
POWETUSErs fuse
mytest2
users vt
proc
radio
Co38aTh AETOMATHUECKN sambashare
Mapons: (sBeuTE thpazy) scanner
(noETOpMTE user
thpazy) users
uucp
MpuUMeHNTL YAanuTh nonb3oBaTens vboxadd
vboxsf
vboxusers
video

VIMUSErs
wheel

Puc. 152
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Hacmpoiixa pesicuma «kuocky 013 nonvzosamens kiosk

LleHTp yNnpasneH MA CUCTEMON (0T CYyNepnobL30BaTENA)
4+ InaeHas % Pemum skcriepTa X Boixon ) Cnpaska
HoBan y4ETHanA 3anunck: | | | CosflaTe |
user KOMMEHTapUiA: | |
test . -
LoMaLHWA KaTanor: |fh0mef|-cmsk |

WHTEpNpeTaTop KOMaH: | /bin/bash

BX0oWUT B rpynny agMUHUCTPaTOpOB

T

I'Iaponb: Co30aTb aBTOMaTUYECKKW

ABTOMAaTUHECKWIA BXOM B CUCTEMY

Ha3Ha4YeHHble CUCTEMHbIE POAK [pYMmel, B KOTOPLIE BXOAWT NoMb30BaTens =
localadmins audio
powerusers camera
cdrom
cdwriter
floppy
fuse
proc

| .- | (esennTe dpazy)

| - | [noeTopuTe dpazy)

PexuM K1ocka | OBeiMHEIA pabouni cTon

Beb-6bpaysep (firefox.desktop)

MpUMEHNTE YOanuTe NONL30BaTENA

Puc. 153

[Tpoduns knocka — ¢aiin .desktop (00buHO M3 /usr/share/applications), pa3menia-

eMBbIH B KaTayor /etc/kiosk.

Jns  cozmanuss mpoduias MOXKHO TMPOCTO cKomupoBarh (aiinm  .desktop

(manpumep,

firefox.desktop) u3 /usr/share/applications, B katanor /etc/kiosk, HO Jy4Iie co-

3math cBoit desktop-daiin u ckpunr, comepxarniuii Tpedyemoe I10.

[Ipumep HACTPOUMKH peKUMa «KUOCK»:

1. Cosznath karanor /etc/kiosk (ecnu OH elie HE CO3/IaH);

2. Co3spats ¢aiin /etc/kiosk/webkiosk.desktop co ClaeayOmuUM CONEPKUMBIM:
#!/usr/bin/env xdg-open
[Desktop Entry]
Version=1.0
Type=Application
Terminal=false
Exec=/usr/local/bin/webkiosk

Name=WEB-kiosk
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Icon=start
3. Coznatb daitn /usr/local/bin/webkiosk co ciaenyromum coaepKUMbIM:
#!/bin/bash
marco —--replace &
firefox --kiosk --incognito https://vya.ru
4. Cpenatsb aiin /usr/local/bin/webkiosk HCIOTHIEMBIM:
# chmod +x /usr/local/bin/webkiosk
5. B moayne «JlokanbHble yU4ETHBIC 3aMTUCU», BBIOPATh YUETHYIO 3aIUCh MOJIH30BATENs, 3aTEM B BhI-
najaronieM ciucke «Pexum kuocka» BeiOpath myHKT « WEB-kiosk (webkiosk.desktop)» u naxars
KHONIKY «[IpuMeHUTDHY.
6. 3aBepmIuTh CEAHC TEKYIETro MOJIh30BATEINsl U BOUTH B CUCTEMY HCIIONIB3Ysl YIETHYIO 3aITUCh TOJIb-
30BaTes, UIsl KOTOPOTO HACTPOCH PEKUM «KHOCKY.
[Tomp3oBarento OyaeT MOCTYNEH TOJNBKO BeO-Opaysep firefox, mo ymomuanuto Oynmer 3arpykeHa
CTpaHUIIa, aJipec KOTOpOil ykaszaH B Qaitne /usr/local/bin/webkiosk.
5.6.7 AIMUHHUCTPATOpP CUCTEMBI
B Monyne «AamunnctpaTop cucteMbl» (maket alterator-root) u3 paznena «Ilonbp3oBaTenuy» MOXXHO
M3MEHUTH TApOJIb CYNEPIIOab30BaTels (root), 3aJaHHbIN P HavaIbHOW HacTpoiike cucteMsl (Puc. 154).

Mooynv «Aomunucmpamop cucmemvi»

Maponk CUCTEMHOND aAMWHWCTPaTopa:

Co30aTk AETOMATHUYECKK
(eeeguTe dhpa3ly)

(noeTopuTe dpa3y)

CMEHWTE Naponk

PazpelwéHHble S5h kmoum:

SHAZ256:ih45vEBNTYyLieSLMERMWY Sy XITmEhOeWR w4 hiw ¥oanure wiwod
Hoewlii kniow: | | OGz0p... | Dain He BLIGPaH. floGaBuThL
Puc. 154

B nannoM Moxyne (Toapko B BeO-uHTepderice) MOKHO 100aBUTh MyOIUYHYIO YacTh Kiroya RSA
nimu DSA st noctyna k cucteme 1o npotokoiny SSH.
5.6.8 Jlara u Bpems

B monyne «/lata u Bpems» (maker alterator-datetime) u3 paznena «Cucremay MOKHO H3MEHUTh

AaTy v BpEMs B CUCTCME, CMCHUTD JacoOBOM IosC, a TAKIKC HACTPOUTH ABTOMATUYCCKYIO CUHXPOHU3AIIUIO
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gacoB 1o npotokoiny NTP u mpenocraBieHue TOYHOTO BPEMEHH IO ATOMY IPOTOKOINY ISl paboumx
cTaHIMi JokanpHOM cetu (Puc. 155).

Mooynv «/{ama u epemsy

MonyuaTk TOUHOE BpeMA © NTP-cepeepa:  pool.ntp.org

PaGoTaTk Kak NTP-cepeep

= OxTAbps 2022 = o
M |Br|Cp|4r|nr|Ca| Be R /;
1 2 iy -~
3 |45 |6|7]8] 0 - -
— —
10 |11|12]13]14 |15 16 - -
17 |18|19|20]21 22| 23 O ~

24 [25|26 |27 20| 30 . I \
1 Tl IR

XpaHnTe Bpemsa & BIOS no MpUHBAYY
Yacoeoi noAc: EsponaManvHuHpas = M3MeHWTb...

NpumeHnTs  CGPOCHTE

Puc. 155

CucreMHOe BpeMsl 3aBUCHUT OT CIEAYIOMUX (PaKTOpOB:
— yacel B BIOS — gackl, BCTpoeHHBIE B KOMITBIOTEP; OHU PabOTAIOT, JaKe €CIIM OH BBIKITIOUEH;
— CHCTEMHOE BpeMs — Yachl B sJIpe ONepalliOHHON cucTeMbl. Bo BpeMsi pabOThI CUCTEMBI BCE MPO-

LECChI IMMOJIB3YIHOTCA UMCHHO 3THUMHU YaCaMU,

— YacoBbI€ MOsiCa — PErMOHbI 3eMJIH, B KaXKIOM U3 KOTOPBIX MPUHATO €JMHOE MECTHOE BpEMSI.

[Ipu 3amycke cucTeMBbl MPOUCXOIUT AKTHUBAIUS CHUCTEMHBIX YacOB M HX CHHXPOHH3ALHUSA C
anmnapaTHbIMHU, KpOME TOTO, B ONPEAENCHHBIX CIIy4asX Y4YMTHIBAETCsl 3Ha4eHHE udacoBoro mosca. [Ipu
3aBEPIICHUH pabOTHI CHCTEMBI IIPOUCXOIUT OOPATHBIN TIPOIIECC.

Ecnu Hactpoena cuaxponu3aius BpeMmenu ¢ NTP-cepBepoM, TO KOMITBIOTEP CMOKET caM paboTaTh
KaK cepBep TOYHOTo BpeMeHHU. [ 3TOro OCTaTOYHO OTMETUTh COOTBETCTBYIOIIMN ITyHKT

«Paboratp kak NTP-cepBep».
5.6.9 Hactpoiika npokcu-cepaepa
Monyns «Hactpoiiku proxy» (maker alterator-sysconfig) m3 pasmena «Cucrtemay IMO3BOJISET

HACTPOUTH MMapaMETPbI POKCU-CEPBEPA, NCII0JIb3yeMOro /1 Beixoa B uTepuer (Puc. 155).
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Mooyns «HacTpoiiku proxy»
Mpokcu-cepeep:  10.0.66.55 MopT: 3128

YuéTHaNA 3anvck:

Mapone:

He MCcnonk30BaTk NPOKCK 4NA:
MpUMEHHT CoOpoCHTh

Puc. 156

JlaHHBII MOTyJIb TO3BOJISIET HACTPOUT:
— [P-agpec u mopT UCIIOJIB3yEMOT0 IIPOKCU-CEPBEPA;
— JIOTUH W Tapoib s JOCTYyMa, €ClIH TPOKCU-CepBep TpedyeT ayTeHTH(HUKAIUIO.
VYkazaHHbBIN IPOKCH-cepBep OyaeT ucnoib3oBathes 110 nis goctyna B ceth MHTEpHET.
[Ipumeuanue. J[n9 mpUMEHEHUS HACTPOEK IMPOKCHU-CEpBepa HEOOXOIUMO Iepe3arpy3uTh
CUCTEMY.
5.6.10 OrpaHuueHue UCTIOJIb30BAHUS IUCKA

Monynp «Mcnonb3oBanue auckay (maker alterator-quota) B pazzaene «Ilonb3oBaTenn» Mmo3BosieT
OrPaHUYUTh MCHOJb30BaHUE TUCKOBOIO MPOCTPAHCTBA MOJIb30BATENSIMH, 3aBEJCHHBIMU B CUCTEME B MO-
nyie «llomp3oBaTenny.

Monynb 1Mo3BOJSET 3a4aTh OrpaHUYEeHUs (KBOTHI) JUJISl TIOJIb30BATENsI MPU KCIIOJIB30BAHUU OIpe-
JEICHHOTO pa3fena Aucka. OrpaHUYUTh MOXKHO KaK CyMMapHOE KOJUYECTBO KHIJIOOAMT, 3aHATHIX (aiina-
MU TIOJIE30BAaTEIS, TaK U KOIM4YeCTBO TUX (haiinos (Puc. 157).

Mooynv «Hcnonvzosanue ouckay

(baiinoean cuctema: v Iekylge ucnons3oeaHne aucka: 0 Kb
BrmoueHo: MArkoe OrpaHuYeHne: KB
Monk20BaTENL: HecTtroe OrpaHuYeHue: KB

user =
KonwuecTeo thannoe: 0

MArkoe orpaHuueHue:

MHecTxoe orpaHHueHne:

Puc. 157

Jns ynipaBieHus KBoTamu (aitioBas cucteMa JoJKHa ObITh OAKIIOUEHA ¢ TapaMeTpaMu usrquota,
grpquota. Jlyis 3Toro cienyeT BIOpaTh HYKHBIA pa3zen B cniucke «DaiiioBasi cucTeMa» M yCcTa- HOBUTh

oTMeTKY B noJie «Bxiroueno» (Puc. 158).
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Mooynv «Hcnonvzosanue oucka»

DainoBan CHCTEMA.  home +  JEKYILEE UCMONL30BAHUE Aucka: 498696 KB

BrnwuyeHO: Markoe OrpaHu4YeHne. o KB
MonbL30BaTENL: HecTtkoe OrpaHWUYeHWe. KB
test Konuuecteo tainog: 3650

MArkoe OTpaHUUEHHE. | 100

JHEecTHOE OTPAHWYEHWE: | 100

NMpUMEHHTE CapocHTh

Puc. 158

Jlnis TOoro 4ToOBl 3a7]aTh OrPaHUYEHUS /IS [10JIb30BaTENs], HEOOXOAUMO BBIOpATh MOJIB30BATENS B
ciucke «Ilonp3oBarenpy, yCTAHOBUTH OTPAHUYEHUS U HAXKaTh KHONKY «lIpruMeHuTDY.
[Ipu 3anaHny orpaHUYEHUN Pa3aINydaroT KECTKUE U MATKUE OIPaHUUYCHHUS:
— MATKOE OTPAaHMUYEHUE: HIDKHASA IPaHUIA OTPAHUYEHUs, KOTOpas MOKET ObITh BPEMEHHO IPEBbI-
nieHa. BpemeHHoe orpaHu4eHre — OJIHa HEJels;
— JKECTKOE OIpaHMYEHHE: UCIOIb30BAHNE AUCKA, KOTOPOE HE MOXKET ObITh IPEBBILICHO HU IIPH Ka-
KHX YCIIOBHSX.

3nauenue 0 mpu 3alaHUKU OTPAaHUYEHHI 03HAYAET OTCYTCTBUE OIPAHUYCHUM.

5.6.11 BreikiroueHue u nepesarpys3ka KOMIboTepa

Wnorpa, B nensx oOCIy)KMBaHUS WK 0 OPTaHU3AIMOHHBIM MPUYMHAM HEOOXOJUMO KOPPEKTHO
BBIKJIIOYUTH WM IEepe3arpys3uTh cepsep. s 3Toro MoxxHO Bocnosabs3oBaTbes MoayneM LIYC «Brixito-
YeHHE KOMIIbIOTepa» B pazzeie «Cuctemar.

Monyns Y C «BpikitoueHne KOMIIBIOTEPA» MTO3BOJISET:

—  BBIKJIIOYHUTH KOMIIBIOTED;

— Iepe3arpy3uTb KOMIIBIOTED;

— TPUOCTaHOBUTH pabOTy KOMIIBIOTEPA;
— TOTPY3UTh KOMIIBIOTEP B COH.

Bo3MoxxHa HacTpoliKa €XXEeIHEBHOIO IIPUMEHEHUS JAHHBIX JCUCTBUH B 3aJaHHOE BpEMSI.

Tak kak BBIKIIIOYEHHE U Nepe3arpy3ka — KpUTUUYHbIC I (PYHKIMOHUPOBAHUS KOMIIbIOTEpA OIle-
panuu, TO IO yMOJYaHHIO HACTpOiKa BhicTaBieHa B 3HaueHHe «lIpomomxuts padory» (Puc. 159). [Ins
BBIKJIIOUEHHSI, TIEPe3arpy3Kyu WIK Mepexoa B dHeprocOeperaronme peskuMbl Hy’)KHO OTMETHUTbh COOTBET-
CTBYIOIIUM MyHKT U HaxaTh «[[puMeHUTHY.

JI1g eKeTHEBHOTO aBTOMAaTHUYECKOIO BBIKJIFOUEHUSI KOMIIBIOTEPA, NIEPE3arpy3Ky, a TaKkKe Mepexo-
7la B 9HEprocoeperaromme pexumMbl HEOOX0JMMO OTMETHTh COOTBETCTBYIOIIMH IYHKT U 3a/1aTh JKEIaeMoe

BpeMs. Hanpumep, i BBIKIIOYEHUST KOMIIBIOTEpA CIEAYET OTMETUTH IYHKT «BBIKIIIOYaTh KOMIIBIOTED
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Ka)KHBIﬁ ACHb B», 3a/1aTb BPCMs BBIKJIIOUYCHUS B I1OJIC BBOJA CJICBA OT 3TOI0 (bnamca " HaXaTb KHOIIKY

«IIpuMeHUTH.
Mooynv « Bvikntouenue komnviomepay

[Mpogon#uTe paboTy

BhIKNIOUNTE KOMNEBIOTEP CRRYAC
Mepe3arpyanTb KOMNLITEP cevac
MPUOCTAHOBMTE KOMNBIOTED CERUac
MorpyauTh KOMNLIOTEP B COH CeAYac

BhIKNYATL KOMNBIOTED KA¥OLIA geHs B:  19:00:00
Mepe2arpyXars KOMNEKTED Ka¥OEIA 0eHE B. | 23:00:00
MpUOCTAHABNMEATE KOMNEKTED KAXOLIA OeHs B2 23:00:00

Morpy%aTh KOMNEKTED B COH Ka¥OLIA geHs & | 23:00:00

MpPUMEHHT COpoCHTE

Puc. 159
[Ipumevanue. /[ BOSMOKHOCTH HACTPOMKH ONOBEIICHUH Ha e-mail, Jo/KeH ObITh yCTaHOB-
JieH maker state-change-notify-postfix:
# apt-get install state-change-notify-postfix
Jnis HacTpOMKM ONOBEUICHUH HEOOXOJUMO OTMETUTh MyHKT «IIpu M3MEHEHUU COCTOSHHS CUCTe-
MBI OTIIPABJIATH EKTPOHHOE MUCHMO IO aJIpecy», BBECTH e-mail agpec n HaxxaTh KHONKY «IIpuMeHHUTDHY
(Puc. 160).

Mooyns «Bwikniouenue komnviomepay. Hacmpotixa onosewyenuii

Mpogom#nTe padoTy

BhIKMIUATE KOMMLKTED CeAuac
Mepesarpy3nTe KOMNBKTED CEAYAC
MpUOCTAHOBWTE KOMNLKITEP CRAYAC
MorpyanTe KOMNBKTED B COH CEHYaC

BhIKMKUATE KOMMNLOTED KaXOLIA qeHs B | 23:00:00
Mepesarpy¥aTe KOMNLIOTED KA¥OLIA 0eHs B 11:22:00
MpUoCTaHABNVMBATE KOMNBIITED KAXOLIA geds B2 | 23:00:00

Morpy#aTh KOMNBIOTED B COH KAXOLIA gede B2 | 23:00:00

[MpK M3MEHEHUN COCTOAHWA CUCTEME! OTMPABNATE 3NEKTPOHHOE NUCEMO NO aapecy: useri@testalt

MpPUMEHUTL CopocHTL

Puc. 160

[To yxazaHHOMY aJipecy, IPU U3MEHEHUU COCTOSHUU CUCTEMBI OYyIyT NMPUXOAMUTH 3JIEKTPOHHBIE

nuceMa. Hanpumep, npu BKIIIOUEHUH KOMIIBIOTEPA, COJIepKaHue MUchbMa OyIeT clieyrolee:
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Tue Dec 7 16:55:31 EET 2021: The host-15.test.alt is about to start.
[Ipu BBIKIIOYEHHH:
Tue Dec 7 16:55:02 EET 2021: The host-15.test.alt is about to
shutdown.
Knonka «COpocuThy BO3BpallaeT CAETaHHbIH BHIOOP K 0€301MacHOMY 3HAUCHHIO M0 YMOJIYAHHIO:
«IIponomxuTh paboTy», NEPEUUTHIBAET PACIIMCAHUS U BBICTABIISET OTMETKHU AJIS €KEAHEBHOIO aBTOMa-

THUYCCKOI'O I[GﬁCTBHH B COOTBCTCTBUC C MPOUYUTAHHBIM.

5.7 Ilpouue BozmoxuocTu LIYC

Bosmoxxknoctu [IYC OC «puanym» HE OrpaHUIMBAIOTCS TOJIBKO TEMH, UTO OBLITM OIMHMCAHBI BHIIIIE.
YcraHoBIE€HHBIE TTAKETHI, KOTOpbIe OTHOCATCS K LIY C, MOXHO TOCMOTPETH, BBIITOJTHUB KOMaHIY:

# rpm -ga | grep alterator*
[Ipoune nakers! 11 LY C MOXHO HaliTH, BHINOJHUB KOMAH/Y:

S apt-cache search alterator*
Monynu MOKHO TOTIOTHUTEIBHO 3arpyKaTh U yAAISITh KaK OOBIYHBIC TPOTPAMMBI:

# apt-get install alterator-net-openvpn

# apt-get remove alterator-net-openvpn

5.8 [IlpaBa goctyna k mogyssim [{YC
AJIMUHUCTPATOP CUCTEMBI (root) UMEeT TOCTYI KO BCEM MOJYJISIM, YCTAaHOBJICHHBIM B CHCTEME, U
MOKCT Ha3HAYATh IIpaBa JOCTYyIIa AJId OJIL30BaTEIEH K ONpCaACIICHHBIM MOAYJIAM.
Jns paspemieHust 10CTyna MOJb30BATENI0 K KOHKPETHOMY MOJYJIIO, aIMHHHCTPAaTOpy B BeO-
unrepdeiice [[YC nHeoOxoauMo BeIOpaTh HY>KHBIH MOIYJIb MU HakaTh CChUIKY «Ilapamerpsl mocTyma k
MOJIYJTI0Y», PACTIONOKEHHYIO B HUKHEH YacTn okHa Moayiis (Puc. 161).

Cevinka «Ilapamempor 0ocmyna Kk MoOy0»

BHEWHWE CETH

PyuHOI peE®WM YNDAENEHWA
Cnucok GNoKMpYeMBIX XOCTOB
BHYTpEHHWE CETH

Puc. 161

B OTKPBLIBLIIEMCS OKHE, B CITMCKC «HoBBIM moIB30BaTENb) HGO6XOILI/IMO BBI6paTB IIOJIB30BaTECIIA,

KOTOPBIA TMOJYYUT JOCTYNl K JaHHOMY MOJYJI0, W Haxarh KHONKY «Jlo6aBute» (Puc. 162). Jlns
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COXpaHEHHUs HACTPOeK HeoOxoaumo rniepesamyctuth HTTP-cepBep, a1 3TOro 10cTaTOuHO HaXKaTh KHOMKY
«ITepe3zanyctute HTTP-cepBep».

Ilapamempwi docmyna kK MoOyo

MapameTpel gocTyna K Mogynwo

Cnegywowme nons30BaTen MMeHT 40CTYN:
user Ypanute

HOBLIA NONL30BATENL:
newuser w NoBaBUTb

3ameuanwe: Bce Baluv MZMEHEHWA BCTYMAT B CUAY Nnocne nepezanycka HTTP cepeepa.
MepeszanycTuts HTTP-cepeep

Puc. 162

Jlns ynanenust JocTyna MmoJjib30BaTessl K ONpeeIeHHOMY MOJYJII0, R AMUHUCTPATOPY, B OKHE 3TOTO
MOJyJIsl HEOOXOAMMO HaxaTh cchUIKy «IlapameTpsl 1ocTyna K MOIYJIO», B OTKPBIBIIEMCSI OKHE B CITUCKE
MOJIb30BaTeNIe KOTOPHIM pa3pelieH AOCTYI, JOJHKEH BBIOpATh MOJIB30BATElNs, HAXKaTh KHOMKY
«Y namutby» (Puc. 162) u nepeszanyctuts HTTP-cepsep.

CHCTeMHBI TMONB30BATENh, MPOHAS MPOUEAYpPYy AYTCHTH(PHUKAIUU, MOXKET MPOCMATPUBATH M

BBI3BIBATHE MOAYJIM, K KOTOPBIM OH UMECT JOCTYII.
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6 ®YHKIHUOHAJ ONEPALIMUOHHON CUCTEMBbI

6.1 T'OCT B OpenSSL
6.1.1 Tlomnepxka mudposanus mo 'OCT B OpenSSL

Jns Brmrouenust moanepkku mmdpoBarus ['OCT B OpenSSL HE00X0IMMO BBITIOJIHUTD CIIEAYTO-

IIUe TCUCTBUS:

1. VYcranoButh maker openssl-gost-engine:
# apt-get install openssl-gost-engine

2. W3menuts koHuUrypanronusii ¢aiiia OpenSSL, BEINTOJIHUB KOMaHTY:
# control openssl-gost enabled

3. TIposeputs, noctymasl i mudpel 'OCT mas OpenSSL:
$ openssl ciphers|tr ':' '\n'|grep GOST
GOST2012-GOST8912-GOST8912
GOST2001-GOST89-GOST89

6.1.2 Co3nanue Kaoue

[Ipumep renepanuu 3akpbIToro kiatoua ¢ anropurmom 'OCT-2012:

$ openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:TCA -out ca.key
[Tpumep co3nanus ceprudukara Ha 365 aueit (ca.cer):

$ openssl req -new -x509 -md gostl2 256 \

-days 365 -key ca.key -out ca.cer \

-subj "/C=RU/ST=Russia/L=Moscow/O=SuperPlat/0OU=SuperPlat CA/CN=SuperPlat CA Root"

[TpoBepka ceptudukara (ca.cer):

$ openssl x509 -in ca.cer -text —noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
33:16:0f:9e:ab:c5:¢cb:2b:97:9a:57:¢c5:99:£9:88:09:7e:68:23:86
Signature Algorithm: GOST R 34.10-2012 with GOST R 34.11-2012 (256 bit)
Issuer: C = RU, ST = Russia, L = Moscow, O = SuperPlat, OU = SuperPlat CA, CN
= SuperPlat CA Root
Validity
Not Before: Jun 3 16:13:22 2021 GMT
Not After : Jun 3 16:13:22 2022 GMT
Subject: C = RU, ST = Russia, L = Moscow, O = SuperPlat, OU = SuperPlat CA,
CN = SuperPlat CA Root
Subject Public Key Info:
Public Key Algorithm: GOST R 34.10-2012 with 256 bit modulus
Public key:
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X:E50615F7CE64842F60D12F757914FE6CE02924BD4C21800B4138670494A8EE8D
Y:62F5C4BAC4170304CA06C3ADACI909709EB4B6888727AD11DC5D7ES52E9827D2E0Q
Parameter set: GOST R 34.10-2012 (256 bit) ParamSet A
X509v3 extensions:
X509v3 Subject Key Identifier:
A2:78:10:51:27:1A:2E:BE:64:F9:71:50:B7:4F:AD:87:43:A3:73:81
X509v3 Authority Key Identifier:
keyid:A2:78:10:51:27:1A:2E:BE:64:F9:71:50:B7:4F:AD:87:43:A3:73:81

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: GOST R 34.10-2012 with GOST R 34.11-2012 (256 bit)
17:72:£3:5£:01:5£:03:cb:a2:86:£3:3d:3b:ee:55:75:19:88:
dc:3a:51:24:4b:0f:a6:1d:fe:26:7a:bd:eb:fb:10:31:1b:0f:
27:76:8e:20:£3:08:03:24:¢c5:a3:3e:71:34:e5:£5:78:02:4b:
65:8b:37:¢c6:d2:e7:3f:cd:97:65

6.2 3anmanue xemei naposieit B coorserctBuu ¢ ['OCT P 34.11-2012

6.2.1 3ananwue xemei maposeit B coorBeTcTBun ¢ [OCT P 34.11-2012 B [IYC

st m3amenns tTuna xema no ymordanuto Ha 'OCT P 34.11-2012 neo6xoaumo B L[YC nepeiitu B
paznen «Cucrema» — «HacTpoiiku 6e30macHOCTHY.

I[Ipumeuanue . JlomkeH ObITh yCTAaHOBJICH NAKeT alterator-secsetup:

# apt-get install alterator-secsetup

B oTkprIBIIEMCS OKHE CIEAYET OTMETUTH MYHKT «BKIIIOUNTH XAIIMPOBaHKE MApOJIEH MOIb30BaTe-
neit o anroputmy I'OCT P 34.11-2012» u Haxxath kHONIKY «[Ipumenuts» (Puc. 163).

3aoanue xeweii naponei 6 coomgeemcmeuu ¢ 'OCT P 34.11-2012

LleHTp ynpaBneHns cUcTeMoid (oT cynepnonb3oBaTens)

4+ CnagHan  # Pemum skcnepta A Boixog / Cnpaeka

Hactpoikn bezonacHocT

BrOKMpOBaTL MaKpOChK! MPUIOMEHNA
V| BKNKYUTE X3LMPOBAHKWE Naponei none3osaTened no anroputmy MOCT P 34.11-2012
Alt Hardening

Mogyne Alt Hardening He akTuBeH

MpUMeHUTL Chpoc

Puc. 163

[TpoBepuTH HACTPOMKY MOKHO, YCTAHOBHUTH IAPOJIh ITOJIH30BATEIIO M BBITIOJIHUB KOMaH/TY:
# passwd user

# passwd -S user
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Password set, gost-yescrypt encryption.

6.2.2 3apanue xemel naponueit B coorBerctBuu ¢ ['OCT P 34.11-2012 B xoHCcOIM
[IpocMoTpeTs THI Xelna napoJis MoJab30BaTENs:
# passwd -S <umsa>
[Tpumep oxkugaeMoro pe3ysprara:
# passwd -S user
Password set, yescrypt encryption.
M3MeHuTh THIA Xena o YMOJYaHUI0 Ha gost-yescrypt:
# control tcb-hash-prefix gost yescrypt
YcraHoBUTH MapoJib MOJIb30BATENIO:
# passwd user
[Tposepka:
# passwd -S user
Password set, gost-yescrypt encryption.
CnmcoK BO3MOKHBIX X3II-(QYyHKIIMA MOXKHO BBIBECTH, BBHITIOJIHUB KOMaH]TY:
# control tcb-hash-prefix help
bcrypt 2b: prefix=$2b$ count=8 (4 - 31 limit)
bcrypt 2y: prefix=$2y$ count=8 (4 - 31 limit)
bcrypt 2a: prefix=$2a$ count=8 (4 - 31 limit)
yescrypt: prefix=$yS$S count=8 (0 - 11 limit)
scrypt: prefix=$7$ count=8 (0 - 11 limit)
gost yescrypt: prefix=8gy$ count=8 (0 - 11 limit)
sha256: prefix=$5$ count=10000 (1000 - 100000 limit)
shab512: prefix=$6$ count=10000 (1000 - 100000 limit)
default: hash prefix managed by libcrypt
Texyiiee 3HaU€HUE XAII-PYHKIIHH:
# control tcb-hash-prefix
gost yescrypt
M3MmenuTh THMA X€ll1a HA YCTAHOBJICHHBIN IO YMOJYaHUIO:

# control tcb-hash-prefix default

6.3 Tloanucek u nmpoepka DI 'OCT

Hnst cozganusa u npoBepku 3aekTpoHHOW noanucu B OC «Hpuanym» MOXKHO HC- MOJIb30BaTh

nporpammy ALT CSP Kpuntollpo (ITommucs u mposepka OIII I'OCT). Bosmoxknoctu ALT CSP

KpunrolIpo:

—  CO3JIaHHE IEKTPOHHON MOMMUCH (OTCOSTUHEHHOMN U MMPUCOCTUHEHHON );
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— CO3JaHMe HJIEKTPOHHOH MOJIIMUCH B Zip-KOHTEHHEPE;
— IIPOBEpKa 3JIEKTPOHHOH MOAINUCH;
— TIPOCMOTP COJEP>KUMOTO Zip-KOHTEHHEpPa C JOKYMEHTOM U 3JIEKTPOHHO MOJIHCHIO.
[Ipumeuanue. Heobxonumo ycTaHOBUTH Maker alt-csp-cryptopro, eciiv OH elle He YCTaHOB-
JIEH:
# apt-get install alt-csp-cryptopro
IIpumeuanwue. s padorst ALT CSP Kpuntollpo 10/KHO OBITE YyCTAaHOBICHO MPOTPAMMHOE
obecnieyenue. Taxke y MOIB30BATENS IOJIKEH CYIIECTBOBAaTh KOHTEHHED ¢ cepTU(UKATOM (B JIOKAJIbHOM
CUMTBIBAaTENE WJIK HA TOKEHE).
3anyctuts ALT CSP Kpunrollpo moxxHoO:
— u3 MeHio paboueit cpens: «Menro MATE» — «Cucremusie» — «ALT CSP Kpunrollpoy;
— W3 KOHTEKCTHOro MeHI0 (aiina B (haiimoBom meHemkepe Caja: «Caja-Actions actionsy — «Iloa-
nucath JokyMeHT» (Puc. 164). /1151 BO3MOKHOCTH 3aycKa U3 KOHTEKCTHOTO MEHIO (haiisia 10J1- )KeH
OBITH YCTAHOBJICH MakeT mate-file-manager-actions;
— U3 KOMaHJHOM CTPOKHU:
$ alt-csp-cryptopro

Konmexcmnoe mento gaiina 6 gpaiinosom menedxcepe Caja

\@ [Z7 oTkpoiTs B Pluma

OTKpbITE B 4pYroid NporpaMmMe...
d'o BbIpe3aTe
[Z5 Konwposate
Co34aTh CCLUTKK
MNepeMeH0oBaTh...
KonvpoeaTb B »
MNepeMecTuTs B 3
[ YaanuTe B KopauHy

(® Yganue

2} Caja-Actions actions » T MognucaTe JOKyMEeHT

[ cxatb... @ About Caja-Actions
< OTNpaBnTb...

|zl CeoncTBa

Puc. 164
6.3.1 Co3naHue 31eKTPOHHON MOIUCH
OCO00EHHOCTH OTCOECAMHEHHOMN 3JIEKTPOHHOM MOAIUCH:

— (aiin moxmucH co3maeTcs OTACNBHO OT MOANUCHIBAEMOro (aiia (MOAMUCHIBAEMBIN TOKYMEHT

OCTaeTCsl HEU3MECHHBIM);

— Ui IPOBEPKU TOJITUCHU HYKHO TIepeiaBaTh 1Ba (haiiaa — HICXOMHBIN TOKYMEHT U (ailsl moInucH;



«/lokymMeHT» HaxaTb KHONKY «BbIOpaTh» M BBIOpaTh 3JIEKTPOHHBINA NOKyMeHT. HaxaB knomky «IIpo-

154

HCT OrpaHUYCHUA 110 (bopMaTy noANHCBIBACMBIX TOKYMCHTOB.

st co3manus oTcoeMHEHHON ToanucH ciienyeT Ha Bkianke «lloamuce» (Puc. 165), B pa3nene

CMOTPETbHY, MOYKHO MPOCMOTPETH COJIEPKUMOE JIEKTPOHHOTO IOKYMEHTA.

[Ipumeuanue.lokymeHT OyaeT BbIOpaH aBTOMAaTUYECKH, €CIIU IIporpaMMa ObLia 3amyuieHa u3

KOHTEKCTHOTO MEHIO (paiina.

Jlanee crnenyer BBIOpaTh CePTHQPUKAT, KOTOPHIM OyET MOAMUCAH TOKYMEHT.

[Ipumeuanue. Ecnu okHO BbIOOpa cepTHU(PHUKATOB MyCTOE, TO CEPTU(PHUKATOB AJIS MOANKUCH Y Bac

IIpOCTO HET, U BaM CJICAYCT YCTAHOBUTH XOTHA OBI OJHH.

garnio) Wi DER. B Beimagaromem crincke «Pacmpenne» MOKHO 3a/1aTh paciupenue daiina nudpo- Boi

B Brmagaronem crrcke «KoaumpoBka» MOXHO BBEIOpaTh KOAMPOBKY moimucu: base64 (o ymorn-

noAnucH: p7b (MO yMOTYaHUIO), Sig WIIH .Sign.

Buvibop ooxymenma ons co30anus 31eKmMpoOHHOU NOONUCU

Moanuce KpuntolPO

AokymenT: /home/user/doc.odt MpocmoTpeTs BuibpaTe

21-10-21_10-55-05_doc.odt.p7b

Moanuce

MprcoegHEHHAA NOANKCE

Koaupoeka: | basebd * | Pacwwpenwe: | .p7b v

Mpoeepka

Cozpate MMA MognncaTe MognncaTe U CKaTE

CN=Kum Jexabpuid MeaHoswy, SN=Kium, G=/lekabpwria MeaHoewy, E=kim@mail.mail, C=RU, L=KanuHwHrpag, 5=39 KanuHwnHrpa,

CN=Bonkos Amutpuid MeaHoBnd, SN=Bonkoe, G=AMuTpriA MeaHoewy, E=volkov@mail.mail, C=RU, L=KannHuHrpag, 5=39 Kanu

L]

Pesynsrar

Ownbok He obHapyxeHo

NUMCHU

cc_<MMH_®AI7[J'IA> .p7b. Ilpu HEOOXOAMMOCTH 3TO UMSI MOKHO OTKOPPEKTHPOBATH BPYUYHYIO UJIH Bep-

HYTb K

Puc. 165

Ha3zBanue ¢aiina nudpoBoit noanucu mo yMoadaHuio 0yaer chopMUpPOBaHO MyTeM J100aBICHUs K

Gaiina  mHpOpMamMM O  TEKylmled JaTe M BPEMEHH:  I'T-MM-—[OI Yd-MM-

BUY IO YMOJIYAaHUIO, HA’KAB KHOIIKY «COBI[aTB UMsD).

Jlst reHepaIy 3JIEKTPOHHOM MOAUCH CIIeyeT HaXKaTh KHOMKY «lloamucaTsy.
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B otkpeiBIIeMcs 0OKHE HEOOXOIUMO BBECTH MapoJib Ha KOHTEHHEp, €CIM OH ObLI YCTAaHOBIIEH, U
HaxaTh KHOMKY «OK».

B pesynbrare ycnemHoro cozgaHus 3JeKTPOHHON moanucu B nose «PesynpTaTy mosBuTcs cooo-
merne «Omubok He o0HapykeHo». CHopMUPOBAHHBIN (aiilsl TOJMUCH MO0 YMOITYAHUIO OYJIET COXpaHEeH B
TOT € KaTaJor, B KOTOPOM HaXOAUTCS (aiil ¢ UCXOIHBIMU JAHHBIMU.

ALT CSP Kpunrollpo no3BossieT 00beTMHUTD 3JICKTPOHHBIN JOKYMEHT U COOTBETCTBYIOIIYIO €My
SNIEKTPOHHYIO TOAMHCh B zip-apxuB (<UMS OAWMJIIA>signed.zip). it cosmaHust zip-apxuBa
HE00XOIMMO IPH CO3AaHUM JIEKTPOHHOM MOINMUCH HaxaTh KHONKY «[loxmucare u cxath». B pesynbraTe
CO3JIaHMsI AJIEKTPOHHOM MOJNHICH, OyIeT CPOPMHUPOBAH Zip-apXUB, B KOTOPBINA OyIyT mepeMenieHsl ¢aiin
AJICKTPOHHOTO IOKYMEHTA U (haiiy1 2JIEKTPOHHOM TOJIITHUCH.

[IpucoenvHeHHass NMOANKUCH — PA3HOBUIHOCTb JJIEKTPOHHOW IOAIMUCH, IPU CO3JAHUU KOTOPOH
dbopmupyercst dails, coaepxkamuii Kak camy JJIEKTPOHHYIO MOMAIMUCH, TaK U MCXOMHBIN MOKyMeHT. Ot-
MPaBJIATH JJI IPOBEPKHU MOAMUCH HYKHO OyJIeT TOJIbKO 3TOT (aitn. /st mpoBepKy M MPOUYTEHHS TaKOTO
JOKYMEHTa JI0JKHO ObITh ycTanoBieHo [10, nogaepxuBatoiiee paboTy ¢ IPUKPEIIICHHON OIMHUCHIO.

Jnst co3manusi NpUCOSTMHEHHOM MOANMCH HEOOXOIUMO MPH CO3JaHUU AJIEKTPOHHOU IMOJIHUCH B
pazznene «lloamuce» yctaHoBUTH oTMETKY B moje «lIpucoenunennas noamnuck» (Puc. 166). B Tom xe
Karajore, B KOTOPOM XPAaHMJICS UCXOAHBIA JOKYMEHT, MOABUTCA (aiisl, coaepKalmii Kak caMy d3JeK-

TPOHHYIO TIOJIMUCH, TAK U UCXOTHBIN JOKYMEHT.

Co3z0anue npucoeouHenHou noOnuUcu

MNognucek KpunTolNPO
AokymeHT: /home/userftest.pdf MpocMoTpeTs BribpaTe
3
= 21-10-21_10-58-22_test.pdf.p7b
=4
[=]
=

| MpWcoeaMHEHHAA NOANKCE

Kogwpoeka: | basegd ~ | PacuupeHue: |.p7b v

MNpoBepka

Co3gate Mma Mognucats

CN=Knm Jekabpuid MeaHoBuu, SN=Kium, G=/lekabpwia Meadoeuy, E=kim@mail.mail, C=RU, L=KanuHuHrpag, S=39 KanuHuHrpagcK

CN=BonkoB JMWTPWIA MeaHoBWY, SN=Bonkoe, G=AMWTRpWIA MBaHoBWyY, E=volkov@mail.mail, C=RU, L=KanWHWHrpag, 5=39 KanuHu

1 2

Pezynerar

Owwnbok He oBHapyXKeHO

Puc. 166
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[Ipumeuanue. [Ipumep usBnedenus ¢aiisa ¢ JAHHBIMU U3 (aiisia MEKTPOHHON TOAUCH:

$ cryptcp -verify 21-10-21 10-58-22 test.pdf.p7b test new.pdf

B ¢aiin test new.pdf OyayT u3BiIeUEHBI TaHHBIE.

6.3.2 IIpoBepka 31EKTPOHHON MOAMUCH

IIpoBepka 3J1eKTpOHHOM MOAMMCH BBIOJIHAETCS BO BKiIaake «IIpoBepkay.

JlJist mpoBepKH OTCOETMHEHHOW MOAMKMCH HYXKHBI 00a ¢aitna, dain moanucu u ¢aill nCXoTHOTOo

nokyMmeHTa. [ljis mpoBepKy MOAMUCH HE0OX0IUMO HaXkaTh KHOMKY «BbIOpaTh» U BbIOpaTh 3IEKTPOHHBIN

AOKYMCHT. I[anee CJICOYyCT BBI6paTI> noAIrnuncChb, HaKaB KHOIIKY «BBI6paTL» B cekumu «Ilogmuce» U BHI-

Opath (haiin snekrponHoit nmoanucu. [locne mosiBieHus uMenu nmoanucu B cekiuu «Iloamuce» HeoOxo-

TuMO Hakath KHOTIKY «IIpoBeputh» (Puc. 167).

[Ipumeuanwue. Ecnmunporpamma «Iloamucek u mposepka DI I'OCT» Obuta 3anyiieHa u3 KOH-

TEKCTHOT'O MeHIO (haiina, mokymeHT OyneT BhIOpaH aBToMaTHuecku. Ecnu nporpamMMa Obia 3amylieHa us3

KOHTCKCTHOI'O MCHIO (baf/'ma BHGKTpOHHOﬁ noANurCHU, NoANrUCh U JOKYMCHT 6YI[YT BBI6paHI>I aBTOMAaTH4C-

IIposepra omcoeduneHHou 31eKMpOHHOU NOONUCU

Mognucek KpunToMPO
AokymenT: /home/user/doc.odt MpocMoTpeETE Bribpate
A
w
=
=
g
=
2
[=R
[0}
2
& MNoanwnce: /home/user/21-10-21_10-55-05_doc.odt.p7h MpoBepUTE BeifpaTk

CN=Kim Jekabpwnii MeaHoeuy, SN=Kium, G=[ekabpuin MeaHoeuy, E=kim@mail.mail, C=RU, L=KanwHwHrpag, 5=39 KanuHWHrpagck:
CN=Bonkos AMUTPWA MBaHoBWY, SN=Bonkoe, G=AMUTRMA MBaHoeuY, E=volkov@mail.mail, C=RU, L=KannHWHrpag, 5=39 KanuHue

L]

Pesynwrar

Owwnbok He oBHapyxeHo

Puc. 167

I[J'ISI IIPOBCPKU 3JICKTpOHHOI71 IoAIIMCH B KOHTefIHCpe J0CTAaTOYHO BBI6paTI> Zip-apXI/IB (I[OKYMCHT

Y TIOAMKCH OYIyT BHIOpaHbI aBTOMAaTUYECKH ) U HaXKaTh KHOMKY «I[IpoBeputh» (Puc. 168).
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IIposepka 21eKmMpOHHOL NOONUCU 8 ZIp-apXuge

Bl Nognuck KpunTolPO =1
AokymeHT: /home/user/new.odtsigned.zip/new.odt | MpocMoTpeTs | | BribpaTe |

a

=

E

g

c

2

o

@

E‘ Moanwck: /home/user/inew.odtsigned zip:/21-10-21_12-04-47_new.odt.p7b MpoBepUTh | | Beibpats

CN=Kum Jexabpuii MeaHoBwy, SN=Kium, G=/lekabpuii MeaHosuy, E=kim@mail.mail, C=RU, L=KanuHwnHrpag, 5=39 KannHWHrpaac
CN=Bonkoe Jmutpuia MBaHoBwuy, SN=Bonkos, G=MuTpuia Meanoswu, E=volkov@mail.mail, C=RU, L=KanuHwuHrpag, 5=39 KannHv

T : o

Pesynsrar

Owmnbok He cbHapyxeHo

Puc. 168

I[JISI IIPpOBCPKU HpHCOCHHHéHHOﬁ BHCKTPOHHOﬁ IoAIIMCH HCO6XOJ:[I/IMO BLI6paTL MNOANKCaHHBIN

AJICKTPOHHBINA JJOKYMEHT M HaXkKaTh KHOMKY «IIpoBeputh» (Puc. 169).

IIposepka npucoeduHeHHol 21eKMPOHHOU NOONUCU

Nognuce KpunTollPO
AokymeHT: /home/user/21-10-21_11-15-49_test.pdf.p7b | MpocMoTpeTE | | BeibpaTe
a
=
E
g
=
2
o
:
= Moanncek: BuibpaHa NpucoeWHEHHaA LMQPOBaA NoANUCE MpoBepnTh | | Brifipate

CN=Kum Jekabpwia Meanoeuy, SN=Kium, G=[ekabpwia Meanoeuy, E=kim@mail.mail, C=RU, L=KanmHuHrpag, 5=39 KanuHWHrpasck:
CN=Bonkos AMWUTPWIA MBaHoBWy, SN=Bonkoe, G=AMWTpWIA MBaHoeKry, E=volkov@mail.mail, C=RU, L=KanuHWHrpag, 5=39 KanuHuk

4 I [»

Pezynerar

OwwbBok He obHapyxeHo

Puc. 169
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6.4 VYmpasnenue mudpoBaHHBIMH pa3aeIaMu

3amupoBaHHBIN pa3es MOXKET ObITh CO3aH, HAaIPUMEp, IPU YCTAHOBKE CUCTEMBI.

B LUKS mns ogHoTro 3ammdpoBaHHOTO pasjieia UCIONIb3YIOTCS BOCEMb CIIOTOB, B KaXIOM M3 KO-

TOPBIX MOJKET XPaHUTHCS OTACIBHBIA Mapoib (kito4). JI00oi U3 BOCKMU KIFOYEH MOXKET OBITh HCIIONb-

30BaH s pacmm@poBKH pazzaena. JIro0oi mapoias MOKET ObITh U3MEHCH WU yIaJieH HeoOpaTuMo.

s ynpasnenus mu$poBaHHBIME pa3eaMi MOXKHO BOCIIOIB30BaThCS KOMaHI0M cryptsetup.

Hwxke omumcanbl JHIIb HEKOTOPHIE BO3MOXXHOCTH YTHJIMTHI cryptsetup. Hms momyde- Hus Oosee

noipoOHOI nH(pOpMAIMK UCTIONB3YHTE KOMaHAy man cryptsetup.

[TpocMOTpeTh TEKyIIee COCTOSIHIE BCEX CIIOTOB:

# cryptsetup luksDump /dev/sdbl | grep Slot

Key
Key
Key
Key
Key
Key
Key
Key

Slot
Slot
Slot
Slot
Slot
Slot
Slot
Slot

O:

g o0 s W N

DISABLED
ENABLED

DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

rae /dev/sdbl — mmdpoBaHHBI pa3aen.

[Ipumeuanue. Onpenenuts sBiusiercs au ycrpoiictBo LUKS-paznenom:

# cryptsetup isLuks -v /dev/sdbl

KoMaHIma BEHIIOJIHEHA YCIIEUHO.

NAME

Onpenenuth Kakoi pa3zaen apisieTcs Mu(pyeMbIM MOXKHO, BHITIOTHUB KOMaH/Y:

# lsblk

MOUNTPOINT

sda

F—sdal

[SWAP]
L-sda2

/
sdb

L-sdb1
L1uks-7853363d-e7e2-1a42-b5b9-0af119e19920 253:0

crypt /home

MAJ:MIN RM

o O

o O

SIZE RO

18G
1023M

17G

18G

18G
18G

TYPE

disk

part

part

disk

part
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sr0 11:0 1 1024M O rom
J1lo6aBUTH HOBBIM MapOJIh HA 3aIU(PPOBAHHBINA pa3ael (TpedyeTcsl MPeAOoCTaBUTh YIKE UMEIONU-

Cs1 TapOJIb MHTEPAKTUBHO WJTU TIOCPEJICTBOM oMK —-key-file):

# cryptsetup luksAddKey /dev/sdbl

BBenuTe J00OYI0 CyHECTBYOIYO NapoJIbHYD bpasy:

BBenyTe HOBYW0 NapoJIbHYH bpasy IJjs cjoTa KJjoda:

[TaposbHasa ¢pasa MNOBTOPHO:
[Taposb OyieT Ha3HAYEH B MEPBbI CBOOOHBIN CIIOT:

# cryptsetup luksDump /dev/sdbl | grep Slot

Key Slot 0: ENABLED

Key Slot 1: ENABLED
Key Slot 2: DISABLED
Key Slot 3: DISABLED
Key Slot 4: DISABLED
Key Slot 5: DISABLED
Key Slot 6: DISABLED
Key Slot 7: DISABLED

Mo3KHO yKa3aTb HOMEpP ONPENEICHHOIO CJIOTa ¢ IOMOIIBIO onuu —-key-slot, Hapumep:
# cryptsetup luksAddKey /dev/sdbl --key-slot 5

3aMEHUTh OAMH U3 MapoJiel Ha APYroi (cTapblii HapoJib HYKHO BBECTH MHTEPAKTUBHO WUJIM 331aTh
ommueit —-key-file):

# cryptsetup luksChangeKey /dev/sdbl
BBemnTe M3MEHSIEeMyl NapoJibHyl dpasy:
BeremmTe HOBYK NapOJIBHY ¢pasy:
[TaposbHasa ¢pasa HNOBTOPHO:

Ecnu 3aman Homep cnorta (onuued —-key-slot), HyKHO BBECTH CTAapblil Mapojib UMEHHO AJIs
3aJIaHHOTO CJIOTa, U 3aMEHa MapoJisi IPOU30UIET TOXKE B 3TOM ciioTe. Eciin HoMep cioTa He 3a7aH U €CTh
CBOOOJHBIN CIIOT, TO CHavaja HOBBIM Mapoib OyJeT 3amucaH B CBOOOJHBIN CIIOT, a TOTOM OyJeT 3aTepT
CIIOT, COZIEpIKAIIMi cTapblif Tapoib. Ecii cBOOOIHBIX CIIOTOB HE OKAXKETCs, TO HOBBIN Mapoib OyaeT 3a-
MHCaH MPsIMO B CIIOT, paHEE COACPIKAIIMI CTapblii MapoJib.

VY nanuTh 3ajaHHbII Tapoib (3aTUPAET CIOT):

# cryptsetup luksRemoveKey /dev/sdbl

BRemuTe yrajgeMyn NaposibHYyWD Gpasy:
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[Ipumeuanue.B nakerHoMm pexume (-q) yIaleHHE Jaxe MOCIESIHEro mapois OyJeT BBIIOJ-
HEeHO 0e3 Kakux-Tnbo mpenynpexaeHuid. Ecnmu HU ogHOro mapois He ocTaHeTcsl (TO €CTh BCE CIOTHI
KIrouel OyayT mycTsl), nemudposate LUKS-pazien ctaneT HEBO3MOXKHO.
[Iponenypa copoca 3a6bITOr0 APOIIs HA 3aIM(PPOBAHHBIN pa3ae:
1. TlomyuuTs 3ammdpoBaHHBIE TAPOIU BCEX PA3JICIOB:
# dmsetup table --showkey
luks-7853363d-e7e2-1a42-b5b9-0af119%919920: 0 37730304 crypt aes-cbc-
essiv:sha256
b15c22e8d60a37bcd27fb438637a8221fbec66c83bed6d33a8331a4002c£3144 0
8:17 4096
Yactp nosis nocne «aes-cbe-essiv:sha256y sBisercs 3amudpoBaHHBIM TapOJIEM.
CoxpaHuTh 3amupoBaHHBIN TapOJIb B TEKCTOBBIN (haiii:
# echo
"b15c22e8d60a37bcd27£fb438637a8221fbec66c83bed6d33a8331a4002c£3144" >
lukskey. txt
2. IIpeobpazoBarh CyIIECTBYIONMINN MAPOJIb U3 TEKCTOBOTO (haiiyia B ABOMYHBIN (haiii:
# xxd -r -p lukskey.txt lukskey.bin
luks-7853363d-e7e2-1a42-b5pb9-0af119e19920: 0 37730304 crypt aes-cbc-
essiv:sha256
b15c22e8d60a37bcd27£fb438637a8221fbec66c83bed46d33a8331a4002c£3144 0
8:17 4096
3. Jlo6aBUTH HOBBII MapOJIb, UCTIONB3YS CYLIECTBYIOIINN apOJIb, U3BJICUEHHBINH B OMHAPHBIN (haili:
# cryptsetup luksAddKey /dev/sdbl --master-key-file <(cat lukskey.bin)
BBemuTe HOBYW0 [APOJIBHYWD Gpas’y IJjsg CcJjoTa KJoda:
[laposbHas Gpasza MNOBTOPHO:
[Ipumeuanue. COpocuTh Maposib Ha 3amM(PPOBAHHBINA pa3iesl MOXKHO, TOJIBKO €CIIM JTaHHBIN

paszzen yxe IpUMOHTUPOBAH.

6.5 Coznanue ssh-TyHHesnel, UCMIONIB3YIOMUX KOHTPOJIb LIETOCTHOCTH 3arojioBKoB [P-nakeToB

B coorBeTcTBUH ¢ [[OCT P 34.12-2015
6.5.1 Hacrpoiika cepsepa ssh

[Ipumeuanue. Jomknaa ObiTh BKItOUeHA [Tognepxka mudposanus mo 'OCT B OpenSSL.
[Ipumeganwue. [y ycTaHOBKHY IMAKETOB gOStCrypto, B CIUCOK PETO3UTOPUEB JOKEH OBITH J10-
OaByieH perno3uTopuid gostcrypto. CienaTh 3T0 MOKHO B IIporpaMMe yIpaBJIeHHS MakeTaMu Synaptic, 10-

nucaB s guctpudytusa «pl0/branch/x86 64» B mone «Pa3gen(si)» 3HaueHue gosterypto (Puc. 170).
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Jobasnenue penozumopusi gostcrypto 6 Synaptic

bénnsnTanH{nTcynepnonhsnBaTenﬁ]

Pazpewén Tun MocraBwme URL JuctpubyTue A

rpm pl0 http//ftp.altlinux.org/pub/distributions/ALT Linux/ pl0/branch/x86_64

& rpm? p10 httpy//ftp.altlinux.org/pubidistributions/ALT Linuw/ p1 Ufbranch%_MiSf
[} rpmé pio http:/fftp.altlinux.org/pub/distributions/ALT Linuy/ pl0/branch/noarch
< § " L
[ rpm L l p10 2 l@ MOCTABLLAKM..

JucTpubyTine: ‘ p10/branch/xB6_64

URL: ‘ http://ftp.altlinu.org/pub/distributions/ALT Linuy |
|
|

Pazgen(si): [classic gostcrypto

‘ [ ' Co3gaTh J l @) vpanus | I@DTMEHUITE-I | Dok I

Puc. 170

[Tocne u3MeHEHHUs CIHMCKa PEMO3UTOPUEB, HEOOXOAUMO TOJYYUTh CBEACHUS O HAaXOMSIIUXCS B
HUX [MaKeTax.
Y CTaHOBUTH MAKETHI:
# apt-get install openssh-gostcrypto openssh-clients-gostcrypto openssh-
server—-gostcrypto openssh-server-control-gostcrypto openssh- common-
gostcrypto openssh-askpass—-common-gostcrypto
UreHne CIIMCKOB [IaKeTOB. . . 3aBepieHo
[locTpoeHMe HepeBRa BaBUCUMOCTEMN... 3aBepUIeHO
Crnenymoumye IONOJIHUTEJIbHEIE TaKeTH OyIOyT YyCTAaHOBJIEHEH:
openssl-gost-engine
Crnenyroume mnakeTs OynyT YIAJIEHH:
openssh openssh-askpass—-common openssh-clients openssh-common
openssh-server
openssh-server-control
Cnenyroumme HOBHE nakeTe OyOyT YCTAHOBJIEHH :
openssh-askpass-common-gostcrypto openssh-clients-gostcrypto
openssh-common-gostcrypto openssh-gostcrypto
openssh-server-control-gostcrypto openssh-server-gostcrypto

openssl-gost-engine
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BHVMAHVE : BynyT yOaJIeHE BaXHble OJiS PabOTEH CUCTEMBl [NAaKETEH
OBBIUHO B2TOTO IejlaTh He cJjelyeT. BB HOOJIKHEL TOUYHO I[IOHMMATbH BO3MOXHBIE
rnocnencTeus!

openssh-server openssh-server-control (no npuumHe openssh-server)
0 Oymer OOHOBJIEHO, / HOBHX YCTAHOBJIEHO, 6 IakeTorB OymeT ynajeHo m 34
He OymeT OOHOBJIEHO.
Heobxonmumo nosnyumTb 1409kB apxXmMBOB.
[locne PacrnaxkoBKM norpebyercd OONOJIHUTEJIEHO 421kB OVMCKOBOT'O
[IPOCTPAaHCTRA .
Bl @mejlaeTe HeUTO I[IOTEHLMAJIBHO oOllacHoe!
Brenure dpasy 'Yes, do as I say!' 4uToOB NPOIOJIXUTE .

Yes, do as I say!

CHnmcoK MoiepKUBaeMbIX AJITOPUTMOB MU(POBaHUS TpaduKa:
$ ssh -Q cipher
3des-cbc
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-gcm@openssh.com
aes256-gcm@openssh.com
chacha?0-polyl305@openssh.com
grasshopper-cbc@altlinux.org
grasshopper-ctr@altlinux.org
magma-cbc@altlinux.org
magma-ctr@altlinux.org
Crucok nmogaepkuBaeMbix MAC (ko/bI ayTeHTU(DUKAITAN COOOIIIEHUH ):

$ ssh -Q mac
hmac-shal
hmac-shal-96
hmac-sha2-256
hmac-sha2-512

hmac-md5


mailto:rijndael-cbc@lysator.liu.se
mailto:cbc@lysator.liu.se
mailto:aes128-gcm@openssh.com
mailto:gcm@openssh.com
mailto:aes256-gcm@openssh.com
mailto:gcm@openssh.com
mailto:chacha20-poly1305@openssh.com
mailto:poly1305@openssh.com
mailto:grasshopper-cbc@altlinux.org
mailto:cbc@altlinux.org
mailto:grasshopper-ctr@altlinux.org
mailto:ctr@altlinux.org
mailto:magma-cbc@altlinux.org
mailto:magma-ctr@altlinux.org
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hmac-md5-96
umac-64@openssh.com
umac-128@openssh.com
hmac-shal-etm@openssh.com
hmac-shal-96-etm@openssh.com
hmac-sha2-256-etml@openssh.com
hmac-sha2-512-etm@openssh.com
hmac-md5-etm@openssh.com
hmac-md5-96-etm@openssh.com
umac-64-etm@openssh.com
umac-128-etm@openssh.com
grasshopper-mac@altlinux.org
hmac-gostr3411-2012-256@altlinux.org
hmac-streebog-256@altlinux.org
hmac-gostr3411-2012-512@altlinux.org
hmac-streebog-512@altlinux.org
hmac-gostr3411-2012-256-etm@altlinux.org
hmac-streebog-256-etm@altlinux.org
hmac-gostr3411-2012-512-etm@altlinux.org
hmac-streebog-512-etm@altlinux.org
JHoGaButh B aiin /etc/openssh/sshd config crpoku:
Ciphers grasshopper-ctr@altlinux.org
MACs grasshopper-mac@altlinux.org,hmac-streebog-512@altlinux.org
[TepezamycTuth cimyx0y sshd:

# service sshd restart
6.5.2 TlogkmroueHue k ceprepy ssh

3aiiTi Ha cepBep 1o ssh:
$ ssh <nombzoBaTenb@ceprBep> -oCiphers=grasshopper-ctr@altlinux.org -
OoMACs=grasshopper-mac@altlinux.org, hmac-streebog-512@altlinux.org
[IpoGpocuTs MOPT ¢ cepBepa HA JTOKATBHYIO MAIIUHY (AJ1s1 AEMOHCTPALlUU TYHHES):
S ssh <nonbp3oBaTenb@cepBep> -oCiphers=grasshopper-ctr@altlinux.org -
oMACs=grasshopper-mac@altlinux.org, hmac-streebog-512@altlinux.org -L
127.0.0.1:222:127.0.0.1:22

3aiiTi Ha BCE TOT K€ CepBEp uepe3 TOHHENb (B APYTOM OKHE TEPMUHANIA):


mailto:umac-64@openssh.com
mailto:64@openssh.com
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mailto:128@openssh.com
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mailto:etm@openssh.com
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mailto:hmac-sha2-256-etm@openssh.com
mailto:etm@openssh.com
mailto:hmac-sha2-512-etm@openssh.com
mailto:etm@openssh.com
mailto:hmac-md5-etm@openssh.com
mailto:etm@openssh.com
mailto:hmac-md5-96-etm@openssh.com
mailto:etm@openssh.com
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mailto:etm@openssh.com
mailto:umac-128-etm@openssh.com
mailto:etm@openssh.com
mailto:grasshopper-mac@altlinux.org
mailto:mac@altlinux.org
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mailto:hmac-gostr3411-2012-256-etm@altlinux.org
mailto:etm@altlinux.org
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$ ssh <noJypz0oBaTesb>@127.0.0.1 -p 222 -oCiphers=grasshopper-
ctr@altlinux.org -oMACs=grasshopper-mac@altlinux.org, hmac-streebog-

512@altlinux.org

6.6 Coznanue 3amuuieHHbIX VPN-TyHHenei, MCHOJB3YIOMIMX KOHTPOJb  3arojIOBKOB
IP-makeroB B cootBeTcTBUM ¢ ['OCT P 34.12-2015
Jst Bo3moskHOCTH Hcnionb3oBanust ['OCT anropuTMoB mm@poBaHUs W XAIMIMPOBAHUS JTOJDKHA
owITh BKTIOUeHA «Ilognepskka mmdposanus mo [OCT B OpenSSLy.
YcraHoBUTH MakeT openvpn-gosterypto:
# apt-get install openvpn-gostcrypto
[Ipumeganwue. [y ycTaHOBKHU IMAKETOB gOStCrypto, B CIUCOK PETO3UTOPUEB JOKEH OBITH J10-
OaBiieH perno3utopuii gostcrypto. Crenarh 3TO MOKHO B IIPOrpaMMe YIpaBleHUs MakeTaMu Synaptic, 10-
nucaB st guctpudytusa «pl0/branch/x86 64» B mone «Pa3gen(si)» 3HaueHue gostcrypto (Puc. 170).
[Tocne u3MeHeHHs CIMCKA PEMO3UTOPHUEB, HEOOXOIMMO MOTYYUTh CBEACHUS O HAXOSAIINXCS B HUX

MaKeTax.
6.6.1 Hactpoiika B LIYC

Bremonaute Hactpoiiky cepBepa OpenVPN-cepBepa (cM. «CoenuHeHHE YyIAICHHBIX O(HUCOB
(OpenVPN-cepBep)»).

BriOpatb anroputMsl mm@poBaHus U anroputM xsmmposanus. [lo ymomuanuio OpenVPN aBro-
MaTHYECKH MOAOMPAET aJrOPUTM IIKU(POBAHUS, HE YUUTHIBAS AITOPUTM, 33/IaHHBIA B MOJIE «AJITOPUTM
U (pOBaHUD», TIOATOMY HEOOXOAMMO OTMETHTh MyHKT «OTKIIOYUTH COTIACOBAHME aJTOPUTMOB MIUQ-
posanus (NCP)» (Puc. 171).

Ha cropone kiineHTa, He00X0AUMO YKa3aTh aIrOPUTMBI I (POBAHUS, TAKHE Ke, KAK U Ha CTO- POHE

cepepa (Puc. 172).


mailto:ctr@altlinux.org
mailto:512@altlinux.org
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BrniounTe cmoxiby OpenVPN

MapwpyTtuaupyemoe (TUN)

CeTw cepeepa:

192.168.0.0/255.255.255.0 Ynanurs

Hoean ceTk
Macka ceTn: /24 (255.255.255.0) W
NoGaeuTb
VPN cete: 10.8.00
Macka ceTw: /24 (255.255255.0) w
AnroputMm wuppoeaHus: | grasshopper-cbe v
Anroputm wuppoeanra TLS: | GOST2012-GO5T8912-GOSTE912 w
ANropuTM X3WMPOBaHKMA:T | Orasshopper-mac w
OTHIHOUWATE COMACOBAHWME aMMOpUTMOE W poeadns (MCP)
Mopt: 1194

MonoxnTe cepTrdukar ¥LL:

] Cwatue LZO
D Mcnone30BaTE CORQUHEHNE TCP

CepriudMKar W Knwoy S5L...

| OG3op... | ca-root pem

Cepmudgburam ¥1| ycnewHo 3azpyseH

MoNOMHTE

CeTH KNHEHTOE...

MpUMeHUTb CGBpoCcHTL

Puc. 171

[TpoBepka MOJKITFOUYEHUS HA CTOPOHE CepBepa:

# journalctl -f|

nex 07 20:57:08 dc.test.alt openvpn[254812]:

grep openvpn

192.168.0.145:55939 TLS: Initial packet

from [AF INET]192.168.0.45:55939, sid=dl366cce 4584a510

Iex 07 20:57:08 dc.test.alt openvpn[262676] : TLS: Initial packet from
[AF INET]192.168.0.145:1194, sid=393e755a d49a39%a8

nex 07 20:57:08 dc.test.alt openvpn[262676]: VERIFY OK: depth=1, C=RU, O=Test,

OU=Test Certification Authority,

CN=Test Root Certification Authority

nex 07 20:57:08 dc.test.alt openvpn[254812]: 192.168.0.145:55939 Outgoing Data Chan-

nel: Using 128 bit message hash 'grasshopper-mac' for MAC authentication

nex 07 20:57:08 dc.test.alt openvpn[254812]: 192.168.0.145:55939 Incoming Data Chan-

nel: Cipher 'grasshopper-cbc' initialized with 256 bit key

nex 07 20:57:08 dc.test.alt openvpn[254812]: 192.168.0.145:55939 Incoming Data Chan-

nel: Using 128 bit message hash 'grasshopper-mac' for MAC authentication HacTporka

OpenVPN-cepBepa
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Cosoanue nosoeo OpenVPN-coedunenus

HoeBoe coeguHeHWe:
CeTeroil TyHens (TUN)
O BupTtyaneHoe Ethernet ycTpoidcTeo (TAP)

Co3nate COBQHUHEHWE
tunl COCTOAHMWE: BEIKTIOUEHD  HE MEHATE W
Cepeep: 192.168.0.45
MopT: 1154
Kmoy:  openvpn w
YnpasneHue K1HYaAMM...
[C] 3anyckats npw 2arpyzke
|:I MapwpyT no ymonuanuo yepes VPN
[] Cxatwe LZO
I:l Acnons30BaTh coeguHeHne TCP
ANrOpUTM WWhPOBaHWA: | Orasshopper-cbo (")
AnropuTMm Wwudpoeadua TLS: GOST2012-GOS5TE912-GO5Ta912 v
ANTOPWTM X3WKWPOBAHWA:  arasshopper-mac e
OTHAKYWTE COTNACOBaHWE ANTOPUTMOE WKdpoeaHuA (NCP)
MpUMEHHT CopoCcHTE ¥nanuTte coeUHEHWE
Monoxute ceptudukar YL | O63op. .. | ca-root pem MonoMHTE

Cepmuipukam ¥1| ycnewHo 3a2pyseH

Puc. 172

6.6.2 Hactpoiika B KOMaHIHOU CTPOKE

6.6.2.1 Cosoanue knroyeti 01 OpenVPN myHnuens cpeocmeamu ymuiumsol openss!

Jlnsg reHepanuu BceX HEOOXOIMMBIX KItoueld M cepTU(PUKATOB HEOOXOAMMO BBIMOIHHUTD
CleAyrolure TeUCTBUA:

1. Jln1 BO3MOXKHOCTM  MOJMMCHIBATH  JIIOOBIE  CEpTH(UKATHI, HEOOXOAMMO  OTKpBITH  (haidil
/var/1lib/ssl/openssl.cnf u U3MEHNUTH 3HAUCHUE TapaMeTpa policy Ha clieayroree:
policy = policy anything

2. Co31aTh KaTaloru:

# mkdir -p /root/CA/demoCA

# cd /root/CA

# mkdir -p ./demoCA/newcerts

Coznarp (aitsr 6a3bl ¢ JEHCTBYIOIUMH U OTO3BAaHHBIMU CEpTU(DUKATAMMU:
# touch ./demoCA/index.txt

Co3natsp ¢aiin nHaeKkca i 6a3bl Kirouei 1 cepTu(duKaToB:
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# echo '01' > ./demoCA/serial
Co3natsp daiin naaekca i 6a3bl OTO3BAHHBIX CEPTU(UKATOB:
# echo '01' > ./demoCA/crlnumber
3. Co3garh «caMOTIOANMUCAHHBIN» CePTH(PHUKAT my—Cca.Crt U 3aKpBITHIM KIIIOY my-—Ca . pem, KOTOo-
pBIMH OYIIyT 3aBEPATHCS/TIOAMUCHIBATHCS KIIIOUM M CEPTU(PUKATH KIUEHTOB, YKETAIOITUX TOIKITIO-
YUTHCS K CEPBEPY, C MOMOILIBIO CIEAYIOENH KOMaH/IbI:
# openssl reqg -new -x509 -keyout my-ca.pem -out my-ca.crt
Bsectu mapoJib 1151 3aKpBITOrO KJIF0Ya U OTBETUTH HA 3aIIPOCHI O BIIAJEIbLIE KIIOYA.
4. Co3naTh napy «KIo4d-cepTUPUKAT» TSI CEPBEPa U KaXKIOT0 KIMEHTA, JKETAIOIIEro MOIKITIOUUTHCS K
cepBepy. g 3T0OT0, CreHeprupoBaTh KIII0Y U 3alpoc Ha cepTuduKar 1ist cepsepa:
# openssl reg -new -nodes -keyout server.pem -out server.crs
[Toamucate 3ampoc Ha cepTUPHUKAT CBOMM «CAMOMOJMUCAHHBIM» mMy—ca.Ccrt cepTUu(UKATOM U
KJIFOYOM My —Ca . Pem € MOMOIIBIO CIAEAYIOLIEH KOMaH/IbI:
# openssl ca -cert my-ca.crt -keyfile my-ca.pem -days 3650 -in
server.crs —-out server.crt
CrenepupoBath 3ampoc Ha CepTH(UKAT JJIS TIOTB30BATEIIS:
# openssl req -new -nodes -keyout client.pem -out client.crs
[ToanucaTs 3ampoc Ha cepTUHUKAT CBOUM My —Cca . Crt cepTU(HUKATOM U KIFOUOM my—Ca . pem:
# openssl ca -cert my-ca.crt -keyfile my-ca.pem -days 365 -in
client.crs -out client.crt
5. 3anats napametpsl Auddu-Xennmana ais ceppepa:
# openssl dhparam -out server.dh 2048
6. Pa3MecTuTh KJIIOUM U cepTUPUKATHI B KaTajgorax cepBepa v KJIMEHTa CIEAYIOIUM 00pa3oMm:
— my-ca.pem — TOJIbKO JIJIsl TOAMKUCH cepTU(uKaToB (JIydine XpaHUTh Ha oTaeapHOM 0T OpenVPN
cepBepa KOMIIBIOTEPE);
— my-ca.crt, server.crt, server.dh, server.pem — mis cepsepa OpenVPN;
— my-ca.crt, user_l.crt, user l.pem — mist kauenta OpenVPN.
7. Jlns HOBBIX KJIMEHTOB CO3/laTh HOBBIE KIKYM M OTJAAaTh KOMIUIEKTOM my-cCa.Ccrt, HO-
BHI CepTuOMKaT.Crt, HOBBEIM KJIOU . Pem.
Jyist co31aHus CIUCKA OT3bIBA CEPTU(HUKATOB HEOOXOAMMO BBITIOTHUTD CIETYIOIINE JCHCTBUS:
1. BpIMOMHUTH CHAEAYIOUTYI0 KOMAHY:
# openssl ca -cert my-ca.crt -keyfile my-ca.pem -gencrl -out
crl.pem

2. Orto3Bath ceptuduKaT user 1.crt:
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# openssl ca -cert my-ca.crt -keyfile my-ca.pem -revoke user l.crt
-out crl.pem

3. OOHOBUTH CITUCOK (005A3aTENBHO MOCTE KaXI0TO OT3bIBA CEPTU(DUKATA):
# openssl ca -cert my-ca.crt -keyfile my-ca.pem -gencrl -out
crl.pem

4. Ilpocmotperb crl.pem:
# openssl crl -noout -text -in crl.pem

5. TlomecTtuts daiin crl.pem B Karajor /var/lib/openvpn.

6.6.2.2 Hacmpouxa cepsepa OpenVPN

®aiin  KOHPUTYpallud JOHKEH OBITh pa3MenieH B /etc/openvpn, Bce KIOYH — B
/etc/openvpn/keys, (aiinel HacTpoek KIMEHTOB — B /etc/openvpn/ccd/ wmm
/var/lib/openvpn/etc/openvpn/ccd/.

Panee co3maHHble KIIOYM U cepTU(UKATHI  HEOOXOAMMO TEPEHECTH B  KaTaJior
/etc/openvpn/keys/.

BaxxHo mpaBwibHO yKa3aTh mpaBa JAocTyma. Kirouwm JOMKHBI OBITH JOCTYIIHBI TOJBKO
aJIMUHHUCTPATOPY, KOHPHUTYpaAIIUU KITMEHTOB JIOJDKHBI OBITh IOCTYITHBI HA YTEHHUE TIOJL30BATENI0 Openvpn:
# chown root:root /etc/openvpn/keys/* ; chmod 600 /etc/openvpn/keys/*
# chown root:openvpn /var/lib/openvpn/etc/openvpn/ccd/* ; chmod 640
/var/lib/openvpn/etc/openvpn/ccd/*

Kaxnprii daiin konpurypamuu no macke /etc/openvpn/*.conf sBisercs KOHPUTypaluen
OTJIEIBHOTO K3EMILISIpa IEMOHA Openvpn.

[Ipumeuaanue. st nactporiku OpenVPN cepBepa MOXHO HCIIOIB30BaTh 0Opasell ¢aiiia KoH-
¢urypanmn  OpenVPN, nns storo crnemyer ckomupoBarh (aitn /usr/share/doc/openvpn-
gostcrypto-2.4.9/server.conf BEKataior /etc/openvpn/ (HOMEp BepCHH B Ha3BAHHH Ka-
Tajgora MOXeT OBbITb JPYTHM).

B ¢paiine xondurypauuu 10mKHBI OBITh YKa3aHBI:

— ifconfig-pool-persist u status — 6e3 momHOTO Ty TH MO0 € TyTeM /cache/;

— ca, dh, cert, key — c mytem /etc/openvpn/keys/;

— client-config-dir /etc/openvpn/ccd;

— ncp-disable — 17151 BO3MOKHOCTH HCTIONB30BaHMs mudpa orauaHoro ot AES-256-GCM

Hanee npuBoauTcs npumMep KoHbuUrypanuu B aiie server.conf:

# cat /etc/openvpn/server.conf

port 1194
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proto udp

dev tun

ca /etc/openvpn/keys/my-ca.crt

cert /etc/openvpn/keys/server.crt

key /etc/openvpn/keys/server.pem

dh /etc/openvpn/keys/server.dh

comp-1zo

server 10.8.0.0 255.255.255.0

tls-server

cipher grasshopper-cbc

tls-cipher GOST2012-GOST8912-GOST8912

ncp-disable

verb 3

mute 10

keepalive 10 60

user openvpn

group openvpn

persist-key

persist-tun

status openvpn-status.log

ifconfig-pool-persist server ipp.txt

verb 3

client-to-client

management localhost 1194

push "route 192.168.0.0 255.255.255.0"

push "dhcp-option DNS 192.168.0.122"

;client-config-dir /etc/openvpn/ccd
Kiroun u ceprudukatsl HEOOX0UMO MEPEHECTH B Katajor /etc/openvpn/keys/.
3anyctuth cepep OpenVPN:

# openvpn /etc/openvpn/server.conf

6.6.2.3 Hacmpotixa VPN-nooknouenus no npomokony OpenVPN 6 Network Manager
Hns vactpoiiku VPN-mogkmtouenuss mo mporokoiny OpenVPN B Network Manager, ciemyer

BBITIOJIHUTH CIICAYIOLINE IEHCTBHUS:

1. Haxarp seBoil kHOmMKOW MbIK Ha 3Ha4oK NetworkManager, B MeHI0 BbIOpaTh «CoennHeHHS

VPN» — «Jlo6aButh VPN-coenunenue» (Puc. 173).
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Cosoanue nosoeo OpenVPN-coedunenus

CeTk Ethernet
System eth0

OTKNHOUYNTRCA

JobaenTe VPN-coegMHEHKE... CoegrHeHA VPN

Puc. 173
2. B cmucke BeiOOpa THTIA coeTMHEHUs BRIOpaTh MyHKT «Open VPN u Haxkath kHONKy «Co3nate» (Puc.
174).
Mpumeganue. Ecnu umeercs ¢aitn koHpUTypalu KJIMEHTa, B CIHCKE BBIOOpa THIIA
COCIMHEHHSI MOXHO BhIOpaTh MyHKT «MIMmopTupoBaTh coXpaHeHHYI KoHpurypamuio VPN» u ykaszatsb
9TOT (haiiyi, mapamMeTpsl COSAMHEHUS OYIyT HACTPOEHBI COTJIACHO 3TOMY (haiiiy.

Buvibop muna VPN-coedunenus

@ BeiGepuTe TUN VPN-coeiMHeHWA

BribepuTe TN VPN 4NA MCNONB30BaHWA B HOBOM COBAMHEHMW. ECnK
HeoBX0gWMEIRA TN OTCYTCTBYET B CNCKE, TO BOIMOXHO, HE
yCTaHoBNeH Heofxogumelid VPN-Mogyns.

Layer 2 Tunneling Protocol (L2TF)
Cisco AnyConnect or openconnect (OpenConnect)

Juniper Network Connect (OpenConnect)

Palo Alto Networks GlobalProtect (OpenConnect)

Pulse Connect Secure (OpenConnect)

OpenVPN

TyHHENLHLIA NPOTOKON TMNA TOUKA-TOuKa (PPTP)

Cisco-coBMmectiman VPN (vpnc)

MMMNopPTUPOBaTE COXPAHEHHYH KOHGUIypaLu VPN. ..

Puc. 174

3. B ortkpsiBiemcst okHe ykazaTh [P-agpec OpenVPN cepsepa, ceprudukar Y1, npuBaTHBIN K04 U

ceprudukar nonbzosarens (Puc. 175).
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Iapamempwor VPN-coeounenus

13MeHeHWe VPN-coeguHeHWe 1

VIMA coeguHEHUA "PN—coe,mAHEHM&I ]

OcHoBHOR | VPN | Mpokcw | MapameTpel [Pvd MNapameTpol IPVE |
o6wme
Lintos: [192.163.0.102 ]
AyTeHTUdUMKaUWA
Tim: Ceptudukatel (TLS) - |
CepTudmkat CA ||__‘| my-ca.crt E‘
Ceprudukat Mons3oBaTens l|__’| client.crt EJ
MpWBaTHLIA KNy Mons30BaTens l|:] client.pem EI
Mapont NPMBATHOTO KNOUYa MonL30BaTenk [ I-;]
[l MNoka3biBaTh Napons
l ,El,anonHuTeano...‘

IKCMOPTUPOBATE... l OTMEHUTE ‘ l =) CoXpaHnTL ]

Puc. 175

4. Haxatp kHOTIKY «JlomoJHUTENTbHO» YTOOBI yKa3aTh mapameTpbl noakiaodeHuns. Hactpoiiku coenm-

HCHHA HAXOAATCA Ha pa3HbBIX BKIIaJIKaX, HAIIPUMEP Ha BKIIAJKE ((3aHII/ITa» MOKHO YKa3aThb aJIll'o- pUTM

mmdposanus (Puc. 176).

Jlononnumenvusie napamempoi OpenVPN

AononHWTeNbHbIE NapaMeTpsl OpenVPN

Ofwwe BezonacHoCTE [ AyTeHTUDMKaUWs TLS | MpokcK | Mpoune |
Wndp: [ grasshopper-cbc - ]

[} 3agath ANWMHY Knoua: '128 = | o ‘

AyTeHTudukauuna HMAC: . .
[l MposepaTs CRL 13 daiina | .{HET} E|
[} NMposepaTs CRL W3 kaTanora (Het) -
& OvknounTe Neperosopsl © BeipaboTke wWydpa

@ OTMEHUTE ‘ l gox J

Puc. 176
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5. CoxpaHMTb ceaHHBIE U3MEHEHUS, HaXKaB KHONIKY «OK» n 3areM «CoXxpaHUTbHY.
6. Bomonaute noaxmouenue (Puc. 177).
Cozoanue VPN-coeounenusi
CeTk Ethernet

System eth0

W VPN-coeguHeHne 1 OTKNHUYWTBECA

Hactpowuts VPN... CoegnHenna VPN

@ o [N =P
Puc. 177
Brimonanute HacTpoiiky OpenVPN kineHnTa MOXKHO Tak:ke B KOMaHAHOMU cTpoke. [is aToro:
— ckommpoBaTh aitn /usr/share/doc/openvpn-gostcrypto-2.4.9/client.conf B
Katajor /etc/openvpn/;
—  CKOITMPOBAaTh paHee  CreHEpHUpPOBAHHBIC KIIOYd W cepTU(dUKATHI B KaTaJor
/etc/openvpn/keys/ uykaxure ux B /etc/openvpn/client.conf;
— B aiine /etc/openvpn/client.conf Bnone remote yka3ats [P-anpec OpenVPN cepse-
pa, IpyTHe MmapaMeTpsl MPUBECTH B COOTBETCTBHE C HACTPOMKAMH CepBepa, HalpuMeD:
remote 192.168.0.102 1194
ca /etc/openvpn/keys/my-ca.crt
cert /etc/openvpn/keys/client.crt
key /etc/openvpn/keys/client.pem
fremote-cert-tls server
cipher grasshopper-cbc
tls-cipher GOST2012-GOST8912-GOST8912
— 3amyctuTh KiaueHT OpenVPN:

# openvpn /etc/openvpn/client.conf

6.7 Tlogaeprkka (hailIOBBIX CUCTEM

daiinoBasi cucreMa MPeACTaBIsSeT U3 ceds HaOOp MPaBWII, OMPENSISIONINX TO, KaK XPAHITCS U
W3BJICKAIOTCS IOKYMEHTHI, XPAHSIIIUECs Ha YCTPOHCTBE.

[TpoBepka moanepxkku GhanaoBeIX cUcTeM ext2, ext3, ext4, 1509660, fatl16, fat32, ntfs:

1. Coznmarb paznen oobeMom meHee 4 ['0aiiT Ha flash-HakonuTene (Hanpumep, /dev/vdcl).

2. Jlns co3maHus iso ¢aitia yCTaHOBHUTH MAKET genisoimage:

# apt-get install genisoimage
3. Cozparb Katasior /mnt/filesystem, B KOTOpPbIH OyJeT MOHTUPOBATHCS Pa3e:

# mkdir /mnt/filesystem
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4. OrtdopmaTupoBath pasen B MpoBepsieMyto (paioByI0 CUCTEMY:
— U ext2:
# mkfs.ext2 /dev/vdcl
—  JUIA ext3:
# mkfs.ext3 /dev/vdcl
— A ext4:
# mkfs.ext4d /dev/vdcl
— i fatl6:
# mkfs.fat -F 16 /dev/vdcl
— i fat32:
# mkfs.fat -F 32 /dev/vdcl
— 1 ntfs;
# mkfs.ntfs /dev/vdcl
— s 1509660 — co3nath iso-(aiin u3 karanora /etc:
# mkisofs -r -jcharset koi8-r -o /root/cd.iso /etc
5. Jlns mpoBepku moanep:kku (aitmoBeIx cucteM ext2, ext3, extd, fatl6, fat32, ntfs:
— TMPUMOHTHPOBATH pazjel ¢ (HailsoBoi cucTeMoii B Katasor /mnt/filesystem:
# mount /dev/vdcl /mnt/filesystem
— TPOBEPHUTH BO3MOXKHOCTH 3alKCH (paiiyia Ha TEKYIIyi0 (aillIoByI0 CHCTEMY:
# echo test content > /mnt/filesystem/test.fs
# 1s -1 /mnt/filesystem/test.fs
-rw-r—--r——-. 1 root root 13 mam 23 20:10 /mnt/filesystem/test.fs
— TIPOBEPUTH BO3MOXKHOCTh YTECHUs (aiina ¢ TeKyien (HaitoBoi CHCTEMOIA:
# cat /mnt/filesystem/test.fs
6. Jlns mpoBepku moanepKku (ainoBoil cucteMsl 1509660 CMOHTHPOBATH CO3/IaHHBIN 1SO (aiil B Ka-
tanor /mnt/filesystem/ (¢aitnm obpasa aucka OyJAeT MPUMOHTHPOBAH B PEKUME «TOJIBKO IS
YTCHUS):

# mount -o loop,ro /root/cd.iso /mnt/filesystem/

6.8 Ilogaeprkka ceTeBBIX MPOTOKOJIOB

6.8.1 SMB
Samba — makeT nporpamm, KOTOpbI€ MMO3BOJISIOT 00paIaTbcs K CETEBbIM JIMCKaM U IPUHTEpaM Ha

Pa3NIUYHBIX ONEPAMOHHBIX crcTeMax 1o nmpotokory SMB/CIFS. imeeT KIMEHTCKYIO ¥ CEpBEPHYIO YacTH.
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6.8.1.1 Hacmpoiixa Samba
Samba HacTpanBaeTcsi ¢ TOMOIIBIO KOHGUTYpaMOHHOTO daiina /etc/samba/smb.conf.
[Ilpumeuanue. Ilocne pemaktupoBanus ¢aiima smb.conf, ciaeayeT 3amyckaTh KOMaHIY

testparm s npoBepkHu (ailyia Ha CAHTAKCUYECKHUE OIINOKH.

6.8.1.1.1 JloGaBieHwue mMoIb30BaTESA
Co3naTb nosb30BaTeNst samba B CUCTEME U YKa3aTh ApOJIb:
# useradd -m user samba
# passwd user_ samba
Jlo6aBuTh nonb3oBatelns B Gpaiin smbpasswd ¢ TeM e MapoJieM:
# smbpasswd -a user samba
New SMB password:
Retype new SMB password:

Added user user samba.

6.8.1.1.2 Co3manue pecypcoB 00IIero 10cTymna
Cospnatp nanky sharefolder, ans o0IUX PeCypCcoB:
# mkdir /mnt/sharefolder
HaszHnaunth HOBOTO Bajeblia;
# chown -R user samba:users /mnt/sharefolder
# chmod -R ugo+rwx /mnt/sharefolder
Jlo6aBuTh B KOHPUTYpAITMOHHBIN (haiis cepBepa Samba /etc/samba/smb.conf cTpoku:
[public]
#oyre kK ofmer narnke
path=/mnt/sharefolder
read only=No
#OTKPEITE T'OCTEBOM HOCTYII
guest ok=Yes
comment = Public
[TepezamycTuTh Cityx0y:
# systemctl restart smb

# systemctl restart nmb
6.8.1.1.3 Co3ganue pecypcoB O0IIETO JOCTya OT UMEHHU OOBIYHOTO MOJIb30BaTENs
Coznanue pecypcoB O0IIEero TOCTyNa OT UMEHU OOBIYHOTO TOJIE30BATENSI PACCMOTPEHO B paszelie

«Co3znmaHue pecypcoB O0IIIEro T0CTyIay.
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6.8.1.2 Hacmpouxa knuenma

6.8.1.2.1 Tlonkmrovenue mo nmpotokory SMB B rpaduyeckoit cpene

Jnst cozmanust moAKIoueHus o mpotokoiny SMB B rpadudeckoii cpene MATE mosxHO, 3anyCTUTh
(baltnoBEIll MEHEKep, yKazaTh B aIpECHOM CTpPOKe MpOTOKOoN U anpec cepeepa (Puc. 178). Haxartp
kiapuiry <Enter>. ByayT mokazanwl pecypcbl ¢ oommmM noctynoM (Puc. 179). lna moctyma k mamke,
HEO0OXOAMMO yKa3aTh UMs MOJIb30BaTEeNs, TApob U HaxkaTh KHONKY «Ilogkmtountbces» (Puc. 180).

Cosoanue nooxnouenusi no npomoxoay SMB

&= user

®ainn Mpaeka Bwg [Mepexog 3awnagrkn Momowls

(o Hasag w ) Brepiy v .:féh @ l@] =) 100% (o

‘TGI-IKH Bxogg v M ‘ M MepeidTy K [5mbﬂ192.158.{}.13141
3

KomneioTep

B PaBounii cron AoKyMEHThI 3arpysku

Puc. 178

Cosoanue nooxnouenusi no npomoxoay SMB

Pecypchl Windows Ha 192.168.0.131
@®aidn Mpaeka Bug [Mepexog 3aknagky MNomols

¢oHazaa v - Bnepts v > @ (G e @ >

‘TOHKH BXOja ¥ M‘ M Pacnonoxenwe: |smb://192.168.0.131/ il

o i E
user

public JokyMeHTEI

Pabouwii cTon

|=] waiAnosan cucte...
(& foxymenTei

(& 3arpyzku

My3bika
W3obpaxeHns

sl Bnaeo

Kop3uHa
CeTb

I
I'Ipucumpemcem T

Puc. 179



176

Cosoanue nooxnouenusi no npomoxoay SMB

TpebyeTcA ayTeHTUGMKaLWA

BeegnTe NoNbL30BaTENA W NAPONE ANA pecypca «publics Ha «192,168.0.131=:

MogknoUATECE KaKk ) MogknHYUTECA AHCHUMHO

© 3apervcTpypoBaHHLIA NONL30BATENE

MMA Nnons3oBaTena user_samba

Jomen | WORKGROUP

"apﬂnb Ty

) 3abbiTh NApoNL HEMEANEHHD
0 3anoMHUTE NapoNk 40 BLIXOAA M3 CEaHCa

) 3anoMHWTL HaBCerga

MoaKnHYynTeCA OTmMeHa

Puc. 180

6.8.1.2.2 MonTtupoBanue pecypca Samba uepe3 /etc/fstab
[IpocMoTpeTh CITUCOK OOIIEAOCTYITHBIX PECYPCOB Ha CepBepe:
$ smbclient -L 192.168.0.131 -U%
[TpocMOTpeTh CITMCOK PecypcoB Ha cepBepe MOCTYITHBIX MOJIh30BATENIO User samba:

$ smbclient -L 192.168.0.131 -Uuser samba

Enter TEST\user samba's password:

Sharename Type Comment
public Disk Public
IPCS IPC IPC Service (Samba Server Version 4.16.6)
user samba Disk Home Directories
Cups-PDF Printer Cups-PDF
JOKYyMEHTEL Disk
SMB1 disabled -- no workgroup available
Co3znatp (haiin /etc/samba/sambacreds (mammpumep, KOMaH 101 mcedit

/etc/samba/sambacreds), C COACPKUMBIM:
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username=yMs_IOJIb30BaTEJs
password=napoJb

Jnst 3amuTel nHOpMaIuu, mpasa Ha (aiin /etc/samba/sambacreds, Haa0 YCTAaHOBUTH Tak,
4T00bI (paiia ObLI TOCTYNEH Ha YTEHUE U 3aMUCh TOJIBKO MOJIb30BaTEI0-BIaaeNeny (aiina:
# chmod 600 /etc/samba/sambacreds

U IIPUHAJIEKATE r00t:
# chown root: /etc/samba/sambacreds

st MouTHpOBaHUs pecypca Samba B /etc/fstab HeoOXoauMO ponKcaTh, CTPOKY BHIA:
//CEPBEP/VMA_ PECYPCA /mnt/Touka MOHTMPOBAaHMA cifs
credentials=/nyTs/x/noguomounram/sambacreds 0 0

Hampumep:
//192.168.0.131/public /mnt/server public cifs users, netdev,x-

systemd.automount, credentials=/etc/samba/sambacreds 0 O
6.8.2 NFS

6.8.2.1 Hacmpoiixa cepsepa NFS
[Ilpumeuanue. JlomkeHn ObITh YyCTAaHOBJIEH MakeT nfs-server (maker nfs-server He BXOAUT B CO-
ctaB ISO-o0paza quctpudyTHBa, €ro MOKHO YCTaHOBUTH U3 peno3utopus pl0):
# apt-get install nfs-server
3anyctuth NFS-cepBep 1 BKIIIOUUTH €70 [0 YMOJIYaHUIO:
# systemctl enable --now nfs
B ¢aiine /etc/exports cienyer yka3aTb 3KCIOPTUPYEMBIE KaTajoru (KaTajord, KOTOpbIe
OyJZIeT pa3pemnieHo MOHTUPOBATh C IPYTUX MAIIHH):
/mysharedir ipaddrl (rw)
Hanpumep, pa3pemints MOHTUPOBATH /home Ha cepBepe:
# vim /etc/exports
/home 192.168.0.0/24 (no_subtree check, rw)
rae 192.168.0.0/24 — pa3pemenne sxcnopra a1 nmoacet 192.168.0.X; rw — pa3pelieHbl YTCHHE U
3aInCh.
[Monpobuyto nadopmarmro o popmare (aiiaa MOXKHO TOCMOTPETh KOMAH/I0M:
man exports
[Tocne BHeceHust n3MeHeHUH B ¢aiin /etc/exports HE0OOXOAMMO BHITIOJIHUTh KOMaH/TY:
# exportfs -r
[TpoBepuTH CIHCOK YKCIIOPTUPYEMBIX (PAIIIOBBIX CHCTEM MOXKHO, BBITIOTHUB KOMaH/Y:
# exportfs
/home 192.168.0.0/24
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6.8.2.2 Hcnonvsoeanue NFS
[lonkmouenne k NFS-cepBepy MOXHO NpOM3BOAUTH Kak BpYYHYHO, TaKk M HAacTpPOUB
aBTOMATUYECKOE MMOJKIIFOUECHHE ITPU 3arpy3Ke.
Jl1s pydHOr0 MOHTUPOBaHMS HEOOXOAUMO:
— €03/1aTh TOYKY MOHTHUPOBAHUSI:
# mkdir /mnt/nfs
— TPUMOHTHUPOBATH (PANIIOBYIO CUCTEMY:
# mount -t nfs 192.168.0.131:/home /mnt/nfs
rae 192.168.0.131 — IP agpec cepepa NFS; /mnt/nfs — mokanpHBII KaTanor Kyjaa MOHTHPYETCS
YJaJICHHBIA KaTaJor;
— TpoBepuUTh HaNKM4KE paitnoB B /mnt/nfs:
# 1s —al /mnt/nfs
JloimkeH 0ToOpa3uThes CUCOK (DaityioB Katajora /home pacronokeHHoro Ha cepepe NFS.
s aBromatnyeckoro MoHTHpoBaHusi Kk NFS-cepBepy mpu 3arpyzke HeoOX0IuMO 100aBUTh
CIICYIONIYIO CTPOKY B daiin /etc/fstab:
192.168.0.131:/home /mnt/nfs nfs intr, soft,nolock, netdev,x-
systemd.automount 00
[Mpumeuanue. [Ipexne ueM usMeHsaty /etc/fstab, HEOOXOTUMO CMOHTHPOBATH KAaTaIOT

BPYYHYIO JIJIsl TOTO YTOOBI yOSTUTHCS, UTO BCE pabOTaeT.
6.8.3 FTP

6.8.3.1 Hacmporixa cepsepa FTP
YcranoButh naketsl vsftpd, anonftp (makers! vsftpd u anonftp He Bxomar B cocraB ISO-o6pa3a
IUCcTpuOyTHBA, UX MOXKHO YCTaHOBHTD U3 peno3uropus pl0):
# apt-get install vsftpd anonftp
W3menuTh HaCTPOWKY IpaB goctyna B daiine /etc/vsftpd. conf:
local enable=YES
chroot local user=YES
local root=/var/ftp/
[Tepezamyctuts vsftpd.socket:
# systemctl restart vsftpd.socket
Yo6enuthscs B HopManibHOU pabote FTP-ceppepa:
# netstat -ant | grep 21
tcp 0 0 :::21 T ¥ LISTEN
FTP-cepBep 3anyiieH 1 IpMHUMAET COEAUHEHMS Ha 21 nopTy.

Co3pnartsb ¢aiin B katanore /var/ftp/:
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# echo "vsftpd test file"™ > /var/ftp/test.txt

6.8.3.2 Ilookntouenue paboueti cmanyuu

Cosznarp noakmouenue no npotokony FTP B rpaduueckoit cpene MATE moxHO B (aitnoBom

MeHemkepe. s 3Toro ciueayer ykasaTh B apeCHOM CTpOKe MpOTOKOJ W aapec cepsepa (Puc. 181) u

HaXXaThb KJIaBUIIY <Enter>. B niosBuBIIEMCS OKHE YKa3aTb UM IOJIb30BATCIIA, IIAPOJIb U HAXKATH KHOIIKY

«ITonkmountsesy (Puc. 182).

Cozoanue nooknouenus no npomoxony FTP

®ain Mpaeka Bwug TMepexog 3aknaged [MoMols

@DHaaap' w oo Brepéy v -/éb @ @ E =) 100% |

|T0|-IKH BXOfa ¥ ﬁ|

MepedTu K [ftp:f‘ﬂﬁz.‘i 68.0.131|

‘.I I
KoMnbwTep |

PaBounia cTon AoKyMeHTLI 3arpyskM
Puc. 181

Coszoanue nooknrouenuss no npomoxony FTP

TpebyeTcA ayTeHTUPUKaLWA
EBeguTe NONL30BaTENA W NAponb AnA «192.168.0.131x:

MogkNHYUNTBCA Kak ) TogKIHunMTECA aHOHMMHD

© 3aperncTpUMpoBaHHLIR NONL30BATENL

MmA nonb3oBatena [LISEF }

fapone [ |

) 3abbITb Napons HEMEANEHHD

© 3anoMHWTL Napo/b 40 BLIXO4A W3 CEaHCA
() 3anoMHWTE HaBCeraa

MoAKNHYNTECA OTMEHa

Puc. 182

JlomkeH oToOpa3uThes CUCOK ¢aitnos karanora /var/ftp/, pacnonoxennoro Ha cepsepe FTP

(Puc. 183).
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@aiin na FTP cepsepe

/Ha192.168.0.131
®ain Mpaeka Bwa Mepexog 3awnagkw MNomolws

\g-' Hasag w o Brepeg 2 @ \j IEI (=) 10006 o) -
lTO'-IKIr'I Bxoga ¥ X | PacnonoxeHwe: ftp:ff192.168.0.131f1 i
KomnsioTep = =

& user |J

i test.txt
f& Pabounia cTon

| @aiinosan cuc...
(& LokymenTe

B 3arpyarn e
My3bika

3| M30bpakeHuA

» 1 00wekr

Puc. 183

6.8.4 NTP

6.8.4.1 Hacmpotika cepsepa NTP
B kauectBe NTP cepBepa/kinueHTa HCTIONb3yeTCs cepBep BpemeHu chrony:

— chronyd — nemon, paboraromuii B poHoBOM pexxknme. OH mosrydaeT HHOOpPMAIUIO O pa3HUIIE CH-
CTEMHBIX YaCOB U YacOB BHEIIHETO CEpBEpa BPEMEHU U KOPPEKTUPYET JIOKaabHOE Bpems. [lemon
peanuzyeT npotokoa NTP u MoxkeT BbICTynaTh B KaueCTBE KJIMEHTA UK CEPBEPA.

— chronyc — ytunuTta KOMaHIHON CTPOKH JUIsl KOHTPOJISI U MOHUTOPUHTA MPOTrpamMMbl. Y TUJIIUTA UC-
MOJIb3YETCS U TOHKOM HACTPOMKHU PA3IMYHBIX MapaMeTpoB JEMOHA, HApPUMeEp, MO3BOJIAET J0-
0aBIIATH WM YAAIATH CEPBEPHI BpEMEHH.

BrmoaauTs HacTpoiiky NTP-cepBepa MOKHO CIIETyIONTUMHU CITOCOOAMM:

1. B IIYC nactpouts Momynb «/lata u Bpems» Ha mojydeHue TouHoro BpemeHu ¢ NTP cepsepa u
paboty B kauectBe NTP-cepBepa u HaxkaTh kHONIKY «I[Ipumenutsy» (Puc. 184).

2. VYkazarp cepBepsl NTP B nupektuBe server wmim pool B (aie koHpurypauuu NTP
/etc/chrony.conf:
allow all #Paspemurs NTP-KIMEHTY OOCTYI M3 JIOKAJLHOUW CETU
pool pool.ntp.org iburst

3. Ilepe3amycTuTh CEpBUC KOMaHIOM:

# systemctl restart chronyd
4. YOenuthcs B HOpManbHOUM paboTe NTP-cepBepa, BHITIOJIHIB KOMaHTY:

# systemctl status chronyd.service
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Hacmpotixa mooyns «/lama u epemsy

Monyuats TOUHoE BpemA ¢ NTP-cepeepa:  pool.ntp.org
PaBoTath kak NTP-cepeep

- Oxra6pe 2022 -
MH

Br|Cp|4Yr|MT|Cd| Bc

3 4|5 |67 |8 9
10 (1112 (13|14 15| 16
17 [18|19 (20|21 | 22| 23

24 [25]26 |27 291 30
3l

XpaHuTb BpemA B BIOS no MpuHBKYy

Yacoeoi nosc: Eepona/KanvHuHrpan _

Puc. 184

6.8.4.2 Hacmpotixa paboueii cmanyuu

Hactpouts Moayins «/laTa u Bpems» Ha moiaydeHue TouHoro Bpemenu ¢ NTP-cepsepa (B kauecTBe
NTP-cepBepa ykazars [P-anpec cepBepa NTP) u naxars knonky «IIpumenuts» (Puc. 185).

Hacmpotixa mooynsa «/lama u epemsay na paboueii cmanyuu

4+ InaeHan % Pemum skcnepTa A Boixog ) Cnpaska

v Mony4yaTk TouHoe spemAa ¢ NTP-cepBeepa: [192.158.0.131| ]

| PaboTaTtk kak NTP-cepeep

% okTAbGpL 2022 &
' ch [Bc

0 15 [

g |9

15 |16

22 |23

Bl 20 30
[28.10.2022 [3] [15:58:26 [2]

v XpaHWTh Bpema B BIOS no IpuHBAYY

“Yacoeoi noac: Espona/KanwHWHrpan |H3MEHI-ITb...

|_ﬁpHMEHHTbI

Puc. 185
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[IpoBepuTh TEKyIIME UCTOYHUKHA BPEMEHHU:
$ chronyc sources

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? 192.168.0.131 0 10 0 - +0ns | +0ns] +/- On
[Iposepurs cratyc uctouHukoB NTP:

$ chronyc activity

200 OK

1 sources online

sources offline

sources doing burst (return to online)

o O O

sources doing burst (return to offline)
0 sources with unknown address
6.8.5 HTTP(S)
6.8.5.1 Hacmporixa cepsepa HTTP
VYcranoButh maket apache2-base (maket apache2-base He Bxoaut B coctaB ISO-o06paza nuctpuly-
THBA, €T0 MOKHO YCTaHOBUTH U3 peno3utopus pl0):
# apt-get install apache2-base
3amyctuts httpd2:
# systemctl start httpd2
Yo6enuthcs, uto cimyxk0a httpd2 3anymena:
# systemctl status httpd2
Co3iath CTapTOBYIO CTPAHUILY JJIs BeO-cepBepa:
# echo "Hello, World" >/var/www/html/index.html
6.8.5.2 Hacmpotixa paboueii cmanyuu
3amycTuth Opaysep, nepeiitu o agpecy http://<IP-ampec> (Puc. 186).

Obpawenue x cepsepy u nonyyeHue OaHHbIX N0 NPOmMoKoy http

e Mozilla Firefox
192.168.0.131/ x |+

« - C O & 19216804131
Hello, World

Puc. 186
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Tak>Xe MOKHO BBIIIOJIHUTh KOMaHy:
$ curl http://192.168.0.131
Hello, World

[Ipoucxonut obpaiieHue K cepBepy U NOIyUSHUE JaHHBIX MO MPOTOKOIY http.

6.9 BuptyanbHas (3KkpaHHas ) KJIaBUaTypa

Onboard — rubkas B HacTpoiiKkax BUpTyajbHas (SKpaHHas) KIIaBUaTypa

BupryanpHas kiaBuatypa mosiesHa Toria, KOrja Mo KakuM Ju0o MpUYMHAM, HET BO3MOXHOCTH
UCIIOJIb30BaTh OOBIYHYIO KIaBUATypy. Tak e BHUpTyalilbHas KJIaBUaTypa MOKET OKa3aThCs YyIO0OHOM
MOJTH30BaTEIISIM CEHCOPHBIX KpaHOB (touchscreen).

[Ipumeuanue. JlomkeH ObITh yCTAaHOBIICH TTakeT onboard:
# apt-get install onboard
6.9.1 KuaBuarypa onboard npu Bxoje B cucteMy

Jlyis TOro 4ToObI MOSIBUIIACH BO3MOXKHOCTh UCIOJIb30BaTh BUPTYaNbHYIO KIIaBUATYpy IPU BXOJE B
cucremy Heoboxomumo B (aiine /etc/lightdm/lightdm-gtk-greeter.conf  BBICTaBHUTH
napametp keyboard B 3nauenue 'onboard --xid'":

[greeter]

keyboard=onboard --xid

YroObl 3amycTUTh BUPTyaJbHYIO KJIaBUATypy Ha CTPaHMIE BXOJAA, CIEAYEeT HaKaTh KIIABHILY
<F3> pnm ImEnKHYTh 3HAYOK YEIOBEKAa HAa BEPXHEW IaHENIM, a 3aTéM OTMETUTh IYHKT «OKpaHHas

knaBuarypa» (Puc. 187).

Ha skpane nosiButcst BuptyanbHas kinaBuatypa (Puc. 188), e M0oXxHO Mcnonb30BaTh AJi1 BBOJA

HMCHHU I10JIb30BATECIIA U ITApOJIs.


http://192.168.0.131/

184

Cmpanuya 6xoda 6 cucmemy
MatHuua, 28.10.2022 15:45 host-15 B us O
: KpynHbIA WpnudgT Fi
BbiCOKas KOHTPaCcTHOCTh

B JKpaHHafa KnaevaTypa ES

Jobpo noXxanosatk

user v

Mapone

iOTMEHa| ‘Boﬁm|

Puc. 187

6.9.2 KunaBuarypa onboard mpu pa3z0I0KHUpOBKe SKpaHa
Jns toro uroObl KiaBuaTtypa paloTana mpu pa30JOKHPOBKE JKpaHa, CIEAYET BBICTaBUTh
cienyouue napaMmerpsl dconf:
org.mate.screensaver.embedded-keyboard-enabled=true
org.mate.screensaver.embedded-keyboard-command="onboard --xid"
YcranoButh napamerpsl dconf g KOHKPETHOTO MOJIb30BATENSI MOYKHO, BBIIOJHUB KOMaHbI
(mOJ1 TUM TOJIL30BATEIIEM):
S gsettings set org.mate.screensaver embedded-keyboard-enabled true

S gsettings set org.mate.screensaver embedded-keyboard-command

"onboard --xid"
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Bupmyanvnas knasuamypa npu éxooe 6 cucmemy

MaTHuua, 28.10.2022 15:45 host-15 Bus O

Jobpo noxanoBath
user -
I =
MNapons
iOTMEHaI lBoﬁTmi
f1]2fs]4fs]e]7]8]9fo]- [=]m|m
—n qwertyui(}p[]& N
2 als|d|{fjglh]lj|k|L]:]|"']|\ ane
T |<|zlx]|c|vib|nm],|.]|/]|t0 F@!
=[=[-] EEENNE
Puc. 188

Jnst Toro uToOBl BBICTaBUTH HACTpoliku dconf Tno0anmbHO Ui BCEX TIOJIH30BATEIICH,
HE0O0X0AMMO (BCE IEHCTBHS BBITIOIHSAIOTCS OT UMEHH r00t):
1. Cozpats ¢aiin /etc/dconf/profile/user cieayrmero coaepKaHus:
user—-db:user
system-db:local
2. Co3zparthb, ecliv OH €Ille He co3/JaH, KaTajor /etc/dconf/db/local.d:
# mkdir /etc/dconf/db/local.d
3. Cozpath aiin TUIst JIOKaITbHOU 0a3bl JTAHHBIX B
/etc/dconf/db/local.d/00 screensaver CICIYIOIIEr0 COACPKAHU:
[org/mate/screensaver]
embedded-keyboard-enabled=true
embedded-keyboard-command="onboard --xid"
4. OOHOBHUTH CHCTEMHBIE 0a3bI JAHHBIX, BHITIOJIHUB KOMaH/TY:
# dconf update
IIpocMOTpeTh HACTPOUMKH Org.mate.screensaver MOXKHO, BHIITOJTHUB KOMAaHY:

$ gsettings list-recursively org.mate.screensaver
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org.mate.screensaver mode 'single'
org.mate.screensaver status-message-enabled true
org.mate.screensaver lock-dialog-theme 'default'
org.mate.screensaver logout-command ''

org.mate.screensaver user-switch-enabled true
org.mate.screensaver embedded-keyboard-enabled true
org.mate.screensaver idle-activation-enabled true
org.mate.screensaver lock-delay 0

org.mate.screensaver logout-delay 120

org.mate.screensaver cycle-delay 10

org.mate.screensaver lock-enabled false

org.mate.screensaver logout-enabled false

org.mate.screensaver embedded-keyboard-command 'onboard --xid'
org.mate.screensaver themes ['screensavers-gnomelogo-floaters']
org.mate.screensaver power-management-delay 30

B pesynbrare mpu pa30iI0KHpPOBKE SKpaHa MOSBUTCS BUpTyaibHas kinaBuarypa (Puc. 189), e¢

MOKHO UCIIOJIB30BAaTh AJId BBOJAA MTApPOJIs.

Bupmyanvnas knasuamypa npu pazoniokuposke dKkpara

15:52:43
MNaTHWLE, okTABpA 28
user
user Ha host-15
Maponek: | ] en
OCTaBuTh EDDﬁLLI,EHME | | HEpEKﬂIﬂHMTb nonb30BaTens || OTMmeHa | ‘ Paaﬁnompoﬂarb ‘
J1f2fsfafsfefrjsfjojof-J-]Jla|jm
=~ Jawlelrft]yJufliJofpJO]1] | B
2 lafsJdlffgfnhfifrfif:f f\] Abc
0 <lz[xfcfv] b nfmf [ .J]/1[o 123
ctl | win [ A | fater]f <« | =] 1 | ¢ =

Puc. 189
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6.10 Hacrtpoiika MHOTOMECTHOIO peKuMa

Monayns «Hactpolika HECKOJIBKHMX pPabOYMX MecT» — Trpaduieckoe CpelCcTBO HACTPOUKU
MYJbTUTEPMHUHAIBHOTO PEXHMMa, MO3BOJIIOMIEI0 O0ECIEeYUTh OJHOBPEMEHHYIO paboTy HECKOJIBKUX
II0JIB30BATEJICH Ha OTHOM KOMIIBIOTEDE.

Jnis HacTpoiiku MHOTOMecTHOTro pexunma Heooxonumo B LIYC nepeiitu B paznen «Cucremay —
«HacTtpoiika HECKOJIBKUX PadOYHX MECT).

[Ipumevyanue. HeoOXoauMbIM yciaoBHEM Ui OpraHM3allid HECKOJIBKMX paboOuux MecT
ABIISICTCSA HAIWYME HECKOJIBKUX BUJCOKAPT, OJJHA U3 KOTOPHIX MOKET OBITh BCTPOCHHOW. Ecin BaM HY>KHO
TpHU MecTa, moTpedyeTcs 3 BuacokapThl. i peaabHO# 0THOBPEMEHHON pabOThl HA HECKOJIBKUX pabodnx
MecTax KpoMe BUAE€0KapThl TOHA100ATCSI MOHUTOPBI M KOMILIEKTHI KJIaBUATYPbI/MBIIIN HA Kax10€ pabodee
Mmecto. KnaBuarypa u MbIiib MOTYT ObITh ToJIKII0ueHbI 1o USB, Bo3MOkHO uepes xal.

[To ymonuaHuio B cucTeMe €CTh €AMHCTBEHHOE pabouee MecTo ¢ MMeHeM seat), K KOTOpomy
MTOAKJTIOUEHBI BCE JIOCTYIHBIC YCTPONCTBA, OHM MEPEUYHCIICHBI B CIUCKE «YcTporcTBa seatO» (Puc. 190).
310 paboyee MECTO HEb3s yJAIUTh UM U3MEHUTD.

Hnmepdheiic mooyna «Hacmpotixa neckonbkux pabouux mecmy

LieHTp ynpaBneHWs CUCTEMOIA (OT Cyneprionb3oBaTens).

+ TnasHas & Pemum skcnepta X Brixeg Cnpaeka

Pabo4me mecTa YcTpolicTea seatd
NVIDIA Corporation GF108M [GeForce GT 540M] (rev al)
Intel Corporation 2nd Generation Core Processor Family Integrated Graphi
Logitech USB Optical Mouse
Dell KB216 Wired Keyboard
Dell KB216 Wired Keyboard System Control
Dell KB216 Wired Keyboard Consumer Control
Lenovo EasyCamera: Lenovo EasyC
PIXART USB OPTICAL MOUSE

4 HNobasuTe | | * YoanuTe

¥cTpolicTea pabovero mecTa

seatl

NobaBuTk ¥YOoanuTe O4YUCTUTL BCE Chpoc

MpumeHnTs | | OTMeHnTL

Puc. 190

B criucke «Paboune MecTa» mepedncieHbl JIOTMOJHUTENbHBIE padoune MecTa (eCiM OHH €CTh), B
CKOOKax MPHUBOAMUTCS KOJIMYECTBO MOJKIIOYCHHBIX K JAHHOMY MECTY YCTpOMCTB. UTOOBI MPOCMOTPETH
yCTpOICTBA, MOAKIIOUYEHHBIE K JOTOIHUTEIBHOMY pabodeMy MECTy, HEOOXOIUMO BBIJICTUTH €T0 B CITUC-

ke «Paboune mectay, ycTpoiicTBa OyIyT ITOKa3aHbl B CIIUCKE « Y CTPOMCTBA paboYero MecTay.
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Co3naHue 1OTOIHUTENFHOTO pabovero MecTa:

BBectu ums HoBoro paboyero mecra B M0Ji€ BBOJA, PACHOJI0KEHHOE 10| CIIUCKOM paboyuX MecT,
1 Haxath KHONKY «JloGaButh». HoBoe pabouee mecto Oyaer mobaBieHO B cmucok «Paboune
MECTay.

[Ipumeuanue. UM pabodero Mecta MOXKET CoJlepKaTh TOJIBKO CUMBOJBI a-z, A-Z, 0-9, "-" u
" "'m MOHKHO HauWMHATheA ¢ mpedukca seat. [To ymomganuio OyayT creHeprupoBaHbl UMEHaA: seatl,
seat2 u T.nI.

Briienuts Hy)kHOEe pabouee Mecto B cnucke «Paboune mecta», a B cucke «YcTpoicTBa seat0»
BBIOpATh YCTPOICTBO, KOTOpOE OyAeT Ha3HAUYEHO BhIOpaHHOMY pabouemy Mecty. Haxarh KHONKY
«Jl06aBUTHY». Y CTPONCTBO MOSBUTCS B CIIHCKE YCTPONCTB BEIOpaHHOTO pabodero Mecta. BeiaenuTs

JIOTIOJTHUTEILHOMY paboueMy MECTY BHICOKapTy, KJIaBuatypy u Meiib (Puc. 191).

IMpenynpexneraue. OCHOBHYIO BUACOKAPTY HENb3sI MEPEKIIOUATh HA JIpyrue pabodne me-

AHaJIOTHYHBIM 00pa30M HAaCTPOUTH BCE paboune MecTa.

JUis IOKITIOUeHUsT Ha3HAYCHHBIX YCTPOIMCTB K JOMOJIHUTENFHBIM pad0OYMM MeCTaM HeoO0XO0JIUMO
HaxaTh KHOMKY «[IpuMeHuTH». UTOOBI HACTPOIKM BCTYNMIM B CHIIy HEOOXOAUMO Tepe3arpy3uTh
koMmmbroTep (Puc. 192).

Yempoiicmea pabouezo mecma

M LieHTp yNpaBneHWa cucTeMold (oT cynepnonb3oBaTens) (=)

A FnaeHas % Pexum akcnepTa X Buixog Cnpaeka

Pabo4me mecTa YcTpoicTea seatD

NVIDIA Corporation GF108M [GeForce GT 540M] (rev al)
Logitech USB Optical Mouse
Lenovo EasyCamera: Lenovo EasyC

¥ NobaBuTk || T YOanUTk

YcTpoicTea paboyero mecTa

Intel Corporation 2nd Generation Core Processor Family Integrated Graphi
Dell KB216 Wired Keyboard

Dell KB216 Wired Keyboard System Control

Dell KB216 Wired Keyboard Consumer Control

PIXART USB OFTICAL MOUSE

seatl

HobaBnThe YOoanuTe O4YUCTUTL BCE Chpoc

MpUMEHKTE || OTMEHWTL

Puc. 191
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AKmueauuﬂ MHOCOMECMHO2O0 pedncuma

LIEHTp yNIpaBNEHIs CMCTEMOIA (0T CyMEprioNb30BaTens)

Bonpoc

MpUMEHNTE M3MEHEHNA U +
nepesarpy3vTe KOMNeOTEP? B

CAY4Yae BOHUKHOBEHUA
npofnem, BeINCNHWUTE B
TEPMUHANE KOMaHaY:
loginctl flush-devices

| @02 || @Her |

Puc. 192

Ecnu mocrne mepe3arpy3ki Ha MOHUTOPBI HE BEIBOIAMTCSI HUKaKash HH(pOpMaIus, 3To 03HaYaeT, 4To
«3aKkperieHHas» 3a seat) BuaeokapTa OblUTa repeaHa Ha Ipyroe pabodee MecTo.

UTo0B! HCTIPAaBUTH TaHHYIO MPOOIeMy HEOOXOAUMO COPOCUTH HACTpoiku. [[ist aToro cienyer 3a-
JIOTHHUTBCSI BO BTOPOI TEKCTOBOW KOHCOJIH, YAAIHTh JOMOJHUTEIbHBIC padovne MEeCTa, BHIIIOJIHUB KO-
MaHAy (OT root):

# loginctl flush-devices

W nepe3arpy3utb KOMIBIOTED.
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7 OI'PAHUYEHMUE JEHCTBUHA MOJb30OBATEJISA

7.1  OrpanuyueHue MOJHOMOYUIA MMOIb30BaATENICH
7.1.1 OrpaHuuyeHue MOJIHOMOYHH M0JIb30BATENEH 110 UCII0JIB30BAHUIO KOHCOJIEH

7.1.1.1 Omxnmouenue enusanus buma SUID na npusunecuu nopoxcoaemozo npoyecca 8 L{YC

Jlnst BKITIOUEHUS 3anpeTa Outa ucnoiHenus Heooxoaumo B LY C nepeiitu B pazaen «Cucremay —
«bnokupoBka TepMHUHaATAY.

B cniucke nmone3oBateneii cieayet BeIOpaTh monb3oBaress, B okHe «Crucok TTY» oTMETHTh KOH-
COJIM, KOTOpBIE€ JOJIKHBI OBITH 3a0JOKMPOBAHBI ISl JAHHOTO IMOJIb30BATENs, MEPEHECTH UX B OKHO «3a-
onokupoBanubie TTY» u HaxkaTh kHONKY «[Ipumenutsy» (Puc. 193).

OzpaHulteHue NOAHOMOYUL NOSIb308AMENEl NO UCNOIb308AHUIO KOHCONel

g LleHTp ynpaBneHWs cMcTEMOIA (0T cynepnosib3oBaTens) =
4+ FmaBHaA  # PexuM 3kcnepTa A Beixof CnpaBka
HacTpo#ku De3zonacHoOCTH
HacTpoika gocTyna
V| BOIMOMHOCTE BNOKMpOBKK BKAKYEHE
Cnvcok nonb3ceaTened BEnokupoBka TTY
kiosk Cnucok TTY 3abnoknpoBaHHbie TTY
ttyl? “ ttyl
user tty18 tty2
ttyl9 e
tty20
ty21 Lt
tty22
MpUMEHUTL Chpoc
Puc. 193

7.1.1.2 Hacmpouxa oepanuuenus 8 KOHCOIU

YroObl OrpaHUYUTh KOHCOJBHBIA JOCTYN JUli I0Jb30BAaTENEH/TPyNI € IMOMOMIBIO MOy
pam_access.so He0OX0AMMO BHECTH U3MeHEHUs B dailn /etc/security/access.conf.

IIpumeuanue. Popmar daitna /etc/security/access.conf:

permission:users:origins
rae
— permission — 3HaK «+» (IUIIOC) JUISL TPEIOCTABICHUS IOCTYTa, MM 3HAK «-» (MUHYC) — OTKa3 B
JOCTYIIE;
— Users — CHUCOK MO0Jb30BaTeel WK TPYII M10Jb30BaTeNel WK KitoueBoe ¢iaoBo ALL;

— origins —cmucok TTY (1 ToKanbHOTO T0CTYTa), UMEH XOCTOB, JOMEHHBIX UMEeH, [P-aapecos,

kiroueBoe ci1oBo ALL nim LOCAL.
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YToOb! OrpaHUYUTH TOCTYI JAJISl BCEX MOJIb30BATENEH, KpoMe MOIb30BaTels 100t, CleayeT BHECTH
CIEAYIOLIME U3MEHECHUS:
# vim /etc/security/access.conf
-:ALL EXCEPT root: tty2 tty3 tty4d tty5 ttyb6

JocTyn MOXeT ObITh OTPaHUYEH ISl KOHKPETHOTO IOJIb30BaTEeIIs:
# vim /etc/security/access.conf
—-:user: tty2 tty3 tty4d tty5 ttyb6

JlocTyn Mo>keT ObITh OTpaHUYEH JUIsl TPYTIIIbI, COEpKalleld HECKOIbKO MOIb30BaTEeH:
# vim /etc/security/access.conf
—:group:LOCAL

Janee HEOOXOMMO CKOHUTypupoBaTh cTek PAM Ui MCIIONB30BaHHUS MOAYJIS pam_access.So
JUTS OrpaHUYECHUS JIOCTYIIa ~ Ha  OCHOBE OTrpaHUYCHUN, ONPEIETIEHHBIX B (aiure
/etc/security/access.conf. [ua storo mommcarek B ¢aiin /etc/pam.d/system-auth-
local-only crpoky account required pam access.soO IOCIE€ CTPOKH account re-

quired pam_tcb.so:

auth required pam tcb.so shadow fork nullok
account required pam tcb.so shadow fork
account required pam_access.so

password required pam passwdgc.so con-

fig=/etc/passwdgc.conf
password required pam_tcb.so use authtok shadow fork
nullok write to=tcb
session required pam_ tcb.so
7.1.2  OrpanndeHue yucia napamuiesibHbIX CEAaHCOB JOCTYNA ISl KaKI0M YYETHOM 3aMiCH MOJIb30BaTe-
7151 ”HPOPMAITMOHHON CHCTEMBI
B daiine /etc/security/limits.conf ompenenstorcs orpaHUYEHUsS PECYPCOB CHCTEMBI
JUTSI TIOJTB30BATEIIS WK TPYIIIBI Mojb3oBaresnei. @opMmar daiina:
<domain> <type> <item> <value>
[TepBoe mosne (domain) MOKeT CoaepKaTh:
—  WMs IOJIb30BATeIs;
— WM TPYIIIB (TIepel UMEHEM TPYTIBI HYKHO YKa3aTh CUMBOJ «(@»);
— CHMBOJI «*» (JaHHOE OTpaHHYCHHE OyIEeT OTPAaHUYCHUEM TI0 YMOJTYAHHIO ),
— cuMBOJ «%»— UCIIONB3YETCs TOJMBKO ¢ orpaHndenreM maxlogins. I'pynmna, ykazannas nociue %,

OrpaHU4YuBacT YUCJIO MapaJUICIIbHBIX CCaHCOB BCCX HOHBSOB&TGHGﬁ, KOTOPBIC SABJIAIOTCA YJICHAMU
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rpynnsl. Ecnu cumBon «%)» UCOIb3yeTCsl OTAETBHO, OH UISHTHYEH UCTIOIb30BaHUIO «*» ¢ orpa-
HUYeHHEeM maxsyslogins;

— Jauama3oH uid, 3agaHHbIi Kak <min_uid>:<max_uid>;

— nuana3oH gid, 3agaHHbIi Kak @<min_gid>:<max_gid>;

— gid, 3aganHbIi Kak %:<gid> — ucnoap3yeTcs TOIbKO ¢ OrpaHuyeHreM maxlogins.

Bropoe none — 3To Tun orpanuueHus: msrkoe (soft) umm sxectkoe (hard). Msarkoe orpanuueHue
OTIpeJIeNIAeT YHUCIO CUCTEMHBIX PECypCOB, KOTOPOE IOJIb30BATENb BCE €IIIe MOXKET MPEBBICUTH, KECTKOE
OrpaHUYEHUE MTPEBBICUTH HEBO3MOXKHO. [Ipy momneITKe cAenaTh 3T0, MOIB30BaTENb OIYUUT COOOIIEHHE 00
omunoOke. CUMBOJ «-» UCHOJB3YyEeTCs JUIsl OJHOBPEMEHHON YCTAaHOBKM KaK MSTKOTO, TaK M KECTKOTO
OTpaHUYCHUSI.

DJIEMEHTOM OrpaHuYeHHS (item) MOKET OBITh:

— core — orpaHu4eHue pasmepa daiina core (Koaiir);

— data — MmakcuManbHbIH pa3mep naHHbIX (KOaiiT);

— fsize — makcumanbHBIN pazMep daiina (Koaiir);

— memlock — MmakcumanbpHOE 3a0JI0KMpOBaHHOE aipecHoe pocTpaHcTBO (KOaiT);

— nofile — MakcUMaJIBHOE YMCIIO OTKPBITHIX (PAIIOB;

— stack — makcumanbHBIN pa3mep creka (Koair);

— Cpu— MakCHUMaJIbHOE BpeMs Mpoleccopa (MUHYTHI);

— Nproc — MaKCUMaJIbHOE YHUCIIO MPOLIECCOB;

— as — OrpaHHYEHHUE aIPECHOr0 MIPOCTPAHCTBA;

— maxlogins — MakcUMaJIbHOE YHCIIO OJTHOBPEMEHHBIX PETUCTPALIUN B CUCTEME;

— maxsyslogins — MakCHMaJIbHOE KOJUYECTBO YUCTHBIX 3aIUCEH;

— priority — MPUOPUTET 3aITyCKa MOJIb30BaTEIbCKUX MPOIIECCOB;

— locks — MakcuManbHOeE YHCIO (ailioB GIIOKMPOBKH;

— sigpending — MakKCHMaJIbHOE KOJIMYECTBO CUTHAJIOB, KOTOPHIE MOKHO TIEPEIaTh MPOIIECCY;
— msgqueue — MaKCUMaJIbHBIN pa3mep nmaMsT st ouepean POSIX cooOmiennii (6aiT);
—  nice — MAKCUMaJIbHBIN IPHOPUTET, KOTOPBIM MOYKHO BBICTaBUTH: [-20, 19];

—  1tprio — MaKCUMAaJIbHBII IPUOPUTET BPEMEHH BBIIOTHEHHUS.

YToObl YyCTaHOBUTH MaKCHUMaJbHOE YHCIIO IMPOLIECCOB ISl MOJb3oBaTeNs user B ¢ain 1im-
its.conf HyXHO JOOABUTH 3aIUCH:
user soft nproc 50
user hard nproc 60

[TepBas cTpoka onpenensieT Miarkoe orpannuenue (pasHoe 50), a BTopasi — ®KECTKOE.
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Crnenyroniue CTpOKH o0ecrevyar oJHOBPEMEHHY0 paboTy He Oosiee 15 monbp3oBareneit u3 Kaxmaon

TPYIIIIBI IoJIb30BaTene (groupl u group?2):

%groupl - maxlogins 14
%$group?2 - maxlogins 14
B nepBoM 1 BTOpOM citydae U3 KaKJ0W IpyMIbl OJIb30BaTeNIel OTHOBPEMEHHO paboTaTh CMOTYT

He Oosee 15. [pu mecTHaIaTON peruCcTpaIiy MOJIb30BATENbh U3 TPYIIBI YBHIUT COOOIIEHUE:
There were too many logins for 'user'.

Crnenyroias 3aruch OTPaHUYUT YUCIIO TapajlieIbHbIX CEAHCOB JOCTYIIA Ui KayKJI0M y4eTHO 3a-
IIACH TOJIb30BaTENEH:

* - maxlogins 5

[Mpumeuanue. OrpannveHus Takxe MOXHO HacTpauBath B LIYC B pazgene «Cucremay —
«Hactpoiiku orpannuenuit» (Puc. 194). Ilns sToro HeoOX0aUMO yCTaHOBUTH MakeT alterator-limits (u3
penoszutopus pl0):

# apt-get install alterator-limits

Yemanoska oepanuuenuii pecypcos, docmynHulx nonvzoeamenio

LleHTp ynpaeneHWA cUCTeMOiA (OT cyneprnonb3oBaTenA) Sl
T [NaeHan Pemum akcnepTa X Beixog CnpaBka

HacTpoiika orpaHu4eH i

Jomer Tun  ZnemeHT OrpaHW4eHKne
HomeH ¥
Tun v

JnemeHT maxlogins i

OrpaHu4eHdue | 3

NobaBuTe YoanuTe

NpUuMeHUTE

Puc. 194
7.2  BIoKuUpOBKa MaKpOCOB B IPUIIOKEHHIX

Jl1st TOro 94TOOBI BKIIFOYHTH OJJOKHUPOBKY MaKpOCOB B MpHIIOKEeHUIX He0oOxoauMo B LY C nepetitu
B pasnen «Cucrema» — «Hactpoiiku 6e30macHOCTIY.
I[Ipumeuyanue. JJomkeH ObITh yCTAaHOBJICH NAKeT alterator-secsetup:

# apt-get install alterator-secsetup

B OTKPBIBIICMCSA OKHEC CIICAYCT OTMCTUTD ITYHKT «BJ'IOKI/IpOBaTB MaKpOChI HpPIJ'IO)KGHHfI» 1 HaXXaTb

kHOTKy «[Ipumenutsy» (Puc. 195).
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BJZOKUpOGKCl MAKPOCOB 8 NPUTOIHCEHUAX

LLeHTp ynpaBneHMa cucTeMoii (OT cynepnonb3oBaTens)

4+ CnasHas % Pemum skcnepta XK Boixog Cnpaska

HacTpoiku bDezonacHocTH

v | BNoKMpOBaTh MaKpPOCkl NPUAOHKEHWUIA
BK/IKMYWMTE X3LWWPOBaHWE Naponed Nonsk3cBaTened no anroputmy FOCT P 34.11-2012
Alt Hardening

Mogyne Alt Hardening He aKTHBEH

MpUMEHUTE Chpoc

Puc. 195

Makpochl OyayT 3a0JIOKUPOBaHBI.

7.3 Monyns AltHa
AltHa — sTo Mmomynp 6e3omacHocTr Linux, KOTOpBIN B HACTOSIIIEE BpeMsl IMEET TPU BapUaHTa 3a-
LIUTHI TIOJIb30BATEIBCKOTO MPOCTPAHCTRA:
— wur"opupoBaTh 0uThl SUID B ABOMYHBIX (ailiax (BO3MOKHBI UCKITFOUCHHS);
— 3ampeTHTh 3aMyCK BEIOPAHHBIX HHTEPIPETATOPOB B MHTEPAKTUBHOM PEKHUME;
—  OTKJIFOYHTH BO3MOKHOCThH YAQJICHUSI OTKPHITHIX (DaiijIOB B BELIOPAHHBIX KaTajlorax.
Jns BmroueHust moayiis AltHa HeoOxomumo mepenats sapy mapamerp altha=1. Jlns sTtoro B
¢aiine /etc/sysconfig/grub2 B crpoke GRUB CMDLINE LINUX DEFAULT cnenyer no0a-
BUTH Omuuio: altha=1, Hanpumep:

# vim /etc/sysconfig/grub2

GRUB_CMDLINE LINUX DEFAULT='vga=0x314 quiet  resume=/dev/disk/by-
uuid/187504b7-7£78-486d-b383-1b638370d3eb panic=30 splash altha=1"
OOHOBHTH 3arpy34HK, BHIITOJHUB KOMAHIY:
# update-grub
Ilepezarpy3uThb cuctemy.
Bxurounts AltHa moxHO Takke B Moayie «HacTpotika 3arpy3zunka GRUB2.
7.3.1 3amper 6ura ucnonuenus (SUID)
[Ipu BriIrOUeHHOM MoaMonyie altha.nosuid, 6utel SUID Bo Bcex NBOMUHBIX (ailnax, Kpome
SIBHO TEPEYUCIICHHBIX, ITHOPUPYIOTCSA B MaclITade BCel CHCTEMBI.
7.3.1.1 Omxnouenue enusanus buma SUID na npusunecuu nopoxcoaemozo npoyecca 8 L{YC
Jlnst BKITIOUEHUS 3anpera outa ucnoiHenus Heooxoaumo B LY C nepeiitu B pazaen «Cucremay —

«HacTtpoiiku 6e30macHOCTIY.
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I[Ipumeuyanue. JomkeH ObITh yCTAaHOBJICH NAKeT alterator-secsetup:

# apt-get install alterator-secsetup

B oTkpbIBIIEMCS OKHE CIelyeT OTMETHTh MYHKT «OTKIIOYUTh BiIugHUE suid OUTa Ha MPUBUIICTUN
MOPOYKAAEMOro Ipoliecca u HaxkaTh KHONKY «[Ipumenuts» (Puc. 196).

Omxniouenue énuanus ouma SUID na npusunezuu noposcoaemozo npoyecca

LleHTp ynpaBneHWA CUCTEMOI (OT cynepnonb30BaTens)

4+ FmaBHaA  # PesuM 3kcnepTa A Beixof Cnpaeka

HacTpo#ku DezonacHOCTH

BNOKMpOBaTE M3KpPOCK! MPUNOMEHNA
BKMIYMTE X3LUMPOBaAHKWE Naponel Nons3osaTened no anroputmy MOCT P 34.11-2012

Alt Hardening
V| oTKNKHUTE BAMAHKWE suid BMTa Ha NPUBUAErMM NOPOMAIEMOro NpoLecca
MCHTHHEHNA: fbinjsu:fusrflibexec/hasher-priv/hasher-priv
OrPaHWYWTL 3aMycK MHTEPNPETATOPOB A3LIKOB NPOrPaMMUPOBAHUA B MHTEPAKTBHOM DEXUME
WHTepnpeTaTopel: | fusr/bin/python:/usr/bin/python3:jusr/bin/perl
OTKAKHUTE BOSMOMHOCTE YOANEHWA OTKPLITEIX dalinos

KaTanoru: fvar/leg:/etc:/root

MpUMEHUTL Chpoc

Puc. 196

HckiroueHus 3TO CIMCOK BKIIIOYEHHBIX ABOMYHBIX (paiiinoB SUID, pa3aeneHHBIX ABOCTOUUSIMU.
7.3.1.2  Omxnouenue enusanus obuma SUID na npusunecuu nopoxcoaemozo npoyecca 8 KOHCoau

Jis BkItoueHHWs 3ampeTa OWTa HCIONHEHUS CJeAyeT YCTaHOBUTh 3HAUYEHUE IepeMEHHOU
kernel.altha.nosuid.enabled paBHbM I:
# sysctl -w kernel.altha.nosuid.enabled=1

W nobGaButh, eciu 3T0 HEOOXOIMMO, MCKIIIOYEHHUS (CITUCOK BKIIIOYEHHBIX TBOMYHBIX (hailiioB
SUID, pa3aeneHHbIX ABOETOUUSMH ), HAIPUMED:
# sysctl -w ker-
nel.altha.nosuid.exceptions="/bin/su:/usr/libexec/hasher-priv/hasher-
priv"

[IpoBepka cocTostHUS pexxrMa 3anpeTa OuTa UCIIOJHEHNS BBIMOIHIETCS KOMaH I0M:
# sysctl -n kernel.altha.nosuid.enabled
1

Pe3ynbpTaT BHINOIHEHUS! KOMAH/IbL:

— 1 — pexxuM BKITIOYEH;

— 0 — pexxuM BBIKIIFOYEH.
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7.3.2 brnokupoBKa HHTEPIIPETATOPOB (3aIPET 3alyCKa CKPUIITOB)

[Tpu BKIIOYEHHUH OJIOKMPOBKH HHTEPIPETATOPOB OJIOKUPYETCS] HECAHKIIMOHUPOBAHHOE HUCIOJIb30-
BAaHME MHTEPIIPETATOPA JUISl BBIMOJHEHUS KOJA HAIPSIMYIO U3 KOMaHJIHOW CTPOKH.
7.3.2.1 bBnokupoexa unmepnpemamopos (3anpem 3anycka ckpunmos) 6 L{YC

Jlnst BKITIOUEHUS pekuMa OJIOKMPOBKH MHTEpHpeTaTopoB HeoOxoaumo B LY C nepelitu B paznen
«Cucrema» — «Hactpoiiku 6€30macHOCTI.

B oTkpbIBIIEMCSL OKHE ClieyeT OTMETUTh IMMYHKT «OrpaHUuYnTh 3allyCK UHTEPIPETATOPOB SI3BIKOB
MIPOrpaMMHUPOBAHUsI B UHTEPAKTUBHOM PEKUME» U HaxaTh KHONKY «[Ipumenutsy». Ilone «nTepnpera-
TOPBD JIOJDKHO COAEpXaTh DPa3AeiCHHBIA 3amsThbIMU CIUCOK OTpaHMYEHHBIX HHTeprpeTratopos (Puc.

197).

FBnokuposxka unmepnpemamopog (3anpem 3anycka CKpunmos)

A LleHTp ynpaBneHWs cMcTeMoM (0T cynepnosb3oBaTens) =[]
4+ FmaBHan  # PeskuM skcnepTa X Bbixof CnpaBka

HacTpo#ku DezonacHoOCTH

BNOKMpOBaTE M3KpPOCH! MPUNOMEHNA
BKJIKYWMTh X3LIMPOBaHWE Maponed NofAs3oBaTenei no anroputmy MOCT P 34.11-2012
Alt Hardening
OTKAKYUTE BAWAHKWE suid BUTa Ha NPYBUAEMMK NOpOX4aeMOore Npouecca
WCKTHOYEHWA: fbin/su:fusrflibexec/hasher-priv/hasher-priv
V| OrpaHW4WTE 3aMyCK MHTEPNPETATOPOE A3LIKOB MPOrPaMMUPOBaHUA B MHTEPaKTUBHOM pEMKUME
WHTepnpeTaTopel: |fusr/bin/python:/usr/bin/python3:jusr/bin/perl
OTHIKHUTE BO3MOMHOCTE YAANEHWA OTKPLITEIX dafnos

KaTanoru: fvar/leg:/etc:/root

MpUMEHUTL Chpoc

Puc. 197

7.3.2.2 Bnoxkuposxa unmepnpemamopos (3anpem 3anycka CKpUunmaos) 8 KOHCou
st BKITIOUGHHUSI peXuMa OJIOKMPOBKH HWHTEPIPETATOPOB CIICAYET YCTAaHOBUTH 3HAUCHHE IEpe-
MeHHOU kernel.altha.rstrscript.enabled paBHbM 1:
# sysctl -w kernel.altha.rstrscript.enabled=1
Ilepemennas kernel.altha.rstrscript.interpreters nomKHa coAepkaTh paszfe-
JIEHHBIN JBOETOUYUSMH CIUCOK OTPAaHUYEHHBIX UHTEPIPETATOPOB. J1Jis N3MEHEHUs 3HaYEHUs IEPEMEHHON
kernel.altha.rstrscript.interpreters BBHIIOJHUTL KOMAHIY:
# sysctl -w kernel.altha.rstrscript.interpreters=
"/usr/bin/python:/usr/bin/python3:/usr/bin/perl:/usr/bin/tclsh"
[Ipumeuanue.B 370l KOHpUrypalu Bce CKPUIITHI, HaUMHatomMecs ¢ # ! /usr/bin/env

python, OyayT 3a06;10KMpOBaHEI.
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[IpoBepka cocTosiHUS pexkrMa OJIOKMPOBKY MHTEPIIPETATOPOB BBHIMTOIHIETCS KOMAHIOM:
# sysctl -n kernel.altha.rstrscript.enabled
1
Pe3ynbTar BBINIOTHEHUS] KOMaHbI:
— 1 — pexxuM BKITIOYEH;
— 0 — peXxuM BBIKIIIOYEH.
Cnmcok 3a0JIOKMPOBAHHBIX HHTEPIPETATOPOB:
# sysctl -n kernel.altha.rstrscript.interpreters

/usr/bin/python:/usr/bin/python3:/usr/bin/perl:/usr/bin/tclsh
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8 YCTAHOBKA/OBHOBJIEHUE ITPOI'PAMMHOI'O
OBECIIEYEHUA

[Tocne ycranoBku OC «Hpuamym», Tpu MEpBOM 3amycKe, MOCTYNEH TOT WJIM WHOM Habop
porpaMMHOro oOecnedeHus. KonauuecTBO mNpeayCTaHOBIEHHBIX MPOrpaMM 3aBHCHT OT BBIOOpa,
CIETTAaHHOTO TIPU YCTAaHOBKE cUCTeMbl. IMeeTcss BO3MOXKHOCTh JI0yCTaHOBUTH MPOrPAaMMbI, KOTOPBIX HE
XBaTa€T B CUCTEMC, U3 PA3HBIX HCTOYHHUKOB.

I[OHOJ'IHI/ITCJIBHOC MporpaMMHOC O6CCHC‘I€HI/I€ MOXKCT HAXOAUTHCA HAa YCTAHOBOYHOM AJHCKC I/I/I/IJII/I
B CTICIIHATBHBIX 0aHKaX MPOTrpaMM (PEIO3UTOPHSX ), PACTIONOKEHHBIX B ceTH IHTEpHET W/WiH B TIOKAIbHON
cetu. [Iporpammbl, pa3MenICHHbBIE B YKa3aHHBIX UCTOYHUKAX, UMEIOT BUJ] TOJITOTOBJICHHBIX JIJIs1 yCTAHOBKU

IIaKCTOB.

8.1 VYcraHoBKa/OOHOBIICHHE POTPAMMHOTO 0OecIieueHus B rpaduIecKoil cpesie

8.1.1 TIIporpamma ympaBiaeHusi makeTamMu Synaptic

3amycTUTh MPOTpaMMy YTPABJICHHs MaKeTaMu Synaptic MOXHO, BeIOpaB yHKT «Mento MATE»
— «[Ipunoxenus» — «llapamerpre» — «IIporpamMmma ynpasieHust maketaMu Synapticy.

[Ipu 3ammycke HEOOXOAMMO BBECTH TTApOJIb aAMUHUCTpaTopa cuctemsl (Puc. 198).

Synaptic. 3anpoc napons aomunucmpamopa

] BeegWTe naponb x

Yrobkl BEINOAHWTE "synaptic”,
Heobxoguma AonoNHWTENEHAA MHGOPMaLKA.

EBegure naponb CUCTEMHON? 3gMWHWCTPATOPa root:

| @DK | | @D‘I’MEHHTb |

Puc. 198
Jlyist obJsierdeHus MOMCKa JOCTYIHBIC JUIsl YCTAHOBKHU MPOTPAaMMBI pa3/ieJieHbl Ha TPYIIIbI, BHIBO-

JTUMBbIE B JIEBOW yacTu okHa mporpammsl (Puc. 199).
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IIpozpamma ynpasnenus nakemamu Synaptic

Synaptic (oT cynepnonk3oBaTens)

@ain Mpaeka Maket MapameTpsl Cnpaeka
= S
g 2 4 Q
Mony4nTh cBefeHnA OTMETWTE ANA 0BHOBNEHWA | [1EHITE CeolcTea Mckate
_ ks Ha3eaHWe NakeTa YeTaHoBNeHHanA eepc Mocneasss eep *
£ I ; g - L
ApxmBvpoBaHne/Npodyee I—|§ : g § : T alt1.5|5}rpro
O] grsync : - 1.3.0-alt1:sisypH
ApXUBMpOBaHWE/Pe3epBHOE KOT : :
A = grub-common 2.06-alt7:p10+296023. 2.06-alt7:p10+2
prUBMpoBaHNe/CHaTe : . : :
i - i B grub-customizer 0 5.2.1-alt1:p10+299410: 5.2.1-alt1:p10+2
prvBMpoBaHKe/ColgaHne : ; :
B grub-efi : 2.06-alt7:p10+296023. 2.06-alt7:p10+2| ¥
Ba3bl JaHHbIX a ] B
BezonacHocTL/CeTin GRand Unified Bootloader ([common part) f\
Buaeo ¥
* U—" ®  GNU GRUB is a multiboot boot loader. It was derived from GRUE. It is an
[. Pasgensr ] attempt to produce a boot loader for IBM PC-compatible machines that
| G | has both the ability to be friendly to beginning or otherwise
nontechnically interested users and the flexibility to help experts in
| MponcxoxaeHye | diverse environments. It is compatible with Free/MNet/OpenBSD and il
| 5 | Linu.
WALT Pkl MONL30BaATENA ; : :
It supports Win 9x%/NT and 05/2 via chainloaders. It has a menu
| Pe3ynbTaTbl NOWCKa ‘ interface and a command line interface. ¥
45768 nakeToe B cnvcke, 1769 ycraHoeneHo, 0 ¢ owmbkamu. 0 gns ycraHoBkW/obHoBneHWA, 0 ANA yaaneHua

Puc. 199

CripaBa pacrojio)KeH CIIUCOK CaMHUX MTPOrPaMM C YKa3aHHEM UX TeKYIIErO COCTOSHHS:
— 3eJ¢Has METKa — IMaKeT YKe YCTaHOBJICH;
— Oenas METKa — MaKeT HE YCTaHOBIICH;
— 3eJICHasl METKa CO 3BE3/I0YKOM — JUIsl YCTAaHOBJIEHHOTO TTaKeTa UMeeTCsi OOHOBJICHHE.
[Ipu BBIOOpE MakeTa U3 CIHCKa B HIDKHEH 9acTH 0TOOPakatoTCs CBEICHUSI O HEM M €T0 OITUCAHHE.
[Tepen TeM kKak ycraHaBIUBATh WM OOHOBISTH MaKeT, HEOOXOAMMO HaxaTh Ha KHONKY «llomy-
quTh cBefeHus» (<Ctrl>+<R>) nist Toro 4To0BI CKavaTh CIUCOK caMbIX nociaeaHux Bepeunii [10.
Jlyis Havana yCTaHOBKH HEOOXOIUMO JBOWHBIM IIETYKOM MBIIIA OTMETHTh HEYCTAaHOBIICHHBIN Ma-
KET B MPaBOil MOJOBUHE OKHA U HaxaTh KHOMKY «[IpuMeHuThy. [Ipn HeoOXoquMOoCTH MEeHEKep TaKeTOB
MOTIPOCHUT BCTABUTh YCTAHOBOYHBIH JIHCK.
8.1.2 JloGaBieHwue perno3uTopueB B Synaptic
[Iporpamma Synaptic MOXET HCIONIB30BAaThCS MJIE BHIOOpAa PEMO3UTOpPHUS, COBMECTUMOTO C
nucTpuOyTuBoM. i yKa3zaHUsI KOHKPETHOTO perno3utopust B MeHo «llapameTpey — «Peno3utopum»

HEOOXOAMMO OTMETHUTh OJWH W3 TpeajiaraéMbIX BapuaHTOB W Haxarh KHOmKy «OK» (Pumc. 200). K
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MPEJIOKEHHOMY CIHCKY MOXKHO 100aBUTH JIIOOBIE PETIO3ZUTOPHUHU, HA)KaB Ha KHONKY «Co3/1aTh» U BBEIS

HeoOXOaNMBIE TaHHEBIE.

Jlobasnenue penosumopues 6 Synaptic

Paspewén Tun Moctasuyk  URL Auctpubytie Pazgen(ul)

URI: | http://ftp.altlinux.org/pubsdistributions/ALT Linuwx/ |
OucTpubyTtie: | p10/branch/xB6_64 |

Pazgen(si): |classic

Peno3nTopuK (0T cynepnonb3oBaTensd)

&

http:/ifip.altlinux.org/pub/distributions/ALTLinws p10/branch/x86_64 classic

& rpm pi0 http:/#ftp.altlinux.org/pub/distributions/ALT Linws/ p10/branch/x86_64-i586 classic ' % Buns
¥4 rpm pi0 http:/fip.altlinux.org/pub/distributions/ALTLinwe pl0/branch/noarch classic
: L
| rpm & ‘ pl0 = ‘@Iﬂocmﬂu.mm..

. |y Co3pats | | ®}’ﬂaﬂHTb | | @DTMEHP‘ITI: | | -QEDK |

Puc. 200

[Tocne BrIOOpa 1 10OaBIIEHUS PEMO3UTOPUEB HEOOXOIUMO MOIYIUTh CBEICHUS O HAXOMSAIIUXCS B

HHUX IMaK€Tax (KHOHKa «HOJ’Iy‘-II/ITB CBeJeHU» cM. Puc. 199) B MMPOTUBHOM CJIy4ac, CIIUCOK JOCTYIHBIX JJIS

YCTaHOBKH MPOTpamMm OyIeT HE aKTyaseH.

8.2
8.2.1

OOHOBJIEHUE CUCTEMBI

OOHOBNIEHNE BCEX YCTAaHOBICHHBIX ITAKETOB

OOHOBHTB BCE YCTAaHOBJICHHBIE TTAKETHI MOKHO B Iporpamme Synaptic.

Synaptic mogaep>KuBaeT 1Ba BapraHTa OOHOBJICHHS CUCTEMBI:

WHTEJUIEKTyallbHOe OOHOBIIEHUE (PEKOMEHAYETCS) — MOMBITACTCS Pa3peUIuTh KOHGIUKTHI TAKETOB
nepen OOHOBJICHHEM CHCTEMBI. JIeHiCTBHE WHTEIICKTYyalbHOTO OOHOBIICHUS aHAJIOTHYHO JICH-
CTBUIO KOMaHJIbl apt—-get dist-upgrade;

CTaHJapTHOE OOHOBIICHHE — OOHOBJICHHE OOHOBUT TOJIBKO TE€ MAKEThl, KOTOPHIE HE TPEOYIOT ycTa-
HOBKH JOTOJIHUTEIBHBIX 3aBUCUMOCTEH.

[To ymonuanuro Synaptic HCTIOJIb3yeT HHTEIUICKTyallbHOE OOHOBICHHUE. /|15t TOTO 4TOOBI M3MEHUTH

MeTOJT OOHOBJICHUS CUCTEMBI HEOOXOUMO OTKpPBITH AuanoroBoe okHO «llapamerps» («Ilapamerpby —

«ITapameTtpri») u Ha BKiIaske « OCHOBHBIE» B clTUCKe « OOHOBUTH CHCTEMY» BBIOpaTh TPeOyeMBbIi cioco0.

st oOHOBIeHUSs cucTembl HeoOxoammo (Puc. 201):
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1. Haxate xHONKY «[lomyuuts cBenenus» (<Ctrl+<R>) mns Toro 4to0bI CKayaTh CIHCOK

nocienuux Bepcuit [10.

2. Haxatp kHOTIKY «OTMETUTH 17151 00HOBICHHS Y (<Ctrl>+<G>) mst Toro, 4T00s1 Synaptic OTMETHII

JOCTYIHBIC IJIA OOHOBJICHUS IAKCTHI. HpI/I 9TOM IIporpamMma MOKCT BBIBECCTU OKHO CO CIIMCKOM

BHOCHUMBIX HU3MEHCHUI.

3. Haxartp kHonky «IIpumenuts». Byner mokazaH CnMCOK M3MEHEHHH, KOTOPBIA MPOU3OUIIET MPHU

oOHOBIIeHUU TakeTOB. TyT cieayer oOpaTUTh BHUMaHUE Ha 00BEM TAaHHBIX, KOTOPBIN OyAeT

u3 ceru. llocme moxaTBepkaeHHs Synaptic HauHET 3arpyxarb (aiiiapl, 3aTeM Ha4YHETCS

HCIMMOCPCACTBCHHO YCTAHOBKA.

ObHo6IeHUEe 8CeX YCMAHOBNIEHHbIX NAKemo8 8 Synaptic

CaMbIX

CKadyaH

Synaptic (0T cynepnonb3oBaTens)

@ain Mpaska Maket [Mapametpel CnpaBka
el 5 o
C 2 <3 Ll Q
MonyunTe CcBegeHuA OTMeTWTE AnA obHoBNeHUA [IpUMEHWTE CeoicTBa MckaTe
_ C Ha3BaHWe nNakeTa YcTaHoBneHHan sepc  MocnejHAR BEpCAA ancrf\
|
He yCTaHOBMEHHBIE 5 alterator-110n 2.9.97-alt1:;p10+28610 2.9.98-altl:p10+28709 transj
HoBkie B peroauTopim |:| - alterator-ldap-groups :0.6.7-alt1:sisyphus+27: Alter
T DEECETIET |:| alterator-ldap-users U.S.S—altz:sisyphusﬁ?'é Alter
e T T ST T |:| alterator-lilo T.Q-aIt."r'_:s|5:.r;:4hu5+235£E alter:
] alterator-limits : - 0.2-alt1:sisyphus+236¢ alter,
|:| alterator-livecd Eﬂ.s.s-alﬂ :5isyphu5+2?§ speci
B alterator-logs 10.9.1-alt1.1.1@152365 0.9.1-alt1.1.1@152365 alter;
. alterator-lookout 2.?—alt3:si5:.-phus+2?96: 2.?—alt3:5is:.rphu5+2?9E: dialo
5 i " g H v
- ] =
a -
translations for all alterator modules
I Pa3genul | )
translations for all alterator modules
| MNponcxoxgeHKe |
| DUNLTPLI MONL30BATENRA |
| Pe3ynkTaTtel NoWCKa |
OTMEUEHEI BCE ADCTYNHEIE ANA 0BHOBAEHWA NaKeTkl

Puc. 201

8.2.2 Oo6noBnenue sapa OC

Mopyne IIYC «O06HOBIEHHE siapay peann3yeT (QYHKIIMOHAT YTHIUTH update-kernel. Jlus

oonosnenus sapa OC neooxoaumo B L[YC nepetitu B paznen «Cuctema» — «OOHOBIICHHUE SIpay.

B rimaBHOM OKHE MOyl 0TOOpaxkaeTcs SAapo, 3arpyKeHHOE 110 YMOJIYaHUIO, U CIIHUCOK YCTaHOB-

JeHHBbIX MopyJiel siapa (Puc. 202).

I[J'ISI TOTr'0 YTOOBI OOHOBHTH AAPO CICAYCT HAKAaTh KHOIIKY «OOHOBHTH AAPO...».
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[Ipumeuanue. Ilpu Haxkaruu kHONKU «OOHOBUTH SIIPO...» JIOKaJdbHas 0a3a TaHHBIX MaKETOB
OyJeT CHHXPOHU3UPOBAHA C YJAJICHHBIM PEO3UTOPUEM, 3TO MOXKET 3aHITh HEKOTOPOE BpEMSI.

Hnmepdgheiic mooyna « Obnosnenue saopay

LleHTp ynpaBneHWa cUcTeMOM (0T cynepnonb3oBaTens)

1 naeHan % Pemwum akcnepta X Beixog QCnpanua

Penn3 3arpy»eHHoro agpa: |5.10.156-std-defaltl | Anpo 3arpy*aeMoe Mo yMon4aHMio:
5.10.156-std-def-altl

Tun zarpyxedHoro agpa (flavour): |5td—def |

Bepcua 3arpyseHHoro agpa: |5.1ﬂ.155 |

|¥CTaHOBNEHHBIE MOLYNNA

YcTaHoBneHHuie appa: | std-def5.10.156-alt1 ~ | T Tm——r—

drm
|Cp,ena'rb AOp0 3arpysaeMeiM no )'MOJ'IHBHHID| | e,
3JameqaHKne: | rg12s
YT10bbl COENaTE ANPO 3arpy*aeMuiM No YMOAY3HWKD, BEIDEPUTE MEenaeMy BEPCUID | rti818sfu
B CMIUCKE BLIWE W HAaXMUTe KHONKY 'CAenaTs AAPO 3arpyaeMelM No yMon4aHuw'. :Eg;g:it
Mepezarpy3avTe KOMNLKTER, Y4ToBLI 3arpy3nTCcA © BuIbpaHHEIM AZpOM. | rtlgg12au
rtldg2lce
rtl8821cu
rtl88x2bu
rtwi9
| virtualbox
|OﬁHGBHTb ﬂ,ﬂ,pa...| YoanuTe Mo.u,ynb|

3ameqaHune:

Y706kl YCTaHOBMTE MOLYNKM UM 0BHOBWMTL AAPO, HAMMWUTE KHOMKY 'OBHOBUTE AOpO'
{(4ToBEI YCTAaHOBUTE MOAYNW HYM¥HAa NOCNEOHAR BEepcUA Agpa).

370 noTpebyeT 0BHOBNEHWA CMMCKa NAKETOB LOCTYMHLIX B PEMO3UTOPUM

1 MOXET 3aHATL HEKOTOPOE BPeMA (3aBUCMT OT CKOPOCTH MHTEpHEeTa).

Puc. 202

Ecnu B cucteme yxe yCTaHOBJIEHO MOCIEIHEE PO, COOOIIEHHE 00 3TOM IMOSBUTCS B OTKPBIB-
memcs okHe (Puc. 203), nrade B 3TOM OKHE OyJeT TOKa3aHO JOCTYITHOE K YCTAaHOBKE SIPO.

Jlocmynnoe k ycmanogke s0po

LIeHTP yNpaB/eHMA CUCTEMON (OT Cynepnonb3oBaTens)

4+ InmaBxasn % Pemum skcrnepta A Brixog &) Cnpaska
LocTynHoe np,po:lS.ll].lSﬁ-aFtl | | std-def b | | MocTynHbie Mooy nu: =
|| accel-ppp
| bemwl
ch34x
dm-secdel
MocnegHee AOpPO y#e YCTAaHOBNEHO B Ballel CHCTEMe. drbd9

drm-ancient

drm-nouveau
drm
|| exoD0Ee

YCTaHOBMTE MOAYAM | | hifc [~

<< Hazag |

Puc. 203
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UtoObl OOHOBUTH ANIPO, HEOOXOAUMO HaxkaTh KHOMKY «OOHOBHUTH siapo». [amee crmemyer
MOJATBEPAMTD KeJlaHue OOHOBHUTH SAPO HAXKaTHEeM KHONKHU «Jlay. YCTaHOBJIEHHOE SJIPO CTaHET 3arpyska-
€MBIM IO YMOJTYAHHIO.

[Tpumeuanue. HoBoe Aapo 3arpy3uTcs TOIBKO MOCIIE TIEpe3arpy3Ku CHCTEMBI.

Eciv ¢ HOBBIM SJpOM YTO-TO IMOKACT HE TaK, MOKHO BEPHYTHCS K IIPEIBIIYIIEMY BApHAHTY, BEIOpaB
€ro B Ha4YaJIbHOM MEHIO 3arpy34YHKa.

Ecnu simpo He TpeOyeT 0OHOBJICHHS, B OKHE «J{OCTYITHBIC MOJTYJIN» MOYKHO OTMETHUTH MOJIYJIH SII-

pa HeoOXOAUMBIE K YCTAHOBKE M HAXKATh KHOIIKY «Y CTAaHOBUTH MOTYJIH.

8.3 YcranoBka/0OHOBJIEHHE MPOTPAMMHOTO OOECTIEYEHHSI B KOHCOJIN

Jl1s ycTaHOBKM, yJaleHUsl 1 OOHOBJICHHS TPOTPaMM U MOAJIEPKaHUs 1IeIOCTHOCTH cucteMbl B OC
ceMeicTBa Linux MCMoNb3yIOTCsl MEHEKephl MAKeTOB THIA «rpmy. [ aBTOMaTH3aI[MK ATOTO MPOo- Iiecca
Y TIpUMEHSIETCS Y COBEPIIICHCTBOBAHHAS CUCTEMa yIpaBiieHus mporpammubiMu aketramu APT (Advanced
Packaging Tool).

ABTOMaTH3a1Ms JOCTUTAETCS CO3JAaHUEM OJIHOTO MIJIM HECKOJBKHUX BHEIIHMX PEMO3UTOPHUEB, B KO-
TOPBIX XPAHATCS MAKETHI IPOTPaMM U OTHOCUTEIBHO KOTOPBIX MPOU3BOAMUTCS CBEPKA I1aKETOB, YCTAHOB-
JICHHBIX B cHcTeMe. Peno3uTopuu MOTyT coliep’kaTh Kak Oo(UIHaIbHYI0 BEPCUIO JUCTPUOYTHBA, OOHOB-
JSIEMYI0 €ro pa3paboTYMKaMU MO MEpe BBIXOJ/la HOBBIX BEPCH MPOrpaMM, TaK W JOKaJlbHbIE HapaOOTKH,
HampuMep, MaKeThl, pa3paboTaHHbIC BHYTPU KOMIIAHHH.

Taxum o6pazom, B pacniopsokeann APT HaxozsTes n1Be 6a3bl JaHHBIX: OJJHA OMHCHIBAET YCTAHOB-
JICHHBIE B CUCTEME MaKeThl, BTOpasi — BHEITHUN peno3utopuil. APT oTciexxuBaer 1e10CTHOCTh YCTaHOB-
JICHHOW CHCTEMBI U, B cllyyae OOHapy>KeHUs IPOTUBOPEUHI B 3aBUCUMOCTSIX MAKETOB, PYKOBOJCTBYETCS
CBEICHUSIMH O BHEIIHEM DPEMO3UTOPUHU UIS pa3pelieHUss KOH(PIUKTOB M MOUCKAa KOPPEKTHOTO IYyTH UX
yCTpaHEHHUSI.

Cucrema APT cOCTOMT M3 HECKOJBKUX YTWINT. Yalle BCEro UCHOJIb3YETCS YTUIUTA YIIPABICHUS
nakeraMmu apt-get, KOTopasi aBTOMaTHUECKU OMpeIesieT 3aBUCUMOCTH MEXKy MaKeTaMH U CTPOTo CIEeIUT
3a X COOJIOIGHUEM IIPU BBITIOJIHEHUU JIIOOOH M3 CIEAYIOMIMX ONepaluii: yCTaHOBKA, yIaleHUue WK 00-

HOBJICHUEC ITAKETOB.
8.3.1 MHcrounuku mporpamm (perno3uTOpHm)

Penosutopuu, ¢ koropeimu padotaet APT, otnudaroTcs oT 00b9HOTO HAO0Opa MAKETOB HAIMYHUEM
MeTa MHPOpMALUK — UHIEKCOB MAaKETOB, COACPKAIIUXCS B PEHO3UTOPUH, U CBelleHHH 0 HuX. [losTomy,
YTOOBI MOJIyYUTh BCIO HH(pOpMaLUIo 0 penozutopun, APT mocTaTo4HO MOMyYUTh €0 UHIEKCHI.

APT moxet paboTaTh ¢ JIFOOBIM KOJIMYECTBOM PEIIO3UTOPUEB OJTHOBPEMEHHO, (DOPMHUPYS CIUHYIO
nHpopMannoHHyt0 0azy 000 BceX cojepkamuxcsi B HUX makerax. [Ipu ycranoBke maketoB APT obpa-

IacT BHUMAHUC TOJIbKO HAa HA3BAHUC ITAKCTa, €ro BCPCHIO U 3aBUCUMOCTH, a4 PACIHOJIOXKCHUC B TOM HJIU
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WHOM PEIO3UTOpHH He uMeeT 3HaueHus. Ecnu motpedyercs, APT B pamMkax oHOW omepariuy yCTaHOBKH
IPYNIbI TAKETOB MOXET MOJIb30BaThCSI HECKOJIBKUMU PETIO3UTOPUSIMHU.

[Ipumeuanue. [ng OTHOBPEMEHHOTO MOAKIIOUYEHUS HECKOJIbKUX PEMO3UTOPUEB HEOOXOIUMO
OTCJIC)KUBATh UX COBMECTUMOCTH JIPYT C APYTOM, T.€. UX MaKeTHas 0a3a JOJHKHA OTpaKkaTh OJHMH OMpe/ie-
TNCHHBIN dTan pa3padoTku. COBMECTHOE UCIOIB30BAHNE PETIOZUTOPHEB, OTHOCSIIUXCS K PA3HBIM JTUCTPH-
OyTHBaM, WJIH CMEIINBAaHUE CTAOWJIBHOTO PEMO3UTOPHS C HECTAOMIBHOM BETKOM pa3paboTku (Sisyphus)
MO>KET IPUBECTHU K PA3IUUYHBIM HEOXKHUIAHHOCTSIM U TPYJHOCTSAM MPU OOHOBJICHHUH ITaKETOB.

APT mno3BosnsieT B3aMMOJEHCTBOBATh C PEMO3UTOPUEM C MOMOIIBIO Pa3IMYHBIX MPOTOKOJIOB J10-
cryna. Hau6onee nomynsapusie — HTTP u FTP, ogHako cyniecTByroT 1 HEKOTOpBIE JOMOTHUTEIbHbBIE Me-
TOJIBI.

st Toro yto0s1 APT Mor UCONB30BaTh TOT WM UHOW PENMO3UTOPHI, HHPOpPMAIIHIO 0 HEM HEOO-
XOJIUMO TIOMECTUTh B (aiin /etc/apt/sources.list, mubo B nroboi daitn .1list (Hampumep,
mysources.list) B karanore /etc/apt/sources.list.d/. Onucanus peno3UTOpPUEB 3aHO-
csTCs B 3TU (hailjibl B CIIETYIOIIEM BU/IE:
rpm [IOONMCH] MeTOon: NyThb DOasa HazBaHUE
rpm-src [oOnmMch] MeTOon: NyTh 0Oasa HaspaHUE

rue:

— Ipm WIK IPM-SIc — TUI PENo3UTOPUs (CKOMITUIMPOBAHHBIE TIPOTPAMMBbI MJIH UCXOTHBIE TEKCTHI);

— [moamuch] — HeoOs3aTenbHash CTPOKA-yKaszaTeldb Ha JJIEKTPOHHYIO MOANKUCH pPa3pabOTUHKOB.
Hanuuue sToro nosst moapasyMeBaeT, 4To KaxAbli MAaKeT U3 TaHHOTO PEIO3UTOpUs JOJKEH ObITh
MOJIMCAaH COOTBETCTBYIOLICH 3JIeKTpoHHOW mnoanuchio. Iloamucn omuceiBatoTcss B (paiiie
/etc/apt/vendor.list;

— MeToj — croco0 aoctyna K pero3utopuro: ftp, http, file, cdrom, copy;

— TYyTb — IIyTh K PENO3UTOPHIO B TEPMUHAX BHIOPAHHOT'O METO/A;

— 0asa — OTHOCUTEJIBHBIN IMyTh K 0a3€ TaHHBIX PEMO3UTOPHS;

— Ha3BaHME — HAa3BaHHE PETIO3UTOPHSL.

[Tpu BeIOOpe makeToB anst ycraHOBKU APT pykoBOACTBYETCSI BCEMH JOCTYITHBIMH PEMO3UTOPUSI-
MU BHE 3aBHCHMOCTH OT CIoco0a AocTyma K HUM. TakuM 00pa3oM, eciii B PEIO3UTOPUH, TOCTYITHOM TIO
cetu MnaTepHer, oOHapykeHa OoJsiee HOBast Bepcust mporpammel, yem Ha CD (DVD)-nocurene nadopma-
unu, APT HauHeT 3arpy’kath JaHHBIN MAKET MO CETH.
8.3.1.1 Jlobasnenue penosumopues

HenocpencrsenHo mocjae  yCTaHOBKM  JUCTpUOyTHBa «Hpuamym» B
/etc/apt/sources.list, aTakxke B aitmax /etc/apt/sources.list.d/*.1list o0ObYHO

YKa3bIBACTCSl HECKOJIBKO PEITO3UTOPUEB:
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— Ppemno3uTOopuii ¢ yCTAHOBOYHOTO AMCKA AUCTPUOYTHBA;
— HMHTEPHET-PENO3UTOPHIl, COBMECTUMBIN C YCTAaHOBIEHHBIM TUCTPUOYTHBOM.

8.3.1.1.1 VYrunura apt-repo 1y paboThI C pEMO3UTOPUSMH
Jlis noGaBieHus perno3uTOprUEB MOKHO BOCIIONB30BAaThCS YTUIIUTON apt—repo
[Ipumeuanue. s BEIMOIHEHHS OOJIBIIMHCTBA KOMaH1 HEOOXOIMMBI ITpaBa aIMUHUCTPATOPA.
[IpocMOTpeTh CIMCOK aKTUBHBIX PEIIO3UTOPUEB MOMKHO, BBIITOJITHUB KOMaHY:
S apt-repo list
Komanna noGaBieHus peno3UTOPHS B CIIUCOK AKTUBHBIX PEMO3UTOPUER
apt-repo add <penosmurTopuii>
Komanpa yaanenust Uiy BbIKIIOUEHUS PEIO3UTOPHUSL:
apt-repo rm <penosmTopuir>
Komanza ynanenuns Bcex perno3uToOpreB:
apt-repo clean
O6HoBIeHNE NHGOPMAIIHH O PETIO3UTOPUSIX:
apt-repo update
BriBog cipaBku:
man apt-repo
Win
apt-repo —-help
TUNWYHBIA PUMEDP UCTONB30BAHUS: yIATUTh BCE UCTOUYHUKHA U JOOABUTH CTaHIAPTHBIN PEMO3H-
Topuii pl0 (apXuTeKTypa BEIOUPACTCSI aBTOMATUUECKH ):
# apt-repo rm all
# apt-repo add pl0
HNnu 1o ke camoe 0IHOI KOMAaHIIOM:
# apt-repo set pl0
8.3.1.1.2 [loGaBiieHHe pero3uTOpHsi HA CMEHHOM JIHCKE
s noGaBnenus B sources.list peno3utopusi Ha cMeHHOM aucke B APT mpemycmoTrpena
crenuailbHas yTuimra — apt—-cdrom.

Ut0oO0BI 106ABUTH 3aMMKHCh O PETIO3UTOPUN HA CMEHHOM JIUCKE HEOOXOUMO:
— Co3/1aTh KaTajor JUIi MOHTHpOBaHHMS. To4Yka MOHTHpPOBAHHS YyKa3bIBAaeTCs B IapamMeTpe

Acquire: :CDROM: :mount B ¢aitne kondurypauuu APT (/etc/apt/apt.conf), no
YMOJYaHUIo 3TO /media/ALTLinux:
# mkdir /media/ALTLinux
— NPUMOHTHPOBATH HOCHTEINb B YKA3aHHYIO TOUKY:

# mount /dev/sdXN /media/ALTLinux
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rae /dev/sdXN — cOOTBEeTCTBYyIolee OMOYHOE YCTpoiicTBO (Hampumep, /dev/dvd — ans
CD/DVD-naucka).
— 100aBUTH HOCUTEIb, BHITIOJTHHB KOMaH/IY:
# apt-cdrom -m add
[Tocne aToro B sources. 1ist MOSBUTCS 3aITUCHh O MOJKITIOYCHHOM JIUCKE.
[Ipumevanue. Komanny mount /dev/Hocuresns /media/ALTLinux HEOOXOAMMO

BBINOJIHATE TIEPE] KaXKI0M KoMaHaoi apt-get install mMa naxera.

8.3.1.1.3 [oGaBiieHHE PEIO3UTOPHUEB BPYUHYIO

Jlis penakTUpOBaHUS CHHCKA PEMO3UTOPHEB MOXKHO OTPEJAKTUPOBATH B JHOOOM TEKCTOBOM pe-
nakTope Qaiinel u3 nanku /etc/apt/sources.list.d/. [Inga usmenenus 3tux QaiiaoB He0OX0au-
MBI [TpaBa aiMUHUCTpaTopa. B ¢daiine alt.1ist MOXeT conepkarbes Takas HHGOpMaLUs:
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/x86 64 classic
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/x86 64-1586 classic
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pl0/noarch classic

ITo cyTu, kaxkmas CTpOYKa COOTBETCTBYET HEKOMY PEMO3UTOPHIO. ISl BBIKITIOUEHUS PETIO3HUTOPHUS
JOCTaTOYHO 3aKOMMEHTHPOBATh COOTBETCTBYIOIIYIO CTPOKY (HOMUCATh CHMBOJ PEMICTKU IMEpPea CTPO-
Koii). [[ns1 moOaBieHus HOBOTO PEMO3UTOPHUS HEOOXOIUMO JTOMUCATh €r0 BHU3 3TOTO HIIH JIFOOOTO APYro-
ro (aitna.
8.3.1.2 ObHnosnenue unghopmayuu 0 penosumopusix

B ciydae ecnmu B sources.list ONpUCYTCTBYET PEMO3UTOPUN, CONEPKUMOE KOTOPOTO MOXKET
U3MEHSTHCS, KaK MPOUCXOJUT C JIFOOBIM IIOCTOSTHHO pa3pabaTbIBaeMbIM PEIIO3UTOPUEM, B UACTHOCTH, 00-
HOBJIEHHH 10 Ge3omacHocTH (updates), To npexe yeM padotats ¢ APT, He00X0IMMO CHHXPOHU3UPOBATh
JIOKAJIbHYIO 0a3y MaHHBIX C yAaJCHHBIM CEPBEPOM.

OOGHOBJICHHUE TAHHBIX OCYIIECTBIISICTCS KOMaHIOM:

# apt-get update

[Toce BBITIOTHEHUS ATOW KOMaH/IbI, apt OOHOBHUT CBOM K311 HOBOUW MH(OpMAITHEH.

JlokanbHas 06a3a JaHHBIX CO3JAETCS 3aHOBO Ka)JbIH pa3, KOT/Ia B PETO3UTOPHH MPOUCXOIUT U3-
MeHeHHue: n00aBleHue, yaaaeHue WU MepeuMeHoBaHne nakera. /st permo3uropueB, HaXOMSIIUXCS Ha
M3BJIEKAEMBIX HOCUTENSIX MH(OpPMAalMU U MOAKIIOUEHHBIX KOMaHAoW apt-cdrom add, CMHXpOHHU3a-
IIUSI TPOUBBOUTCS €TUHOMKBI B MOMEHT TTOIKITFOUEHUSI.

[IpakTuyecku mo0oe NEHCTBHE C CUCTEMOM apt HAaUMHAETCsl ¢ OOHOBJICHUS JJAHHBIX OT aKTHBHPO-

BaHHBIX UCTOYHHKOB. CIIMCOK HCTOYHUKOB H€O6XOI[I/IMO OOHOBIIATE IIpU MMOUCKE HOBOM BCPCHUH ITAKCTA,
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YCTaHOBKC ITAKCTOB WUJIN OOHOBIIEHUH YCTAHOBJICHHBIX ITAKETOB HOBBIMU BCPCUSMMU.

8.3.2 Tlowuck nakeToB

Yrunnra apt-cache mnpenHa3HadueHa i NMOMCKA MPOIPAMMHBIX IMAKETOB, B PENO3UTOPUH, U
MMO3BOJIAET UCKATh HE TOJBKO [0 UMEHHU ITAKETA, HO U IO €r0 OMUCAHUIO.

Komanna apt-cache search <nomcTpoka> MO3BOJISET HAWTH BCE MAKETHl, B UMEHAX WJIU
ONMCAaHUM KOTOPBIX MPHUCYTCTBYET yKa3aHHas MOACTpoKa. IIpuMep moucka MOXKET BBIVISIAETH CIEAYIO-
UM 00pazoMm:
$ apt-cache search "“gimp
gimp - The GNU Image Manipulation Program
libgimp - GIMP libraries
gimp-help-en - English help files for the GIMP
gimp-help-ru - Russian help files for the GIMP
gimp-script-ISONoiseReduction - Gimp script for reducing sensor noise
at high ISO values
gimp-plugin-gutenprint - GIMP plug-in for gutenprint [...]

CumBOJI «™» B TMOMCKOBOM BBIPQKCHHUH, YKa3bIBaeT HA TO, YTO HEOOXOIWMO HAWTH COBHAIACHUS
TOJIPKO B Ha4yaJie CTPOKH (B JAHHOM clTydae — B Hayajie UMCHH TaKeTa).

Jist Toro yTOOBI TOIPOOHEE Y3HATH O KAXKJIOM M3 HAlIEHHBIX MTAKETOB U MPOYUTAThH €T0 OMUCAHHE,
MOKHO BOCIIOJI30BaThCsl KOMaHAOW apt—-cache show, KOTOpas MOKaXeT HHPOPMAIIUIO O TTAKeTe U3
PEIO3UTOPUS:
$ apt-cache show gimp-help-ru
Package: gimp-help-ru
Section: Graphics
Installed Size: 37095561
Maintainer: Alexey Tourbin <at@altlinux.ru>
Version: 2.6.1-alt?2
Pre-Depends: rpmlib (PayloadIsLzma)

Provides: gimp-help-ru (= 2.6.1-alt2)
Obsoletes: gimp-help-common (< 2.6.1-alt?2)
Architecture: noarch

Size: 28561160

MD5Sum: 0802d8f5eclf78af6ad4al9005af4e37d
Filename: gimp-help-ru-2.6.1-alt2.noarch.rpm
Description: Russian help files for the GIMP
Russian help files for the GIMP.
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[Ipu noucke ¢ momoupo apt-cache MOXKHO UCIOIB30BaTh PYCCKYIO OJACTPOKY. B aTOM ciyuae

OyIyT HaliICHBI TAKETHI, HMEIOIINE OTIMCAHUE HA PYCCKOM SI3BIKE.
8.3.3 VYcraHoBKa WU OOHOBJICHUE ITAKETA

VYcranoBka naketa ¢ momoibio APT BeIONHSAETCS KOMaHIOM:
# apt-get install <uma nakera>
[Ipumeuanue.llepen yctaHOBKOW 1 OOHOBJIEHHUEM IMAKETOB HEOOXOAMMO BBITIOTHUTH KOMaHTy
OOHOBJICHUS WH]IEKCOB ITAKETOB
# apt-get update
Ecnu makeT yXe yCTaHOBJCH W B MOAKIIOYEHHOM PEMO3UTOPHH HET OOHOBIEHUWH JUIsl JAHHOTO
Makera, CUCTeMa COOOMIMT 00 YK€ YCTaHOBJICHHOM TakKeTe MocieaHel Bepcuu. Eciam B pemosuropuu
MIPUCYTCTBYET 00JIEe HOBAasi BEPCHsI HJIM HOBOE OOHOBJIEHHE — MPOTpaMMa HavYHET MPOIIECC YCTAaHOBKH.
apt-get MO3BOJSET YCTAHABINMBATH B CUCTEMY IAKEThI, TPEOYIOMINE I padOThI ApyTrHe, moKa
elie He yCTaHOBJICHHBIC. B ATOM ciyuae OH ompenenseT, Kakue MakeThl HeOOXOJAMMO YCTaHOBUTH, U
YCTaHABJIMBAET UX, MOJIb3YACh BCEMH JOCTYITHBIMHU PEMO3UTOPHUSIMH.
VYcraHoBKa makera gimp KOMaHIONW apt-get install gimp nOpUBEAET K CISAYIOIIEMY
muanory ¢ APT (ecnu maker ere He yCTaHOBJIEH):
# apt-get install gimp
UTeHre CIOMCKOB I[IaKeTOB... 3aBeplleHO
[IocTpoeHMe OepeBa 3aBUCUMOCTEM... 3aBepleHO
Crenmymouye IOOIIOJIHUTEJIbHEE IaKeTH OyIOyT yCTaHOBJIEHEL:
icc-profiles libbabl libgegl libgimp libjavascriptcoregtk?2 libopenraw
libspiro libwebkitgtk2 libwmf
Cnegnymioume HOBHE nakeTel OyIOyT YCTaHOBJIEHEH:
gimp icc-profiles libbabl libgegl libgimp libjavascriptcoregtk?
libopenraw libspiro libweb-kitgtk2 libwmf
0 Oymer obuomBJIeHO, 10 HOBEIX YycTaHorJeHO, 0 mnakeroB Oymer ynmajneHo m 0
He OymeT OOHOBJIEHO.
HeobxomuMmo nojyuuTs 0B/24, 6MB apXMBOB.
[locye pPacrIaKkoBKU norpebyeTcsa IOIIOJIHUTEJIBHO 105MB IOMCKOBOTO
IPOCTPAaHCTBA .

NpomomxuTs? [Y/n] vy

Honyueno 24,6MB 3a 0s (44,1MB/s).
CoBepumaeM M3MEHEHUA. . .

Preparing... FHAFFAA AR AFAAAAE [1005]
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1: libbabl HHEFHH A H A ESE [ 10%]
2: libwmf HHEHAF A E AR AR [ 20%]
3: libjavascriptcoregtk?2 #########HHH4##4HHHH#EHS [ 30%]
4: libwebkitgtk2 HHEHHH A E AR AR [ 40%]
5: icc-profiles FHAHHHFH A H AR EES [ 50%]
6: libspiro FhHAHEHFH A H AR EES [ 60%]
7: libopenraw HHEHAH A E AR AR [ T70%]
8: libgegl FHAHHHFH A AR EES [ 80%]
9: libgimp FHAHEHFH AR [ 00%]
10: gimp A H A AR HE [100%]

Running /usr/lib/rpm/posttrans-filetriggers
3aBepleHo.

Komanma apt-get install <uMd_TakKeTa> HCHOJb3YyeTCs W It OOHOBJICHUS YXKE
YCTAHOBJICHHOT'O ITAKETA WJIK IPYIIIBI MAKETOB. B 3TOM ciiydae apt-get HONOJHUTEIBHO MPOBEPSET, HE
0OHOBMJIACH JTU BEPCHS TTAKETa B PEMO3UTOPHH 110 CPABHEHUIO C YCTAHOBJICHHBIM B CUCTEME.

Hampumep, ecnu makeT gimp yCTaHOBJICH U B PEIIO3UTOPUU HET OOHOBJICHHON BEPCHUU ITOTO Ta-
KETa, TO BBIBOJI KOMaH/bl apt—-get install gimp Oyner Takum:

# apt-get install gimp

YTeHMe CIMCKOB I[aKeTOB... 3aBepleHO

[locTpoeHre IepeBa BaBUCUMOCTEM... 3aBEpIEHO

[locyienHasa BepcUs gimp yXe yCTaHOBJIEHA.

0 B6ymeTr o6HoBJIeHO, (0 HOBEIX ycCcTaHOBJeHO, (0 makeTorB OymeT yIaJIeHO U 2262
He OymeT OOHOBJIEHO.

[Tpu momomn APT MOXHO YyCTaHOBUTH M OTAC/IBbHBIA OWHAPHBIA I'PM-IIAKET, HE BXOANIUN HU B
OIWH U3 PEHO3UTOPHUEB. Jns »TOro Jg0CTaTOYHO BBHIMOJHHUTH KOMaHy apt-get install
nyTs k_ odanny.rpm. IIpu stom APT nposener crangapTHyro npoueaypy NpoBEPKU 3aBUCUMOCTER U
KOH(IMKTOB C YK€ YCTAaHOBICHHBIMU MTAKETAMHU.

B pesynbTare oneparuii ¢ makeramu 0e3 ucrnosnb3oBaHusi APT MoxeT HapymIUThCs LEIOCTHOCTD
OC «Mpuanym», 1 apt-get B TaKOM CiIydyae OTKAXKETCSl BBINOJHATH ONEpaliyd YCTAHOBKH, yIAIICHUS
WU OOHOBJICHUS.

Jnst BoccranoBiienus 1enoctHocTH OC «puanym» HEOOXOIUMO TOBTOPHUTH OIEpaIvIo, 3a/1aB
onuui —f, 3aCTaBISIOIYI0 apt—-get HCOpPaBUTh HAPYLICHHBIE 3aBUCUMOCTH, YIAJIUTh WA 3aMECHHUTh
KOH(UIMKTYIOIIUE MakKeThl. JIoOble NeHCTBUSA B 3TOM peKuMe 0053aTebHO TPEOYIOT MOATBEPXKICHHS CO
CTOPOHBI MOJIB30BATEIIA.

IIpu ycTaHOBKE ITaKETOB ITPOUCXOAUT 3aIIUCh B CUCTEMHBIN KypHAJI BUJA:
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apt-get: mMma-nakera installed
8.3.4 VYpjaneHue yCTaHOBJICHHOTO MaKeTa

Jis ynaneHus makera MCIOJBL3YyeTCs KOMaHla apt-get remove <mma nakeTa>. Yjale-
HUE MaKeTa C COXpaHEHHEM ero (paioB HaCTPOWKH MPOU3BOIUTCS MTPH MOMOILH CIEAYIOMIEeH KOMaHIbI:
# apt-get remove <3HaumMMas YaCTb MMEHM IaKeTa>

B ciyudae eciau mpu 3TOM HEOOXOIUMO MOJTHOCTBIO OUUCTUTh CUCTEMY OT BCEX KOMIIOHEHT yJlaJisl-
€MOr0 MaKeTa, TO MPUMEHIETCS KOMaHa:
# apt-get remove --purge <s3HaumMMmas YacTb MMEHU IlaKeTa>

Jli1s TOro 4ToOBl HE HapyIIATh LIEIOCTHOCTh CUCTEMBI, Oy IyT yJaJIeHbl U BCE AKEThI, 3aBUCSIIIE
OT yJaJIsIEMOTO0.

B ciydae yaanenus ¢ nomoupto apt-get 6a30BOro KOMIOHEHTA CUCTEMBI ITOSIBUTCSA 3alIPOC Ha
IIOATBEPKICHUE OTIEPALVN:

# apt-get remove filesystem

ObpaboTka (QaMJIOBEIX 3aBUCUMOCTEN... 3aBEpPUEHO
UTeHMe CIMCKOB I[IaKeTOB... 3aBepleHO
[locTpoeHMKEe HepeBa 3aBUCUMOCTEMN... 3aBepleHO

Crnegngympoume rnakeTs oynyT YIAJIEHH:

basesystem filesystem ppp sudo

BHuMaHMve : cjenyiomme 6az30BbEEe NakeTh OyIyT yIaJIeHE:

B OOBIUHEIX YCJIOBUSAX DTOTO HEe IOJDKHO OBJIO NPOM3OMTM, HaIeeMCs, BB TOUHO
npencrTaBijsgeTe, uUero Tpebyere!

basesystem filesystem (mo mnpuumHe basesystem)

0 makeroB Oymer obHOBJIeHO, 0 OymeT mo®aBJIEHO HOBHIX, 4 OyrmeT
yIaJjieHo (3aMeHeHo) u 0 He OyaeT OOHOBJIEHO.

Heobxonumo mnonyumuTs OB apxmBorB. Ilocje pacrnakoBku 588kE byner
OCBOOOXIEHO .

Bul mejlaeTe HeUTO IIOTEeHUMAJIbHO OllacHoe!

Brenure o¢pasy 'Yes, do as I say!' UuTOOH NPONOJIXUTE .

Kaxnmyto cutyammro, B kotopoit APT BeiaeT Takoe cooOiienne, HeoOX0UMO paccMaTpUuBaTh OT-
nenbHO. OHAKO, BEPOSATHOCTH TOTO, YTO MOCJIE BBITOTHEHUS 3TOH KOMaHbl CUCTEMA OKaXKeTCs Hepabo-
TOCIIOCOOHOM, OYEHb BEIIHKA.

[Ipu ynaneHuy nmakeToB MPOUCXOAUT 3aMKUCh B CACTEMHBIN JKypHaJl BUJA:

apt-get: mMmsa-nakeTa removed
8.3.5 OOHOBIEHUE BCEX YCTAaHOBJICHHBIX TAKETOB

ITotHOE OOHOBIIEHHE BCEX YCTAHOBJICHHBIX B CUCTEMC ITAKCTOB IMPOU3BOAUTCA IMPHU IMOMOIIU KO-
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MaH/I:
# apt-get update && apt-get dist-upgrade

[TepBas komanaa (apt—-get update) oOHOBUT MHJEKCH MakeToB. BTopas komanna (apt-get
dist-upgrade) Mo3BOJsSET OOHOBUTH TOJIBKO T€ YCTaHOBJICHHBIE MAKETHI, JUIsl KOTOPHIX B PEMO3UTO-
pusiX, IEPEUUCIIEHHBIX B /etc/apt/sources. 1ist, UMEIOTCS HOBBIE BEPCUHU.

B cyuae obHOBIIeHMs Bcero aucTpuOytuBa APT npoBeaeT cpaBHEHHUE CUCTEMBI C PEIO3UTOPHEM
U YAQIUT YCTApEBIINE MAKEThl, YCTAHOBUT HOBBIE BEPCUU MPUCYTCTBYIOIIMX B CUCTEME MAKETOB, OTCJIE-
JUT CUTYyalluu C MEPEUMEHOBAHUAMM MAKETOB WJIM U3MEHEHHUS 3aBUCUMOCTEN MEKy CTAphIMU U HOBBIMU
BepcHsAMH TporpaMM. Bcee, 4o moTpedyercst MoCTaBuTh (WM YIAIUTh) JOTOTHUTEIBHO K YKe UMEIoIIe-
Mycsl B cucTeMe, OyIeT ykazaHo B otdere apt-get, kotopsiM APT npeaBaput camo 0OHOBJICHHE.

[MIpumeuanue.Komanna apt-get dist-upgrade oO6HOBUT cuctemy, HO siapo OC He Oy-
JIET OOHOBJIIEHO.
8.3.6 OOHOBIEHHE sAIpa

st o6HOBIeHUS siapa OC HEOOXOIUMO BBITIOJTHUTH KOMaH/TY:

# update-kernel

[Mpumeuanue. Ecnmu MHACKCH TAKETOB CETOAHS €Ille HE OOHOBISUIHCH IEPE]l BBITOJHEHUEM
KOMaHJIbl update-kernel HeE0OXOIUMO BHITIOJIHUTH KOMaHAy apt-get update.

Komanga update-kernel oOHOBISET U MOIYJH SAPA, €CIU B PEIIO3UTOPUU OOHOBHIIOCH UTO-
TO U3 MOJyJiel 6e3 OOHOBIEHUS Spa.

Hosoe AAPO 3arpy3uTCsa TOJIBKO IMOCJIC MEPE3arpy3Ku CUCTCMBbI.

8.4 EnuHas KOMaHJa yIpaBJieHHs IaKeTaMu (epm)

OcHOBHOE Ha3HAYCHHUE CITUHOW KOMAaH[IbI YIPABJICHUS TAKETaMU — YHU(PHUIUPOBAThH YIIPABICHHUE
NaKkeTaMy B AUCTPUOYTUBAX C pa3HBIMU MAKETHHIMH MEHEKEpaMu. Y TWINTA epm YIPOUIAeT IPOLeaypy
VIPaBJICHUS TTAKETAMHU, MOYKET UCIIOIb30BaThCS B CKPUITAX M YCTAHOBIIUKAX, CEPBUCHBIX MPOTpaMMax, B
MOBCETHEBHOM aJIMHHUCTPUPOBAHUH PA3IUYHBIX CUCTEM. B epm 100aBiIeHbI TUIIOBBIE ONEpaliH, KOTO-
pbIe B cIy4ae UCIOIb30BaHus apt, MOoTpedoBanu Obl BBOJA 0oJiee 0OIHOM KOMaHIBI.

Enunas komaHza ynpapieHHus aKeTaMy BKJIIOYAET B ce0s CIIEAYIONIYIO (YyHKIIMOHAIBHOCTb!

— ympaBJIeHHE MmakeTaMu (yCTaHOBKa/yalIeHHE/TIONCK);
— YIpaBJeHHE PEero3UTOpUsIMHE (100aBieHHe/y1aeHre/00HOBIEHHE/CITCOK);
— yIpaBJeHHE CUCTEMHBIMH CEPBUCAMU (BKITIOUEHHUE/BBIKITFOUEHUE/CITUCOK ).

Cnmcok nmoaepxuBaeMbIx (hopMaToB makeToB: rpm, deb, tgz, tbz, tbz2, apk, pkg.gz.

[Ipumedyanue. YcTaHOBKAa YTHIUTBl €pm, €CIM OHA €IIe€ HE YCTAaHOBJICHA, BBHIMOIHAETCS KO-
MAaHJION:

# apt-get install eepm
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[MoapoOuyto nHGOPMAINIO 00 YTHIUTE €pm U €€ OMIIUIX MOXKHO MOJyYUTh, BHIITOJIHUB KOMAHTY:
$ epm --help

Hwuxe onucanbl TUIIb HEKOTOPBIE BO3MOKHOCTH YTHUJIMTHI € P,

YcTaHOBKA MMaKeTa U3 PEMO3UTOPHUS WU U3 JIOKATHHOTO (aiiia B CHCTEMY:
# epm install <wmmsa nakeTra>

[Ipumeuvanue. Ecnu naker co3nan CTOPOHHUM MOCTABIIMKOM, TO MPU €r0 YCTAaHOBKE KOMaH-
1ol epm install He OyIyT BBHIMOJIHEHBI YCTAHOBOYHBIE CKPHUIITHI U3 MaKeTa. DTO MPEAOXPAHSET CH-
CTeMYy OT MOBPEKICHUS, HO MOXKET MPUBECTH K TOMY, YTO MAaKeT HE 3apadoraeT. BepHyTh cTaHmapTHOE
MOBEJICHNE MOYKHO JTOOABJIEHHEM ——scripts:
# epm install --scripts <uma nakera>

Y CTaHOBHUTH CTOPOHHHE TPOTPAMMBbI O€30TIACHBIM U MIPOCTHIM CIIOCOOOM:
# epm play <mMa NporpaMMel>

Cnucok nmporpamm, KOTOpPbI€ MOKHO YCTAaHOBUTH JAHHOW KOMAaHJOM, MOKHO MPOCMOTPETh, BBI-
[OJIHUB KOMaHJIy:
$ epm play

Run with a name of a play script to run:

anydesk Install AnyDesk from the official site
assistant - Install Assistant (AccucTtenT) from the

official site

yandex-browser Install Yandex browser from the official site

yandex-disk Install Yandex Disk from the official site

zoom Install Zoom client from the official site
Komanna epm play TpeOyeT HalIuuus J0CTyMa B ceTh VIHTEpHET.
[IpumMeuvanue. [Ing HEKOTOPBIX CTOPOHHHMX IPM-IAKETOB, HAIKMCAHBI JIOMOJIHUTEIbHBIC TMpa-
BHJIA JIUTS TIEPETIAKOBKH (TP MEPEMaKoOBKE MaKeTa CO3acTCs MaKeT, YUYUTHIBAIONINN, YTO HYXKHO TS pa-
OOTBI KCXOTHOTO MAKeTa). Y CTAHOBUTH TAKHME MMAKEThl MOXKHO, BBITIOJTHUB KOMAH]TY:
# epm install --repack <mma nakera>
Jlis deb-niakeToB Kik04 — - repack IPUMEHSETCS aBTOMAaTHIECKH.
Y naneHue nakera u3 CUCTEMBI:
# epm remove <mma naxera>
[Touck makera B peno3uTOpUu:
# epm search <TekcT>
[Tony4nTh CIUCOK YCTAHOBJIEHHBIX MAKETOB:

S epm list
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Y 1anuTh makeTel, OT KOTOPBIX HE 3aBUCAT KaKUe-THOO APYTHE MAKEThl, YCTAHOBICHHBIC B CHUCTE-
Me:
# epm autoremove

OOGHOBUTH BCE yCTAaHOBJICHHBIC TTakeThI U sipo OC:
# epm full-upgrade

[Ilpumeuvanue. YTimra yum (IOJDKEH ObITh YCTAHOBJIEH MTAKET eepm—yum), TO3BOJISET UMH-
TUPOBATh PabOTy MEHEKepa MaKeTOB yum, HalpUMeEp:
# yum search docs-alt-kworkstation

# apt-cache search -- docs-alt-kworkstation | grep -E -i --color --

" (docs—-alt-kworkstation)"

docs—alt-kworkstation - ALT KWorkstation documentation
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9 OBIIMUE HPUHLMUIIBI PABOTBI OC

PaboTa c onepaniioHHON Cpeoi 3aKJIF0YaeTCsl B BBOJIE ONPECICHHBIX KOMaH I (3alPOCOB) K OTIe-
PAIMOHHOI cpejie U MOJyYEHHUI0 Ha HUX OTBETOB B BUJIE TEKCTOBOI'O OTOOpaKEHHUSI.

OCHOBOI1 ONEPAILIMOHHOMN CPeJIbl SIBJISIETCS ONEpAllMOHHAsI CUCTEMA.

Onepanuonnas cuctema (OC) — COBOKYITHOCTh MPOTPAMMHBIX CPEJICTB, OPTaHU3YIOIINX COTIIACO-
BaHHYIO PabOTy OMEpaIiOHHOMN CPEIbl C anmapaTHBIMU yCTPOMUCTBAMH KOMIThIOTEpa (TIPOIIeccop, MaMsTh,
YCTpOiiCcTBa BBOJIa-BBIBOJA U T. 1.).

Huanor ¢ OC ocymecTBIsIeTcss TOCPEACTBOM KOMAHIHBIX MHTEPIPETATOPOB U CHUCTEMHBIX OMO-
JIOTEK.

Kaxnas cucreMHass OnbnmoTeka mpeacTaBisieT co0oi Habop mporpaMm, JTUHAMUYECKHA BBI3bIBaC-
MBIX OTIEPAIlMOHHON CUCTEMOM.

KomMangabie mHTEpHIpeTaTopsl — 0COOBI PO CIeNHUATU3UPOBAHHBIX MPOTPAMM, MO3BOJISIFOIINX
ocyuecTBIATh quanor ¢ OC nmocpeacTBoM KOMaH.

Jlns yno6cTBa nmoap30BaTenel npu padbore ¢ KOMaHIHBIMUA HHTEPIPETATOPAMU UCTIONb3YIOTCS UH-
TepakTuBHBIC pabouwne cpenabl (nanee — MPC), mpenocTasistomnue mojb30BaTeIN0 ya00HbIN nHTEpdenc s
pabotsi ¢ OC.

B camom nentpe OC uzgenus HaXOAUTCs yIpaBisiolas nporpamma, HassiBaeMas siapom. B OC
U3JIENNS UCTIONIBb3YETCs HOBEUIIIas MOUBHUKAIS «ycTOWIHBOro» siapa Linux — Bepecus 5.10.

Snpo B3auMOJEHCTBYET ¢ KOMIBIOTEPOM U Tiepudeprert (IucKkaMu, MpUHTEpaMH | T. 1.), pacrpe-
JIeNIIeT PECYPChI U BBITIONHSET (POHOBOE TNIAHUPOBAHUE 3aJaHHIA.

Hpyrumu cnoBamu, ssapo OC HM30IHMpyeT MOIb30BaTeNsl OT CIOXKHOCTEH anmaparypbl KOMIThIOTE-

pa, KOMaHHbIH UHTEpIIpeTaTop oT sapa, a MPC oT koMaHIHOTO MHTEpIIpETaTopa.

9.1 Tlpormecce u haiis

OC «puguym» BISETCS MHOTOIOJIB30BATEILCKON HHTEIPUPOBAHHON CHCTEMOM.

DTO 3HAYHUT, YTO OHA pa3zpaboTaHa B pacyeTe Ha OJHOBPEMEHHYIO pabOTy HECKOJIKHX IOJIb30BATEICH.

[Tonp30BaTens MOXKET JIMO0 cam paboTaTh B CUCTEME, BHIMOJIHSAS HEKOTOPYIO IMOCIIEA0BATEIEHOCTh
KOMaHJ, T100 OT €ro UMEHH MOTYT BBIIIOJIHITHCS MPUKJIAIHbIE TPOLIECCHI.

[Tonp3oBarenp B3aMMOJECUCTBYET C CUCTEMON Yepe3 KOMaHIHbIM UHTEPIPETATOP, KOTOPBIM Mpe-
CTaBJISIeT COOOM, KaK OBIJIO CKa3aHO BBIIIE, MPUKIATHYIO IPOrpaMMy, KOTOpasi IPUHUMAET OT IMOJIb30Ba-
TeJsl KOMaHAbl WK Ha0Op KOMaH[ U TPaHCIUPYET UX B CUCTEMHbIE BBI3OBHI K py cUcTeMbl. IHTepIipe-
TaTOp MO3BOJISET MOJIB30BATENIO TPOCMATPUBATh (haiibl, IEPEIBUTATHCS MO AepeBy (HalIoBON CHCTEMBI,
3aIycKaTh IpUKJIaaHble npouecchl. Bee koManaubie nHTeprperaTopbl UNIX uMeroT pa3BUTBI KOMaH[I-
HBIN S3BIK U IO3BOJIIOT IIUCATh JOCTATOYHO CIJIOXKHBIE IPOrPAMMBI, YIPOILIAIOIIKAE MPOLECC aIMUHHU-

CTPUPOBAHUSI CUCTEMBI U PA0OTHI C HEH.
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9.1.1 TIlpoueccsl pynkunonupoBanus OC

Bce mporpaMMbl, KOTOpbIE BBIMOJIHSIOTCS B TEKYLIHMI MOMEHT BPEMEHH, Ha3bIBAIOTCS MpoIiecca-
Mmu. [Ipouiecchl MOKHO pa3fienuTh Ha Ba OCHOBHBIX KJIACCa: CHCTEMHBIE IIPOIECCH U MOJIb30BATEILCKUE
npouecchl. CUCTEMHBIE MPOLIECCH] — IPOrPaMMBI, pelarolue BHyTpeHHue 3agaun OC, Hanpumep, opra-
HU3AIMIO BUPTYaJIbHON MaMATH HA TUCKE WM MPETOCTABIISIONINE TOIb30BATENSIM T€ UM MHBIE CEPBUCHI
(TIpotiecChI-CITyKOBI ).

[Tonp30BaTenbCKUE MPOIIECCHl — MPOLIECCHI, 3aIyCKAaeMbIE MOJIB30BaTEIeM U3 KOMaHAHOTO HHTEp-
nperaTopa Ui peuleHus 3a1ad MOoJIb30BaTeNsl WM YIpaBiIeHUs CUCTEMHBIMHU Mporeccamu. Linux u3Ha-
YaabHO paszpabaThiBajics Kak MHOrosagadHasi cuctema. OH UCHONB3YeT TEXHOJIOTUH, ONPOOOBAHHBIE U
otpabotanHbie Apyrumu peanusaiusmMu UNIX, KoTopsie CylecTBOBaIM paHee.

@DOHOBBII pexUM pabOThI MpoLEcca — PEKUM, KOTJa MporpaMMa MOXKET paboTaTh 0e3 B3auMo-
JeWCTBUS C MoJIb30BaTeNeM. B ciyyae HeOOXOIUMOCTH MHTEPAKTHBHOM pabOTHI C MOJIb30BaTeeM (B 00-
IIeM cllydae) mporuecc OyJeT «OCTaHOBJIEH» SIpoM, U paboTa ero MpoAO0KUTCS TOJIBKO IMOCIIe MepeBeie-
HUS €r0 B «KHOPMAJIbHBIM» PEeXUM pabOTHI.

9.1.2 @ainosas cucrema OC

B OC ucnonp3oBana ¢aitnoBas cucrema Linux, koTopast B otiuuue ot (GaiinoBeix cucteM DOS u
Windows(™) sBisieTcst equHbIM AepeBoM. KopeHb 3Toro gepeBa — Karajor, Ha3bIBaeMbIid root (pyT), U
obo3HauyaeMbli «/». Yactu nepeBa (aiiioBoil cucTeMbl MOTYT (PU3NYECKH PACHOJIAraThCsi B Pa3HbIX pas-
Jienax pa3HbIX AMCKOB WM BOOOIIE Ha APYTHX KOMIBbIOTEpax, — AJIS MOJIb30BaTeNsl 3TO mpo3payHo. [Ipo-
1[ecC MpHUCOeANHEHUs (ailIoBOM cHCTEMBbI pa3zienia K JepeBy Ha3blBa€TCSd MOHTHPOBAHUEM, yJIajeHHE —
pasmonTupoBanueM. Hampumep, daiinosas cucrema CD-ROM B u3aenuyt MOHTHPYETCS TIO YMOJTYAHHIO B
karajor /media/cdrom (myTh B u3AeTUH O00O3HAYAETCS C HCIONB30BAHHEM «/», a HE «\», KaKk B
DOS/Windows). Texymuii katamor 0003HaAYaeTCs «./».

QailsioBas cucTeMa U3/IeNHsl COACPKUT KaTaJoTu MEPBOTO YPOBHSI:

— /bin (komanaHbie 0007104KH (shell), o0cHOBHBIE yTUIHTEI);

— /boot (COTEPKHUT AP0 CUCTEMBI);

— /dev (mceBnoGhaiiibl yCTPOMCTB, MO3BOJIIONINE PA0OTATh ¢ HUMHU HAMPSAMYIO);

— /etc (daiinbl KOHUTYpaUn);

— /home (IM4YHBIE KaTaIOTH NOJIH30BATENEH);

— /lib (cucteMHbIe OMOIMOTEKH, MOTYJIH SIPA);

— /lib64 (64-6uTHBIE cCCTEMHBIE OMOIHOTEKH);

— /media (kaTajaoru 1Jis MOHTUPOBaHUS (aIOBBIX CUCTEM CMEHHBIX YCTPOHCTB);

— /mnt (kaTajaoru AJisi MOHTUPOBAHUS (DAIOBBIX CHCTEM CMEHHBIX YCTPOMCTB M BHEITHUX (haiiio-

BBIX CHCTEM);
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— /proc (¢haitnoBas cuctemMa Ha BUPTYaIbHOM YCTPOMCTBE, ee (ailiibl coaepxkar nHPOpMAIIHIO O Te-
KYIIIEM COCTOSTHUH CUCTEMBI);

— /root (TUYHBIA KaTAJIOT aIMUHUCTPATOPA CUCTEMBI);

— /sbin (cucTeMHbIE YTUITUTHI);

— /sys (daiinoBas cucteMa, coaeprKaiias UHOOPMAIIUIO O TEKYIIIEM COCTOSIHUU CUCTEMBI);

— /usr (mporpaMmbl U OMOJIMOTEKH, TOCTYITHBIE TIOJIH30BATEIIO);

— /var (pabouue (haisbl MPOTpaMM, OUYEpPE/IH, )KYPHAIIBI);

— /tmp (BpemMeHHBIE (DaiiiIbI).

9.1.3 Opraauzanus (HaitsioBoit CTPYKTYpPBI

Cucrema nOMaIIHUAX KaTaJOrOB I0JIb30BaTeNCii TOMOraeT OpraHU30BbIBaTh OE30MacHy0 paboTy
MOJIb30BaTEIe B MHOTOIOJIb30BATENILCKOM crucTeMe. BHe CBOero jomaiiHero Kartajaora IoJb30BaTellb
o0JaaeT MUHUMAJIBHBIMH TTpaBaMu (OOBIYHO YTEHHE U BBITTOTHEHUE (PAIIOB) 1 HE MOXKET HAaHECTH yiepo
cUCTeMe, HalpuMep, YAAJIUB WU U3MEHUB (ail.

Kpome ¢aiinoB, co3gaHHBIX MONIB30BATEIEM, B €ro JOMAIIHEM KaTalore OOBIYHO COZIEpIKATCs
MePCOHANBbHBIE KOHPUTYpAIIMOHHBIE (ailIbl HEKOTOPHIX MTPOTPAMM.

MapuipyT (IyTh) — 3TO MOCIEIOBATEIBHOCTh UMEH KaTaJIOTOB, MPEACTABIAIONUI COO0H MyTh B
¢aitioBoil cucreme K naHHOMY (ailly, TOe Kakaoe cleAyrollee HUMs OTIACNSETCS OT MpeAbIAyIIEero
HaKJIOHHOM uepToii (cimameM). Eciu HazBaHMe MapuipyTa HAYMHAETCS CO CIIAIIA, TO TyTh B UCKOMBIN (haii
HAUMHAETCS OT KOPHEBOro KaTajiora BCEro JepeBa CHCTeMbl. B oOpaTtHoM ciyuae, eciau Ha3BaHHE
MapiIpyTa HAYMHAETCS HEMOCPEACTBEHHO ¢ MMEHU (haiiia, TO MyTh K HCKOMOMY (haiiiry TOIKEeH HauaThCs
OT TEKYIIero KaTajora (pabodero karauora).

Nwms aiina MoxeT copepkaTh JH00bIe CUMBOJIBI 32 UCKIIIOUEHHEM Kocoil uepTsl (/). OqHako cie-
ayeT u3beraTh MPUMEHEHHUS B UMEHaX (ailyioB OONBITMHCTBA 3HAKOB MPENUHAHKS U HEMEYaTaeMbIX CUM-
BoJIoB. [Ipu BbIOOpE MeH (haillIoB peKOMEHIyeTCsl OTPAaHUYUTHCS CIIEIYIOIIMMHA CHMBOJIAM:

— crpounbie u [TPOITMCHBIE OykBel. Cnegyer oOpaTuTh BHUMaHHE HA TO, YTO PETUCTP BCEraa

MMeeT 3HAUCHUE;

—  1udpsy
— CHMBOJI IOMYEPKUBaHUSA (_ );
— Touka (. ).

Jns yno6cTBa paboThl MOXKHO MCIIONB30BaTh TOUKY ( . )AJS OTHENEHUs UMeHH (aiina oT pacuiu-

penus ¢aitna. /laHHas BO3MOXHOCTh MOXKET OBITH HEOOXOJMMa IOJIb30BATEISIM WM HEKOTOPHIM IpO-

rpamMmam, HO He uMeet 3HadeHue s shell.

9.1.4 Hepapxuueckas opranuszanus (HpaiioBoil CHCTEMBI

Karanor /:
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/boot — MecTo, Tae XpaHsaTcs (aiiasl HEOOXOTUMBIE AJIS 3aTPY3KH SAPA CUCTEMBI;

/lib — 3meck pacrmonararoTcst (Gailyibl TUHAMUYECKHX OHOIMOTEK, HEOOXOIUMBIX ISl pabOThI
OoJIbIIIeH YacTH MPUIIOKEHUH U IOJATPYKAaeMbIe MOy SI/Ipa;

/lib64 — 31eck pacnonaratorcs ¢aiinpl 64-OUTHBIX TMHAMUYECKUX OUOINOTEK, HEOOXOAUMBIX IS
paboThI OOJBIIEH YaCTH MPUIIOKEHU;

/bin — MUHUMAaJIBHBIA HA0Op TTpOrpamMM HEOOXOAUMBIX JIJIsi paObOThI B CHCTEME;

/sbin — Habop mporpamMm A aIMUHUCTPATUBHON pabOTHI ¢ CHCTEMOM (TIpOrpaMMBbl HEOOXOIUMBIE
TOJIBKO CYIEepIOJIb30BATEINIO);

/home — 371€Ch pacmoararoTcsi JOMAITHUE KaTaJIOTH MOJB30BATENCH;

/etc — B TaHHOM KaTajore OOBIYHO XPAHSTCS OOIIECUCTEMHbBIC KOH(MUTYpalMOHHBIE (haliiabl IJIs
OOJIBIITHCTBA MPOTPAMM B CHCTEME;

/ete/rc?.d,/etc/init.d,/etc/rc.boot,/etc/rc.d — karanoru, rae pacroyioKeHbl KOMaHIHbIe (aillibl ch-
CTeMbl HHUIMaTH3aMu Sys Vinit;

/etc/passwd — 0a3za JaHHBIX TOJIB30BATENCH, B KOTOPOUM COACPKUTCS MH(pOpMaIus 00 UMEHHU
MOJTb30BATEJIs, €r0 HACTOSIIEM UMEHH, JIMYHOM KaTajore, 3aKOAMPOBAHHBIN TAPOJIh U APYTUE TaHHBIC,

/etc/shadow — TeneBass 06a3a maHHBIX monb3oBaTeneil. Ilpu sTom uHboOpmanms u3 Qaiina
/etc/passwd nepemerniaercs B /etc/shadow, KOTOpbIN HEAOCTYIIEH 1O YTCHHIO BCEM, KPOME IMOJIh30BaTEIs
root. B cimydae Mcmonp30BaHUsS albTEPHATUBHOW CXEMBI yrpaBieHus TeHeBbIMU Tapoiisimu (TCB) Bce
TEHEBBIE TTAPOJU TSI KKIOTO MOJIB30BATENsI pacIojararoTcs B Katayore /etc/tcb/<mmsa mosb30-
BaTesna>/shadow;

/dev — B 3TOM KaTanore HaxozsTcsa (ainbl ycTpoiictB. Daiiinbl B /dev CO3MaIOTCS CEPBHCOM
udev;

/ustr — 00bIYHO (haiiioBas cucreMa /usr JOCTATOYHO OOJIbIIAs 10 00bEMY, TaK KaK BCE MPOTrpam-
MBI YCTAaHOBJICHBI IMEHHO 37iech. Best mHopMarust B karanore /usr IMoMenaeTcs Ty1a BO BpeMsl ycTa-
HOBKHU cuUcTeMbl. OTIEIHHO yCTaHABIMBAEMbIC MAKETHI MPOTpaMM U Apyrue (ailiibl pa3MenarTcs B Ka-
tanore /usr/local. HekoTopble MOAKATAIOTH CUCTEMBI /UST PACCMOTPEHBI HUKE,

/usr/bin  — TmpakTHYECKH BCE KOMAHJIBI, XOTS HEKOTOphble HaxXoAsATcs B /bin wim B
/usr/local/bin;

/ust/sbin — KOMaH/bl, UCMIOJIB3yEMbIE MTPHU AAMUHUCTPUPOBAHUN CHCTEMBI U HE TIPEHA3HAYCHHbIC
JUTs pa3MenieHus B (hailJIoBOM CUCTEME root;

/usr/local — 3mech pekoMeHayeTCsl pa3MeInarb (Gaiibl, YCTaHOBICHHBIE 0€3 MCIOJIb30BaHUS T1a-
KETHBIX MEHE/DKEPOB, BHYTPEHHSISI OPTaHU3aIINs KaTaJIOTOB MPAKTUYECKH TaKas JKe, KaK ¥ KOPHEBOTO Ka-
Tayora;

/usr/man — KaTajor, TJie XpaHaTcs Gaiipl CIPaBOYHOTO PYKOBOJICTBA mMan;
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/usr/share — kaTanor ajis pa3MemeHus o0IeA0CTYITHBIX (aitiioB OONbIIICH YaCTH MPHIIOKEHUH.

Kararnor /var:

/var/log — MecTo, T11e XpaHsTcs Gaiibl ayauTa padoThl CUCTEMBI U PUIIOKCHHI,

/var/spool — xaTanor uist XpaHeHHs (HailIoB HAXOIAIIMX B OUepeqr Ha 00pabOTKy IS TOTO WU
MHOTO Ipoliecca (ouepeb Ha NevyaTh, OTIPABKY MOYTHI U T. [1.);

/tmp — BpeMEeHHBIN KaTajaor He0OXO0IUMBbII HEKOTOPBIM MPUIIOKEHUSAM;

/proc — QaitnoBasi cucreMa /procC SBISETCS BUPTYAIbHON U B IEHCTBUTEIBHOCTH OHA HE CYIIIE-
CTBYET Ha JHCKe. Sapo co3maeT e¢ B maMmsTH Kommbiotepa. CucreMa /proc mpenocTaBiseT nHpopma-

IIUIO O CUCTEME.
9.1.5 NmMmeHa 1UCKOB U pa3/ienoB

Bce ¢usnueckue ycTpoiicTBa KOMIbIOTEpa 0TOOpakatoTcsl B Katajor /dev (hailloBol CHCTEMBbI
m3aenus (00 atom — Huke). Jlucku (B Tom unciae IDE/SATA/SCSI xéctkue nucku, USB-1uCcKN) HMEIOT
UMEHA:

/dev/sda — nepBslii 1UCK;

/dev/sdb — BTOpO# MHCK;

U T. ]I

Hucku ob6o3naugatores /dev/sdX, roe X — a,b,c,d,e,... B mopsiike 0oOHapyKEeHUST CUCTEMOM.

Paznen nucka o6o3HavyaeTcs unciom nocie ero umenn. Hanpumep, /dev/sdb4 — ueTBepThIii paz-
JIe]T BTOPOTO JIMCKA.

9.1.6 Paznuensl, HeoOxoaumble iist padoTsl OC

st pa6oter OC HEOOX0IMMO €CO3/1aTh Ha KECTKOM JHCKE (IMCKax) Mo KpalHel Mepe ABa pasje-
J1a: KOPHEBOH (TO €CTh TOT, KOTOPBIM OyAET coaepkaTh KaTajor / ) U pas3men mojakadku (swap). Pazmep
MOCJICTHETO, KaK MPABUIIO, COCTABIISET OT OAHOKPATHOM 10 IBYKPATHOW BETMYMHBI OTIEPATUBHON MaMSITH
KoMIibtoTepa. Eciiu cBoOOJHOTO MecTa Ha AMCKE MHOTO, TO MOXKHO CO3/IaTh OTAEIbHBIC pa3/enbl I Ka-
Tajgoros /usr, /home, /var.

9.1.7 Komagnasl
Jlanee mpuBeieHbl OCHOBHBIE KOMaH/Ibl, Hcnionb3ytomuecs B OC «Upunnym»:
— ar — co3naHue 1 pabora ¢ OMOINOTEUHBIMU apXUBAMU;
— at— (popMupoBaHUe WK yJalICHUE OTIOKCHHOTO 33 JaHuS;
— awk — s3Ik 00pabOTKH CTPOKOBBIX MIA0JIOHOB;
— batch — mmanupoBaHre KOMaHI B 0YEPEIN 3arPy3KH;
— bc — CTPOKOBBIN KANBKYJISATOP;

— chfn — ynpaBnenue nndopmarueit yueTHo# 3anucu (UMs, ONKUCaHUE);
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chsh — ynpaBnenue BbBIOOpOM KOMaHIHOTO HHTEPIPETAaTOpa (110 YMOTYAHHIO — ISl yUETHOM 3a-
THCH);

cut — pa36uBka (haiiya Ha CEeKIIUH, 3a/1aBaeMble KOHTEKCTHBIMH pa3eIUTesIMH;
df — BeIBOJT 0OTUETa 00 MCITOIH30BAHUM JTUCKOBOT'O ITPOCTPAHCTBA;

dmesg — BBIBOJ COJIEPKUMOT'O CHCTEMHOT0 Oydepa cooOLIeHNH;

du — BeIYHCIIEHHE KOJIMYECTBA UCIIOJIb30BAHHOTO MMPOCTpaHCTBa 31eMeHToB OC;
echo — BBIBOJ] COAEPKUMOTO apryMEHTOB Ha CTaHJAPTHBII BBIBOJI;

egrep — MOMCK B ¢aiiiiax coAepKUMOTO COTTIACHO PETYJISIPHBIM BhIPAXKEHUSIM;
fgrep — mouck B ¢ainax coaepKUMOTo COTIIacHO (UKCUPOBAHHBIM I1a0JI0HAM;
file — onpenenenue Tumna ¢aiina;

find — mowuck (paitna mo pa3aIMYHBIM MPU3HAKAM B HEPAPXUU KaTaJIOrOB;

gettext — noJlydyeHue CTPOKHU MHTEPHAMOHAIN3AlMY U3 KaTaJIO'OB IIEPEBOA;
grep — BBIBOJ] CTPOKH, COo/ieprKallell abioH MONCKa,

groupadd — cozaHre HOBOM y4eTHOH 3alKCH TPYIIIIbI;

groupdel — ynaneHue yueTHOM 3anyicy TPYIIbL;

groupmod — U3MEHEHHNE YUYEeTHOM 3amKcy IpyTIIbI;

groups — BBIBO/ CIIUCKA TPYTIIL;

gunzip — pacrakoBKa Qaiina;

gzip — ymakoBka (aiina;

hostname — BBIBOJI M 3a[JaHH€ UMEHH XOCTa;

install — konupoBaHue Qaiina ¢ yCTaHOBKOH aTpuOyTOB;

ipcrm — ynanenue pecypca IPC;

ipcs — BBIBOA XapakTepucThk pecypca IPC;

kill — mpekpaiienre BBIIOTHEHUS TPOLIECCa;

killall — ymanenue npoueccoB 1Mo IMEHU;

lpr — cucrema neuaru;

Is — BBIBO/I COZIEPKMMOTO KaTaiora,

Isb_release — BrIBO MHGMOpMAITIHY O JUCTPUOYTHBE;

m4 — 3a1ycK MakpomnpoLeccopa;

md5sum — rereparus u nposepka MD5-coo0ieHus;

mknod — co3nanue ¢aitna cnenuaibHOTO TUTIA,

mktemp — reHepanus yHUKaJIbHOTO UIMEHH (paiina;

more — MOCTPAHWYHBIHN BBIBOJ] COIEPKUMOTO (haiina;

mount — MmoHTUpoBaHue OC;
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msgfmt — co3ganne 00beKTHOTO (aiina coodieHuni u3 Qaiina cooOeHu;
newgrp — cMeHa uJeHTU(UKaTOpa IPyIIIHL;

nice — KI3MEHEHHUE MIPHUOPUTETA MIPOLECCa TIEPE]T ETo 3aITyCKOM;

nohup — paboTa mporiecca mocie BpIX0/1a U3 CUCTEMBI,

od — BBIBOJI coiep>KUMOTO (haitia B BOCBMEPUYHOM U IPYTHX BUAX;

passwd — cMeHa apoJisl y4eTHOW 3alKcy;

patch — mpumenenue ¢aitna onucanus U3MEHEHUH K OpUTHHAIBHOMY (aiiiy;
pidof — BeIBOA MaeHTH(UKATOPA IpOIlecca 10 ero UMEHHU;

Ps — BBIBOJI HH(OPMALIKU O MpoIeccax;

renice — U3MEHEHHUE YPOBHsI IPHOPUTETA MPOLIECCA;

sed — CTpOKOBBIN pPeIaKTop;

sendmail — TpaHCTIOPT CHCTEMBI JIEKTPOHHBIX COOOIICHHIA;

sh — KOMaH/IHBII UHTEPIIPETATOD;

shutdown — komMaH1a OCTaHOBA CHCTEMBIL;

Su — U3MEHEHHE IeHTH(PUKATOPa 3aIyCKaeMOro Ipolecca;

sync — cOpoc CUCTEeMHBIX Oy(epoB Ha HOCUTENH;

tar — (haiiyTIOBBIN apXUBaTOp;

umount — pasmoHTUpoBanue PC;

useradd — co3anue HOBOH yUeTHOH 3aIMCH WIIM OOHOBIIEHHUE CYIIECTBYIOILEH;
userdel — yaneHue y4eTHOM 3alICH U COOTBETCTBYIOUINX (DaiflIOB OKPYKEHHUS;
usermod — moaudukanus naGopmaru 00 y4eTHOM 3anucy;

W — CIIMCOK I10JIb30BaTeNeH, KTO B HACTOSIIUI MOMEHT paboTaeT B CUCTEME U C KAKMMH (aiinamu;
who — BBIBOJI CIIMCKA TIOJIH30BATENIEH CUCTEMBI.

V3Hate 00 OIINUAX KOMaHA MOXXHO C IIOMOIIBIO KOMAaHAbBI man.
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10 PABOTA C HAUBOJIEE YACTO UCITIOJb3YEMbIMH
KOMIIOHEHTAMHA

10.1 Komananble 0007104KH (MIHTEPIPETATOPHI)

Jns ynpaBnenus OC ucnomnab3yercs KOMaHaHbIe HHTepripeTaTops (shell).

3aiiis B cHCTEMY, MOKHO YBHJIETh ITPUTIIAIIICHUE — CTPOKY, COJICPIKAIIyI0 CUMBOII «$» (mamnee, 3TOT
CHMBOJI OyZieT 0003Ha4aTh KOMaHHYIO CTPOKY). IIporpamMma oxxuaer BBoja koMaua. Poib Ko- MaHIHOTO
WHTEpIpeTaTopa — MepeAaBaTh KOMAaHJBI TOJb30BATENs OINEPalMOHHONW cucteme. [Ipu momo- mm
KOMAaHJIHBIX MHTEPIIPETATOPOB MOYKHO MHCATh HEOOJBIITNE MPOrpaMMbl — ciieHapuu (ckpunthl). B Linux
AOCTYIIHBI CJICAYIOIIUC KOMaHAHBIC O6OJ’IO‘IKI/II

bash — camas pacnipoctpan¢HHas 06o0uka moa linux. OHa BeeT HCTOPUIO KOMaH/ U MPEJ0CTaB-
JSIeT BO3MOYKHOCTh MIX PEIaKTHPOBAHUSI.

pdksh — kion korn shell, xoporo uzBectroit 060mouxku B UNIX(™) cucremax.

O6onoukoit mo ymomuanuro sisiercs: «Bash» (Bourne Again Shell) IIpoBeputs, kakas o6oyiouka
HCIOJIB3YCTCA MOXHO, BBIIIOJITHUB KOMAHY:
$ echo $SHELL

VY ka0 000JI0YKH CBOM CHHTAKCHUC. Bce mpumepsl B JabHEHIIIEM MTOCTPOCHBI C UCITOJIH30Ba-

HreM 000s10uku Bash.

10.1.1 Komanguas o6osouka Bash

B Bash nmeercst HeCKOIbKO MPUEMOB Ui pabOTHI CO CTPOKOM kKomaHn. Hampumep, ucmonb3ys
KIJIABUATypy, MOXKHO:

<Ctrl> + <A> — nepeiiTu Ha Ha4aJIO CTPOKH;

<Ctrl> + <U> — ynanuTh TEKyILyIO CTPOKY;

<Ctrl> + <C> — 0CTaHOBHTH TEKYIIIYIO 3a/1a4y.

Jl1s BBOJIa HECKOJIBKMX KOMAaHJ OJHOW CTPOKOM MOKHO HCIIOJIB30BaTh pasaeiautTens «;». I1o uc-
TOPUH KOMaHJI MOKHO TEPEMENIAThCsl ¢ TOMOIIBIO KiaBuil <1> u <|>. UToObI HallTH KOHKPETHYIO KO-
MaHJly B CIICKe HaOpaHHBIX, HE IPOJIMCTHIBAS BCIO HCTOPHIO, HeoOxoaumo Habpath <Ctrl> + <R>u Hayatp
BBOJUTH CUMBOJIbI PAHEE BBEIEHHOW KOMaH/IBbI.

s mpocMOTpa UCTOPUM KOMaHJ MOXKHO BOCIOJNIb30BaThcs Komannou history. Komannasl, npu-
CYTCTBYIOLIHE B UCTOPUHU, OTOOPAXKAIOTCS B CIIMCKE MTPOHYMEPOBAaHHBIMH. YTOOBI 3aITyCTUTh KOHKPETHYIO
KOMaH]ly He00X0/IMMO HabpaTh:

!HOMEep KOMaHIb

Ecnu BBecTH:

3alyCTUTCA IOCIICAHAA, U3 Ha6paHHBIX KOMaHA.
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B Bash nmeercs BO3MOKHOCTh CaMOCTOSITEJIBHOTO 3aBEPILIEHUSI UMMEH KOMaH/ U3 OOIIero CIUCKa
KOMaHJI, 4To 00JieryaeT paboTy Mpu BBOJE KOMaH], B cllydae, €Clid UMEHa MPOTrpaMM B KOMaH][ CITHIITKOM
miHHBL. [Ipu Haxkatum knaBumu <Tab> Bash 3aBepiiaer umsi KoMaH[Ibl, IPOTPpaMMbl HIIM KaTajlora, ec-
JU HE CYIIECTBYET HECKOJIbKMX allbTepHATHBHBIX BapuaHTOB. Hampumep, 4ToOBI MCHOIB30BaTh MPO-
rpaMMy JIEKOMIIPECCUU gUuNz1p, MOXKHO HaOpaTh CIEAYIONIYI0 KOMaHAY:
$ gu

3areM HaxkaTh <T'ab>. Tak Kak B JaHHOM CJIy4ae CyIIECTBYET HECKOJIbKO BO3MOKHBIX BapUaHTOB
3aBepUICHHs] KOMaH[bl, TO HEOOXOIUMO MOBTOPHO HaxaTh KiIaBHIly <Iab>, 4yTOObI MOITYYUTH CIHCOK
MMEH, HAaYMHAIOLUXCA ¢ gu.

B npeuioxkeHHOM npuMepe MOKHO MTOJIYYUTh CIIEYIOIUN CITUCOK:
$ gu
guile gunzip gupnp-binding-tool

Ecnm Habpath: n (gunzip — 3TO €AUHCTBEHHOE UMS, TPEThEH OYKBON KOTOPOTO SIBISIETCS «N»), a
3aTeM HaxkaTh KiaBuily <IT'ab>, To 000J0YKa CAMOCTOSITEILHO AONOJHUT UMs. UYTOOBI 3aITyCTUTh KOMaH-
Iy Hy’)KHO Ha)kaTb <Enter>.

[TporpaMmel, BeI3bIBa€MbIE U3 KOMaHAHON CTpokH, Bash umier B karanorax, onpenensieMbIX B CH-
creMHoi mepeMernHoil PATH. ITo yMon4yaHuto B 3TOT NepeueHb KaTajloroB HE BXOJIUT TEKYIIHI KaTajor,
o0003HavaeMsbIii ./ (Touka cieln) (€CIH TOJIBKO He BBIOpaH OJHMH U3 ABYX CAMBIX CJIA0BIX YPOBHEH 3allli- THI).
[ToaTomy, ans 3amycka MpOrpaMMbl M3 TEKYIIETO Karajaora, HeoOXOIWMO HCIOJB30BaTh KOMaHIy (B
puMepe 3aIlyCKaeTCsi KOMaHa prog):

./prog
10.1.2 Ba3osble komaH bl 00010uKH Bash

Bce xomaH b1, TPUBEACHHBIE HUXKE, MOTYT OBITh 3aMyIIECHBI B peXXUMe KOHCONU. [[st moydeHus
6osee moapoOHOM MH(POPMAITUH CIIeayeT UCIIOIB30BaTh KOMaHIy man. [Ipumep:
$ man ls
10.1.2.1 Yuemnvie 3anucu nonrvzosameneti

Komanna su
Komanna su mo3BoJisieT MmoayduTh IpaBa aaMUHHUCTpaTopa. [Ipu BBoje KomaHABl su, OyAeT 3a-

NPOIIICH MapoJib CyMeprob3oBareis (root). M B ciiydae BBOJa KOPPEKTHOTO MApOJIst, OMEPaTop MOJYIHUT
NPUBUIIETHH CYIIEPITOIB30BaTeNs. YTOOBI BEPHYTHCS K IIpaBaM oIeparopa, He0OX0IMMO BBECTH KOMaH/IY:
# exit

Komanna id
Komanna id BbIBOOUT MH(pOpPMALMIO O MOJH30BATENIe U TPYIIAX, B KOTOPBIX OH COCTOUT JUIA

3aJIaHHOTO MOJIH30BATENS WIIM O TEKYLIEM M0JIb30BaTeNe (eC HUUero He yKa3aHo).

CHUHTaKCHC:
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id [mapameTprr] [IOJIB30BATEJIL]

Komanna passwd
Komannga passwd MeHsier (WIM yCTaHaBIMBAeT) Mapoib, CBA3AHHBIA C BXOJHBIM_ HMEHEM

TIOJTH30BATEIIS.

OOBIUHBIN TIONH30BATENIF MOXKET MEHSATh TOJIBKO MapoJib, CBS3aHHBIA C €ro COOCTBEHHBIM
BXO/IHBIM _HMEHEM.

Komanna 3anmpammBaeT y OOBIYHBIX TTOJIB30BATENCH CTAphIN MapOIIh (€CIIM OH ObLT), a 3aTeM JABAXKIbI
3armpammBaeT HOBbIM. HOBBIM mapoiib 10JKEH COOTBETCTBOBATH TEXHUUECKUM TPEOOBAHUSAM K MAPOIISIM,

3alaHHbIM aIMUHUCTPATOPOM CUCTCMBI.

10.1.2.2 OcnosHvle onepayuu ¢ ghaviiamu u Kamanoeamu

Komanpa Is
Komanna 1s (11ist) BeigaeT ciucok (paiinoB karasuora.

CuHTakcuc:
ls [-CFRacdilgrtul] [[-H] | [-L]] [-fgmnopsx] [daniu...]
OCHOBHBIE OIIIUH:
-a — IPOCMOTp Bcex (DaiinoB, BKIFOUYAs CKPBITHIC;
-1 — oTobpaxxenue 6oee moapoOHOM HHDOPMAIINH;
-R — BBIBOIUTH peKypCHBHO HH(POPMAITHIO O TIOJIKATaIOoTax.

Komanna cd
Komanna cd mpennasHadeHa aJjis cMeHbI kaTanora. Komanaa paboraer kak ¢ aOCONIOTHBIMH, TaK U

C OTHOCHUTEJIbHBIMU NyTSMHU. ECIM KaTaJlor HE yKa3aH, UCMOJb3YETCs 3HAUCHUE EPEMEHHONU OKPYKEHUs
HOME (momaminuii kaTajor mojs3oBareins). Eciu kataior 3agaH MOJHBIM MapIIPyTHBIM UMEHEM, OH
CTaHOBUTCS TeKyIMM. [I0 OTHOIIEHNIO K HOBOMY KAaTaJIOTy HY’KHO MMETh PABO Ha BBIIIOJIHEHUE, KOTOPOE
B JJAaHHOM CJIy4ae TPAaKTYeTCs KaK pa3pelieHue Ha TIOUCK.

CuHrakcuc:
cd [-L]|-P] [kaTajor]

Ecin B kauecTBe aprymeHTta 3ajiaHo -, To 3To 3kBuBaieHTHO $OLDPWD. Ecnm mepexox Obut
ocymiecTBieH 1o nepemenHon okpyxkenuss CDPATH wunu B kadecTBe aprymeHTa ObUT 3a7aH - U CMEHA
Karajiora Oblla YCHENIHOW, TO aOCONIOTHBIM MyTh HOBOTO pabouero karajgora OyZeT BbIBEIEH Ha
CTaHJIapTHBINA BBIBOJI.

[Tpumep. Haxomsich B JOMaIiHeM KaTaJlore MEPEeUTH B €ro moakatagor docs,/ (OTHOCHUTEIbHBIN
MyTh):
$ cd docs/

Cnenatp TEKyIMM KaTaior /usr/bin (aOCOMIOTHBIN MyTh):
$ cd /usr/bin/

Caenarb TEKYIIUM POAUTEIHCKUN KATAJIOT:
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$ cd

BepHyTbcs B IpeblIyILMi KaTaJIor:
$ cd -

Crenarp TEKyIMM JOMAILIHUHI KaTajor:
$ cd

Komannga pwd
Komana pwd BBIBOIUT aOCOTIOTHBIN MyTh TEKYIIEro (pabovero) Kkaraiora.

CuHTaKCHC:
pwd [-L|-P]
Omnuuu:
-P — He BBIBOJUTEL CHMBOJIMYECKHUE CCHUIKH,
-L — BLIBOIMTH CHMBOJIMYECKHE CCHUIKH.

KoMmanaa rm
Komanna rm ucnons3yercs s yaaaeHus Gainos.

CuHTaKCHuC:
rm [-fiRr] wumMma danna
OCHOBHBIE OIIIUH:
-f — He 3ampamuMBaTh NOATBEPKICHUS;
-1— 3amparuBaTh NOATBEPKICHHUE;
-1, -R — peKypCcHUBHO yAQIISITh COACP)KUMOE YKa3aHHBIX KaTaJIOrOB.
[Tpumep. Y nanuth Bee daitbl html B kaTanore ~/html:
S rm -i ~/html/*.html

Komanna mkdir
Komagma mkdir mo3BoigeT co3aaTh KaTaJior.

CuHTakcuc:
mkdir [-p] [-m mpaBal] [kaTasor...]

Komanna rmdir
Komanga rmdir ynanser 3anucu, COOTBETCTBYIOLIUE YKAa3aHHBIM ITyCTHIM KaTaJIOTaM.

CuHTaKCcHC:
rmdir [-p] [karasor...]

Komanga rmdir yacto 3ameHseTcs KoMaHAou rm —r £, KoTopas Mo3BOJSET yAAISATh KaTaJlorH,
JTayKe €CIN OHH HE MYCTHI.

Komanna cp
Komanga cp npennazHadeHa At KOMUPOBaHUS (aiiios.

CuHTaKcuc:

cp [-fip] [mcx ¢arn] [men ¢ari]
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cp [-fip] [mcx @arn...] [karTasnor]
cp [-R] [[-H] | [-L] | [-P]] [-fip] [mcx Qanu...] [kaTasor]

OCHOBHBIE OIIIHUU:

-p — COXpaHsATh MO BO3MOXXHOCTH BpEMEHA U3MEHEHHUS U JIOCTYIIA K (ailny, Biajenblia U rpyIy,
Mpasa JIOCTYIIA;

-1— 3ampamuBaTh MOATBEPKICHUE Iepe]] KOMMMPOBAHUEM B CYIIECTBYIOITUE (DaiiiIbI;

-1, -R — peKypCHBHO KONIUPOBAThH COAECPKUMOE KaTaJIOIOB.

KoMmanna mv
Komanna mv npenHasHadeHa Jyisi nepeMenieHus Gpaiios.

CHHTaKCcHucC:
mv [-fi] [mcx Qanmn...] [gen ¢ari]
mv [-fi] [wmcx @gann...] [karTasor]

B mepBoii cuHTakCH4ecKoi opMe, XapaKTEPUIYIOMIEHCS TeM, YTO TTOCIICIHUN OTrlepaH/] He sIBJIS-
€TCsl HM KaTaJoroM, Hi CHMBOJIMYECKON CCBITKOM Ha KaTaJor, mv MmepeMeniaeT ucx Qaiin B men_¢ai.

Bo BTOpOIi cHHTaKCHYeCKO# hopMe mv TepeMeIIaeT UCXOaHbIC (DaiiIbl B YKa3aHHBINA KaTaJIoOT MO/
MMEHAMHU, COBIMAJAOIIMMH C KPATKUMU UMEHAMH UCXOTHBIX (hailioB.

OCHOBHBIE OIIIUU:

-f— He 3amparBaTh MOATBEPKIACHUS MTEPE3AUCH CYIIECTBYIOMUX (ailsioB;

-1— 3ampaImBaTh MOATBEPKICHUE TIEPE3ANICH CYIIECTBYIONTNX (DaiiIoB.

Komanna cat
KomaHnpa cat mocnenoBaTensHO BEIBOJUT COACPKUMOE (HaiiioB.

CuHrakcuc:
cat [napameTprr] [dani...]

OCHOBHBIE OIIIUH:

-n, --number — HyMepoBaTh BCE CTPOKH MPH BBIBOJIE;

-E, --show-ends — moka3biBath $ B KOHIIE KaXI01 CTPOKH.

Ecnu ¢aiin He ykazaH, untaercsi CTaHIapTHBIN BBOA. Eciu B crincke ¢aitiioB MpucyTCTBYET UMS -,
BMECTO ATOTO (haiija YNTaeTCs CTaHIaPTHBIN BBOJI.

Komanna less
Komanna less mO3BONSET MOCTPAHUYHO MPOCMATPUBATH TEKCT (IS BBIXOJA HEOOXOAMMO

HaXaThb <q>).
CuHrakcuc:
less mma danna

Komanna grep
Komanna grep nmeer MHOTO OMIUMK U MPEIOCTABISIET BO3MOKHOCTH TOMCKA CUMBOJIBHOM CTPO-

KU B ¢aiie.
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CuHrakcuc:
grep wabJiOH mnomucka o¢ann

Komanna chmod
Komanna chmod u3meHseT npasa JocTyma K hany.

CuHTaKCHUC:
chmod ONUUS] ... PEXUMI[, PEXUM] ... [®az1...]
chmod ONIMA] ... --reference=UOANII OAWII. ..

OCHOBHBIE OIIIHUU:

-R — pexypcrBHO U3MEHSTH PEKUM JOCTyNa K (aiiiaM, pacro0KEHHBIM B YKa3aHHBIX KaTaJlorax;

--reference=U®ANJI — ucronb3oBath pesxnm daiina MDA

Komanga chmod w3MeHsieT mpaBa JOCTyIa KaKIOro yKa3aHHOTO ¢aiiia B COOTBETCTBUU C Ipa-
BaMU JIOCTYTIA, YKa3aHHBIMH B ITApAMETPE PEXKHUM, KOTOPBIH MOKET OBITh IPECTABIICH KaK B CHMBOJIb- HOM
BU/JIE, TaK U B BUJIE BOCBMEPUYHOI0, IPECTABIISIONIET0 OMTOBYIO MAaCKy HOBBIX IPaB JAOCTYIIA.

dopMaT CUMBOJIBHOI'O PEKUMA CIIEAYOLIUNI:

[ugoa...][[+-=] [paBpemeHUs...] ... ]

31ech paspenieHus — 3TO HOJIb Wi Oosiee OyKB U3 Habopa «rwxXst» win oHa U3 OyKB U3 Habopa
«ugom.

Kaxxaplit apryMeHT — 3TO CIIMCOK CUMBOJIBHBIX KOMaHJ U3MEHEHUs MpaB AOCTYIa, pa3/IesIeHbl 3a-
nateivu. Kaxas Takas KOMaH/Ia HAYMHACTCS C HYJS WM Oojiee OyKB «ugoa», KOMOWHAIUS KOTOPBIX
YKa3bIBaeT, YbHM TpaBa JOCTyNa K (Qaitny OyayT M3MEHEHBI: MOJIb30BaTels, Biajeromero daiaom (u),
MOJTH30BaTENICH, BXOISIINUX B TPYIITY, K KOTOPOW MPUHAIICKHUT (aili (g), OCTAIBHBIX MOJIb30BaTeNeH (0)
WM BCceX moiib3oBarenei (a). Eciau He 3amana HU onHA OyKBa, TO aBTOMAaTUYECKH OYJET MCIIOJIb30BaHA
OyKBa «a», HO OMTBI, yCTAaHOBJICHHBIE B umask, He OyIyT 3aTPOHYTHI.

Omneparop «+» no0apiseT BHIOpaHHBIE MPaBa AOCTYIA K YK€ UMEIOUIUMCS Yy KaXAoro ¢aitna, «-»
yAaJseT 3TU MpaBa, «=» MPUCBAUBAET TOJIHKO 3T MpaBa KAKIAOMY YKazaHHOMY (Qailry.

BykBbl «rwxXst» 3a7at0T OUTBI JOCTYIIA AJIS TOJIB30BATENCH: «I» — UTEHUE, «W» — 3aIHCh, «X» —
BBHITIOJTHEHUE (MJIH TIOWCK ISl KaTaJloroOB), «X» — BBIMOJIHEHHUE/TIOUCK, TOJIBKO €CIIM 3TO KaTajor KU JKe
¢aiin ¢ y>ke yCTaHOBJICHHBIM OUTOM BBINOJTHEHHUSI, «S» — 3a71aTh |D mosb30BatTenst U rpymnibl MPU BHIION-
HEHUH, «t» — 3alpeT yAaJeHus.

[Tpumeps!. [103BoIUTH BceM BBHINOIHATH (aiin 2:
$ chmod +x f2

3anperuts yaanenue daiina {3:
$ chmod+t £3

Komanpna chown
Komanna chown u3MensieT Biaienbla /iy rpymiy A KaXI0ro 3aaHHoro ¢aiina.

CHUHTaKCHC:
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chown [KJIOY]..[BJIAOEJIEI] [: [TPYNIIA]] OAWI ...

W3MeHuTh Biajenblia MOXKET TOJIBKO Blajesnel (aiiyia i cynepnoiib3oBaTenb. Bianenen He u3-
MEHSIETCsI, €CJIM OH HE 3a/1aH B apryMeHTe. ['pynna Takxke He U3MEHSETCs, €CIIM HE 3a/1aHa, HO €CJIM M0CTe
cumBosibHOTO BJIAJIEJIBIIA cTOMT CMMBOJ «:», MOJPa3yMEBAETCS W3MEHEHUE TPYMNIbl HAa OCHOBHYIO
rpynmy Tekyuiero nonb3oBatens. [Toms BJIAJIEJIEL] u I'PYIIIIA Moryt ObITh Kak YHCIOBBIMH, TaK H
CHUMBOJIbHBIMHU.

[Tpumepsl. [TomeHsTh BIaAenbpa /u Ha MOIb30BaTeNs test:
$ chown test /u

[TomensTh Brajenspa u rpymnmy /u:
$ chown test:staff /u

[TomeHsTh BraaenbIla /u U BJIOKECHHBIX (paiiyioB Ha test:

$ chown -hR test /u

10.1.2.3 Touck ¢atinos

Komanna find
Komanga find nmpennasHadeHa Jisi MoMcKa BeexX (aiiyioB, HAYMHas ¢ KOpHEBOro karanora. [lo-

HCK MOXKET OCYIIECTBISATHCS MO0 UMEHH, TUITY WK Biaeiblly (daiiia.

CuHTaKCcHuc:
find [-H] [-L] [-P] [-OypomBeHb] [-D
help|tree|search|stat|rates|opt|exec] [OyTb..] [BHpPaxXeHUE]

Kiroun g moucka:

-name — MOMCK M0 UMEHH (aiina;

-type — nmouck o tumy f=daiin, d=karanor, I=ccpuika(Ilnk);

-user — MoMcK 1o Bianenbity (ums win UID).

Korna Beinonnsercs komanaa £ind, MOKHO BBIOJHATH pa3IU4HbIE NEHCTBUS HaJ HallICHHBIMU
(aiinamu. OCHOBHBIE ICCTBUS:

-exec KOMaHJia \; — BBINOJIHUTh KOMaHAy. 3amuch KOMaH[bl JOJDKHA 3aKaHYMBATHCS DKPAHUPO-
BaHHOW TOYKOM € 3amsaToil. CTpoka «{}» 3aMeHsIeTCS TeKYIIMM MapIIpyTHHIM UMEHEM (aiina;

-execdir koMaHa \; — TO e caMOe YTO M €XeC, HO KOMaH/1a BhI3BIBACTCS U3 TIOJIKATAJIOTa, COJEP-
KAIlero TeKymun (aum;

-0k KOMaH/a — SKBHBAJIIEHTHO -€XeC 3a MCKIIOYEHUEM TOTO, YTO TMEPE] BBIIOJIHEHHEM KOMaHJbI
3anpammBaeTcs MOJATBEp)KJeHUE (B BHUJE CT€HEPUPOBAHHOW KOMAaHIHOM CTPOKH CO 3HAKOM BOIIpOca B
KOHIIE) U OHA BBIMOJHAETCS TOJIBKO MPU OTBETE: Y;

-print — BEIBOJI UMEHH (haiina Ha SKpaH.

[TyTem o yMOT4aHHUIO ABISETCS TEKYLIUH MOAKaTaIOr. BelpaxeHue 1o yMolI4aHuio —print.
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[Tpumepsl. HaliTu B TekyiieM kataiore oObdHbIe (haiiiibl (HE KaTajlloTH), UMsI KOTOPBIX HAaUMHACT-
Csl C CHMBOJIA «~»:
$ find . -type f -name "~*" -print

Haiitu B Tekymiem karanore ¢haiiibl, ©3MEHEHHBIE MTO3Ke, ueM (aitn £ile.bak:
$ find . -newer file.bak -type f -print

VY nanute Bee ¢aiiibl ¢ UMEHaMu a.out Uiu *.0, JOCTYH K KOTOPBHIM HE MPOU3BOIUJIICS B TEUCHUE
HE/IeIH:
$ find / \( -name a.out -o -name '*.o0' \) \ -atime +7 -exec rm {} \;

VY nanuTh U3 TEKYIIEro Karajaora 1 ero MoJKaTajJoroB Bce (ailyibl HyJIeBOro pazmepa, 3arpalinBas
MOJITBEPXKICHUE:
$ find . -size 0Oc -ok rm {} \;

Komanga whereis
Komanna whereis coolmaer myTh K HCHOJTHIEMOMY (aifily mporpamMMsbl, €€ UCXOIHBIM (aiimam

(ecru ecTh) M COOTBETCTBYIOIIMM CTPaHHUIIAM CIIPABOYHOTO PYKOBOJICTBA.
CuHrakcuc:
whereis [options] <name>
Ommuu:
-b — BBIBOI MH(OpMAITUHY TOJTBKO 00 UCTIOTHAEMBIX (haiax;
-m — BBIBOJ] MH(GOPMAIIUH TOJIBKO O CTPAHMIIAX CIIPABOYHOTO PYKOBOJCTBA;

-S — BBIBOJ] HTH(OPMAITUHU TOJIBKO 00 MCXOMHBIX (haiinax.

10.1.2.4 Monumopune u ynpasnenue npoyeccamu

Komanpa ps
KoMaHnga ps oToOpaxaer CIHCOK TEKYIIUX MPOIIECCOB.

CuHrakcuc:
ps [-aA] [-defl] [-G cnmcok] [-o dopmaT...] [-p crnmucok] [-t cnmucoxk] [-
U cnmcok] [-g cnmcok] [-n coMcok] [-U CHOMCOK]

[To ymon4anuio BEIBOAUTCS HH(GOPMAIUS O poleccax ¢ TeMu ke AecTBytomuM UID u ynpas-
JIAIOLIIMM TEPMHUHAJIIOM, YTO U Y MTOJAOIIETO KOMaHAy MOJIb30BATEIA.

OCHOBHBIE OIIIHUU:

-a — BBIBECTU MH(POPMAIHIO O MPOLIECCaX, ACCOLMUPOBAHHBIX C TEPMHUHATAMU;

-f — BBIBECTH «IIOJIHBIN» CIHICOK;

-1 — BBIBECTH «IJTMHHBII CITUCOK;

-p CIIHCOK — BBIBECTH MH(OPMAIIHIO O MIPoLieccax ¢ MEPEYUCIeHHbIME B crincke PID;

-U CIIUCOK — BBIBECTH MH(OPMAIIHIO O TPOIleccax ¢ MePEeYNCICHHBIME UACHTU(DUKATOPAMH HITH

HUMEHaMHU OJb30BaTEIIEN.
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Komanna Kkill
Komanga ki1l mo3BoisieT MpeKpaTUuTh UCIIOTHEHUE MPOIECCa UK TTepeaTh €My CUTHAIL.

CuHrakcuc:
kill [-s] [curHan] [upmeHnTudbmuxarop] [...]
kill [-1] [cTaTyCc 3aBepmeHNd]
kill [-nHomep curnanal] [mpoeHTuduxarop] [...]

Wnentudukarop — PID Beayero npouecca 3a1aHusi UK HOMEp 3a/1aHus, TpeABapCHHbBIN 3HAKOM
«%o».

OCHOBHBIE OIIIUH:

-1 — BBIBECTH CITUCOK MOJIJIEP>)KUBACMBIX CUTHAJIOB;

-S CHTHAJI, -CUTHAJI — TTOCJIaTh CUTHAJI C YKa3aHHBIM HUMEHEM.

Ecnu o6prunas komanaa kill e gaet sxenarensHoro g dexra, HE0OXOAMMO UCIIOIB30BaTh KOMaH-
ay kill ¢ mapameTrpom -9:
$ kill -9 PID HoMep

Komanna df
Komanga df moka3siBaeT KOJIUYECTBO TOCTYITHOTO AMCKOBOTO MPOCTPAHCTBA B (ailIoBOM CUCTe-

Me, B KOTOPOM cojiepkuTcs (aii, nmepeaanHblid kKak aprymMeHnT. Ecnu Hu oquH ¢aiin He ykas3aH, MOKa3bl-
BaeTCs JIOCTYITHOE MECTO Ha BCEX CMOHTHPOBAHHBIX (DaiiIoBBIX cucTeMax. PasMepsl Mo yMOJT4YaHUIO yKa-
3anbl B 6510kax 1o 1Kb no ymonuanuto.

CuHrakcuc:
df [onuwmsa]... [dawna]...

OCHOBHBIE OIIIUH:

-total — moacunTaTh 00K 0OHLEM B KOHIIE;

-h, --human-readable — neudartars pasmepsl B ynobountaemom ¢opmare (Hampumep, 1K 234M
2G);

-h, --human-readable — meuarats pa3smepsl B ynobountaemoM dopmare (Hampumep, 1K 234M
2G).

Komanna du
Komanna du moJacYMThIBaeT MCMOIB30BAaHUE MHUCKA KaXAbIM (DAiyioM, IJIs KaTaJloTOB IMOZICYET

MIPOUCXOIUT PEKYPCHUBHO.
CHHTaKCHC:
du [onuwum] [pani. .. ]
OCHOBHBIE ONIIHH:
-a, --all — BRIBOIUTH OOIIIYI0 CyMMY IS K&KIOTO 3aJaHHOTO (haiiia, a He TOJIBKO Il KaTajaoros;
-¢, --total — moacuyuTare OOIIHI 00BbEM B KOHIIE. MOXET OBITh HCIIOIBL30BAHO IS BBIICHEHUS

CYMMAapHOI'O UCIIOJIb30BAHUA TUCKOBOT'O ITPOCTPAHCTBA JIS1 BCCTO CIIMCKA 3aJaHHbIX q)aﬁHOB;
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-d, --max-depth=N — BeIBOANTE 00beM miisi KaTanora (vwim ¢GanaoB, ecim ykazaHo --all) Toiapko
ecau oHa Ha N WM MEHee ypOBHEN HMXKE apTyMEHTOB KOMAaHJAHOM CTPOKHU;

-S, --separate-dirs — BpIJaBaTh OTJEIBHO pa3Mep KaXKJA0ro Karajaora, He BKIIIoUasi pa3Mephl MojKa-
TaJIOTOB;

-8, --summarize — 0To0pa3uTh TOJIBKO CYyMMY ISl KaXKJIOTO apryMEHTa.

Komannma which
Komanna which — oroOpakaeT mOJIHBIN MyTh K YKa3aHHBIM KOMaHaM HJIA CIIEHAPHUSIM.

CuHrakcuc:
which [onumm] [--] mMa nporpaMmel [...]

OCHOBHBIE OIIIHUU:

-a, --all — BEIBOJUT BCe COBMABIINE UCIIONHSIEMbIE (ailsibl 10 COAEPKUMOMY B IEPEMEHHOM OKpY-
xenus PATH, a He TonbKO NepBbIN U3 HUX;

-¢, --total — moacuuTaTh OOIMK 00BEM B KOHIE. MOXET OBITh MCIIOJB30BAHO IS BBIACHEHUS
CYMMapHOT0 HCIIOJIb30BAHUSI TUCKOBOTO MPOCTPAHCTBA JIJIsl BCETO CIKCKA 3a1aHHbIX (haiiyIoB;

-d, --max-depth=N — BbIBOIUTH 00BeM I KaTasora (wim Qaitios, ecnu ykazaHo --all) Toapko
ecy oHa Ha N WM MeHee YPOBHEH HUKE apryMEHTOB KOMaHIHOM CTPOKH;

-S, --separate-dirs — BpIJaBaTh OTJEIBHO pa3Mep KaXKA0ro Karajaora, He BKIItoYasi pa3Mephl MojKa-
TaJIOrOB;

--skip-dot — mpomyckaeT Bce kaTanoru u3 nepemMeHHon okpysxkenust PATH, koTopsle HaUMHaIOTCS

C TOYKH.

10.1.2.5 Hcnonvzosanue MHO203A0a4HOCMU

OC «puanym» — MHOr03a1a4Hasi CUCTEMA.

st Toro 94ToOBI 3amyCTUTh MPOTpaMMy B (DOHOBOM PEXKHMME HEOOXOAMMO HaOpaTh «&» IMmocie
MMEHH MporpaMMel. [lociie 3Toro 060s104Ka JaeT BO3MOKHOCTD 3aITyCKaTh APYTHE TMPUIOKCHHUS.

Tak Kak HEKOTOpbIE MPOTPAMMBI HHTEPAKTUBHEI — UX 3aMyCK B (JOHOBOM PEKHME OECCMBICIICHEH.
[Tomo6HBIE MPOTPaMMBI TIPOCTO OCTAHOBSITCS, €CITH UX 3aMyCTUTh B (DOHOBOM PEXUME.

MO>XHO TaKkXe 3aIycKaTh HECKOJIbKHX HE3aBUCUMBIX CEaHCOB. JIJI 3TOr0 B KOHCOJIM HEOOXOIUMO
Habpath <Alt> u ogHy W3 KJaBUI, HaXOAAIIMXCs B uHTepBasie ot <F1> no <F6>. Ha skpane mosBuTCS
HOBOE TMPUTJIAIICHUE CUCTEMBI, U MOKHO OTKPBITh HOBBIW CEaHC.

Komanna bg
Komanna bg ucmonb3yercs Ajist TOro, 9TOOBI MEPEBECTH 3aJaHIE Ha 33 JHUH IJIaH.

CHHTaKCcHuc:
bg [MoenTHUOUKATOPL ...]
Nnentuduxarop — PID Bemymiero nmporecca 3aqanus Wik HOMED 3aaHus, MPEIBAPCHHBIN 3HAKOM

«%o».
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Komanpna fg
Komanga fg nmo3Bosisier nepeBecTH 3aJjaHue Ha IEPEHUIM J1aH.

CuHrakcuc:
fg [mMmenTHOUKATOP ...]

Wnentudukarop — PID Beayiero npouecca 3a1aHus UK HOMEp 3a/1aHus, TpeABapCHHBIN 3HAKOM
«%o».
10.1.2.6 Cocamue u ynaxoska ¢haiinos

Komanna tar
Cxxartne W ynakoBKa (hailJioB BBITIOTHSETCS C MOMOIIBI0O KOMaHIBI tar, KOTopas mpeolOpasyer

daiin wim rpynmy (daiiioB B apxuB 0e3 cxarus (tarfile).
VYmakoBka (paityioB B apXuB Yallle BCETO BITIOIHACTCS CIASAYIOIICH KOMaH 0M:
$ tar -cf [uma coszmaBaemoro Qaljya apxubal [yHakoBHBaeMble (QaMIbl 1/MUIIN
KaTaJjoru|
[Ipumep rMcnosib30BaHUSI KOMAH bl YIIAKOBKH apXUBa:
$ tar -cf moi dokumenti.tar Docs project.tex
PacnakoBka coaep>KMMOro apxmBa B TEKYILIHUM KAaTaJOT BBIMOJHIETCS KOMaH IOM:
S tar -xf [uma daria apxupal

st cxxatus (aitsioB UCTIONB3YIOTCS CIIEIUAIBHBIC TPOTPAMMBI CKaThs: gz ip, bzip2 u 7z.

10.2 CteIKOBaHHWE KOMAH B CUCTEME

10.2.1 CranpapTHBI BBOA U CTaHAAPTHBIN BBIBOJ

MHorre KOMaH Ibl CHCTEMBbI UMEIOT TaK Ha3bIBa€MbIe CTaHIAApTHHIA BBOJ (standard input) u cran-
napTHBIN BeIBOJ (standard output), yacto cokpamiaemble 10 stdin u stdout. BBoa u BEIBOJ 371€Ch — 3TO
BXOJIHASI W BBIXOJHAs WH(pOpMAIUs JUIsl JaHHON KomaHabl. [IporpammHas 06oiodka JenaeT Tak, 4To
CTaHJAPTHBIM BBOJIOM SIBJISIETCS KJIaBHATypa, @ CTAHAAPTHBIM BBIBOJIOM — 3KpaH MOHHUTOPA.

[Ipumep ¢ ucnoap3oBaHreM KoMaH bl cat. [lo ymomyanuio komaHa cat UnTaeT TaHHBIE U3 BCEX
(haiiyioB, KOTOphIE YKa3aHbl B KOMaHJIHOM CTPOKE, W TMOCBHUIAET ATy MH(POPMAIUIO HEMOCPEJICTBEHHO B
cTaHAapTHHIN BBIBOJ (stdout). CnenoBarensHO, KOMaHAA:

S cat history-final masters-thesis
BBIBEJICT HA PKpaH CHauaja cojaepxkumoe (aiina history-final, a 3ateM — ¢aiina masters—

thesis.

Ecnu nms ¢daiina He yka3aHo, porpaMMa cat YuTaeT BXO/JHBIE JaHHBIC U3 stdin u BO3Bpalaer
ux B stdout. IIpumep:
S cat
Hello there.

Hello there.
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Bye.
Bye.
<Ctrl>-<D>

Kaxnyro cTpoky, BBOAUMYIO C KJIaBUATyphl, IporpaMma cat HEMEAJIEHHO BO3BpAIllaeT HA dKpaH.
[Ipu BBOAC MHPOpPMAIIUK CO CTAHIAPTHOTO BBOJIa KOHEIl TEKCTa CUTHAIM3UPYETCS BBOJOM CIICIIMAIbLHON
KOMOWHAIMK KJIaBuIll, Kak mpaBuio, <Ctrl>-<D>. Cokpami¢HHoe Ha3BaHHe CHUTHaNa KoHIa Tekcta — EOT

(end of text).

10.2.2 TlepenanpaBiieHH€e BBOJIa U BBIBOJA

[Tpu HEOOXOIMMOCTH MOYKHO TIEPEHANPABUThH CTAHAAPTHBINA BBIBOJ], UCIIONB3Ysl CHMBOJ > U CTaH-
JApTHBIN BBOJ, UCTIONb3YsI CHMBOJ <.

OunwTp (filter) — mporpamma, KoTOpast YUTaET JaHHBIC U3 CTAHAAPTHOTO BBOJA, HEKOTOPBIM 00pa-
30M Ux 00pabaThIBaeT M pe3yJbTaT HAMpPABIAECT HA CTaHJAPTHHIN BhIBOA. Korma mpumeHsieTcs mepeHa-
MpaBJIeHUE, B KAYECTBE CTAHIApTHOTO BBOJA M BBIBOJA MOTYT BBICTYMaTh (ailnbl. Kak yka3biBanock BbI-
e, o ymoJldaHuio, stdin u stdout OTHOCATCA K KIaBHAType U K dKpaHy COOTBETCTBEHHO. [Ipo-
rpaMMa sort sSIBJISIETCSl MPOCTHIM (GUIBTPOM — OHA COPTUPYET BXOJIHBIE JaHHBIE M MOCHUIAET PE3YJIbTAT Ha
CTaHIapTHHIN BEIBOA. COBCEM MPOCTHIM (DUIBTPOM SIBISIETCS MpOrpaMMa cat — OHAa HUYETrOo HE JIETAeT C

BXOAHBIMU JAHHBIMH, a IPOCTO NCPECHIIACT UX HA BBIXOM.

10.2.3 Hcnonn3oBaHKUe COCTHIKOBAHHBIX KOMAaH]T

CreikoBKy KoMmaH[ (pipelines) ocymiecTBisieT KoMaHAHas 000sI0uKa, KoTopas stdout mepBoil Ko-
MaH/ibl HarpapiseT Ha stdin BTopoit koMaHabl. [ CTBIKOBKM MCTOIb3yeTcst cuMBoll | HampaBuTts stdout
KOMaHIbI Is Ha stdin KoMaHBI SOrt:
$ 1ls | sort -r
notes
masters—-thesis
history-final
english-1ist

BriBoj crincka (haiisioB 4acTsMu:
$ 1s /usr/bin | more

[Tpumep creikOBaHMA Heckoibkux Komanz. Komanna head — saBnserca (uibTpoM cienyromero
CBOICTBA: OHA BBIBOJUT MEPBbIE CTPOKH U3 BXOJHOIO IIOTOKA (B IMpUMepe Ha BX0J[ OyeT MOAaH BBIXOJ OT
HECKOJIbKUX COCTBIKOBaHHBIX KOMaH/). Ecii1 He0OX0JMMO BBIBECTH Ha SKPaH MOCIeAHEE 0 alipaBUTy UMs
¢aiina B TeKyIIeM KaTajaore, MO>KHO UCIOJIb30BATh CIAEAYIONIYI0 KOMAHY:

$ 1s | sort -r | head -1 notes



233

rae komanaa head -1 BBIBOJUT Ha DKpaH IEPBYIO CTPOKY IOJYYaeMOI'0 €l BXOJHOI'O IIOTOKa
CTPOK (B IpUMEPE TIOTOK COCTOUT M3 JTAHHBIX OT KOMaH/bI 1 S), OTCOPTUPOBAHHBIX B 00OpaTHOM aipaBuUT-

HOM TOPSIJIKE.

10.2.4 He necTtpyKTUBHOE IEpEHANPABIECHUE BHIBOJA

D¢ ekt oT ucnoap30BaHUA CUMBOJIA > Ul IIEpEHAINIpaBlIeHUs BbIBOJA (hailyia sIBIIseTCs JeCTPyK-
THUBHBIM; TO €CTh, KOMaHJa
$ 1ls > file-1list

YHUUYTOXHT cojiepxkumoe daitna £ile-11st, ecnu 3TOT ¢aiin paHee CymecTBOBAN, U CO3/1aCT Ha
€ro MecTe HOBBIH (aiin. Eciiu BMecTo 3Toro nepeHamnpasieHue OyAeT CAEIaHo ¢ TOMOILBIO CHMBOJIOB >>,
TO BBIBOJ OyJeT MPHUMMCAH B KOHELl YKa3aHHOTO (aiiyia, Ipu 3TOM MCXOJHOE cofepxumoe (aitna e Oy-
JET YHUUYTOXKEHO.

I[Ipumeuanue. [lepeHanpaBneHue BBOJAa W BBIBOAA U CTBIKOBAHHME KOMAaHJ OCYIIECTBIIACTCS
KOMaH/IHBIMU 000JIOYKaMH, KOTOPBbIE MOJEP>KUBAIOT UCIIOJIb30BaHUE CUMBOJIOB >, >> U |. CaMH KOMaH-

JAbI HE CIIOCOOHEI BOCIIPUHUMATb U UHTCPIIPECTUPOBATH 3TH CUMBOJIBI.
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11 OBILIME ITPABUJIA OKCIUVIYATALIUHN

11.1 BxiroueHue komnbproTEpa
ﬂJ’IH BKIIFOYCHHUSA KOMIIBIOTEPA HCO6XOI[I/IMOI

— BKJIIOYUTh CTA0OMJIM3AaTOp HAMNpSOKEHUs, €ClIM KOMIIBIOTEp MOAKIIOUEH uepe3 CTadMIn3aTop

HAIPSHKECHUS;

—  BKJIFOYUTH NPUHTEP, €CIIU OH HYKEH;

—  BKJIIOYUTH MOHHMTOP KOMITBIOTEPA, €CIIM OH HE TOAKIIOUEH K CHCTEMHOMY OJIOKY KabeneM muTa-
HUS;

—  BKJIIOYUTH KOMIBIOTEp (TEepeKIItoyaTeseM Ha KOpIyce KOMIbIOTEpa JIMOO KIIaBUIIEH ¢ KIIaBUATY-
pBI).
[Tocne 3TOrO HA HKpPaHE KOMIIBIOTEPA MOSBATCS COOOIIECHHS O X07Ie padOThI IPOTPaMM IMPOBEPKU U

Ha4yaJIbHOM 3arpy3Ky KOMIIBIOTEpA.

11.2 BriknroueHue KOMIbIOTEPA
JI71st BBIKITFOUEHHST KOMIIBIOTEpa HAJIO:
—  3aKOHYHTH PabOTAIOIIHE POTPAMMBI;

— BBIOpaTh (DYHKIMIO 3aBEepIICHUS paOOTHI M BHIKIIIOUEHUS KOMITbIOTEpa, rociie yero OC camocTosi-

TEILHO BBIKIIOUUT KOMITBIOTEDP, UMEIOIINI CHCTEeMHBIN 010K hopmaTta ATX;
—  BBIKJIIOYHTH KOMIBIOTEp (TIepekiiouateneM Ha kopiryce AT cucteMHoro 0710Ka);
—  BBIKJIIOYHTD [IPUHTED;
—  BBIKJIIOYMTH MOHUTOP KOMIIbIOTEpA (€CIIM MUTAaHHE MOHUTOPA HE OT CUCTEMHOTO OJI0Ka);

— BBIKJIIOYHUTH CTa6I/IJIH3aTOp, CCJIM KOMITBIOTCP MOAKITIOYCH YCPE3 CT&6HHH3aTOp HAITPSKCHUL.
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