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AHHOTAIMA

HacTosumii TOKyMEHT COAEpKUT PYKOBOACTBO aAMHUHHUCTPATOPa 110 0€3011aCHON YCTaHOBKE
U HacTpoiike mporpaMmHoro obOecrneueHus Ha moutoBoMm cepBepe «DEEPMAIL SERVER»
(CepBepuoit  uwactu  «DEEPMAIL wmoayns B3aumopeiicTBusi») (nmamee —  «CepBep»)
aBTOMAaTH3UPOBAHHOTO pabodero mMecra abOHEHTa 3MEKTPOHHOU mouTel «DeepMail» (nanee —
«APM «DeepMail»»), paboTarolieii moj| yrpaBieHHEM ONEPAIIMOHHBIX cucTeM AJBT, Astra Linux,
Debian, Ubuntu u PEJ] OC.

B pykoBoJCTBE aAMHUHHUCTpATOPa MPUBEICHBI:

- IOPAJIOK YCTaHOBKM U HacTpoiiku CepBepa;

- TIOPSAJIOK CO3aHMsI TIOYTOBBIX JIOMEHOB;

- TIOPAJIOK A00aBJIEHUS KOHTPOJIJIEPA TOYTOBOTO JOMEHA;

- IOPAJIOK HACTPOMKH CHHXPOHU3ALMH [TOYTOBBIX JOMEHOB;

- mopsok HacTpoiiku DNS mo4yToBoro 1oMeHa;

- IOPAJIOK YNPaBIIE€HUS MOJIb30BATEISIMU TOYTOBOTO IOMEHA;

- TIOPSAJIOK CO3/IaHMsI, pEIAKTUPOBAHUS U YAAJICHUS TPy MOJIb30BaTENeH;

- MOPSIZIOK YTPABJICHUS OOIIMMHU MOYTOBBIMU SIITUKAMU;

- MIOPSAOK YNPABJICHUS JIUICH3UIMU;

- TIOPAJIOK HACTPOMKH OOBSIBICHHUIA;

- TIOPAJIOK HACTPOMKHU MacTepa MUTpaliu;

- TIOPSAJIOK HACTPOUKU TPAHCTIOPTHBIX MPABHUI;

- MIOPSZIOK 00ECTICUCHHS PETUCTPAIIMU COOBITHI 0€30MacHOCTH;

- TIOPAJIOK PE3EPBHOTO KOMMPOBAHUS U BOCCTAHOBIICHUS CUCTEMBI;

- IOPAJIOK 00CTY>KUBAHUS CUCTEMBI.

Onucanue nopsiaka paboTsl B KIMEeHTCKoM yacT nof yrpasinenueM OC Linux, Windows,
Android u kTMEeHTCKON YacTu AJ1s paboThl yepe3 BeO-Opaysep (Beb-kireHT) nmpuBeneHo B:

- RU.YT'C®.00003-01 34 01 PykoBOACTBO MOJIb30BaTeiss. ABTOMAaTU3MPOBAHHOE pabouee
MecTo aboHeHTa »JekTpoHHOH mouThl «DeepMail» (Knuentckas wacte anms paboTel Mox
yIpaBJICHUEM OTIEPAIIMOHHON cucTeMbl Linux);

- RU.YI'C®.00003-01 34 02 PyxoBoaCTBO mosb30BaTeis. ABTOMaTH3MPOBaHHOE pabouee
MecTo aboHeHTa 3eKTpoHHOW mouThl «DeepMail»y (Knuenrckas vacte Juisi paboOThl MOJ

yIpaBJIeHUEM ONeparoHHoN cucteMbl Windows);
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- RU.YIT'C®.00003-01 34 03 PykoBOACTBO MOJIb30BaTeNisl. ABTOMAaTU3MPOBAHHOE pabouee
MecTo aboHeHTa 3JeKTpoHHOM mouThl «DeepMail» (Knuentckas wacte juisi pa®OThI MOJ
yIpaBlIEHUEM onepalnoHHon cucteMbl Android);

- RU.YI'C®.00003-01 34 05 PykoBOACTBO MOJb30BaTeNs. ABTOMAaTH3UPOBAHHOE pabouee

MecTo aboHeHTa 3JeKTpoHHON mouThl «DeepMail» (Knuentckas dacts st paboThl uepe3 BeO-

Opay3ep).
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1 OBILIUE CBEJIEHMS

Cepsep npeHa3HAYeH AJI1 KOMIUIEKCHOTO YIIPABJICHHUS JIEKTPOHHOM [TOYTOM, KaJIeH1apsIMU
Y aIpECHBIMU KHUTaMH T0JIb30BaTeEeH.

B npouecce skcutyaranun obecneunBaercs: OecriepeOoiiHoe PyHKIMOHUPOBAHUE CepBepa
IIpY OTHOBPEMEHHOM padboTe 10 MUILTMOHA nonb3oBareneilt APM «DeepMaily.

Cepsep obecrnieunBaer:

~ BBICOKYIO OTKa30yCTONYHMBOCTB;

- OBICTPOE CAMOBOCCTAaHOBJICHHE U MAacIITaOUPYEMOCTh B IEPUO/1 KOIeOaHUs Harpy30K;

- MOJACPKKY KOoHTposuiepoB qomeHa SambaDC, ALD Pro, MS AD, FreelPA;

- BOBMOXHOCTb pa3BepThIBaHUS B KJIacTepe;

- BO3MOXHOCTb HCITIOJIb30BaHMS YUETHBIX 3aIIMCEN CTOPOHHUX CEPBEPOB;

- BO3MOKHOCTb HACTPOMKH PEJICHHBIX IOMEHOB;

- NIOZJIEpKKa MIOYTOBBIX IOMEHOB B PEKUME MYJIbTUTEHAHTHOCTH;

- BOBMOXHOCTb pabOThl MOJ| yIpaBieHUEM poccuiickux ceptuduumupoBanHbix OC, Takux
Kak: AnbT, Astra Linux, Debian, Ubuntu u PEJ] OC;

- moJAepKKa npornpuetrapHoro mnporokoaa Microsoft — MAPI, ontumansnoro st Outlook
u Exchange Server;

- mojiepKKa noctyma depe3 cranpaptabiec IMAP/SMTP-knmuenTsr: Outlook — 2021, 2019,
2016, 2013, 2010 u 2007, a taxxe Office 365 nna [IK. /Ins oGecnedyeHust KOppeKTHON pabOThI
HE00X0IMMO HCIIOJIH30BaTh OUITHATBHYIO HAJCTPOIKY (Tutarun) k MS Outlook miis obecrieueHust
IBYCTOpPOHHEN cuHXpoHM3auu ¢ DeepMail cepBepoM kaneHmapei, 3ajady U KOHTAKTOB I10
nporokosniam CalDAV / CardDAV;

- BO3MOKHOCTh MUIPAllUU MOYTOBBIX 0a3 M yUETHBIX 3allMCel MoJb30BaTeNeil ¢ Jr000ro
MOYTOBOTO cepBepa, B ToM uucie ¢ Microsoft Exchange Server;

- BO3MOXKHOCTh paboTel Ha poccuiickux cucremax BupTyanmuzamuu (IIK «3Besmax», I1K
«Hpunuym»);

- 3amMTa OT CllaMa M BUPYCOB C IIOMOIIBI0 HMHTETPAlMU C CEPTHPHUIMPOBAHHBIMU
CpeICTBaMU;

- OJIepKKa MPUMEHEHUS CIIeUAIM3UPOBAHHOTO cepBepa ayTeHTudukannu RADIUS nns
npoBepku napoieit (moakmouenne RADIUS-cepBepa n HacTpoiika ayTeHTU(DHUKALINN);

- IPOTOKOJIMPOBAHHUC CO6I>ITPII>1, B TOM 4YHCJIC C BO3MOXXHOCTBIO 3KCIIOPTA IO IMPOTOKOITY

syslog;
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- Mo/AeprKKa OOITUX MOUYTOBBIX SIIMKOB (shared mailboxes);

- moj/iepKka obnmx uepapxuueckux mamnok (shared folders / public folders) mis rpynm
MOJIL30BaTEIICH;

- TIO/IJIEpKKa OOIIMX KaJeHaapen;

- MOJICp’KKAa CHHXPOHM3ALMU KOHTAKTOB M aJPECHBIX KHUT 1o mporokony CardDAV
(RFC 6352), Bxmtouas rio0aabHbIE apeCHbIC KHUTH;

- KBOTUPOBaHME pa3Mepa MOYTOBBIX SIIMKOB HAa YPOBHE IOJIB30BATEIIS, TPYIIIHI U JOMEHA
0e3 mepesanycka cepBuca;

- MOJIepKKa HACTPaMBAEMbIX CEPBEPHBIX ITpaBUil 00pabOTKH MOUTHI (server-side rules);

- IOAJIep’)KKa TpuUMeHeHus (HaiIoBOro XpaHWJIMINA TMOJIb30BAaTENbCKUX (ailjloB ¢
BO3MOHOCTBIO TPEJOCTaBICHUs MpaB AoCTyna K (aimaM APYyruM IOIb30BATEISIM CHCTEMBI
(ycTaHOBKA YPOBHS JIOCTYIIA, YCTAHOBKA TTApOJIs, T0OABIIEHUE CIIMCKA pa3penieHHbIX [P-aapecos u
noJiceTel st JOCTyna);

- BOBMOXHOCTb pabOThI CO CTOPOHHUMHU I0JIb30BaTENIAMHU (B 0a30BOM (PYHKIIMOHAJIBHOCTH
Ui OOMEHa TMOYTOBBIMU COOOIICHHSIMH, a TakkKe I paboThl C KaleHAApsSAMH U aJpeCHBIMU
KHUTaMH ),

- B3aUMO/JICHCTBHE C Pa3TUIHBIMU UCTIOJTHEHUSIMU KITMEHTCKOMN JacTH
APM «DeepMail» ¢ peann3zoBaHHOW CHCTEMOW 3amuThl HHPOpMAMKU OE30MacHOCTU B
cootBeTcTBUU ¢ TpeboBanusmu ['OCT;

- BO3MOXHOCTh uHTerpauuu ¢ KSMG;

- BO3MOXXHOCTh uHTerpanuu ¢ DLP-cuctemoii Solar Dozor mjisi KOHTpOJISI TOYTOBOTO
TpaduKa;

- BO3MOXKHOCTh wuHTerpanmuu ¢ pemenueM Check Point SandBlast mis  anamuza
MTOJIO3PUTEIIBHBIX BIIOKCHUIH;

- mogaepkka Kubep bakan aJist 3a1uThl TaHHBIX;

- BOBMOXHOCTh TNpuMeHeHus1 (yHknuoHana SIP-tenedoHUMM B pamMKax KOPIIOPATHBHOW
PBX (Beimaua, potanus u BeikitoueHue SIP-tenedonnn 11 noap3oBaTeneil CHCTEMBbI, HACTPOWKa
JMana30HOB JIOMEHOB, CIY)KEOHBIX HOMEPOB M MapIIPYTHU3AIHs BBHI30BOB MOCPEICTBOM IMaHEITH
aJMHHHUCTPATOpPA);

- nogaepxkka SMTP (RFC 5321), IMAP4 (RFC 3501) ¢ pacumupenusimu IDLE u SORT,
SMTPS/STARTTLS, IMAPS c ucnons3oBanuem TLS 1.2 u BbIIIIE;

- nogaepxkka mexanuzmoB SPF (RFC 7208), DKIM (RFC 6376), DMARC (RFC 7489);

- BO3MOXKHOCTh MHTeTpanuu ¢ Microsoft Active Directory mo npotokony LDAP;
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- aBTOMaTHu3anusl 0O0pabOTKH CTaHIAPTU30BAHHBIX 3alPOCOB B DIIEKTPOHHOW MOYTE H
BCTPOCHHOM MECCEHIKEPE;

- obecrieuenue 1eneoro 3HaueHuss RTO (Recovery Time Objective) npu oTkaze oaHOIO
O/l — ne 6onee 5 munyT. LleneBoe 3nauenne RPO (Recovery Point Objective) — 0 (oTcyTcTBHE

MOTEPH JAHHBIX).
1.1 YcaoBus, HeodOxoauMble 151 (PYHKIMOHMPOBAHUS W3eTHUSs
1.1.1 TpeOoBaHus K TEXHUYECKUM CpPeACTBAM

MuHumanbHas KOHPUTYpaiys HHPPACTPYKTYPHI sl YCTAHOBKH CEPBEPHOM YacTH JOJDKHA
coctoaTh U3 n1ByX BM. Ha onnoit BM pasmemarorcst cepBuckl Core, WebDAV, auth — mouroBas
HOJMa; Ha BTopoii — 6a3a nanubix PostgreSQL, NFS u HAProxy (ycTtanoBka o0sizarenbHa).

TpeboBaHus K pecypcaM B TOM YHCIIE 3aBHUCIT OT Harpy3Kd Ha MOYTOBYIO CHCTEMY —
KOJINYECTBA MOJIb30BaTeNEH, KOTOPhIE OYyIyT €€ UCIOJIb30BAaTh.

TpebOoBaHUs K TEXHUYCCKHM ITapaMeTpaM 00O0pyI0oBaHUS HEOOXOAMMBIM IS pa3MEIICHUS
cepBepHoil wacth Ha BM (mis pacdyetHoro konuuectBa mosb3oBatesniet B 1000 uenoBek)
MpeAcTaBIeHBI B TabmuIe 1.

Tab6nuna 1 — TpeboBanus k TexauueckuM cpeactram (ams 1000 monb3oBaTeneii)

MuHuMabHBIE Pexomennyemeie
[TapameTp
TpeboBanus Ha 2 BM TpeboBanus Ha 2 BM
KonuuectBo sinep npoueccopa 4+4 8+8
OoveMm O3Y, I'b 8+8 16+16
O6wem HDD, I'b 100+100 + xBoTa moawr3oBaress x1000

Jns xaxaoit mocnenyromieid 1000-1500 yenoBek HeoOXo MO q00aBIeHHUE erie oHoi BM

IIOYTOBOX HOJBI C COOTBETCTBYIOIIUM YBEIMUYEHUEM PECYPCOB TEXHUYECKUX CPEICTB.
1.1.2 TpeOoBaHus K NPOrPaMMHBIM CpPeACTBAM

Cepsep ¢ynxmuonupyer B OC cnenyrommx BapuantoB: Astra Linux Special Edition 1.7
Bepcuu «Opem», «Boponex», «CmoneHck»; «AnsT Pabouas cranuus» Bepcuu 9, 10; «Anst CII
PaGouas crannusy»; Debian ne Hike Bepcuu 12; Ubuntu; PEJl OC Bepcuu 8 u Boitiie, ROSA Linux.

[10, B xoTopoMm pa3mMematorcs konternepsl: Docker Engine.

Hancrpoiika Hax [I0KepOM, TO3BOJISIOIIAA  3allyCKaTb MHOXECTBO KOHTEHHEPOB

OJHOBPEMEHHO M MapLIPyTH3UPOBATh MOTOKHU TaHHBIX Mexay HuMH docker-compose v2.
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JIisi KOMITIEKCHOTO OTCIeXHBaHUS paboThl Bcex cepBucoB UM MeTpuk CepBepa APM

«DeepMail» pekoMeHIyeTCsl UCIIOIb30BaTh CUCTEMY MOHUTOPUHTA ZabbiX.
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2 YCTAHOBKA 1 HACTPOMKA CEPBEPA
2.1 O0mme cBeeHust 00 apXUTEKType

CepBep DeepMail pazpaboran mno NpUHLMIY pa3lieleHUus OTBETCTBEHHOCTH MEXIY
yOPAaBISIONIMM  CEPBEPOM UM  TOYTOBBIMH HoAamMu. Takoil moaxo TMO3BOJSET THUOKO
MaclITabupoBaTh CUCTEMY: MPH POCTE HATPY3KH MOXKHO J0OABIATH ONOJHUTENIBHBIE MIOYTOBBIE
HOJIbI, COXPAHSIsI €IMHOE XPAHWIUIIE U O0IIyI0 0a3y TaHHBIX.

B 3aBucuMocTu oT TpeOOBaHUI K OTKa30yCTOMYMBOCTU U JIOCTYNHOCTH, CUCTEMA MOMKET
OBITh Pa3BEPHYTA B IBYX THUIOBBIX KOH(UTYpAIUAX:

- MUHUMaJbHas KoHpurypamus (2 BM) — noaxoaut st HeGOMbIINX OpraHU3aluid WIN
TecTOBbIX cpesl. CocTOUT U3 oaHOM ympasistoiei MamuHabl (DM1ha) u ogHOM MOYTOBOM HOJIBI
(DM2node). IIpu BbIXOAE M3 CTPOSI TOYTOBOW HOMABI CEPBUC CTAHOBUTCS HEAOCTYHHBIM J0 €€
BOCCTaHOBJICHNS,

- KoH(Urypaiuss ¢ 0TKa3zoycTounBocThio (3 BM) — BkiIro4aer ympaBIisiOmUNA CEpBep
(DM1ha) u nBe moutoBsie HOABI (DM2node u DM3node). HAProxy Oamancupyer Harpysky

MEX Ty HOJJaMU, a BBIXOJI OJTHOM U3 HUX HE MPUBOJAUT K OCTAHOBKE 0OCTY>KUBAaHUS TIOJIb30BaTENEH.
2.1.1 Posin u cepBuchI ynpasJjsiiomero cepsepa (DM1ha)

Ha BupTyanpHYyI0 MallMHy YIpPAaBISIONIETO CEpBepa BO3JIATAIOTCS BCE «IICHTPAIBHBIC»
(GYHKIIMHM, KOTOpble HE TPEOYIOT BBICOKOH BBIYMCIUTENBHONW MOIIHOCTH B MOMEHT 00pabOTKH
MOYTHI, HO KPUTHYECKH BaXKHBI JIJIS TICJIOCTHOCTH JIAHHBIX

- Ansible — ucnonb3yeTcst OAHOKPATHO MPH YCTAHOBKE U OOHOBJICHUH cUCTEMBI. [1o3BoseT
aBTOMAaTU3UPOBATh HACTPOUKY BCEX CEPBEPOB IO 33/JaHHOMY CIICHAPHIO;

- NFS (Network File System) — nentpaibHoe ceTeBoe xpanunuiie. Best mouta, kanengapu,
aJipecHble KHUTH W KOHpUrypamuu ¢usnyecku mnexar Ha DMlha, a mo4ToBble HOJMBI
MOJIKITIOYAFOTCS K OTHM KaTaJoraM 4epe3 ceTh. ITO 00eCIIeYnBACT SAMHOE COCTOSTHUE TaHHBIX IS
BCEX HOJI;

- PostgreSQL — ocHoBHas pemsiiuoHHass 0a3a JaHHBIX. 371€Ch XPaHITCS METaJaHHbBIC:
MOJIB30BATEIH, IOMEHBI, TpodwIn, paBwiia GUIBTPALUNA, HACTPOUKH U T.J1.;

- Redis — xmactep u3 Tpéx 3K3eMIUIIpOB, paboTaronux Ha oaHoW BM (s mpocToThI).
Hcnonp3yercs A KAIIUPOBAHHUS CECCHM, OpPraHU3aldi ouepenedl cooOIeHud u ObICTPOro

oOMeHa TaHHBIMU MEXK/y CEpPBHCAMU.
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- HAProxy — 6anancupoBiuk Harpy3ku. OH pacnpenenser Bxoasmue mouyrossie (SMTP,
IMAP) u Be6-3anpocel (HTTP/HTTPS) mexny mouroBeiMu HofamMu. B koHurypamuu ¢ aByms

HOJIaMH 00€CIIEYnBAET OTKa30yCTOMYMBOCTh, @ B MUHUMAJIbHOU — IPOCTO MPOKCUPYET Tpauk Ha

OJIHY HOJY.
2.1.2 ITouroBas Hoxa (DM2node, DM3node)

Kaxxgass mnoutroBas HOIa 3allyCKaeT KOHTEHHEpHBbIH HAOOp CEpBHCOB, KOTOpHIE
HETOCPECTBEHHO B3aUMOJICUCTBYIOT C MOJIb30BATEIISIMU:
- Auth — npoBepsieT yu€THBIC TaHHBIE TTpH NoaKIr0YeHuu 1o SMTP, IMAP, WebDAV;
- WebDAV — mpenocTaBisieT AOCTYN K KaJeHAApsSM, aJpecCHbIM KHHUraM W 3ajgadam T10
nporokosiam CalDAV/CardDAV;
- Core — eHTpaNbHBIN KOOPAUHATOP BHYTPEHHHUX MPOIIECCOB;
- Front — o0OpabarbiBaeT BeO-3ampochl K TOJIb30BaTEIbCKOMY HHTepdeiicy (moura,
(halIoBBIN MEHEKED);
- Admin — BeO-unTEpPEiic 111 aAMUHUCTPATOPA;
- Webmail — HemocpeIcTBEHHO BeO-KIIMEHT JJIsE paOOTHI C TIOYTOM;
- IMAP — cepBep BXoasIeH MoyThI;
- SMTP — cepBep ucxoasiuien noyThl;
- SFTP (onmmoHansHO) — HOCTYII K (PailIoBOMY XPaHUITUIILY;
- aHTUCHaM / aHTUBUPYC (OMLIMOHANBHO) — GUIbTpaLUs CO00IIEeHNH ¢ momotbio Rspamd u
ClamAV;
- Migration (onuuoHanbHO) — cepBUC MUrpanuu u3 Exchange wiu apyrux cucrem;
- LDAP (onuuoHanbHO) — CHHXPOHHU3AIIMS TTOJIH30BATENEH CO CITyX00i1 KaTanoros.
Bce aTu cepBuchl 3amyiieHbl B KOHTeWHepax Docker, yto obOecrneunBaeT H3OJSIUIO H

MPOCTOTY OOHOBJICHUS.
2.2 IloaAroTroBKa K yCTAHOBKE
2.2.1 TpeOGoBaHUA K ONEPANMOHHOI cHCTEMe

DeepMail paspabortan ans pabotel Ha Astra Linux Special Edition 1.7 u 1.8 (penusst
«Opénm», «Boponex», «CMoneHcky). Takke noaaepxxkuBatorcs: « Anst Pabouas cranmusy (Bepcuu
9, 10), Debian 12 u Beime, Ubuntu, PEJ] OC 8+, ROSA Linux. B manHOM pyKOBOACTBE BCe

pUMepHI pUBEACHbI T Astra Linux.
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BakxHoe 3aMeuaHne 1o 0€30MacHOCTH: YPOBEHb 3AIUIICHHOCTH ONEPAMOHHON CHCTEMBI
noKeH ObITh mepeBenéH B «ba3oBblii» mepen HavanoMm yctaHoBkH. Ha «YcuneHHOM» nmn
«MakcuMalbHOM» ypOBHE MaHIAaTHBIN KOHTPOJb MOXET OnokupoBarh padoty Docker m NFS.

[Tocne 3aBepuienus yctaHoBku DeepMail ypoBeHb MOKHO BEPHYTh K UCXOAHOMY.
2.2.2 [IpeaBapuTe/bHbIE IATH

I[lepen 3amyckoM yCTaHOBKH yO€AMTECH B BBINOJIHEHUU CIEAYIONIMX YCIOBUM:

- Bce cepBepbl (DM1lha, DM2node, DM3node) ycraHoBieHbl, UMEIOT cTaTudeckue IP-
ajipeca U CeTeBOE B3aUMOJICHCTBUE MEXIY COOO;

- Ha KaXJIOM cepBepe HacTpoeHbl mpaBuibHble DNS-umena (wnmm noctyn mo IP).
Pexkomenayertcs nponucath UMeHa B /etc/hosts;

- ¢ ynpasJstoiero cepsepa DM 1ha oprannzoBan SSH-gocTyn Ha Kaxayto IOYTOBYIO HOY
mo mapoito. Ansible OyaeT MCIoOnIb30BaTh 3TOT JOCTYyM 1jsi HacTpoiiku. [Ipu HeoOxommmocTu
MO>KHO HACTPOMTH KIIFOYH, HO B JOKYMEHTAIMH [IPEIO0IaraeTcs JOCTyII 10 HapoJlio;

- TUCTpUOyTUB deepmail-server-<eepcusa>.tar.gz ckadaH u pa3memiéH Ha DMlha,

HarmpuMep, B JOMaIlTHEM KaTajore.
2.2.3 IlonroroBka ynpasJswuiero cepsepa DM1ha

Ha DMlha HyXHO yCTaHOBHUTH JIBa MakKeTa, KOTOpble OyIyT KCIIOJIb30BATHCSA TOJBKO Ha
JTarne yCTaHOBKU:

sudo apt update

sudo apt install -y ansible sshpass

ansible — cucremMa aBTOMaTU3alllK, KOTOPasi BHIOJHUT BCE TIIEHOYKH.

sshpass — yTunTa, o3Bositomas ansible nepenasath napoib no SSH 6€3 UHTEPaKTUBHOTO

BBOJIa (HA OCHOBE JAHHBIX U3 inventory.yml).
2.2.4 IloAroTOBKA MOYTOBLIX HOJI

Ha xaxxmoit mouroBoit Hone (DM2node u, mpu TpéxcepBepHoii koHpuryparmu, DM3node)
HYKHO MMOJITOTOBUTh CHCTEMY JUUIsl yCTAHOBKH MAKETOB U3 PENO3UTOpUeB Astra Linux.

OTxpoiite aiin /etc/apt/sources.list N BBINOTHUTE KOMaHY:

sudo nano /etc/apt/sources.list

PackomMMeHTHPYHTE CTPOKH, conepKaliue repository-extended n repository-main (ynaaure

cuMBoI # B Hauase). OctaibHble CTPOKH (devel, cdrom) MOXXHO OCTaBUTh 3aKOMMEHTHUPOBAHHBIMH.
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CoxpaHuTe M3MEHEHHUS U BBHITIOJTHUTE OOHOBJICHUE CIMCKA MAKETOB, a TAKXKE YCTAaHOBUTE
NFS-knuenr:

sudo apt update

sudo apt install -y nfs-common

NFS-knuenTr HeoOxomuM, dYTOOBI TOYTOBas HOJAa MOIIA MOHTHPOBATh yHAJIEHHBIC

xparwmima (core, mail, dav, archive), KOTOpbIC HAXOIATCS Ha YIPABIIAIOIIEM CEpPBEpE.
2.3 Hacrpoiika ynpasiasirouiero cepsepa (DM1ha)
2.3.1 PacnakoBka q1ucTpudyTHBA

Ha DM 1ha pacnakyiiTe apXuB ¥ IEpeHIUTE B KaTajor ¢ IIeHOyKaMHu:
tar -xvf deepmail-server-<eepcus>.tar.gz

cd deepmail-server-4.0%*/
2.3.2 PepaktupoBanue ¢aiiiia uHBeHTapu3anuu (inventory)

@aitn inventory-example.yml cOAep>KUT OMUCaHUE BCEX CEPBEPOB B HH(PACTPYKType.
Cxonupyure ero u OTpeAakKTUPYHUTE:

cp inventory-example.yml inventory.yml

sudo nano inventory.yml

OtoT (haiin — cepaue koHPuUrypauuu. B HEM Hy)XHO yka3aThb:

-maponu juis 6a3el gaHHBIX (psql_pass) w Redis (redis_password). He ucnonbsyiite
crelalIbHbIe CUMBOJIBI (Harpumep, !(@#$), 4ro0sl n3dexkath mpodieM ¢ 00paboTkoii B ansible;

- IP-agpeca Bcex xoctoB. Jlnst kaxknoro xocta (storage, redis, haproxy, postgresql, core,
auth, webdav) Hy>XHO 3a7aTh MTapaMeTPhl NOAKIIOUCHUS: ansible user, ansible ssh_pass (maponb
root) u ansible_become_pass (mapoiib I MOBBIIICHUS IPUBUIIETUN).

OcoOGeHHOCTH [T pa3HbIX KOH(UTYpaIUi:

- nns nByx BM (DM1ha + DM2node) Bce cekmuu, kpome core, auth, webdav, n1omKHbBI
cceathes Ha [P-agpec DMlha. B cexuusx core, auth, webdav yxaxure omun IP — anpec
DM2node;

-mis tpéx BM (DMlha + DM2node + DM3node) B cekuusx core, auth, webdav
nepeunciante 06a [IP-anpeca moyToBbIX HOA. DTO MO3BOJUT ansible pa3BepHYTh CepBHUCH HA 0O0UX

y3nax u HacTpouTb HAProxy nis 6anaHCUpPOBKU MEXy HUMM.
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OcranbHble cTpoku (¢aina MeHITh He TpelyeTcs, €ciad Bbl HE HCIOJb3yeTe
otkazoycroitumBelil knactep B/l mnmu HAProxy ¢ keepalived (3ti pyHKIIMEM BBIXOIAT 3a pamMKu
0a30BOI1 YCTAaHOBKH).

[Tpumep KOHPUTYPALIMOHHOTO inventory — ¢aiiia ¢ BblieIeHUEM U3MEHSIEMbIX MTapaMeTpoB
HuKke Ui 2x BM (daiin HeoOXonMMO OTpEeAaKTHpPOBaThb B YAaCTH NapaMeTpPOB, BBIJIEICHHBIX

YEPHBIM JKUPHBIM HIPUPTOM):

all:
vars:
#i#H OCHOBHAA KOHDOUT'YPALIUA ###
install packages: true # nysicrno au npedycmanasiueamo naKemol
psql_pass: 'ykazvieaeme saw naponv' # napons ona nonvsosamena B/ (BA’KHO: 6e3
Cneycumeoslos)
redis_password: "ykazvieaeme saw napons" # napons ona redis
### JJOITOJIHUTEJTBHAA KOHDUTYPALIUA (VI OIBITHBIX T10JIb30BATEJIEH
DEEPMAIL) ###
ansible ssh_common_args: "-o StrictHostKeyChecking=no' # ons ssh
# keepalived
haproxy address: "0.0.0.0" # adpec onsa keepalived
keepalived use: false # 6yoem nu ucnonv3zoeamuvcs omkazoycmouyugsii haproxy (0ns
haproxy 6yoem neobxooumo 2 xocma)
# postgresql
pgcluster _use: false # 6yoem nu ucnonv3zoeamovcs omkazoycmouuugwlli kiacmep b/
(postgresql+etcd+patroni_haproxy keepalived) (munumym 3 xocma)
pgcluster virtual ip: 0.0.0.0 # eupmyansHuiil ip, npu ucnonvzoganuu kiacmepa bJ[
# redis
redis _pool_size: 10000 # Maxcumanvnoe Konuuecmeo coeouHeHul
redis_idle conns: 10 # Munumanvnoe Konuuecmeo HeaKkmusHuIX cOeOUHEeHUl
redis_dial timeout: 3 # Tatimaym ycmanoexu coeounenus
redis _read timeout: 3 # Tatimaym umenus
redis write_timeout: 3 # Taiimaym 3anucu
# nymu k ¢haiinam Ha HoOax
core_storage path: "/mnt/deepmail/core” # nyms 0o nanku core Ha xocme core
webdav_storage path: "/mnt/deepmail/dav" # nyme 0o nanxu dav na xocme core u
webdav
mail_storage path: "/mnt/deepmail/mail" # nyms 0o nanxu mail na xocme core
archive_storage path: "/mnt/deepmail/archive” # nymwv 0o nanku mail na xocme core
smtp_storage path: "/var/deepmail/smtp" # nyms 0o nanku smtp na xocme core
# nymu k ¢gpaiinam na NFS xpanunuwe
nfs_core_storage path: "/mnt/deepmail/core” # nymo 0o core (koHgueypayuonHvie
Gaiinvl) xpanunuwa na xocme NFS
nfs_webdav_storage path: "/mnt/deepmail/dav" # nymo 0o dav (xarenoapu, adpecHvle
KHU2u, cnucku 3aday) xpanunuuja va xocme NFS
nfs_mail storage path: "/mnt/deepmail/mail" # nyme 0o mail (nouma) xpanuruwa na
xocme NF'S
nfs_archive storage path: "/mnt/deepmail/archive” # nymes 0o mail (nouma)
xpanunuwja Ha xocme NFS
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# nymu k KOH@UYPaAyUoOHHbIM atinam cepsucos (pekomeHoyemcs ne MeHsms)
auth_conf path: "/etc/deepmail/auth-service"
webdav conf path: "/etc/deepmail/webdav-service"
imap_conf path: "/etc/deepmail/imap-service"
smtp_conf path: "/etc/deepmail/smip-service"
# noocemu, xomopwie 6y0ym UCnoIb308aMb CEPBUCHL 01 C80eLl pabomvl
auth_subnet: "192.168.201.0/24"
webdav_subnet: "192.168.202.0/24"
core_subnet: "192.168.203.0/24"
noinet_subnet: "192.168.204.0/24"
#iH# XOCTHI ###
storage_core: # Vkazvieaemcs IP-adpec ynpasnsowezo cepsepa
hosts:
XXX X!
ansible user: root
ansible_ssh_pass: 'eaw napons om yuemnoit 3anucu root’
ansible_become_pass. 'eaw naponv om yuemnoit 3anucu root'
storage _mail: # Ykazvieaemcs IP-adpec ynpasnarowezo cepgepa
hosts:
XXX X!
ansible user: root
ansible ssh_pass: 'eaw naponv om yuemnoii 3anucu root'
ansible_become_pass. 'eaw naponv om yuemnoit 3anucu root'
storage dav: # Vkaszwieaemcs IP-adpec ynpasaaiowezo cepsepa
hosts:
XXX X!
ansible _user: root
ansible ssh_pass: 'eaw naponv om yuemmnoii 3anucu root'
ansible_become_pass. 'eaw naponv om yuemmnoi 3anucu root'
storage_archive: # Vkasvieaemcs IP-adpec ynpaenaioweeo cepsepa
hosts:
XXX X!
ansible user: root
ansible_ssh_pass: 'éaw napons om yuemmnoii 3anucu root'
ansible_become_pass. 'eaw naponv om yuemmnoi 3anucu root'
# mpu xocma knacmepa redis (Mooxcno cmasums na 1 BM).
# ykasvigaemcs IP, nonvzosamenv 015 nookaodenus no ssh, e2o napoinvb u napoiv 0is
NOBbIUEHUS NPUBUTIE2ULL
redis-1: # Yxazvieaemcs IP-adpec ynpasnaiowezo cepsepa
hosts:
XXX X!
ansible user: root
ansible ssh_pass: 'eaw naponv om yuemmnoii 3anucu root'
ansible_become_pass. 'saw naponv om yuemnoit 3anucu root'

redis-2: # Yxazvieaemcs IP-adpec ynpasnsaiowezo cepsepa
hosts:
XX XX
ansible user: root
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ansible _ssh_pass: 'eaw napons om yuemnoii 3anucu root’'
ansible become_pass: 'eaw naponv om yuemnoii 3anucu root'

redis-3: # Yxazvieaemcsa IP-adpec ynpasnaowezo cepsepa
hosts:
XXXX!
ansible user: root
ansible _ssh_pass: 'eaw naponvs om yuemnoii 3anucu root’'
ansible become_pass: 'eaw naponv om yuemnoii 3anucu root’

# xocm cepsepa haproxy. 6 3aKOMMEHMUPOBAHHOM KOH@UYpayus Npu UCHOIb308AHUU 2
xocmos (0151 omkazoycmouyusocmu ¢ nomouvto keepalived)

# ykazwvieaemca IP, nonvzosamens 05 nookaouenuss no ssh, e2o naponv u naponv O
NOBbIUEHUs NPUBUTESULL

haproxy: # Vxasvieaemcs IP-adpec ynpaenaiowezo cepsepa

hosts:
XXXX!

ansible user: root

ansible _ssh_pass: 'eaw napons om yuemnoii 3anucu root’'

ansible_become_pass: 'eaw naponv om yuemnoit 3anucu root’

keepalived master: false # eciu keepalived ne ucnonvsyem, ocmaensem false. npu
ucnonvzosanuu keepalived, na ocHosHy0 HOOY haproxy cmaeum true, Ha ocmanvHulX false.

keepalived interface: enp3s0 # ecau keepalived ne ucnonvzyem, Huue2o e mMeHsams. npu

ucnonvzosanuu keepalived, ykazvlieaem Hazsanue cemesoco unmepghetica, KOMopwvlil UCHOTb3YeEm
xocm.
0.0.0.0:

ansible user: root

ansible_ssh_pass: "your password'

ansible become_pass: 'vour password'’

keepalived master: false

keepalived interface: enp3s0

# xocm cepeepa postgresql

# ykazvieaemcs I[P, nonvzosamenv 0ns nooxkmodenus no ssh, e2o naponv u napoinv 0
NOBbIULEHUS NPUBUTESULL.

# 6 3aKOMMEHMUPOBAHHOM 8UOe KOHGUYpayus npu UCNOIb308AHUU OMKA30YCMOUYUBO2O0
knacmepa bBJ]. (etcd+postgresql+patroni_haproxy+tkeepalived) (munumym 3 xocma 0ns
Knacmepa)

postgresql: # Vkazvieaemcs IP-adpec ynpasasaiowe2o cepsepa

hosts:
XXXX!

ansible user: root

ansible_ssh_pass: 'eaw naponv om yuemnoit 3anucu root’

ansible become_pass: 'eaw naponv om yuemnoii 3anucu root'

etcd nodename: datanodel # ne menamo

pg_interface: enp3s0 # ecnu knacmep B/ ne ucnonvszyem, Huue2o He MeHAMb. Npu
ucnonvsoeanuu kaiacmepa bJ], ykazvieaem mnazeanue cemego2o unmepgelica, Komopbiil
UCNONb3Yem XOCM.

# 0 10.20.201.47:

# ansible_user: root

# ansible ssh_pass: 'vour password'

o H H H
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ansible _become_pass: "vour password'’
etcd nodename: datanode? # ne menamo
pg interface: enp3s(
10.20.201.47:
ansible user: root
ansible ssh_pass: 'vour password'
ansible _become_pass: "vour password'’
etcd _nodename: datanode3 # ne menamo
pg interface: enp3s(
# xocmul 013 cepsucos core, auth, webdav. 6 3akommenmuposanom eude npumep npu
HECKONbKUX XOCMax
# ykazvieaemcs IP
core: #¥Yxazvieaemcs IP-adpec noumogoti HoOwvl
hosts:
XXX X!
# 0.0.0.0:
auth: #Ykazvieaemcs IP-adpec noumogoti HoOvl
hosts:
XXX X
# 0.0.0.0:
webdav: #Yxazvieaemcs IP-adpec noumogoti HoObl
hosts:
XXX X

# 0.0.0.0:

FH o H O H HHH

[Tpumep KOHPUTYpAIIMOHHOTO inventory — ¢aiiia ¢ BblIeIeHUEM U3MEHSIEMBIX MapaMeTpoB
Huxke s 3x BM (¢aiin HeoOXonuMO OTpeAakTHpOBaTb B YACTH NapaMeTpPOB, BBIJIEICHHBIX

YEPHBIM KUPHBIM HIPUPTOM):

all:
vars:
#i#t# OCHOBHAA KOHDOUT'YPALIUA #i#
install packages: true # HyscHo 1u npedycmanasiueams naxemol
psql_pass: 'ykazvieaeme saw naponv' # naponv ona nonvzoeamensa b/ (BA’KHO: 6e3
Cneycume0i08)
redis_password: "ykazvieaeme saw napons" # napons ona redis
### JJOITOJIHUTEJTFHAA KOHDUT'YPALIUA (VI OIBITHBIX T10JIb30BATEJIEH
DEEPMAIL) ###
ansible ssh _common_args: "-o StrictHostKeyChecking=no' # ons ssh
# keepalived
haproxy address: "0.0.0.0" # adpec onsa keepalived
keepalived use: false # 6yoem nu ucnonv3zoeamuvcs omkazoycmouyussii haproxy (0as
haproxy 6yoem Heobxooumo 2 xocma)
# postgresql
pgcluster use: false # 6yoem nu ucnonv3zoeamovcs omkazoycmouuuewlti kiacmep b/
(postgresql+etcd+patroni_haproxy keepalived) (munumym 3 xocma)

pgcluster virtual ip: 0.0.0.0 # supmyansusiii ip, npu ucnonvszoganuu kiacmepa bJ{
# redis
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redis _pool_size: 10000 # Makcumanvroe Konuiecmeo coeouHenul
redis_idle conns: 10 # Munumanvnoe Konuuecmeo HeaKkmueHblxX COeOUHEHUI
redis_dial timeout: 3 # Tatimaym ycmano8xku coeOurenus
redis_read_timeout: 3 # Tatimaym yumenus
redis_write_timeout: 3 # Taiimaym 3anucu
# nymu x ¢paiinam nHa Hooax
core_storage path: "/mnt/deepmail/core” # nyms 00 nanku core Ha xocme core
webdav_storage path: "/mnt/deepmail/dav" # nyme 0o nanxku dav na xocme core u
webdav
mail _storage path: "/mnt/deepmail/mail” # nyms 0o nanku mail na xocme core
archive_storage path: "/mnt/deepmail/archive” # nymwv 0o nanku mail na xocme core
smtp_storage path: "/var/deepmail/smtp" # nyms 0o nanku smtp na xocme core
# nymu x gaiinam na NFS xpanunuwe
nfs_core_storage path: "/mnt/deepmail/core” # nymo 0o core (koHgueypayuonHvie
Gaiinvl) xpanunuwa na xocme NFS
nfs_webdav_storage path: "/mnt/deepmail/dav" # nymo 0o dav (xarenoapu, adpecHvle
KHU2U, CRUCKU 3a0a4) XxpaHuiuwa Ha xocme NFS
nfs_mail _storage path: "/mnt/deepmail/mail" # nyme 0o mail (nouma) xpanunruwa na
xocme NF'S
nfs_archive _storage path: "/mnt/deepmail/archive” # nymes 0o mail (nouma)
xpanunuwja Ha xocme NFS
# nymu x KoHghueypayuoHHviM ailiam cepsucos (peKomeHoyemcs He MeHsmb)
auth_conf path: "/etc/deepmail/auth-service"
webdav_conf path: "/etc/deepmail/webdav-service"
imap_conf path: "/etc/deepmail/imap-service"
smtp_conf path: "/etc/deepmail/smtp-service"
# noocemu, komopule Oy0ym UCNOIb308aMb CePBUCHL OISl C80ell pabombl
auth_subnet: "192.168.201.0/24"
webdav_subnet: "192.168.202.0/24"
core_subnet: "192.168.203.0/24"
noinet_subnet: "192.168.204.0/24"
#iH#t XOCTHI ###
storage_core: # Vraszvieaemcs IP-adpec ynpasisiowezo cepsepa
hosts:
XXX X!
ansible user: root
ansible_ssh_pass: 'éaw napons om yuemmnoii 3anucu root’'
ansible_become_pass. 'saw naponv om yuemnoit 3anucu root'
storage _mail: # Ykazvieaemcs IP-adpec ynpasnsaroweco cepsepa
hosts:
XXX X!
ansible user: root
ansible ssh_pass: 'eaw naponv om yuemmnoii 3anucu root'
ansible_become_pass. 'saw naponv om yuemnoit 3anucu root'
storage dav: # Ykaszwieaemcs IP-adpec ynpasasaiowez2o cepsepa
hosts:
XXX X!
ansible_user: root
ansible ssh_pass: 'eaw naponv om yuemmnoii 3anucu root'
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ansible _become_pass: 'eaw naponv om yuemnoii 3anucu root'
storage_archive: # Yxasvieaemcs IP-adpec ynpasnsaiouiezo cepsepa
hosts:
XX XX
ansible user: root
ansible ssh_pass: 'eaw napons om yuemnoii 3anucu root'
ansible_become_pass: 'eaw napons om yuemnoii 3anucu root’
# mpu xocma knacmepa redis (Mooxcno cmasums na 1 BM).
# ykazvieaemcs I[P, nonvzosamenv 0ns nooxkmouenus no ssh, e2o napoinv u napoinv 0
NOBbIUEHUS NPUBUTESULL
redis-1: # Yxazvieaemcsa IP-adpec ynpasnaowezo cepsepa
hosts:
XXXX!
ansible user: root
ansible ssh_pass: 'eaw naponv om yuemnoii 3anucu root’
ansible_become_pass. 'eaw naponv om yuemnoit 3anucu root'
redis-2: # Yxazvieaemcs IP-adpec ynpasnsawouiezo cepgepa
hosts:
XXXX!
ansible user: root
ansible ssh_pass: 'eaw naponv om yuemnoii 3anucu root'
ansible_become_pass: 'eéaw napons om yuemmnoii 3anucu root’
redis-3: # Yxazvieaemcs IP-adpec ynpasnsawoujezo cepgepa
hosts:
XXXX!
ansible user: root
ansible_ssh_pass: 'éaw napons om yuemmnoii 3anucu root’'
ansible_become_pass: 'eéaw napons om yuemnoii 3anucu root’
# xocm cepsepa haproxy. 8 3aKOMMEHMUPOBAHHOM KOH@UYpayus Npu UCHONb308AHUU 2
xocmos (0151 omxazoycmouyusocmu ¢ nomouvto keepalived)
# ykasvigaemcs IP, nonvzosamens 015 nookaodenus no ssh, e2o napoinvb u naponv 0is
NOBbIULEHUS NPUBUTESULL
haproxy. # Vxazvieaemcsa IP-adpec ynpasnsaiowe2o cepsepa
hosts:
XXXX!
ansible user: root
ansible_ssh_pass: 'éaw napons om yuemmnoii 3anucu root’'
ansible_become_pass. 'saw naponv om yuemnoit 3anucu root'
keepalived master: false # ecau keepalived ne ucnonvzyem, ocmasnsem false. npu
ucnonvzosanuu keepalived, na ocnosnyto HOOy haproxy cmaeum true, Ha ocmaivHulX false.
keepalived interface: enp3s0 # eciu keepalived ne ucnonvszyem, nuueco e meHsmo.
npu ucnonvzosanuu keepalived, ykazvieaem Hazeamue cemegozo ummepgeiica, KoOmopuwlil
UCNONb3Yem XOCM.
0.0.0.0:
ansible_user: root
ansible ssh_pass: 'vour password'
ansible_become_pass: "vour password'
keepalived master: false
keepalived interface: enp3s0

FH o H H HF H
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# xocm cepsepa postgresql

# ykasvigaemcs IP, nonvzosamens 01 nookaouenus no ssh, e2o naponv u napoiv 0is
NOBbIUUEHUS NPUBUTIE2UI.

# 68 3aKOMMEHMUPOBAHHOM 8UOE KOHPUYpayus npu UCNOIb308AHUU OMKA30YCMOUYUBO20
knacmepa bBJ[. (etcd+postgresql+patroni_haproxy+tkeepalived) (munumym 3 xocma 051
Kaacmepa)

postgresql: # Vkazvieaemcs IP-adpec ynpasnsiowe2o cepsepa

hosts:
XXXX!
ansible user: root
ansible _ssh_pass: 'eaw napons om yuemnoii 3anucu root'
ansible_become_pass. 'eaw naponv om yuemmnoi 3anucu root'
etcd nodename: datanodel # ne menamo
pg _interface: enp3s0 # ecau knacmep BJ[ ne ucnonv3yem, Huue2o He MeHAMb. npu
ucnonvzosanuu kKnacmepa bJ, ykazvieaem Hazeanue cemegoeo umnmepgeiica, Komopulil
UCNONb3Yem XOCH.
10.20.201.47:
ansible user: root
ansible ssh_pass: 'yvour password'
ansible_become_pass: "vour _password'
etcd nodename: datanode? # ne menamo
pg_interface: enp3s0)
10.20.201.47:
ansible user: root
ansible ssh_pass: 'vour password'
ansible become_pass: 'vour password'’
etcd_nodename: datanode3 # ne menamo
pg_interface: enp3s()

# xocmwvl 0na cepsucos core, auth, webdav. 6 3akommenmuposanom 8ude npumep npu
HeCKObKUX XOCax

# ykazvieaemcs IP

core. #¥Yxazvieaemcs IP-adpec noumogoti HoObvl

hosts:
x.x.x.x: IP- nouroBoii Hoxbl DM2node
x.x.x.x: IP- moutroBoii Hoabl DM3node
auth: #Ykasvieaemcs IP-adpec noumoeoii HoObl
hosts:
x.x.x.x: IP- nouroBoii Hoaxbl DM2node
x.x.x.x: IP- moutroBoii HoaAKLI DM3node
webdav: #Yxazvieaemcs IP-adpec noumogoti HoObl
hosts:
x.x.x.x: IP- nouroBoil HoaLI DM2node
x.x.x.x: IP- nouroBoil HoOALI DM3node

o H H H H H H H O H R

[Tocne BHECEHMS U3MEHEHUH COXpaHUTE (ail.
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2.3.3 IlocaenoBarebHbIN 3aNyCK MJ1ei0yKOB ansible

BrimonHuTe 4eThipe KOMaH bl B CTPOTO YKazaHHOM nopsiake. Kaxkaas komaHnia HacTpauBaeT
onpeAeEHHYI0 YacTh HHPPACTPYKTYPHI.

ansible-playbook -i inventory.yml playbooks/storage.yaml

storage.yaml — co3naér Ha DM1ha NFS-skcniopTel ans nanok core, mail, dav, archive, a
TaKKe HAacTpaumBaeT Mpasa JocTymna. [louToBble HOMABI MOTy4YaT BO3MOXKHOCTH MOHTHPOBATH 3THU
KaTaJIOTH.

ansible-playbook -i inventory.yml playbooks/redis.yml

redis.yml — ycranaBnuBaeT Docker (makeT docker.io) Ha DM1ha, 3arpykaet oduninanbHbIN
o0Opa3 Redis u 3amyckaet Tpu KoHTteiHepa redis-1, redis-2, redis-3. Knactep u3 TpEx sK3eMILISIpOB
Ha OJTHOM XOCTE — CTaHJapTHas KOH(PUTYpaIHs AJisi 0TKa30yCTOMYMBOCTH BHYTPHU OJHOTO y3Ja.

ansible-playbook -i inventory.yml playbooks/haproxy.yml

haproxy.yml — ycranaBnuBaeT HAProxy na DM 1ha u HacTpauBaet ero jisi OalaHCUPOBKH
Tpaduka MEXIy MOYTOBBIMH HOAAMH (B 3aBHCHUMOCTH OT TOTO, CKOJBKO HOJ TIEPEYUCIICHO B
core/auth/webdav). HAProxy 6yaer cnymats noptst 25 (SMTP), 143 (IMAP), 993 (IMAPS), 443
(HTTPS) u npyrue, u HanpaBIsATh UX Ha COOTBETCTBYIOIINE CEPBUCHI.

ansible-playbook -i inventory.yml playbooks/pg.yml

pg.yml — ycranaBmuBaer PostgreSQL na DMlha, co3maér 6a3y nmannbix deepmail,
nonib3oBarenst deepmail u 3amaér naposb u3 psql_pass. Takke KoH(UTypUpyeT MpaBa I0CTyNa U
BBITIONTHSIET HEOOXOAMMYIO HHHUITHAIIA3AIIHIO.

Kaxnprii meiiOyk BBHIBOAMT Ha OSKpaH XOi BBIMOJMHEHHUs. JlokauTech cOOOIIeHUs 00
ycnemHoM 3aBepiieHun (PLAY RECAP ... ok=...). B ciy4yae ommOku npoBepbTe NMPaBUIBLHOCTh

[P-anpecoB u maposneii B inventory.yml.
2.4 HacTpoiika moYTOBBIX HO/
2.4.1 YcranoBka DEB-nakera

Ha xaxmoit moutoBodi Hoae (DM2node m DM3node) HEoOXOIMMMO YCTaHOBHUTH MaKeT
DeepMail. Cxonupyiite DEB-@daiin 13 pacmakoBaHHOTO AUCTpUOYTHBAa Ha IEJIEBYIO HOMY
(Hampumep, yepe3 sCp WM WINSCp) U BBITIOJTHUTE:

sudo dpkg -i deepmail-server-<eepcus>.deb

VYcraHoBka 3alMEr 1-2 MuHYTBl. BO Bpems HEE BBINOJIHAIOTCS IOCT-YCTaHOBOYHBIE

CKPHUIITBI, KOTOPLIC ITIOATOTABIINBAIOT HGO6XOIII/IMI>IC KaTaJIoru U1 3aBUCUMOCTH.
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2.4.2 Muununaau3zanus DeepMail

NHunmanu3aiys BBIMOIHSAETCS TOJIBKO Ha mepBod moutoBod Home (DM2node). Ha
DM3node sToT mar He TpedyeTcs.

sudo deepmail init

[Tocne ycnemHoro 3aBepiieHus Bbl yBUAUTE COOOLIECHHE:

DeepMail initializer is ready; visit http://<IP_DM?2node>:8080 to continue setup

OT10 03Hayvaet, uto Ha nopty 8080 3amyieH BpeMeHHbIN BeO-KoHpuryparop. Crenymomue

IIary BBIMOJIHSIOTCS Yepe3 Opaysep.
2.5 YcranoBka u koHGurypuposanue HAProxy

Otkpoiite Opay3ep Ha Jr0OOM KOMIIbIOTEpE, MMEIoIIeM ceteBoi goctyn k DM2node, u
nepeitnure no axapecy http://<IP_DM2node>:808(0. Bl yBUIUTE MOMIATOBBIM MacTep.

[Iar 1. ITapameTpsl cUCTEMBI

[Tone System IP 1omkHO 3aMOTHUTHCS aBTOMAaTHYECKU (PUCYHOK 1). YKaXxuTe uMs Ballero
Oy/lyIIero moYTOBOTO JOMEHA, HAmpuUMeEp, company.ru. ITO UMs OydeT HCIOIB30BATHCS IS
CO3JIaHM aJIPECOB AEKTPOHHOU MOYTHI.

[ar 2. ITogkmouenue k PostgreSQL

Beenute IP-agpec ynpasnsitomero cepepa DMlha (pucynok 1). Tloptr 5432 u ums
noJb30Barens deepmail 0cTaBbTe MO yMOJIYaHUIO. B mose mapoibs BBeaUTE TOT Napoib, KOTOPBIN

BbI 33J1aJ11 B psql_pass B Qaillie ”HBEHTapU3aLUU.
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0. NapameTpbl CUCTEMbI

System IP Domain

10.50.105.217 deepmail-ui.loc

Ykaxute |IP-anpec xocTa, Ha KOTOPOM yCcTaHaBAUBAETCA cucTeMa. 3T0 aHadyeHue ByaeT Ucnonb3oBaHo
B AanbHenLen KoHpUurypaumm.

1. NoaxnioueHue K PostgreSQL
CepBep
10.50.105.216

lNonb3oBarens IMaponb

deepmail Qwerty1234
SSL Mode

require

YKaxuTe napameTpbl nognouyeHuna Kk PostgreSQL: xocT, nopt ¥ nonk3oatena. lNpu HeobxogumMocTh
3afaiTe napons 1 pexum SSL.

Pucynoxk 1 — Hactpolika napameTpoB CUCTEMBI

[Iar 3. [TogkmroueHne XpaHUITUII]
AxtuBupyiite uekOokc «Equnbiii host manst Bcex xpanwmuiy u BBeaute [P-agpec DM1ha
(pucynok 2). Cuctema aBTOMaTHYECKH TOJCTABUT MYTH K TarkKam core, mail, dav, archive. Otn

KaTaJloTu 6y,HYT MMPUMOHTHUPOBAHLI 110 NFS u ucnonp3oBaThcst AJIL XpaHCHUS BCCX NAHHBIX.
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2. NoaxknwyeHue XpaHUnuLy

YkawuTe host ana kaxgoro xpaHunuula. HeobasatenbHble XpaHWnuiLia MOKHO NOAKITHYUTE NO3Ke.

EnuHeiin host ona Bcex XpaHunuiy (ONUWMOHANLHO)

10.50.105.216

MMOCTH MOM¥HO
Core |O6ssatentHo Bcerna Bxnioueto

OCHOBHBIE apTedakThl W 00LWME AAHHLIE CUCTEMBL.
Host lNpoTtokon

10.50.105.216 nfs

Mail oO6ssarensho Bcerna BinioueHo
Archive |O6sasatencHo Bcerna Brmioueno

DAV |Ob6asarencHo Bcerna Bxnioueto

Pucynok 2 — IonkntoueHre XpaHUIIHIILL

[ar 4. IMogkmouenue k knacrepy Redis
Taxoke ykaxkute enunbiii host — IP DM 1ha (pucyHok 3). B mosie nmaposib BBEAUTE Mapoib U3
redis_password. Tpu xonterinepa Redis, 3amymienasie Ha DM1ha, OynyT AOCTYMHBI 1O 3TOMY

azpecy.
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3. NogkniwoyeHue K Knactepy Redis

YKkawuTe napameTpbl knactepa Redis U3 Tpéx Hof. [InA yCTOMYMBOCTW 3aN0NHWTE afpec W nopT
Kaw 0N HoALI.

EauHuiin host ana Bcex Hop (ONUMOHANLHO)

10.50.105.216

Hopa 1 — host

10.50.105.216

Hopa 2 — host

10.50.105.216

Hopa 3 — host

10.50.105.216

lMapons (onuuoHansHo)

P@ssword @D !icnonb3oBatb TLS

Pucynok 3 — Ilogkmrouenue k kinactepy Redis

[Iar 5. CTexu U cepBUCHI

Ha »sToil cTpanuiie mepeuncieHbl BCe BO3MOXHBIE cepBuchl DeepMail (pucyHok 4).
HexoTtopeie ¢uakku yxe ycTaHOBIEHHI (core, webmail, imap, smtp). O0sA3aTeNIbHO BPYYHYIO
yctaHoBuTe praxku mis cepBucoB Auth u WebDAV — onu olecrieunBaroT ayTeHTU(PUKAIUIO U
paboTy KaJneHIapeil/KOHTAKTOB.

JloTIOTHUTENTFHBIE CEPBUCHI BKITIOYAIOTCSI 110 BaIlleMy YCMOTPEHHIO:

- Migration — ecnu BbI TUTaHUpPYeTe nepeHocuTh mouty ¢ Exchange nnun IMAP-cepBepa;

- LDAP — nns cunxponusanuu nosib3oBareneit u3 Active Directory, FreeIPA, ALD Pro wim
Samba DC;

- Antivirus u antispam — s GuiabTpanuu coobuieHui (ucnonb3ywTcs ClamAV u
Rspamd);

- SFTP — nns noctyna K ¢aiiioBOMy XpaHUIUILY 1o mpotokony SFTP.
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4. Ctekun U CepBuchi

0ObAsatenkHble CEPBUCHI MOMEYEHLI U HE MOTYT DbITh OTKNKYeHbl. OCTanbHbE CEPBMCEl MOMHO
NOOKIMKYKMTE NO3XKE.

Core

Bazosbie cepenuckl Deepmail.

Front

Touyka BX0[a AnA aAMMHEM W BeD-NoYThl

Admin
MaHens afMUHWCTPaTopa.

Webmail
Bef-xnueHT.

Migration
Murpauus ¢ Exchange u MMNOPT NOYTHI CTOPOHHWX CepBEpOB.

LDAP
WhTerpauma ¢ LDAP/AD.

Antispam

OUNETPALKMA Clama.

Antivirus

MNpoBepka (painos W BNOKEHWIA.

Resolver
CepBHCHLIW pesoneep.

IMAP

IMAP-1II103 ANA KNHEHTA.

SMTP

SMTP-LNi03 ANA OTNPAEKA NOYTHL

SFTP
MocTyn K (DARNOBOMY XPaHHIHLLY.

Pucynok 4 — Hactpoiika CTEKOB U CEPBHCOB

[Iar 6. Hactpotika npoduieit

B none «O6muit hostnamey ykaxuTe MOJTHOE TOMEHHOE UMsI, KOTOPOE TMOJIb30BaTeNn OyIyT

BBOJIMTH B HACTPOMKAX MOYTOBBIX KIMEHTOB (Hampumep, mail.company.ru).
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B none «O6mmii real ip» BBeaute IP-anpec ynpasmnstomero cepsepa DM1ha (pucyHok 5).

OT1oT aapec OyaeT ucnoib3oBarbcss HAProxy s mpuéma BXOAAIINX COSTUHEHHM.

5. Hactpownka Mpodmnen | BrnonkuT, Noaxe

HacTpoiite TMNOBLIE NPOd UK CEPBUCOB Nepes 3anyckoMm NnatdopMbl. PacluMpeHHble napameTpobl
LOCTYNHLI BHYTPU KaXZO0A KAPTOYKN.

W hostname Obwuii R

mail_.deepmail-ui.loc 10.50.105.216

10.50.105.216 10.50.105.216

mail.deepmail-ui.loc mail deepmail-ui.loc

gz
@ [lonHOTEeKCTOBLIM NOUCK

[ononHWTenLHo

Pucynoxk 5 — HacTpoiika nmpoduieit

[Iar 7. Baaunanus

Haxxmute xkHoniky «IIpoBeputh». CucteMa nociaeqoBaTeNbHO MPOTECTUPYET: JOCTYITHOCTh
PostgreSQL, Redis, mogkiroueHrne XpaHUIUIL, BO3MOXKHOCTH 3aIlyCKa BBIOPAHHBIX CEPBHCOB.
JloxxauTech, KOTJia BCE MyHKTHI IEPEHIYT B cTaTyC Success (3eNEHbIC TaJOuKH - pUCyHOK 6). Eciu
KaKO-TO mIar 3aBepIIMiICs OMMOKOM — BEPHHUTECh K MPEIbIAYIIUM HACTPOIKAaM U HMCIPaBHTE

napameTpsl.
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6. Banupauus

Mocne peanusayuu NPOBEPOK 3[1ECh NOABATCA pe3ynbTarkl TECTOB NOAKMNKYEHWA U 3aBUCUMOCTER

basa naHHbIX

Redis

XpaHunuuie core
Xpanunuuie mail
Xpanunuuie dav
Xpanunuuye archive
CoxpaHeHue KOH(urypaumm
3anyck

Mwrpauna 0a3bl JaHHbIX
BHeceHue uHdopmauum o cucteme
MNepeszanyck

lpoBepka paborocnocobHoCcTH

Pucynok 6 — Banunanus

[ITar 8. 3aBepuicHnE
Haxwmute «3aBepuuth» (pucyHok 7). Ilocie 3Toro cucremMa mpuMEHHUT KOH(UTYpaIUio,
nepe3anycTUT Bce KOHTEHHEPHI M BBIBEJIET aIpec JUIsl BXO/a B TAHENb aIMUHUCTPATOpa — OOBIYHO

https://<IP_DM]I1ha>/ui. Tenepb MOXHO MEPEXOIUTH K MIEPBOMY BXOJY.

‘ JKCnopTt Mmnopt |

lNpoBeputb

3aBepluMTb

Pucynox 7 — 3aBepiieHue HaCTpONKHU
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2.6 lo0GaByieHne BTOPOi MOYTOBOI HOABI (TOJBKO IJIs1 KOHpUrypanui uz tpex BM)

Ecnu BBl pa3BopaunBaeTe CUCTEMY Ha TPEX cepBepax, MOCIE 3aBEPIICHUS IEPBOHAYAIBHON
yctanoBku Ha DM2node HeoOxoauMo 1006aBuTh BTOpyto Hony — DM3node — yepe3 BeO-untepdeiic
aJMUHUCTpaTOpAa.

Jns BXoga B maHeNnb  aJMUHUCTparopa  OTKpoWTe Opay3ep 1O  aJpecy
https://<IP_DM]Iha>/ui. ABTOpH3yWTEeCh C JOTHUHOM admin@<eawi_Ooomen> W TapojeM IO
ymomuanuto PASSWORD (3arnmaBubiMu OykBamu). IIpu mepBom Bxoje cucTema MOTpedyeT
aKTUBAIlMU JTUIEH3UU — COOOIINTE HOMED JIUIIEH3UH B TEXHUYECKYIO MOAIEPKKY IS TOJTyYEeHUS
JIMLEH3UOHHOTO KJII0Ya.

B nesom mento BwiOepure «llanenp ympaiaenus» — «Cucrema». Ha orkpsiBHIeiics
CTPaHUIIE HAKMUTE KHOMKY «J[00aBUTHY.

3anoJHEHNUTE IapaMeTPbl HOBOM HOJMBI, B TApAMETPax CUCTEMBI yKaxuTe System IP —anpec
ynpasisiomniero cepsepa DM 1ha.

Hns nopxmtouenust xpanwnuny (ais kaxgoro tuma CORE, MAIL, DAV, ARCHIVE)
BBIOEPHUTE COOTBETCTBYIOIIEE XpaHWIHIIE, Be3/e ykazaB [P DM1ha.

AKTUBHPYWTE KaK MUHUMYM core, webmail, imap, smtp, webdav, auth. OcTaibHble — TI0
HEO0OXOTUMOCTH.

Haxxmure «IIpoBepuTh» M JOKIUTECH YCIIEIIHOW BaJUALINH.

[Tocne Banupmauumm Haxkmure «Haszag k o03o0py». Temepp B chucke Y3710B OyayT
otobpaxarbcs ABe mouTtoBblie HOMb: DM2node u DM3node. HAProxy aBroMaTudecku HauyHET
pacnpenensTh Harpy3Ky MeXJly HUMH, a €CJIM OJJHa U3 HOJ MepecTaHeT OTBeuaTh — Tpapuk Oyner

MIepeHarnpaBjieH Ha KUBYIO.
2.7 IlpoBepka padoTOCNIOCOOHOCTH

[Tocne ycTaHOBKM PEKOMEHAYETCS BBITIOJHUTH MPOCTHIE TPOBEPKHU:

- OTKpoiiTe BeO-uHTepdelic arMuHUCTpaTOpa, yOeauTech, YTO BCE CEPBUCHI B pasJele
«ITanens ynpasnenus» — «Cuctema» umeror ctatryc HEALTHY;;

~ CO3JIaliTe TECTOBBLIM ITOYTOBBLIM JOMEH U MOJIH30BATEIS;

- OTHIPABbTE U MOJYYUTE TECTOBOE MUCHMO MEX]Y IBYMS MOJIb30BATEIISIMH.

[Tpu ucnonap30BaHMU JBYX MOYTOBBIX HOJI IPOBEPHTE, YTO MPHU OTKIIFOUEHUHU OJHOM M3 HUX
(Hammpumep, BeIKIIIoUeHUH BM) BXozsias moyra npooiinkaetT oopadbaTsiBaThCsl OCTaBIICHCS HOJON

(ue Gonee uem yepe3 1-2 muHyThI ociue taiimayta HAProxy).
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2.8 laabHeHIIIHE IIATH

YcraHnoBka 3aBepiieHa. Ternepb Bbl MOXKETE IPUCTYIUTh K aIMUHUCTPUPOBAHUIO CHCTEMBI:

- CO3/1aBaTh IOYTOBBIE JOMEHBI U MOJIb30BATENEH;

-~ HOJKJII0YATh KOHTPOJUIEPHl JOMEHA JUUIsl CHHXPOHHU3ALMK YUETHBIX 3aIHCel;

- HAaCTpauBaTh MAPUIPYTU3ALMIO MOYTHI U MpaBUiia QUIbTPALIUN;

- OPraHU30BBIBATh PE3EPBHOE KONMPOBAHUE;

- HaCTpauBaTb MOHUTOPHUHI uyepe3 Zabbix (ycTaHOBKa M KOH(PUTIYPHUPOBAHUE CHUCTEMBI
MOHUTOPHHIA CM. B pazjeiie 4).

Bce nocnenyromue raBbl HaCTOSIIETO PYKOBOJACTBA MOCTPOEHBI B MPEANONIOKEHUH, YTO

OazoBas YCTaHOBKaA YK€ BBIITIOJTHECHA U Bbl UMCCTC NOCTYII K IMMAHCIN aAMUHHUCTPATOpA.
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3 AAMUHUCTPUPOBAHUE ITOYTOBOI'O CEPBEPA
3.1 Bxon B unTepdeiic aIMUHUCTPATOPA

Jnis noctyna k uHTepdeicy aAMHHACTPATOPa HEOOXOIUMO:

- OTKpPBITh BeO-Opay3ep U NmepeiTu no ccolike B popmate «https://<IP>y», rae <IP> — 3t0
[P-anpec nim uMs MOYTOBOTO TOMEHA;

- B TIOSIBUBIIEMCSI OKHE aBTOPHU3AIMM HEOOXOAMMO YyKa3zaThb aJpec AJIEKTPOHHOM IMOYTHI:
admin@<domain> (<domain> — wMsl JOMEHa, YyKa3aHHOTO TIPH YyCTAHOBKE); W TapOJb

aamunauctpatopa: PASSWORD, n 3aTeM HaxkaTh KHOIIKY «BoiTi» (pucyHOK 8).

o)

NoOpbii aeHb

OneKTpoHHaA noyra

Pucynok 8 — OxHO aBTOpH3anMu B BeO-uHTEpPeiic aAMUHUCTpATOPa

[Ipu ycnemHoW aBTOpU3alUU OyJET OTKPHITO OKHO HACTPOEK BEO-KJIMEHTa IMOYTOBOIO
cepsepa.

Jliis HacTpoiiku npoduineit HeoOXoaUMO:

1) mepeiiTi B maHe b yIPABICHUS;

2) nmepeiitu Bo BKIaAKy «IIpodumm» (cMm. pucyHok 36);

3) oTkphITh hopmy HacTpoiiku npoduiis IMAP, HaxkaB KHOTIKY -:
- 3aIOJIHATH UMS XOCTa;
- aKTUBUPOBATh YEKOOKC MpH ucmonb3oBanu HAProxy;

- BBectH [P agpec HAProxy;
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- aKTUBUPOBATh OCTaJIbHBIE HEOOXOAUMbIE YEKOOKCHI;
- BBECTH MAaKCUMYM I10JIb30BaTENbCKUX [P noaxirouenui;
- BBECTU MHTEPBAJI yBEAOMJIEHUS 00 OTCYTCTBUU akTUBHOCTH IMAP;
- BBECTH aJIpec aHTHcnama npu ucnoisb3zoBanun — [P agpec Core;
4) HacTpouTh MapaMeTpsl smtp Ipouis aHAIOTMYHO ¢ HacTpoiikoi IMAP:
- TIEPBBIC YETHIPE MMYHKTA aHAJIOTUYHBI HacTpoiike IMAP;
- HaCTPOUTH PEJIe;
- HACTPOUTH NapaMeTphbl aHTHUCIIamMa aHanoruyHo IMAP;
5) Hactpoutb mapameTpsl WebDAV mnpodwuns: ykazaTh UMS XOCTa, yKa3aTh CBSI3U C
HAProxy, ykazaTe MakcUMaJIbHBIN pa3mep Qaiina;
6) B JIEBOI1 MaHenu NepeiTu Ha BKIaIKy «CucTemMay;
7) mepeuTH 1Mo CTPEKe PSIAOM C KHOMKON «J[00aBUTH CEPBUCY;
8) mobaBuTh cepBuchl WebDAV wu  Auth. Ilpu HeEoOXOOZMMOCTH MOXHO J00aBUTh
TpeOdyromieecs: konmuuecTBo cepBrucoB WebDAV u Auth. Cepsuc Core co3gaeTcsi aBBTOMaTH4€CKY;
9) pexoH(pUTypUPOBATH BCE CEPBUCHI, TOKAATHCS IMOKA OHU CTaHYT «healthy».
[Tpu nepBom Bxone B HacTpoiiku APM «DeepMail» ¢ ydeTHO# 3aniChl0 aIMUHUCTPATOPa

JOJKHO MOSIBUTHCSI OKHO ¢ HOMEPOM JIMIEH3UHU (PUCYHOK 9).

JInyeH3una He akTUBHa

HOMEP JIULUEH3UN

MS524-24048

JlnyeHsusa DeepMail Server He akTUBHa.

CBSIXKMTECb C TEXHUYECKOM NOALEPXKKON: support@npcmax.ru,
+7(495)1236470

AKTVUBMPOBaTb

Pucynok 9 — OkHO ¢ AeTansiMu JTUIEH3UU

JIns akTUBAIMU JIMIICH3UM HEOOXOAMMO 3aMpOCUTh JIMIICH3UMOHHBIA KITHOY aKTHBAIUU Y
paspaboTduka. JINIIeH3NOHHBIN KJII0Y TeHepUpyeTCs 50 HOMEPY JIMLIEH3UU

(cM. pucyHok 9). It BBoJa MOJIYUYEHHOTO JUIEH3MOHHOTO KIIF0Yya HEOOXOJUMO Ha)KaTh KHOMKY

v
, 1 BBECTH JIMLIEH3MOHHBIN KJII04 B COOTBETCTBYIOIIEe noie (pucyHok 10). Haxarp

KHOTIKY V.
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AKTHBHPOBaTb JNLeH3n

T eH3MOHHEIA KoY

AxTuBMpORaTB

Pucynok 10 — OxHO BBOZa TMIIEH3MOHHOTO KJIIOYa

B cily4dac YCHCHIHOﬁ AdKTHBAllHUK B OKHC aBTOPH3aAlWN JOJDKHA IIOABUTHCA HAAIIHNCh

«JInuensus aktuBupoBaHa» (pUCyHOK 11).

No6pon Houmn

NuueHsua aKTWEWpOBaHa

aﬂE:KT[:H:lHH afganoyTa

Pucynok 11 — Coobrienre 06 akTHBAIMH JTUIEH3UH

[Tocne ayTeHTH(UKAIIUHA OTKPOETCS BEO-KIMEHT C PACKPBITHIM HHTEP(PEHCOM MOYTOBOTO
smuka win uHTepdeiicom aamuaEcTpatopa CepBepa. B cirydae HeoOXomMMOCTH Tepexona K

uHTepdeiicy aaMuHUCTpaTopa u3 wuHTepdelica TMOYTOBOTO SIIMKAa HEOOXOAUMO HaXaTh
)

KHOIIKY Decoai (pucynox 12).
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)
Pucynok 12 — Knonka EZEEl nepexona B uHTepdeiic aqMUHUCTpaTopa

[Tocne atoro oTkpoercs unrepdeiic anmuauctparopa Cepsepa (pucynox 13).

HacTpone nOne308aTens | sdme@idepmat ke

Orobpaxaemoe Uma

Pucynox 13 — Uutepdeiic anmunmnctparopa. Oxxo «Hactpoiiku monb3oBaress»

B oxHe «HacTpoiiku nosb3oBaress 3a4at0TCs CIEAYIOINE ITapaMeTphl:

- oToOpa)kaeMoe NMs TIOJIb30BaTEIs;

- TapaMeTpbl paboThl aHTHCTIaMa (B OJIOKe « AHTUCTIAMY);

- ajzpeca IS ePECHITKA MOYTHI (B 0J10Ke « ABTOMATHYECKAs IEPECHUTKA).

B neBoil yacTu OKHa pacnoyIOKEHO MEHIO, KOTOPOE COJAEPKUT OCHOBHBIE MHCTPYMEHTBI
HAacTpoeK 1 agMuHucTpupoBanus CepBepa (pucyHok 14).
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o) DeepMail

- Maxens ¥ pca BIEH R

OEwREREHAS

Mpynme

Pecypcu

SMTP TpancnopT
MacTep MmurpaugWm
KoHTponneps goMeHa
MouToBERE AOMEHH
MNonszoearena
AHTRCIIM

PacwnperHEe
HICTRORER

MOA YYETHAR JANMMCE

¥ ABTOMETAYECEME OTEET

YUBTHHE 33NWCA

POHHWX CEpBepd
Kanexnpapw
AOpecHEE KHATH
Cnmcen 23834

L Hacrpoiza enmesta

MPCHEE

(i) O DeepMail

Pucynok 14 — MeH10 HHCTPYMEHTOB HACTPOEK M aJIMUHUCTPUPOBAHHUS

UroObI CBEpHYTH MEHIO HEOOXOAMMO Ha)KaTh KHOTIKY E (cM. pucyHok 14). KomnaktHoe
IPEJICTABIEHUE MEHIO HMHCTPYMEHTOB HACTPOEK M aJMHUHUCTPUPOBAHUS IPEJICTABICHO Ha

pucyHke 15.
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Hacrpoia nons3osarens = admin@deepmai tokyo

Otob6paxaemoe ims

Orofipmmiessce min

AHTUCNaM

+ Brmouuts cnam-punsrp
¥ BomounTs NOMETTY CNaWs TIE NPOURTERHON
Mopor craw-gmmrpa

80/ 100

AsTomMaTnyeckas lNepecobinka

= Brmouuts nepeagpecaumio

® Xpasers kone reces

Aspec nompatera

Pucynok 15 — KoMnakTHOE peACTaBICHUE MEHIO HHCTPYMEHTOB HACTPOEK U

AIMHUHHUCTPUPOBAHUSA

[IpeanpocMoOTp MEHIO MHCTPYMEHTOB JOCTYIICH IPHU HABEACHUM HAa HETO Kypcopa, MEHIO

OyneT oToOpakeHO B TEMHOM BHjI€ (PUCYHOK 16).

m) DeepMail =

S0BATENA | admin@deepmail fokyo

emoe Mma

{eckas MNepecebinka

» Nepeaapecaymio

weem

) Hacrpoiiea xnmesa

Pucynok 16 — PazBepHyTO€ MEHIO HACTPOEK U aIMUHUCTPUPOBAHUS
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UToObl BEpHYTh MEHIO HHCTPYMEHTOB B HCXOJHOE COCTOSHHE HEOOXOJUMO HaXaTb

KHOIIKY E (cm. pucyHok 16).

B Bepxneii manenu BeG-uHTepdeiica DeepMail pacronokeHbl JIEeMEHTHI JIJIsT HaBUTAIlUN
MEXJy OCHOBHBIMM pa3liellaMd W YNPABICHUS YUYETHOM 3amuchbio. CiieBa HaxOASTCA WKOHKH,
MO3BOJISIIONINE TEPEKITIOYATHC MEXKy BEO-KIMEHTOM 3JIEKTPOHHOM MOYTHl (MKOHKAa KOHBEpTA) U
(haiiToBBIM MEHEKEpOM (MKOHKA TMarku). B nmpaBoii yacTu maHeau 0ToOpakaeTcsi UMsl TEKYILEro

IIOJIB30BATCIIA, IIPH HAXATWUKW HA HCTO PACKPBIBACTCA MCHIO, I'IC MOJKHO HepeﬁTH B HaCTpOﬁKH

y4E€THOM 3aIIMCH, U3MEHUTH MapOJIb UM BBIUTH U3 CUCTEMBI (PUCYHOK 17).

admin@testdm.it-bfg_ru ®

Bl L

me English

== Pyccri

Pucynok 17 — MeHto nepexitoueHus s3plka nHTepdeiica

B paznene HacTpoek moib30BaTellb MOXKET, B YaCTHOCTH, BBIOpATh SI3bIK MHTEpdeiica u3
JOCTYTIHBIX BAPUAHTOB (HapuMep, pycCKuil uim anmuiickuii). [lociie coxpaneHus HacTpoeK Bech
uHTep(eic MoYTOBOro KiMeHTa U (aillioBoro MeHekepa OTOOpa3UTCS Ha BHIOPAHHOM SI3bIKE.
CMeHa nmapoJis Tak’e BBIIIOJHAETCS B 3TOM MEHIO: JOCTAaTOYHO yKa3aTh TEKYLIUI U HOBBII apoJy,
MIOCJIE Y€ro YUEeTHbIE JaHHbIE OOHOBIISIOTCS.

[Topsinok paGoThI ¢ BEO-KIMEHTOM I10JIB30BATEN OIIMCAH B PYKOBOJICTBE MOJIb30BarTest Beo-
kiuenta «DeepMaily. s paGoTel ¢ (ailIoBEIM MEHEIKEPOM, HEOOXOIUMO HaKaTh Ha MKOHKY
«ITanku», mocye 4ero OTKPOeTcsl OKHO ayTeHTU(UKauuu (pucyHok 18), B KOTOpoM HEOOXOAUMO

BBECTU CBOM JIOTHH U mapoJib.
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FileManager

Pucynok 18 — @aitnioBblil MeHeKep ayTeHTU(DUKALIHS

Untepdeiic daitnmoBoro menemkepa DeepMail (pucynok 19) npenocrapiseT moib30BaTeio
BCE HEOOXOAMMBbIE UHCTPYMEHTHI AJis pabOThI ¢ JIMUHBIM XpaHunuiieMm (aiinos. [Ipu nepexone B
pasnen «®DailnbD» OTKPHIBACTCS TJIABHBIM 3KpaH, TJ€ OTOOpakaeTcs COIEpKUMOE TEeKyIlen
IUpeKTopun. B BepxHel yacTu HaXOAUTCS CTPOKA MOUCKA, MO3BOJISAIONIAs OBICTPO HAWNTU HY>KHBIN
¢aiin mo umenu. Crnucok (aiyoB MpeacTaBieH B BUJIE TAONMIIBI ¢ YKa3aHUEM MMEHH, pa3Mepa U
natel nocneaHero m3MeHeHus. C momonibio KHOMOK «HoBas mamka» u «3arpy3uth (aiibn
TMI0JIb30BATENb MOKET CO3/1aBaTh AKX U J0OABIATh HOBBIE (ailiibl, MepeTaCKMBas UX MBIIIbIO TN
BBIOMpAasi 4epe3 uajor BeIOopa.

Jst kaxxoro ¢aiina nocTynHa GyHKIMs HacTpoiku noctymna. [1pu ee BbI30Be OTKpbIBAETCS
dbopMa, B KOTOPOI MOXKHO 3a/1aTh TapaMeTphl CChUIKU. B 3T0M (hopme ykaszwiBaeTcs myTh K (aiiiy,
KOTOPBIN HENb3sl U3BMEHHUTD, U BHIOMPAETCS YPOBEHb JOCTYMA: TOIBKO YTEHHE, 3aUCh WK YTCHHUE
Y 3amuch. AIMUHUACTPATOP WK Biajesnel (ailiia MOXeT 3allUTUTh TOCTYII MapoJieM, YCTAaHOBUTD
CPOK ACUCTBHS CCBUIKM, OTPAaHUYUTh MAaKCHUMaJIbHOE KOJWYECTBO IIEPEXOAOB IO HEM, a TaKKe
ykazath paspemieHHble [P-agpeca wumm moncetu B Qopmare CIDR. JlonmomHuTeNnbHO
IIPEyCMOTPEHO TOJIE JIJIsl ONMCAHUs, YTOOBI MOSICHUTh Ha3HAYEHHE CChUIKU. Bce 3Th HacTpolku

COXPAaHAIOTCH 110 HAKATHIO KHOIIKH ((COXpaHI/ITI)», pacnonoxceHHoﬁ B HIDKHEH 4acTu (1)OpMI)I.
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Q Mowck . 3arpysutb daiinbl

06LuKe nocTynbl

Pasmep [arta usmeHeHns

PykoBopcTBO_agMuHucTpaTopa_Macts_2_MeTtoguka_murpaiyum .docx 1.7 MiB

MokasaHo c 1no 1u3 13anucei

Pucynok 19 — ®aiinoBelit unTepderic

B npaBom BepxHem yrity uHTepdeiica oToOpaskaeTcs UMs TEKyllero mnojb3zoBarens. [Ipu
Ha)KaTUU Ha HETO PaCKPBIBAETCSA MEHIO, TJI€ MOYKHO U3MEHUTH TeMy O0(opMIIeHHS (CBETast, TEMHAs
WJIM aBTOMAaTUYeCKas), IEPEUTH B HACTPOUKHU NIPODUIIS,, CMEHUTH MAPOJIb WU BBIMTU U3 CHCTEMBI.
CMeHa mapoJisi BBIIOJIHAETCS Yepe3 OTAeNbHYI0 popmy, rae TpeOyeTcs BBECTH TEKYIIH U HOBBIN
napoisid. Ber6op TeMbl opopmiieHus: BIUsSET HAa BHEIIHUN BHUI Kak (aiioBOro MEHeIKepa, Tak U
BEO-KJIMEHTa AJIEKTPOHHOM MouThl, obecrneunBas KOMPOPTHYIO paboOTy B Pa3IMUHBIX YCIOBHUSIX

OCBEILICHHUS.
3.2 Uucrpyment «Ilanesb ynpaBiaeHus»»

WucTtpyment aaMmuHHCTpupoBaHus «[laHenb ympaBlIeHHsS» COCTOMT W3 HECKOJIBKHX
WHCTPYMEHTOB:

- Cucrema;

- Penosuropni;

- XpaHWiIuuia;

- ba3bl JaHHBIX;

- [Mpodunu;

- [MouToBas ouepens (pucyHok 20).

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 41 u3 194



- Nanens ynpasnenwus

> Cucrema

Kypuansl

Penosuropui

Xpaunnuuya

basbl laHHbIX

Ipounn

MouyroBan ouepens

Pucynok 20 — CoctaB HHCTpyMEHTa aqMUHUCTpUpoBaHus «IlaHens ynpaBieHUs»
3.2.1 Cucrema

HNuctpyment «CrucremMa» npeaHazHadyeH A1k MOHUTOPUHTA PECYPCOB MOYTOBOIO y3i1a APM
«DeepMalily». Jlna mepexoga B OKHO MH(pOPMAIIMU O pecypcax HeoOxoaumo B MeHio «[lanens

yhnpaBlieHus» uHTEepderica aIMUHICTpaTopa BeiOpaTh «Cructema (pucyHok 21).

(om) DeepMail

i nNawens ynpasnenns

Cucrema
XypHanso!
PenosnTopum
XpaHunuiya
basul AaHHbIX
pod@unwm

lloyToBas oyepeab

Pucynoxk 21 — Bei6op nuncrpymenta «Cucremay

B pesynsrare BeIOOpa OTKpOeTcs OKHO ¢ uWHGOpMamuend o YyIaJeHHBIX cepBepax
(pucynok 22) UnTtepdeiic mpeacrapisetr coOoi paznen yrnpaBieHUus HHOPACTPYKTYpOl B MTaHEIH
aAMHUHHCTpaTopa cucrteMbl. OH o0ecrnednBaeT BU3yalbHbINH 0030p aHAmadTa XOCTOB, TO3BOJISS

KOHTPOJIMPOBATH KJIIOYEBBIE METPUKU MPOU3BOJUTEIHLHOCTH Kaxkaoro y3na DeepMail, Takue kak
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3arpy3ka Mpoieccopa U MCIoJIb30BaHUE onepaTuBHOM nmamsTH. Ha skpane oroOpaskaeTcsi cBosKa
no ymaan€HHOMY CepBepy C HMHIMKAIMeH ero OOIIero COCTOSHHWS, YTO IMOMOTAeT OINEpaTUBHO
BBISIBIISIT  TIOTEHITMAIBHO TIEPETPY)KCHHBIE WM TIPOOJEMHBIE XOCTHI 0 BO3HHKHOBCHHS
KPUTHUYECKUX CUTYyaIMi. JJOMOHUTENBHO IpecTaBieHa HHPOPMAIIHS O KOJIMYESCTBE 3ayIICHHBIX
CEPBUCOB M CIHUCKE MOIKIIOYCHHBIX XPAHWIHI JaHHBIX. VHTepdeic BKIIOYACT 3IIEMEHTHI
HaBUTAILIMU JIJIS TIepexojia K IeTAIbHOMY MOHUTOPHHTY W YIIPABJICHUIO, & TAK)KE MPEIOCTABISICT

BO3MOXXHOCTB yAaJICHUA XOCTa U3 CUCTCMBI.

MaHens ynpaenexus | Cucrema

O630p naHaLwadgTa XocToB

10.30.105.13

15.1%

8 MAIL

& ARCHIVE

MOHUTOPUHT Ynpagnexue

& Ynanurs Xoct

Pucynok 22 — OxHo «Ilanens ynpaBiaeHus»

[lpy HaxkaTMM Ha TAHENW YOPABICHHS B TPABOM JIEBOM YIIy KHOIKH
oTKpoercsi KoH¢puryparop yzna DeepMail (pucynok 23). JlaHHOE OKHO IpeJCTaBiIsIeT COOOU
uHTep(eiic HauaTbHONW HACTPOWKH HOBOTO y3na DeepMail B manenu ympasieHus. OHO CIIyKUT

KOH(UTYPATOPOM, MTO3BOJISIFOIINM 337aTh OCHOBHBIC MTapaMeTPhI JIJIsl Pa3BEPTHIBAHUS CEPBEPA.
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MaHens ynpasnenns | Aobasums

KoHdpurypatop yana Deepmail

0. MapameTpbl CUcTEMbI Bawa KoHdurypauus

System IP

| Srcnopr Wnanopr \

MposepuTs
1. MoakmnoyeHne XpaHunuuy

He BbibpaHo He Bbibparo

He sbibpaHo He Bbibpato

Pucynok 23 — Okno xonduryparop y3mna DeepMail

B BepxHel yacTi OKHA pacroyiokeH OJIOK Jyis ykazanus cuctemHoro [P-anpeca y3na. Huke
HAXOJUTCA CEeKIUs JUIsl paboThl ¢ KOH(MUTYpalUIMU: TOIB30BaTENIb MOXKET COXPAHUThH TEKYIIHE
HACTPOWKHM B KadecTBE MIabJIOHa I TMOCIEIYIONIer0 HCIOJIb30BAHUS WJIM 3arpy3UThb YXKe
CYLIECTBYIOIIMNA MA0J0H, UCIOJB3YsI KHOMKHU 3KCIOPTa U UMIIOPTA. 31€Ch KE JTOCTYIHA KHOIKA
MIPOBEPKU KOPPEKTHOCTH BBEEHHBIX MapaMETPOB.

OcHoBHY10 YacTh UHTep(deiica 3aHUMAaIOT pa3zenbl HACTPOUKH «IloAKITIOUeHUS XPAaHUITUIID),
«CTekoB U cepBUCOB» U «Banuganuu.

[lepBas yacTh uHTEpPeiica HACTPOUKH MOJKIIOUCHHS XPAHUIIHIL, B KOTOPOM I KaX10Tr0
tuna gaHabix — noutel (MAIL), nanueix CalDAV/CardDAV (DAV), cuctemusix ¢aiinos (CORE)
u apxuBa (ARCHIVE) — npenocraBneHb! BIMaaloNnIne CIIUCKU 1T BHIOOPA COOTBETCTBYIOIIETO
JUCKOBOTO XpaHWJIMIIA. DTO MO3BOJSET TMOKO paclpeiesuTh pecypehbl MO pa3ivyHbIe 3aJa4u
cepsepa.

Bropas uacte unTepdetica «CTeku U CepBUCH (pPUCYHOK 24) mpeaHa3HaueHa Jis
HACTPOWKH pacipeeieHus MPoQiel MeX /Ty OCHOBHBIMU CEPBUCHBIMU CTEKAMHU CHUCTEMBI. 31€Ch
aIMUHUCTPATOP MOXKET HA3HAYUTh KOHKPETHBIC MPO(UIN KOHPUTYpaAIIUU 711 TAKUX KPUTUUECKU
BaKHBIX KOMIIOHEHTOB, kak SMTP, BeO-untepdeticel (core, webmail, admin), ciyx0b1 KaTaioroB
(Idap), dbunsrpanuu (antispam, antivirus) u noctymna kK gaHasiM (webdav). Psimom ¢ HekoTOpbIMu
CepBUCaMU OTOOPa)KalOTCSl HHIUKATOPBl COCTOsSHUS, Hampumep, "Crenyer 3a oTkasom",
yKa3bIBalOIIME Ha PEXHUM O00eCledyeHUs OTKa30yCTOMYMBOCTH. ODTOT 3Tal IO3BOJSIET TOHKO

HAaCTpPOUTH POJIK U MOBEACHUC KaXKJA0Io0 CEpBHCA B HOBOU HOIC.
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2. Crexm U Cepeuctl

{

Pucynok 24 — OxHo CTekH U CEpBUCHI

Btopas gacts uaTepdeiica «Banmumanus» (pUCYHOK 25) mpeacTaBiseT coO0H MOIaroBbli
MPOLECC HACTPOMKM ABTOMATHYECKOW IMPOBEPKA W 3amycka cHCTeMbl. OH TMOCIIEIOBATEIIHHO
MIPOBEPSIET KOPPEKTHOCTh BCEX MPEIBAPUTEIBHBIX HACTPOEK: MOCTYIMHOCTh M IMOJITOTOBKY Oa3bl
naHHbIX, Redis, Bcex monkioueHHbIX Xpanunuil (core, mail, dav, archive), coxpanenue UToroBoi
KOH(QUTYpaIlMi W, HaKOHEIl, 3aIyCK U MPOBEPKY paboTOCIOCOOHOCTH BceX cepBUCOB. Kakmbrit
JTal MOMEYeH WHIUKATOpPOM [awaiting], 4TO MO3BOJSET aIMUHHCTPATOPY B PEajbHOM BPEMEHHU
HaOMIOaTh 3a XOAOM Ppa3BEPTHIBAHWS M BAJIMJAIMK HOBOTO Yy3Jia MEpell BBOJAOM €ro B

HKCILTYaTalHIo.

Pucynok 25 — Oxno Banunanus
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OKHO oOecreunBacT IOIIaroBhIi Hoaxon K KOH(i)I/IpraHI/II/I y3ia, O6’I>CI[I/IH$[$[ BCC KJIFOYCBEIC

HaCTpOﬁKH B OJHOM MCCTC AJIA YI[06CTB& AIMUHUCTpATOopa.

Untepdeiic «VYnaneHHslid cepBep» (PUCYHOK 26) mpencTaBisieT cOO0M KOMIAKTHYIO

UH(GOPMAIIMOHHYIO MTaHENb COCTOSHUS YAAIEHHOTO cepBepa.

10.30.105.13

HEALTHY

RAM

14.7%

8 CORE 5 MAIL

8 DAV & ARCHIVE

MOHUTODAHI Yrpasneque

T Ynanums Xoct

Pucynok 26 — OkHO «YnaJleHHbIN cepBep»

B meHTpe BHMMaHHMS — KJIFOUEBBIC TMOKa3aTeiM PabOTOCTIOCOOHOCTH M HArpy3Kd y3ia
DeepMail: craryc «HEALTHY» (ucnpasen), IP-agpec (purypupyer B kadecTBe MpUMEpa),
TEKyIIas 3arpy3Ka MpoIiieccopa U orepaTuBHOM MaMsTH, a TAKXKE KOJIMYSCTBO aKTUBHBIX CEPBUCOB.

Hwxe nepeuncnensl noaxmtou€éHHbie k Hoae xpaHwiuiia gaHHbix (CORE, MAIL, DAV,
ARCHIVE).

Wutepdeiic 3aBeprmacTcs OoKaMu  JICHCTBUH Ui  TIEpexola K  PacCIIMPEHHOMY
MOHHUTOPHHTY, VyIPABICHUIO CEPBEPOM M €ro YAAJIEHUI0O U3 CHUCTEMBL. TO TIO3BOJSET

AJIMUHHUCTPATOPY 6I)ICTpO OLICHUTH COCTOAHUEC XOCTa U BBIITOJIHUTH H€O6XOJII/IMBI€ orncpanuu.

[lpy HaxkaTUM Ha KHOIKY OTKPOETCSI OKHO C METPUKaMHU II0

MOHHUTOPHUHI'Y CHCTCMBEIL. OxHo npeaACTaBIACT co0Oi maHeJb KOMIUIEKCHOI'O MOHHUTOpPHUHIA
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I/IH(I)paCTp}/'KTypI)I, NpCaIHA3HAYCHHYO OJIs1 OTCIIC)KHBAHUA COCTOAHUA CCTCBBIX KOMIIOHCHTOB H

MCIOJIb30BaHUS KIIFOUEBBIX PECYPCOB CUCTEMBI (PUCYHOK 27).

Pucynok 27 — OxHo MOHUTOPUHT UH(PPACTPYKTYpbl/ YIaleHHbIN cepBeEp

Jlannelii  uHTEpdeiic mnpeacraBiser coOOW KOMIUIEKCHYIO IaHENb MOHHUTOPHHIA
UHQPACTPYKTYPHl, CHOKYCHPOBAHHYIO HA OTCIIEKUBAHUM IPOU3BOIUTEIBHOCTH KOHKPETHOTO
YIAIEHHOTO cepBepa.

Wurepdeiic paznenén Ha moruyeckue OIOKH, 00eCIeunBalONIie MHOTOYPOBHEBBIN aHATIN3
COCTOSIHUSI cHCTeMbl. B BepxHeil yacTu npejacTaBlieHa CBOJAHAs MH(OpMAIUS O XOCTe: BbIOpaH
MOHUTOPUHI «YIaJIECHHOTO cepBepay» (CM. pUCYHOK 27), TaKkKe MOXXHO MOHUTOPUTH «CEepBUCHI»
(cM. pucyHOK 28) u «XpaHuua» (cM. pUCyHOK 29). 3To 103BOJISIET MTHOBEHHO OLIEHUTH OOIILYIO
paboTOCIOCOOHOCTH y37a.

[leHTpanbHOE MECTO 3aHUMAIOT JUHAMHUYECKHE IPa(UKH 3arpy3KU KITIOYEBBIX PECYPCOB —
nporeccopa (CPU) u oneparuBHoit namatu (RAM). I'paduku oToOparkaroT M3MEHEHHSI METPHUK 3a
BBIOpaHHBIN MeproA (10 YMOTUAHHUIO «TIOCIeTHIE 12 9acoB»), YTO MOMOTAET BBISBIATH TPEHIBI U
aHOMaJIuu B MOTpeOJieHnn pecypcoB. Bee maHHbIe MPeACTaBIEHbI B IPOLEHTaX UCIIONb30BAHMS, a
BpPEMEHHbIE METKU cTaHaapTusuposanbl B popmare UTC g eannooOpasus.

Jnst tmyOokoro aHaiu3a JOCTYIEH JAETATM3UPOBAHHBIM MPOCMOTP Ka)XAOr0 MOKa3aTels.
Hanmpumep, npu BbiOope mnamsatu (RAM) oOTkpeiBaeTcs chHelMalIW3UPOBAHHBIM BHI C
KOHCTPYKTOPOM T'paHKOB, TJie MOXXHO HACTPOUTH OTOOpakeHHE NAaHHBIX 3a mepuof 10 30 qHei,

CPaBHHUTb pPa3Hble BPEMEHHbBIE OTPE3KU U IKCIIOPTUPOBATh MH(OPMALIUIO AJI BHEIIHETO aHAJIN3A.
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WuTepderic cHaOXEH MOACKa3KaMH, MOSICHIIOIUMHI eAMHUIBI n3MepeHus (npoueHTsl st CPU u
RAM, Mb/c nns mpomycKHO#M CIOCOOHOCTH XpaHUIIHUIIA).

Takum 00pa3oM, MaHENIb COYETACT OMEPATHUBHBIN 0030p «KUBOTO» COCTOSHHUSI XOCTa C
MOIITHBIMU HHCTPYMEHTAMHU PETPOCIICKTHBHOTO aHAIHM3a, TIPEI0CTABIISSI aIMUHUCTPATOPY MOTHBIN
KOHTPOJIb HaJ| IPOU3BOUTEIHLHOCTHIO HHPPACTPYKTYPHI.

WuTepdeiic MOHUTOpPWHTAa CEpBUCOB (PUCYHOK 28) TMpencTaBiseT co0OW MaHelb
MOHHUTOPUHTA COCTOSIHHSI CEPBUCOB YIAIEHHOTO CepBepa, OOBETUHSIONIYI0 WH(GOPMAIHIO O

paboTOCIOCOOHOCTH OTNIEIBHBIX CITY>KO M MOTPEOICHUN UMH CUCTEMHBIX PECYPCOB.

YOANEHHbIW CEPBEP | cepsucal XPAHUIUWA

CEPBWChHI

CocrosiHne cepBuUCOB

Pucynok 28 — Okno Monutopunr/ CepBuchI

DKkpaH pa3nenéH Ha JBE CHHXPOHU3MPOBAHHBIC MO BpeMEeHH oOmacTu. B neBol yactu
otobpaxkaroTcsi rpaduku 3arpy3ku neHtpanbHoro mpoueccopa (CPU) u omeparuBHON mamsTH
(RAM) 3a nocnennue 12 yacoB, MoKa3bIBarolIuMe OOIee MOTPEOICHUE PECYpCOB CEPBEPOM B
JTMHAMUKE.

[TpaBbrit 60K MOCBSAMIEH HEMOCPEICTBEHHO COCTOSHHUIO CEPBHUCOB (HAMpUMEp, KaTaJoTH,
3asgBKH, Takch). Jlms Kaxkmoro cepBuca TMpEACTaBICHA I[BETOBas BpPEMEHHAs IIKaia,
BU3yaJIM3UPYIOLIasi MCTOPHIO €ro paboTOCIOCOOHOCTH 3a TOT ke 12-dacoBoi mepuoa. ITo
MO3BOJISICT MOMEHTAJIBHO COOTHECTH BCIUIECKH WJIM TIaJICHUS MOTPEOJICHHUS PecypcoB (CieBa) ¢
M3MEHEHHMSIMH CTaTyCOB KOHKPETHBIX CITyXkO (crpasa).

s TmyOoKoro aHanmm3a AO0CTYINEH AETaTu3WpOBAaHHBIA MPOCMOTP KaKIOTO TOKa3aTelsl.

Hanpumep, npu BbiGope mnamsatdé (RAM) oTkpbIBaeTcsi cCleUUaIU3UpPOBAHHBIN BHI C
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KOHCTPYKTOPOM TpaMKOB, IJIe¢ MOXXKHO HACTPOUTH OTOOpa)KeHUE aHHBIX 3a nepuon a0 30 gHeid,
CPaBHHUTb Pa3HbIe BPEMEHHbBIE OTPE3KU U IKCIIOPTUPOBATH HH(GOPMALIUIO AJI1 BHEIIHETO aHAJIN3A.
Nurtepdeiic cHa®xEH moacKa3KaMu, MOSICHAIOIIUMU eIUHULIBI u3MepeHus (mpoueHtsl st CPU u
RAM, Mb/c nas mpomycKHO#M ClIOCOOHOCTH XpaHUIIHUIIA).

Takum o0Opazom, mHTepdelic obecreunBaeT KOMIUIEKCHBIN aHalu3, Ii€ aIMUHUCTPATOP
MOKET OJIHOBPEMEHHO HAOIONaTh KaK OOIIYI0 HArpy3Ky Ha CHUCTEMY, TaK U JIETalbHYI0 KapTUHY
JOCTYITHOCTH KaXJ0TO CEPBHCA, BHISBIISA MPSMbIC 3aBUCUMOCTH MEXy HUMHU (CM. PUCYHOK 28).

WuTtepdeiic MoHuTOpHHTa XpaHwiuia (pucyHok 29) mpencrtaBiseT coOOW MaHelb
MOHHUTOPHHIA XPAaHWUJIUII, OOECHEUYMBAIONIYI0 KOMIUIEKCHBIM KOHTPOJb HaJ COCTOSHHEM,

MPON3BOAUTCIIBHOCTBIO U MUCITIOJIB30BAHMEM AU CKOBOI'O IMPOCTPAaHCTBA HAa CEPBCPEC.

VAANEHHBIA CEPBEP CEPBHCHI L/xPAHanlllu\ \’\

XPAHUNTHUIWA

CocrosHue XpPaHWnuLy

MponyckHas cnocoBHOCTE XpaHUMMLL 3anonHeHHOGTE XpaHunnLy

Pucynok 29 — Oxkno MouuTopunr/ XpaHuiniia

DKpaH BU3yaJbHO Pa3/el€H Ha TPU KIIIOYEBBIE CEKIMM, KaX/aas U3 KOTOPBIX OTOOpaKaeT
JaHHBIE 3a €IUHBIM 12-yacoBoW Mepuoj, YTO MO3BOJSET MPOBOIUTH KOPPEJSALMOHHBIN aHAIN3
COOBITHI BO BpEMEHH.

B BepxHeit yactu mHTepdeiica mpeacTaBieH TpapuK COCTOSHUS XPAHWIUI, KOTOPBIA C
MOMOIUIBIO LBETOBBIX MHAUKaTOpoB (Hampumep, Healthy, Unhealthy) otoGpaxkaer uctopuio ux
paboToCOoCOOHOCTH. DTO MO3BOJISIET MTHOBEHHO OMPEAETUTH MEPHOABI BOSHUKHOBEHUS IPOoOIeM
C IOCTYNHOCTBIO IUCKOBBIX MAaCCUBOB.

[lenTpasibHass CeKUus TMOCBSIIEHa MOHUTOPUHTY TMPOIMYCKHOM crocoOHocTtu. Ha

JeTaNu3MpOBaHHOM rpaduke TMOKa3aHa NWHAMHUKa omepanuil ureHus u 3anucu (B Mb/c) mns
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kaxgoro tuna xpanuwnumia (Hanpumep, ARCHIVE, MAIL). D10 naér uérkoe NOHUMAaHHE
Harpy3KH Ha IOJICUCTEMY BBO/A-BbIBOAA U IIOMOTAET BBISABIISATH aHOMAJIbHYIO aKTUBHOCTb.

Hwxuuii  Onok oTtoOpakaeT 3aloJHEHHOCTh XPaHWJIUIL B IpoueHTax. [paduk
JI€MOHCTPUPYET, KaK U3MEHsUICA 00BEM 3aHITOTO0 MPOCTPAHCTBA HA Ka)KJIOM M3 OCHOBHBIX TOMOB
(CORE, MAIL, ARCHIVE) ¢ teueHnem BpeMEeHH, YTO KPUTUYECKH Ba)KHO JJIs IJIAHUPOBAHMS
PECYPCOB U MPEAOTBPALLEHNS UCUEPIIAHUs JUCKOBOTO IPOCTPAHCTBA.

Jlnst mmyOokoro aHanu3a JOCTYIEH JAETATM3UPOBAHHBIM MPOCMOTP Ka)XAOr0 MOKAa3aTels.
Hanpumep, npu BbiGope mnamsatu (RAM) oTkpbiBaeTcsi clienualu3UpOBAHHBIM BHUI C
KOHCTPYKTOPOM I'papUKOB, IJIe MOXKHO HACTPOUTH OTOOpakeHHE aHHBIX 3a nepuof 10 30 nHei,
CPaBHHUTb Pa3HbIE BPEMEHHbBIE OTPE3KU U IKCIIOPTUPOBATH MH(OPMALIUIO AJI BHEIIHETO aHAJIN3A.
WnTepdeiic cHaOXEH MOACKa3KaMHU, MOSICHAIOIKUMU eAUHULBI u3MepeHus (nmpouenTs! st CPU u
RAM, Mb/c nis nponyckHOM clTOCOOHOCTH XpaHUIIHILA).

Takum ob6pazom, uHTepdeiric oObenIUHSET TPU aCHEKTa MOHUTOPHHIa — JOCTYIHOCTbD,
MIPOU3BOJUTENIBHOCTh U €MKOCTh — MPEJOCTABISIS aAMUHUCTPATOPY LEIOCTHYIO M HAMISIHYIO
KapTHUHY 3/I0POBbsI TUCKOBOH MOICUCTEMBI (CM. PUCYHOK 29).

Jlns ynpaBieHUST MOHUTOPUHTOM B OKHE «YIaJeHHBIA cepBep (CM. PHUCYHOK 26)

HeO6XOI[I/IMO HaXaTb KHOIIKY .

[Tanens ynpaBneHUss MOHUTOPUHIOM TPEICTABISAET COOOM IIEHTpaTu30BaHHbIN HHTEepdeiic
YOpPaBJIEHUS W MOHUTOpPUHIA KOHKpeTHoro xocta DeepMail, oO0beauHsIONMI KIHOUYEBbIE

MoKa3arelsid ero paboToCIOCOOHOCTH M MPOU3BOIUTEILHOCTH B peallbHOM BpeMeHH (pucyHok 30).

MaHenb ynpaenexua ‘ 10.30.105.13

10.30.105.13

HEALTHY

XpaHunuwa

CORE
e L
26.0 KBis

1.3 GBIs
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MAIL

409.8 KB/s

210.1 KB/s

DAV

26.0 KBis

1.3 GBIs

Pucynoxk 30 — OkHO yIipaBieHUss MOHUTOPUHIOM
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B BepxHneit yactu orobpaxkaercst oomuii ctatyc xocta (HEALTHY) ¢ Tekymieit 3arpy3koi
nporeccopa, a Takke uaeHTuduKarop cucteMol. CreoM UAET OJI0K KOHTPOIIS XPaHUIIUILL, TAE JUIs
kaxgoro Toma (CORE, MAIL, DAV, ARCHIVE) ykazaHo cocTtosiHue JOCTYMHOCTH. 3/I€Ch K€
IIPEICTABICHBl arpeTUPOBAHHBIE METPUKUA CKOPOCTH YTEHUS W 3alMCH JAHHBIX, YTO IO3BOJISET
MIHOBEHHO OLIEHUTh HAarpy3Ky Ha JMCKOBYIO MOACUCTEMY.

OcHOBHYI0 YacTh UHTEpdeiica 3aHUMAeT AeTAIU3UPOBAaHHAs TaOIHIIA COCTOSTHUSI CEPBUCOB.
Jlia kaxnoro cepsuca (ADMIN, SMTP, IMAP u 1.1.) npuBeieHbl TOUHBIE 3HAUEHUS TOTPEOICHUS
pecypcoB CPU u omneparuBHOW mnNamMsATH B MPOLEHTAX, KOJIMYECTBO AKTUBHBIX CETEBBIX
NOJKIIFOUEHUH W MHIOUKATOP 3I0pOBbS. JTO JAET aAMUHUCTPATOPY IMOJHYI KapTHHY
pacnpeneNieHusl pecypcoB MeEXAy KOMIIOHEHTAaMU CHUCTEMbl M TIOMOTaeT OBICTPO BBISIBUTH
MPOOIEMHBIE CITYXKOBI.

Takum oOpa3zoMm, maHelb OOECHEeYMBAaET KOMIUIEKCHBIM OIepaTuBHBIA 0030p, coyeTas
CBOJIHBIE JIaHHBIE O 3I0POBBE y3Jia C AETAIbHON aHAJIUTUKOMN M0 KaXKJIOMY CEPBUCY, UTO SBIISIETCS

OCHOBOH 11151 3(()EKTUBHOTO yHpaBieHUsI UHPPACTPYKTYPOIl.
3.2.2 KypHajbl

Pasnen « Xypnaner» B nanenu ynpasienus DeepMail npenocTaBisieT aqMUHUCTPATOPY BA
OCHOBHBIX PEKUMa: IPOCMOTP JIOTOB B PEATBHOM BPEMEHH (M apXUBHBIX ) M BBITPY3KY OTOOPaHHBIX
3anuceil Bo BHENIHUM ¢aiin. O6a pexuMa UHTETPUPOBAHBI B €ANMHBIA HHTEP(EHC, YTO MO3BOJISIET
OINEpaTUBHO aHAJIM3UPOBATH COOBITUSL CUCTEMBI M COXPAHATh UX JUIS MOCIEAYIOLIEr0 ayluTa Win
nepenayu B cucteMol kiiacca SIEM.

OcHOBHOE OKHO pa3lieJieHO Ha TpH (YHKIMOHANbHbIE 00nacTu. B neBoil yactu HaXoauTcs
cucok «VCTOYHUKMY, TJIe MePeUUCIIeHbl BCe Y3JIbl HHPPACTPYKTYPHI: yIaJIEHHbIE CEpBEPhI ¢ UX
[P-anpecamu (manpumep, 10.30.101.195), a taxxke ciayxeOHble ucTouHuKH global (cuctemubie
coObITHs) U migration (Jiorn Murpanuu). PAaoM ¢ KaXIpIM HCTOYHUKOM YKa3aHO KOJUYECTBO
zamuceit (12/20 — 12 HoBbIX, 20 Bcero). ATIMUHUCTPATOP MOKET BEIOpATh KOHKPETHBIN XOCT, YTOOBI
CY3UThb BBIOOPKY, 100 OCTaBUTH 3HaUeHHE «Bce XocTh» A1t mpocMoTpa COOBITHI CO BCEX Y3J10B

(pucynok 31).
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lNaHenb ynpaBneHus ‘ HKypuans by Boirpy3uTts Apxus

MpocmoTp noroe

WeTouHnKU

100
Bce XoCThl
10.30.101.195: 12720 10.30.101.196: 220 M crimcAL MERROR MWARNING MauDiT BiNFO M DEBUG @ Realtime

global: 7/0 | migration: 1/0

Peaynbratkl

Bce HCToYHMIM
INFO 101.195 20 min.log
10.32 [87/May/2826:19:11:67 +6308] "GET /ui/system/logs HTTP/1.1" 208 49938 “https://deepmail.tokyo/ui/user/settings”
17.04 2026 "Mozilla/5.@ (Windows NT 1@ ne64; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/146.8.0.€ YaBrowser/26.4.0.@ Safari/537.36"

06.05.2026 INFO
119 fuifuser/settings HTTP/1.1" 200 16767 "https://deepmail.tokyo/sso/login™ “"Mozilla/5.e
@D BroYnTL apXMBLI i a; ;X6 i (KHTML, like Gecko) Chrome/146.6.8.8 VaBrowser/26.4.8.8 Safari/537.36"

INFO

10.32 [@7/May/2026:10:11:04 +638@] "GET /ui/ HTTP/1.1" 382 221 "https://deepmail.tokyo/sso/login” "Mozilla/5.8 (Windows NT 18.8;
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.6.8.8 YaBrowser/26.4.8.8 Safari/537.36"

Pucynok 31 — Okno Xypuainsl/ [IpocMoTp j0r0B

LlenTpasibHass maHeNlb COAEPKUT SIIEMEHTHl YIPABIEHUS BPEMEHHBIM JIUANa30HOM.
[Tepexmouarens «Tekymue 1oru» Mo3BossIeT HAOIIOAATh MOTOK COOBITUN B PEaIbHOM BpPEMEHU
0e3 orpaHnyeHuil mo pgare. Ecium HeoOXoAMMO oOOpaTUThCA K COXPAaHEHHBIM JKypHalawm,
UCHOJb3yeTCs onuus «/luamna3oH apXuBoB» — akTUBHPYIOTCS MO BBIOOpa HauaIbHON U KOHEUHOU
natel (hopmar JA.MM.ITIT). Yexkbokc «BxmounTh apxuBbl» 00BEOUHSAECT 00a pexHUMa,
BBIMOJIHAS TIOWCK OJAHOBPEMEHHO MO TEeKyUIMM (ailaM M apXUBHBIM 3alMCIM 32 YKa3aHHBIN
MHTEPBAJL.

[IpaBas o0nacTh BBIBOAMT pe3yJbTaThl MOMCKA. B 3aronoBke TaOmuibl O0TOOpa)aroTcs
CITy’)KeOHbIE CBEJCHMsS: 00Iee KOJIMYECTBO HaMIEHHBIX CTPOK, BpeMs BBIIIOJHEHMs 3arpoca (B
MUJUIMCEKYH/JIaX) U MpUMedaHue 00 oOpe3aHuu AIMHHBIX cTpok. Kaxaas 3amuchk npejacraBieHa
CTPYKTYpupOBaHHOU cTpokoil: ypoBeHb BaxkHOCTH (INFO, WARNING, ERROR), [P-aagpec y3na
win uMd (aiina xxypHana (Hanpumep, admin.log), BpemenHas Mmetka B ¢opmare ISO, a 3atem
JeTanbHOE COOOIIeHNe — AaTa U BpeMs B JokanbHOM Qopmare, [P-anpec knuenrta, meroq HTTP,
URL, xonm otBera, pedepep U CTpoKa areHrta. lakoe MpenCTaBICHHE IO3BOJISIET OBICTPO
UACHTU(PUIIUPOBATH UICTOYHUK COOBITHS U €r0 KOHTEKCT.

HpI/I HCO6XOI[I/IMOCTI/I COXpPAHUTH JIOTU JIA BHCUIHCTO daHAJIN3a aAMUHUCTPATOP OTKPBLIBACT

okHO «HacTpolku BBITpY3KH» (PUCYHOK 32) Ha)kaB KHOTIKY (cM. pucyHok 31).

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 52 u3 194



HacTpoiku BbIrpyaku

Bribpar. Bece H OYHCTHTE ‘

10.30.101.195 1220
10.30.101.196
global 7/0

migration 1/0

@ Bnouatsh apXmMBLI B BLITPY3KY

17.04.2026 06.05.2026

Hauats Buirpy3ky

Pucynok 32 — OkHO HACTPOMKHU BBITPY3KH KYpPHAJIOB

B sTOoM OKHEe mpencTaBiieHbl BCE JOCTYNHbIE MCTOYHUKU — T€ K€ XOCThl M CITy:KeOHbIE
OOBEKThI, YTO U Ha IVIaBHOM 3KpaHe. JlJi1 KakJoro MCTOYHMKA YKa3aHO KOJIMYECTBO 3arucei
(manpumep, 10.30.101.195: 12/20). MoxHO BBIOpaTh HECKOJBKO XOCTOB OJIHOBPEMEHHO,
MCIIOJIB3Ysl YEKOOKCHI, MJIM BOCTIONB30BaThcs KHOMKaMu «Briopats Been n «Ounctutby. Takxke
noctyneH ¢uaxok « BkiatodaTs apXuBbl B BBITPY3KY» — €CJIM OH YCTaHOBJIEH, B BHITPY3KY MOMAayT
Y apXUBHBIE 3aIlMCHU 32 YKAa3aHHBIN NMEpPUOJ, U TeKylue joru. Jlanee 3agaoTcs 1ata apxuBa OT U
JlaTa apxuBa 0 — 3TUM OTPAaHUYMBAETCS BPEMEHHON MHTEpBaJl BRITPYXaeMbIX coObITHil. [locie
HACTPOWKH MapaMeTpoB Hakatue KHonku «Hauate Boirpy3ky» umHuUnuupyer cosnanue (aiina.
Cucrtema cobepér Bce 3ammcy, COOTBETCTBYIONIME BBIOPAHHBIM XOCTaM W JAMAINa3oHy Jatr, U
MPEIJIOKUT CKadaTh MOJyYeHHBIN apXuB B YIOOHOM JUIsl TaJbHEHIIEro UCIoib30BaHus (hopmare
(0OBIYHO TEKCTOBBIM (ailm wiIM apxXuB ¢ Joramu). JTa (yHKIUS OCOOCHHO TMOJe3Ha s
MIPEeIOCTABICHUS KYPHAJIOB CIIy)kKO€ TEXHMUYECKON MOIJCP’KKU, JJIi MHTErpaldyd C BHEIIHUMHU

aHaJIn3aTopaMH WK I BBITTOJTHCHUA Tp€6OBaHHfI 10 XpaHCHUIO JIOT'OB.
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3.2.3 Peno3uropuid

WuTepdeiic ymnpapneHuss peno3uTOPUSIMU TMPEACTABISIET COOOM MaHeNb YNpaBICHUS

BHYTPEHHHM pENO3UTOpUEM 00pa30B KOHTEHHEepoB I cucteMbl DeepMail (pucynok 33).

MaHenb ynpasneHus ‘ PeroauTopuit

3arpysuTte 06PA3
obpas

PenosuTopui

BuibGepuTe 00paz Browse @ 3arpysutb O6pas

HMA BEPCHMA PA3MEP OBHOBNEHO YAANATL OBPA3

admin

antispam

auth

clamav

fetchmail

front

imap

Pucynok 33 — OkHO ympaBlieHUSI PETO3UTOPUSIMHA

OcHOBHOE Ha3Hau€HUE TMAaHEIW — L[EHTPAJU30BAaHHOE XPAHWINLIE W YIPABICHUE
IUCTpUOYyTUBaMU BCEX CEPBUCHBIX KOMIIOHEHTOB (admin, antispam, auth u T.1.). UHTepdeiic
pas3zenéH Ha JiBe KitoueBble ()YHKIIMOHAIBHBIE 30HBI.

B BepxHel yacTu pacronokeH HHCTPYMEHT JIJISl 3arpy3KH HOBBIX 00pa30B B PETIO3UTOPHIA.
AJIMUHHCTPATOp MOXKET BBHIOpATh TOTOBBIM 00pa3 uepes none «Bridepute o0pa3» wim 3arpy3uTh
€ro HaIlpsMYIO C JIOKAJIbHOIO KOMIIBIOTEPA, UCIIONb3Ysl KHONIKY « Browse» u moaTBepAuB AeiicTBHE
KHOMKOH «3arpy3utb O0pa3y.

HwuxHioro yacTe 3aHMMaeT Tabnmuia yxke 3arpykKeHHbIX o0pa3oB. [[ns kaxaoro obpaza
yKa3aHbl €ro UMsl, BEepCcusi, pa3Mep, Jara NocjieqHero oOHOBIEHHS U MPEAYCMOTPEHa KHOMKA JIJIs
yoaneHus. OTO TMO3BOJSET aAMUHHUCTPATOpPY JIETKO OTCIEKMBATh AKTyallbHbIE BEpPCUU
KOMIIOHEHTOB, YIIPABIATH JUCKOBBIM MPOCTPAHCTBOM M MOJJIEPKUBATH MOPSAJOK B OMONMHOTEKE
00pa3oB.

Takum oOpa3oMm, mMmaHenb OOECHeYMBAECT MOJHBIA LUKI YHOPaBICHHUS MPOrPaMMHBIMU
KOMITOHEHTaMu Kiactepa DeepMail: ot qo0aBieHUsT HOBBIX TUCTPUOYTHUBOB 10 KOHTPOJISI BEpCUI

Y OYHUCTKU yCTapeBIINX 00pa3oB.
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3.2.4 Xpanuauia

Wurepdeiic ympasnenus xpanunumiamu (pucyHok 34) mpezacraBiser coOoi maHenb
VIOpaBiICHHUA TOAKIIOYCHHBIMH XpaHWIuImamMu B cucteme DeepMail, obecneunBaronryro

HeHTpaJII/I?)OBaHHLIﬁ KOHTPOJIb HaZl JUCKOBBIMHU pECypCaMu.

MaHenb ynpasneHus XpaHunuuie + [lobasutb XpaHunuuie

CORE ID: 1 MAIL 1D:2 DAV 1D:3
Mporoxon: nfs Mpotokon: nfs Mporoxon: nfs

10.30.105.12 10.30.105.12 10.30.105.12

£ Viamennts 1 Yaanurs £ ViamennTs £ Vismennts

ARCHIVE ID: 4

Mpotokon: nfs
10.30.105.12

£ Viamennts 0 Yaamrs

Pucynok 34 — OkHO ynpaBieHus! XpaHUIHILAMA

Oxno crpynnupoBano mno Tumnam xpanwinil: CORE (cucremubie nanasie), MAIL
(nouroBsie smukn), DAV (kanennapu u koHTaktel) © ARCHIVE (apxuBsbl). [Ins kaxmoro tuna
0TOOpaXkaeTcst XOCT, K KOTOPOMY OHO MPUBS3aHO, U €r0 Ha3HAYECHUE.

[Ton Ka»apIM TUTIOM XPAHMWJIMINA CIIUCKOM BBIBOMASITCSI KOHKPETHBIC TOUKHU MOAKITIOYCHUS
(ID) ¢ ykazaHueM HCIOJIB3YyeMOTo ceTeBoro mporokona (Hampumep, NFS). Hamportus, kaxmoro
AJIEMEHTa JOCTYIHBI KHOMKH «M3MEHUTH» U «YHAAIUTh», MO3BOJSIOLIME MEPEHACTPOUTH WIIU
OTKJIFOYUTH KOHKPETHOE XPaHWIHILIE.

B mpaBoM BepxHeM yIy HaxomuTcsi KHOmMKa «J[00aBUTH XpaHHUIIUIIE» TMO3BOJISIONIAS
100aBUTH HOBOE XPAaHUJIUIIIE.

Taxum o6pazom, nHTEpdEiic MpeaOCTaBIIECT AIMUHUCTPATOPY HATNISIHYIO HEPAPXUIO BCEX
JUCKOBBIX PECYpCOB CHUCTEMBI C BO3MOXHOCTBIO JIETAJIBHOTO  YIPABICHHUS  KaXKIIbIM

MOAKJIIOUEHUEM.
3.2.5 Ba3bl JaHHBIX

Wnrepdeiic ynpaBneHus 0a3aMu JaHHBIX MPEICTABIIET COOOW MaHENTb YHpPaBICHHS

CUCTEeMHBIMHU 0a3aMu JaHHBIX U KJIacTepHbiMU cepBrucamu B DeepMail (pucyHnoxk 35).
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MaHens ynpaenexuA | Basw aasm

HaCTpoﬁKh Postgres n Redis

‘OCHOBHOE XpaHUNULLE METalaHHbIX Knacrep kewa
Yaanewuii cepaep
Yaen#1

Yaen Net — xoer

10.20.105.85

Ysen#2

Pexum SSL Ysen N2 — zocr

10.20.105.85

Pucynok 35 — OkHo ynpaBneHus: 6azaMu JaHHBIX

OH pa3nenéH Ha JBE OCHOBHBIE JIOTUYECKHE CEKLUHU, Kaxaas U3 KOTOPBIX OTBEYAeT 3a
HACTPOMKY KPUTHUECKH BaXKHOI'O KOMIIOHEHTa UH(PACTPYKTYPHI.

B Bepxueit yactu pacnonoxena kondurypanus PostgreSQL (PEXXHMM POSTGRES),
KOTOPBIN BBICTYIIAET B POJIM OCHOBHOI'O PEJIILIMOHHOIO XPaHWININA JJII METAJaHHBIX CHCTEMBI.
3nech aIMUHUCTPATOP MOKET 3a/1aTh TapaMeTphl MOAKIIOUEHUS K yaaéHHoMy cepBepy: [P-anpec,
MOPT, YYETHBIE JaHHBIE TOJIH30BATENS U HACTPOUTH MOJUTHKY HCIIOJIb30BaHuUs mudpoBanus SSL
IUIA 3allWThl nepeaaBaeMblx NaHHbIX. KHomka «Coxpanuths Postgres» mMo3BosisieT NMPUMEHUTh
M3MEHEHUS.

Hwxusisa cexmus nocssiteHa Hactpoiike kinactepa Redis (KJIACTEP), ucnionb3dyemoro ass
KAUIMPOBAHUS M OpraHu3aluu odepenen coodmenuid. Mutepdeiic mo3BosiseT CKOHPUTYpUpPOBaTh
HECKOJIBKO y3JI0B KJlacTepa (B IpUMepe — TPH y31a), yKa3as JUlsl KaXA0r0 XoCT U opT. Taxxke 31ech
3amaéress OOmMi Mmaponb Ui JOCTyna M OmIus uchoiib3oBaHus SSL, uyto obecrneunBaeT
0€30MacHOCTh B3aUMOJCHCTBHSI MEX/1y KOMIIOHEHTaMH CUCTEMBI.

Takum o6pa3om, uHTEpQEHC NPenOCTaBISET aJAMUHUCTPATOPY LEHTPATU30BAHHBIN U
HaIJISIAHBIA MHCTPYMEHT JUIs yrhpasiieHus: Bcel backend-undpacTpykTypoil XpaHeHHs TaHHBIX,

0O0BbEINHSISI HACTPONKN OCHOBHOTO XPAaHWIIUIIA U PACHIPEACIIEHHOTO KAIIIa B OJJHOM MECTE.
3.2.6 IIpoduin

Wutepdeiic ymnpaBnenuss mnpoduiasiMu mpeacTaBiseT co0oOl TaHenb  yNpaBiICHUs
npodunsimMu koHpuUrypauuu B cucreMe DeepMail, npeaHazHaueHHYIO AJi1 LEHTPAIU30BAHHOTO

CO3/1aHHUs, PEIaKTUPOBAHUS U pAaCIPEICICHHsI HACTPOEK MEX1y cepBUCaMU (pPUCYHOK 36).
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MaHenb ynpaeneHua ‘ Mpochuny

4

nPoSMNN

PooUnn

3arpy3uTte 3KcrnoptupoBaHHbii JSON-naket

BuiGepuTe JSON npocmna @ Wmnopr

IMAP SFTP SMTP

imap-default sftp-default smtp-default

[ Coanavo: 2026-03-24 ) Msmeseno: 2026-03-24 £ Cosnawo: 2026-03-24 1 Viameneno: 2026-03-24 £ Cosaario: 2026-03-24 @ Visueneno: 2026-03-24

2 Vamennms & Sxenopr 0 Yaanums 2 Vamennms & Oxcnopr 0 Yaamm 2 Viswenms & Sxcnopr O Yaanum

Pucynok 36 — OkHo ynpaBieHUs: TpopuIssMu

[lanens pasneneHa Ha JABEe KIIOYEBbIE (PyHKUIMOHANbHBbIE 30HBI. B BepxHel wacTu
oToOpaxkaeTcsl CIMCOK CYHIECTBYIOIMUX npoduiei (Hanpumep, npoduns IMAP). [lns kaxmoro
npoduis yka3zaHa ciayxkeOHas uHQoOpMalusa: [gaTa CO3JaHHs, IOCJIEIHET0 OOHOBICHUS W
BO3MOXKHOCTh JI00aBUTh KOMMEHTapHil. PSaoM ¢ KaxkapiM mpodusieM JOCTYIHBI KHOIIKU JJIS €ro
M3MEHEHHsI, dKCHopTa B (ailn m ymanmeHus, 4TO OOECHeYMBACT TOJMHBIA MK YIPABICHUS
koHpUrypanusimu. M3smeHeHue koH(Urypaiuii BEINOTHSIETCS 0€3 OCTAaHOBKHU CEPBHCA.

Hwxusis cexiusi mocpsiimeHa umnopty mnpoduieii. OHa MO3BOJSET 3arpy3uTh paHee
skcniopTupoBaHHbIil JSON-daiin ¢ HacTpoiikaMu, UcTob3ys KHOMKY "O0630p", ¥ 3aTeM IPUMEHUTh
ux, HaxaB "Mmnopt". DT0 ynoOHO JUIsi THpAKUPOBAHUS OIMHAKOBBIX HACTPOEK HA PA3HBIX y3Iax,
BOCCTAHOBJICHHS KOH(DHUTYpaIHii NI WX TIepeIaun.

Jlnst moGaBiieHrss HOBOTO Tpoduis HE0OXOMUMO B MPABOM BEPXHEM YTy OKHA HaXKaTb

KHOTIKY «/l06aBuTH mMpoduiany» . U BBIOpaTh cooTBeTcTBYOmUi npoduns IMAP, WebDav unu
SMTP, nocne 4ero 3arnoyHATH MOJIA U HaXKaTb KHONKY «COXpaHUTbHY.

Takum o0pa3oM, wuHTepdelc OoO0beqUHSET HHCTPYMEHTHI [UIsi PYYHOTO YINpaBICHUS
npoGUISIMA U MEXaHU3MBI JUI UX MacCOBOTO MUMITIOPTa/3KCIOPTA, IPEAOCTABIIAS aIMUHUCTPATOPY
ruOkui 1 3(pPeKTUBHBIN cTOCO0 PabOThI ¢ KOH(DHUTYpAITUIMU CEPBHUCOB.

JUis  KOppeKIMHM WM  yJAJICeHUs CYHISCTBYIOIIMX Tpodmied HEoOXoAuMO Ha

COOTBETCTBYIOIIEM PO N HaAKaTh KHOMKY «VI3MEHUTHY WIIH « YIAIUThY) COOTBETCTBEHHO.
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B DeepMail peann3zoBaHa [BYXypOBHEBasi CHCT€Ma XpaHEHMs YOAJIEHHBIX IIHCEM,
obecrnieunBaromias AONOJHUTEIbHYIO 3alMTy OT OKOHYaTeJbHOW noTepu AaHHBIX. [lepBbiit
YPOBEHb — 3TO CTaHAApTHasl KOp3MHA, JIOCTYMHAs MOJIb30BaTENIIM YEpE3 MOUTOBBIE KIMEHTHI U
BeO-uHTepderic. dusnuecku OHa pacrojaraercs B IojKartaiore /7rash mo4TOBOro SIIKKA
noas3oBarens. Korna nosip3oBarens OYMINAET 3Ty KOP3HUHY, INCbMa HE YNAJSIOTCS OE3BO3BPATHO,
a MepeMelIanTcs BO BTOPOM, CKPBITHI ypOBEeHb — Harky /Recoverable, koTopasi HaXOOUTCS B
CTPYKType TOro e siuka. JlocTyn K 3TOMYy YPOBHIO BO3MOXEH TOJIbKO Ha YpPOBHE (pailsioBoii
CHCTEMBI cepBepa U TpedyeT NPUBUIIETUH aIMUHUCTPATOPA.

JUji1 HacTpOWKM KOP3UH MEPBOro M BTOPOTO (CKpbITasi KOP3UHA) ypOBHEH, KyJa MONagatoT
nUMchMa U3 OOBIYHOM KOp3MHBI IIOCIE €€ OYHCTKH, TpeOyercs Ha mone npopuns IMAP
(cM. pucyHOK 36) Ha)kaTh KHONKY «V/I3MEHMTb» M B OTKPBIBLIEMCSI OKHE HACTPOHUThH MapameTphl

aBTOOYHCTKU KOP3UH (pUCYHOK 37).

ABTOO4MCTKA KOP3UHbI 1-r0 YPOBHA (AHM)

30

ABTOOMMCTKA KOP3UHbI 2-r0 YPOBHA (AHK)

120

Pucynok 37 — Hactpolika mapamMeTpoB aBTOOUHUCTKHU

[TapameTpbl aBTOMaTH4YECKOW OYMCTKH 000uX ypoBHel 3anatorcs B IMAP-npodune uepes
BeO-uHTEp(delic maHenu ynpapieHusi. AJIMUHUCTPATOP MOKET YCTAHOBUTH CPOK XPAHEHUS TTHCEM
B KaXJIOM U3 YPOBHECH, N0 MCTCUYCHUH KOTOPOTO OHHM OyJIyT OKOHYATEIBHO YIAJICHBI C CepBepa.
HacTpoiiku npumMeHstoTCs HEHTPAIM30BAHHO I BCEX MOJI30BATEIICH, NCIIOJIB3YIOMNX JTaHHBIN
podus.

Kop3una MIEPBOTO YPOBHS HAXOJUTCS B Tanke
/var/deepmail/mail/exemple@exemple.ru/Trash, KOp3uHa BTOPOTO YPOBHS HAXOJUTCS B TaIlKe
/var/deepmail/mail/exemple(@exemple.ru/Recoverable.

B nanke /var/deepmail/mail/exemple@exemple.ru/Recoverable/Deleted Items naxonsarcs
yIaJICHHBIC TTUChMa W3 KOP3WHBI TIEPBOTO YPOBHSI.

Ecnmu Bo3HHMKaeT HEOOXOIMMOCTh BOCCTAHOBUTh MHChbMAa W3 CKPBITOM KOP3WHBI,
aJIMHHHUCTPATOPY HEOOXOIUMO BBITIONHUTE CICAYIOIINE ICHCTBUS HAa CEpBEpE, TAC pasMemEH
TIOYTOBBI STIUK TOJE30BATEIIS:

- BHayaJie HEOOXOAMMO TMOJYYHUTh IpaBa MPUBWICTUPOBAHHOTO TMOJB30BaTeNs (root) u

nepeTy B KOpPHEBOM  KaTajor, TA€  XpaHsATcs  BCE  TMOYTOBble  SIIIUKH (IO
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yMoOJTYaHuto /mnt/deepmail/mail/). 3atem ciaeayeT BOWTH B KaTaJol KOHKPETHOTO IMOJIb30BATEINS,
Harpumep /test2@dmtestbfg.ru/.

BayTpu karanora moip30BaTelis pacioioKeHa CTPyKTypa mamnok. [y qoctyma kK muchbmam,
OKUJAIOIUM OKOHYATEJIBLHOTO YHalleHHus, HYXHO TepedTu 1o mytH /Recoverable/Deleted
Items/cur/. B 3ToM Katanore HaxonaTcs (aiibl, COOTBETCTBYIOUINE KaKJOMY yIAIEHHOMY TUChMY.
[IpocMOTpeTh UX CIUCOK MOXKHO CTaHJAPTHON KOMaHAou /s -/a.

JUis  BOCCTaHOBJIEHMS THUChbMAa WM BCEX THCEM HEOOXOOUMO  CKOIMPOBAThH
COOTBETCTBYIOIIHE (haitnpl 0OpaTHO B KOP3WHY IMEPBOTO YPOBHS, TO €CTh B Karanor /Trash/cur/
(TIONMHBIA TyTh W KOMaHAa cp -v * /mnt/deepmail/mail/nonvsoeamenv@oomen.ru/. Trash/cur/).
KommpoBanue MoXeT OBITh BBITIOJHEHO KaK UIs BceX (ailioB cpasy, Tak M BBEIOOPOYHO ISt
KOHKpeTHOro cooOmieHus. [locie 3aBeprieHuss KOMUPOBAHUS KPUTUUYECKH BaKHO BOCCTAHOBHTH
KOPPEKTHBIE TMpaBa JJOCTYIA: BJIANENbIIEM BCEX CKONMUPOBAHHBIX (AMJIOB JOKEH OBITH
MOJIb30BATENb Mail, a TPynno — man. ITO JOCTUTAETCS BBHIMOJIHEHUEM KOMAaHIbI chown ais
karajora /Trash/cur/ unu oTAENbHBIX (PaitIoB.

B kauecTBe MpoBEpKH PEKOMEHIYETCS BBHIBECTH CITMCOK TMEPBBIX HECKOJIBKUX (ailioB B
KOp3WHE TIEPBOTO YPOBHS U YOSAUTHCS, UTO MpaBa JOCTyIa yCTaHOBIEHHI kak 600, a Brajenen u
rpyIIia COOTBETCTBYIOT OXUAaeMbIM (mail u man). Tlocie 3TOro nuchbMa CTAHOBSITCS TOCTYITHBI
MOJIb30BATEINIO B €r0 CTAH/IAPTHON KOP3WHE, U OH MOXKET MEPEMECTUTH UX B JIOOBIC IPYTHE MaNKH
(mammpumep, «Bxompsmme» unn « OTIpaBIeHHBIE») CPEICTBAMH CBOETO IMMOYTOBOTO KIIMEHTA.

Takum oOpa3om, ABYXypOBHEBasi KOp3WHA MPEJOCTABISET aIMUHUCTPATOPY WHCTPYMEHT
U HaA&KHOTO BOCCTAHOBJICHUS NAaHHBIX MPH COXPAHCHHWH TOJIHOTO KOHTPOJS HaJ TpaBaMu
JIOCTyTa ¥ CPOKaMU XpaHeHUs1 HH(OpMaIIUU.

Jlnst HACTpOMKM pEeTPaHCISAIMOHHBIX ceTei, TpeOyercs Ha mone upoduns SMTP
(cM. pucyHOK 36) HaxkaTh KHONKY «VI3MEHUTBHY» M B OTKPBIBIIEMCSI OKHE HACTPOUTH MapaMeTphI

«Perpancnsiumonnsix cerei» npodunst SMTP (pucyHok 38).

PeTpaHcnAUWOHHLIE CETH

Pucynok 38 — Hactpoiika «PeTpaHCIALIMOHHBIX CETE»

B mone «PerpaHcnanmoHHble ceTW» HEOOXONMMO yKa3aTh HEOOXOAWMBIE CETH

<IP-adpec>/32, uepe3 3ansryIo.
Ba:kno! IP-anpeca yka3piBaroTcs uepes 3ansaryro 0e3 mpooesos.
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3arem TpeOyercs OTKpbITH (aitm mnt/deepmail/core/deepmail.env u B konie (aiina
100aBUTh CTPOKY:
RELAYNETS=<IP-aopec>/32
[Toce HaCTPOMKH PETPAHCISIIIMOHHBIX CETe HEoOXOAMMO Ha 00EHX HOMAaX MPOU3BECTH
nepe3anyck DeepMail, BBITIONHUB CIIeMYIONTNE KOMAH/IbI:
deepmail stop

deepmail start.
3.2.7 llouToBas ouepenb

WuTepdeiic ynpaieHus mouToBoi odepenpto (pucyHok 39) mpeacrasiser coboit maHelb

MOHHUTOPHHIA U YIIPABIEHUS OYepeblo UCXosuIeil mouTsl Ha ykazaHHoM SMTP-cepBuce.

MouTtoBas o4yepenb ‘ YnpasneHue o4epeabio

SMTP Service | 10.30.105.13 v Ompasums Bce  Yaanums Bee

Mokazats | 10 3anucei Mowcx:

Cratyc t Pazmep (6aiTu) Hcrexio Ompasurens Tonysarens

[aHsie oTcyTCTBYIOT

Moxasans! ot 0 40 0 ua 0 sanwcedt

Pucynoxk 39 — Ilanenp ynpaBiaeHus IOYTOBON OYEPEIBIO

OCHOBHY10 YaCTh OKHA 3aHMMaeT TalJInIa, 0TOOpakaoas TEKyIIUe MIUCbMa, OKUAI0IINe
ornpaBku. JlI1 KakJIOro »5sJ€eMEHTa O4Yepeau IUIAHUPYETCS ITOKa3blBaTb €ro YHUKAJIbHBIN
UICHTU(PUKATOP, BpeMs IOCTaHOBKH, pa3Mep, CTaTyc (HalpuMep, UCTEKIIO JIH BpeMsl O’KUaHus),
ajZipec OTIpaBUTENS U Modydarens. B Tekymuit MOMEHT odepepb ImycTa, 0 4éM COOOIIaeT 3auch
«/laHHBIE OTCYTCTBYIOT».

Han Tabnuuedl pacmosioXeHbl SJIE€MEHThI YIPaBIIEHUS JUIsl HACTPONKH OTOOpa)KeHus
(KonMuecTBO 3aMKceil Ha CTpaHUIIE) M HABUTAaLMU MEKy cTpaHuiiamu. [1og Tabnuueit pa3MenieHsl
KHOIIKM ISl MacCOBBIX OIlEpalil: IpUHYIUTENbHAsT OTIPABKA BCEX MHCEM B OYEPEI W MOIHAs
OYMCTKA O4YEpEeH.

Takum 00pa3zoM, naHesb MPEJOCTABIAET aIMUHUCTPATOPY MHCTPYMEHT JUIsl BU3YaJIbHOIO
KOHTPOJISI TOYTOBOTO MOTOKA, PYYHOTO YIPABJICHHUS TPOOIEMHBIMU COOOIIEHUSIMH M OTIEPATUBHOTO

BMeIIIaTeILCTBA B ciiydae cboeB B pabote SMTP-cepauca.
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3.3 UncTpymeHT «/InueH3upoBanme»

Jlnst mpocmoTpa uHGOpMAIIUK O JTUIEH3UPOBAHUM (KOJIMYECTBE MOJIb30BaTeNIe U CPOKe
JeWCTBUS JUIICH3M) HEOOXOANMO B MEHIO MHTepdeiica aTIMUHICTpaTOpa BEIOpaTh HHCTPYMEHT

«JIunen3upoBanue» (pucyHok 40).

om) DeepMail

il Nanens ynpasnenus
9 INuueH3npoBaHne

B> O6Guasnenune

Pucynok 40 — MactpymeHT «JIuiieH3npoBanue»

B pesynbrate BbIOOpa Ha DJKpaHE TOSBHUTCS OKHO C JIeTalbHOM uHMOpManuend o

JUIEH3UPOBaHUM (PUCYHOK 41).

eepMail = e e i @

- Mauens ynpaenenus JMLL eH3MpOBaHMe

8 Nuyensuposanme

HOMEP JTIULIEH3UN

MS141-11317

S$1341-33913-A4392-U BeccpoyHas nuLeH3ns 0/1000000

T UEHWOHHBIf KN foH JflaTa VeTesenina TNiM UT nonbsoeaTened

Axueuposate )

AKTUBMPOBaHHbI€ KJIMEHTbI

Pucynok 41 — OxHo «JIutieH3upoBaHuE»
3.3.1 AKTHBanus JHIECH3UH

JI1s1 akTUBAIMK HOBOM JIMIIEH3UH B OKHE «JIuIieH3upoBanme» (CM. pucyHOK 4 1) HeoO6xoaumo

u u
Ha)XaTb KHOIIKYy , BBCCTH JIMOCH3WMOHHBIM KIIIOY, IIOJTYYCHHBIM BMECCTC C

OUCTPUOYTHBOM MJIM HAINPSIMYIO OT pa3paboTyMKa, U HaKaThb KHOIIKY % . B ciyuae
YCIEUTHONW aKTHBALMU JIMIEH3UU Ha JKpaHEe TOSBUTCS OKHO ¢ HMH(opMamumeil o mpoiaeHHOM

akTUBaIMu (cM. pucyHok 11).
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I[IpuMeuaHue. HJ'I}I MMOJIYYCHUA JIMOCH3MOHHOI'O KJIF04a B ClIydaC Cro OTCYTCTBHUA

HeoOxoaumo obparuthesi B CTII pazpaborunka.
3.3.2 [IaHeqb «AKTHBMPOBAHHBIC KJIMEHTHI»

[Tanens «AKTUBHPOBAHHBIE KIMEHTBD OKHA «JIMIEH3MpOBaHUE» COLEPKUT CIEAYIOLIYIO
MH(}OPMALIMIO O KJIMEHTaX ¢ aKTUBHOM JINLIEH3UEH:

- «Co3naHo» — naTa MOJIy4YEeHUs JIMLIEH3UN KIMEHTOM;

- «ONEeKTpOHHAs OYTa» — IEKTPOHHAS MOYTa KIUEHTA;

- «Kir09» — HOMep JIMLEH3MOHHOT O KJIH04a KIMEHTA;

- «JleucTBUS» — NEUCTBUA, PAa3PCIICHHBIE aJMUHUCTPATOPY NPUMEHUTEIBHO K JaHHBIM

KJIMEHTAa (HallpuMep, yAalleHUE).

Jnst ynaneHus akKTUBHPOBAHHOTO KIIMEHTA M3 CHUCKAa HEOOXOAMMO Ha)XaTh KHOIKY E],
pacmoyokeHHy0 B ctonlue «JlelcTBusi», W TOATBEPAUTH yAalleHHEe B TOSBUBIIEMCS OKHE

«ITonTBEepANTH NEUCTBUS.
3.4 UucTpymenTt «O0bsBICHHE»

HNuctpyment «OOBsSBICHUE» TMpeAHA3HAUEH JUIS CO3JAaHUS W OTIPABKH ITyOIMYHBIX
oObsiBICHMI ToNb30BaresiM. [lomyyarensMu myOnMYHOTO OOBSIBICHUS SIBISIOTCS BCE yYETHBIC
3aITMCH JIOMEHA.

Jlist mepexoia K KHCTPYMEHTY HEOOXOIMMO B MEHIO MHTepdeiica aIMUHUCTpATOpa BBIOPATh

«O0bsBICHHUEY (PUCYHOK 42).

(m) DeepMail

I Nauens ynpasnenus
Q nuuensmposanue
B> oO6uasnenue

A rpynnsl

Pucynok 42 — UuctpymeHT «OObsIBICHHE)

OTKpOeTCst OKHO 7Sl CO3JaHMsI U OTIIPABKH ITyOJIMYHBIX OOBSBICHHUN (PHUCYHOK 43).
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MyGnuyHoe obbABNeHWe

Tema oburaneHns

Copepwatve 0GLABNEHUA

Pucynok 43 — Oxno «Ily6nuunoe oObsBICHHE»

I[JI}I CO3JaHusA HY6J'II/I‘{H01“0 OOBSBIICHUS HCO6XOIII/IMO YKa3aTrb TCMY 06’b}IBJ'IeHI/HI, Z[O6aBI/ITB

OtnpasuTb o
COACPIKAaHNUEC B COOTBECTCTBYIOIIUC I1I0JISI U HAXKATHh KHOIIKY — .B ClIy4dac yCIICITHOH

OnoBelLeHue oTNpasneHo

pacchbUIKM OOBSIBICHUS B OKHE MTOSBUTCS COOOILIEHUE
3.5 Uucrpyment «I'pynnbi»

Jlns mnepexoma Kk uWHCTpyMeHTy «[pynmbep» HeoOxomMMo B MeHIO HHTepdeiica

aJIMMHHCTpaTopa BBIOpaTh « [ pymms (pUcyHoK 44).
(om) DeepMail

MNadenb ynpasJii€eHuAa

JIMLEH3npOBaHne

)ObABNEHune

Pucynok 44 — UuctpymeHT «I pynmbn

B pesynbrare BhIOOpa Ha dKpaHe MOSBUTCS OKHO «lpymnmbl», copeprxaliee CIUCOK TPy

MOJIH30BATENICH BCEX MOYTOBBIX JOMEHOB (PUCYHOK 45).
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Mpynne! 89 Coaparb lpynny

Ipynnel

Mokasate 10 3anuced Mowcx

Wms 1 Kommentapwii Coapano Mameneno

g 101 e 2025-04-01 2025-04-01

E 1213 2025-04-01 2025-04-01

g ad2 e 2025-04-01 2025-04-01

% ad4 2025-04-01 2025-04-01

= akims 2025-03-26 2025-03-26

S bobrs_group - 2025-03-30 2025-03-30

S5 rnobansusie agmuumcTpaTopht S 2025-03-20 2025-03-20

Pucynoxk 45 — OxHo «['pynmbi»

NuctpymeHT «] pynnb» MO3BOJSET CO31aBATh, PEAAKTUPOBATD, YAAJATh M0Ib30BaTEIbCKHUE
TPYIIbI, A00aBIsATH B TPYNNbl U yAAISATh W3 TPYNN TMOJb30BaTeNiel, a TakKe Ha3HayaTb UM
pa3InyHbIEC TIPaBa.

AJIMUHHUCTPATOP MOXET MPEIOCTABISTH MOJIB30BATEISAM TPYIII CIEAYIONIUE TpaBa;

- «HacTtpoiika peneiHbIX TOMEHOBY;

- «YreHne riaobanbHON aIpeCHON KHUTHY;

- «PenakTupoBanue r100aIbHON aIpeCHON KHUTHY;

- «JlocTyI B aHeNb yIpaBICHUD;

- «OTmpaBka OOBSBICHHI;

- «JlocTyI K paclIMpeHHbIM HACTPOMKaMm»;

- «/locTyn K KOHTpOJIIEpY TOMEHAY;

- «JlocTyn K MUTpallumn»;

- «PenakTupoBaHre NOUTOBBIX JIOMEHOB U MOJIb30BATENICH;

- «/locTyn Kk anTHCTTAMY»;

- «JlocTyn K TULIEH3UPOBAHUIOY;

- «JlocTyI K yIpaBI€HUIO pecypcaMu OpraHu3alumny.

[IpaBa peanuzoBaHbl B BUE JOCTYyNa K COOTBETCTBYIOIIUM OKHaM HHTepderica.

3.5.1 Co3nanue rpynnsl mojib3oBareJie

o 82 Coaspartk Mpynny
Jis co3maHus HOBOM TPYIIBI HEOOXOIUMO HaXKaTh KHOIIKY . B

pe3ynbTare B OKHE MOSIBUTCS (popMa co3IaHusl Tpynisl (pUCYHOK 46).
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Cozpats rpynny

EommeHTapRR

B HacTpoiia paneisi: A0MEH0E

B Urenne moSansHON SAPECHOH KA

B Penacmposanne MOSENEHOR SAPECHON KM
W [locTyn B nasens ynpasnesms

B Ompasea ofbAENEHmE

W [locTyn £ pacusmMpeHHEIM KACTDOAKEM

B [ocTyn £ ECHTPONNERY AOMEHS

W [locryn & marpaLym

B Pe[aemposaHue NOUTOELI A0MEHDE W NONEIDEITENSR
W [ocTyn £ asTecnasy

B [ocTyn & nAueHaMpoEsHD

B [ocTyn £ yNpEENEHI0 PECYPCIMM OpraHMIaLIN

2FA

Mpynnoese Pecypes: (Kanesaape, Kodraems, Crmciow Janau)

Mesegxeps0

B Arrvend (Npw oTEmouesm GyAyT yianes)

Pucynok 46 — @opma «Co3nars rpymniy»

B dopme «Co3mare rpynmy» HEOOXOIMMO yKa3aTh Ha3BaHHME TPYIIIbI, KOMMEHTapHUi,

HAa3HAYUTH IIpaBa YYAaCTHUKAM TIPYHIIbI, OTMCTUB COOTBCTCTBYIOIIUC I-IGI(—6OKCBI, K HaXaTb

KHOIIKY (cM. pucyHoOK 46).

3.5.2 Hacrpoiika AByX()aKTOPHOi1 ayTeHTH(UKALNHU

CepBep DeepMail nonnepxuBaer nByxdakropuyro ayreHtudukanuio (2FA) B kadectse
JIOTIOJIHUTENIbHOM Mepbl O€30MaCHOCTH, KOTOpasl MCIOJIb3YETCS BMECTE C OCHOBHBIM METOAOM
BXO/1a 110 JIOTUHY M MapOJIIO.

OcHoBoii A pabothl 1ByX(pakTopHol ayTeHTUuukanuu ciaykut mexanusm TOTP (Time-

based One-Time Password Algorithm). [lanHbIi MexaHU3M MpeanoiaraeT HCIOIb30BaHUE
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CTOPOHHETO MpHUJIOKEHUsI-ayTeHTU(UKaTopa, Takoro kak Google Authenticator, Yandex Kirou u
IpyTHeE.

YroObl akTHBUpOBaTh 2FA agMHHHCTpAaTOpPy HEOOXOAMMO BKIIOYHUTH JI IOJIB30BaTENs
COOTBETCTBYIOIIYIO HACTPOMKY B aAMUHUCTPAaTUBHOM naHenu. [Ipu cienyroieil moneITke BXoaa
4yepe3 KIMEHTCKOE NMPUIIOKEHUE B cucTteMe Oy/leT CreHEpUpOBaH M BbIBeIEH Ha 3KpaH QR-kon,
cofiep Kaliil yHUKaJIbHBIA 32-0uTHbBIN K04 (seed). ITtor QR-Kkoa mosib3oBaTe o HEOOXOAMMO
OTCKaHHPOBATh B IPHIOKEHNU-ayTeHTU(UKaTOpe. Ba)kHO OTMETUTH, UTO CUCTEMA IPEIOCTABISET
QR-kox 11 HACTPOWKHU TOJIBKO OJIMH pa3 IpH NEPBOM MOAKIIOYEHUHU. Ecam BXOJ BBINOJIHSETCS
Yyepe3 TOJICTBIA KIMEHT, TO KJIMEHTCKOE MPUJIOKEHNE 3allpaliuBaeT y cepBepa crneuranbHbiii URI
yepe3 API, KOTOpBIN BBIOJHAET Ty € poiib, 4TO U QR-Kox.

[Tocne Toro Kak NpuIoKeHHe-ayTeHTU(HUKATOP CUNTAET KJIF0Y, OHO HAUMHAET FeHepUpOBaTh
OJTHOpPA30BbI€ KOJIbI, OCHOBaHHbIE HAa 3TOM KIIO4YE€ W TeKyleM BpemeHH. [lonydeHHbI KoA
M0JIb30BaTeNIb BBOAUT B OKHE 3ampoca 2FA B KIHMEHTCKOM NPUIIOKEHUHM MJiS 3aBEpIICHUS
peructpanuu. CepBep npoBepsieT KOA, U MpU YCHEIIHON BaJWAALMU IOJb30BATEII0 BbIAACTCS
CHEIUaNbHBINA TOKEeH (KITI0Y MOAKIIOUEHUS).

C aTOro MOMEHTa IpU KaKJOM BXOJE B CUCTEMY I10JI30BATENb BBOJAUT HE TOJIBKO JIOTUH U
napojib, HO U OJHOPa30BBIA KOA U3 NpuiIokeHus-ayreHTUukaropa. [locne ycnemHoin
ayTeHTU(UKAIIUN KIMEHT UCIIONB3YeT JJIS MOCIEAYIOIIMX 3apOCOB MOMYyYEHHBIN TOKEH, KOTOPBIN
3aMeHseT MapoJib. DTO MO3BOJSET HE 3anpamuBarh ko 2FA mpu kax oM 00palieHnu K CUCTEME.

AJMUHUCTpATOPy MPEJOCTABIISIIOTCS MHCTPYMEHTHI Ul LIEHTPAJIM30BAaHHOTO YIIPABIICHUS
¢ynkiueit 2FA. Bbl MokeTe NpPUHYIUTENbHO BKJIIOYATh WM OTKIIOYaTh 00s3aTeiabHOE
UCIOJIb30BaHUE NBYX(AKTOPHONW ayTeHTHU(HUKAIMK JJIs LENbIX Ipynn noib3oBateneit. Ecnu s
rpynnsl BkiItodeHa 2FA, ee yYaCTHUKM HE CMOTYT BOMTH B CUCTEMY, UCIOJIB3Ysl TOJIBKO JIOTUH U
nmapojib, OT HHUX Bcerga OyzmeT TpeOoBaThCS OMHOPA30BbIM koA. B ciydae HeoOXOmMMOCTH
aJIMUHHUCTPATOP MOXKET COpPOCHUTh yYHHKAIbHBIA K04 (seed) mmst ir000ro mosib30BaTesisi, 4To
MpUBEAET K HEOOXOAMMOCTH MOBTOPHOM HACTPONKU MPUIIOKEHUI-ay TEHTUPUKaTOpa ¢ HOBBIM QR-
KOJIOM.

Bxurouenue u otkimoueHue Hactpoilku 2FA nocTynmHO Ha ypoBHE TPYNIIOBBIX HACTPOEK.
Jiia BxmoueHuss 2FA rpymnme mnosb3oBareneil HEOOXOOUMO NEPEUTH B HACTPOMKHM TPYIIIBI
(cM. pucyHOK 46) 1 OTpe1aKTUpPOBATh €€ HACTPOUKH.

B nyunkre Bkitouenust/ otkiaoueHuss 2FA  BweiOparh noctynHbeii Mexanusm — TOTP

(cMm. pucynok 47). [l Bcex moabp30BaTeeld rpynibl OyeT BKIoYeH Mexannu3M 2FA.
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2FA

OTENMOYEHo

OTKNHOYEHO
TOTP

Pucynoxk 47 — Bxmtouenue/otkmoueHue 2FA

[Tocne BkimoueHuss mexanuszMma 2FA, npu Onmxaiiiield ayTeHTU(PUKALKN TOJIb30BaTEIN0 U3
JaHHOM rpynmnsl, OyleT BbIBEJEH HA 3KpaH OJHOPa30BbI QR-KOA M IpeioKeHO BBECTH KOA U3

MIPUIIOKEHUA-ay TCHTU(UKATOpa (CM. PUCYHOK 48).

OtckaHupyinTte QR Code B npunoxeHuv ayteHTudukarope, oH
nokasbiBaeTca Bcero 1 pas!

Kon ayTeHTMdUEALMN

Pucynok 48 — OkHO BBO/Ia KOJIa U3 MPHIIOKEHUS-ay TEHTU(UKATOpa

Baxno! QR-kox mokaspiBaercst Bcero oauH pa3! Eciau monb3oBarens €ro He COXpaHUT U
3aKpOET OKHO, aIMUHHCTPATOPy HEOOXOIMMO BBHITOTHUTH cOpoc 2FA B HacTpoiikax KOHKPETHOTO

MOJIH30BATEISI M IOMEHa, HaxkaB KHOMKY «Copocuth 2FA» (cMm. pucyHok 49).

2FA He zaperMcTpMpoBaHa Copocuts 2FA

Twun 3aperMcTpMpoBaHHoN 2FA

[ara perMcTpauuu 2FA

CoxpaHuTe

Pucynoxk 49 — Copoc 2FA
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[Tocne ycnemHoro Bxoa B HACTPOIKaX KOHKPETHOTO IMOJib3oBaress OyaeT oroOpaxarbes,

yt0 2FA ycnenHo 3apeructpupoBaHna ¢ puxcaiuen qatel peructparuu 2FA (cm. pucyHok 50).

2FA saperMcTpMpoBaHa Cbpocuts 2FA

Tun 3aperucTpupoBaHHon 2FA

TOTP

[ata permcTpauuu 2FA

07 November 2025, 15:08

CoXpaHWTb

Pucynoxk 50 — 2FA 3apeructpupoBaHa
3.5.3 [leiicTBHs, BBINOJHsSIEMbIE ¢ TPYNIIIAMHU

st mpocMoTpa uHpOpMAIUU O Tpymre HeoOXoauMo B OkHe «Ipymmbl» HaXaTh KHOTMKY

(cM. pucyHok 45). B pesynbrare otkpoetcst okHO «H(popManus o rpymnme» (pucyHok S1).

WHdopmauusi o rpynne | Schema Admins

3anpeweHo Paspeweno 3anpeuwexo 3anpeuweHo
Hacrtpo#ka peneiHbix 4 Yrenue rnobansHomn Pepaktuposanue [ocryn 8 nanens 'III.

AomeHos aApecHOn KHWMM rmobankHon aapecHon KHUMM ynpasnexus

3anpeuero

3anpeujeHo > 3anpeuero 3anpeuieHo tl
AocTyn K paciwmpeHHsIM @ focTyn k koHTpOnNnepy ‘% LlocTyn K Murpaumu

Ornpasxa o6siBNeHi

HacTponkam Aomena

3anpeuerio 3anpeuwexo @. 3anpewexo 9 3anpeuero 9

PepakTupoBaHme no4ToBbIX E LlocTyn K aHTUCNamy JlocTyn K NMUEHIMPOBaHHUIO Doctyn k ynpasnexmio

AOMEHOB U nonb3losarenei pecypcamu opraHusauum

Pucynok 51 — OxHo ¢ uHpop™Marueit o rpyrrne

Jlns mpocMoTpa TONb30BaTeNeil rpymnmbl HEOoOXOAMMO B OKHE «lpymmel» HaxkaTh

o
KHOTIKY (cm. pucyHok 45). B pesynbrare oTKpoeTcst OKHO «CIHCOK MOJIb30BaTeliell B IPyIIe»

(pucyHok 52).
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Cniucok nonb3oBaTtenen B rpynne | admins 89 Nob6asuts Monbsosatens

admins

Moka3atb | 10 3anucen

OTobpaxaemoe ums il 3neKTpoOHHasA noyra Co3pgaHo U3meHeHO
Vladimir Abozin vovmn@ald.company.lan 2025-04-03 2025-04-03

MokasaHo ot 1 ao 1 U3 1 3anucei Mpea. 1 Cneq.

Pucynok 52 — OxHo «CnuCOK MOJIb30BaTeNNeil B TPy

I[JI}I ,[[O6aBJIeHI/IH I10JIB30BAaTCJIA B rpymaiy HCO6XO,[II/IMO HaXaTb

B9 Nob6aeutkb MNonb3osartens

KHOTIKY

B mnosiBuBmielics ¢opme «J1006aBUTH mMonb30BaTesl K TPYIIE» BHIOpaTh J00aBIsSIEMOTO

II0JIB30BAaTCJId U3 BBIIIAJAIOIICTO CITMCKA (I/IJII/I Ha4daTb BBOAHUTH €ro aJapcC B IIOJIC <<9JICKTpOHHEl}I

MOUTa»), ¥ HAXKaTh KHOMIKY «OTHpaBUTH» (PUCYHOK 53).

[o6aeuTb nonb3oBatens K rpynne ‘

OnekTpoHHas noyra

Cpereii (chinazes3@deepmail.tokyo)

OTtnpasutb

Pucynok 53 — @opma «J{00aBUTh MOIB30BATENS K TPYTINE»

Knonka Be=ll B oxHe «I'pynmbsl» (CM. pUCYHOK 45) mpeaHa3zHaueHa s pedaKkTUPOBaHUS

BBIOpAHHOM TpyNIbl, HAPUMEP MO3BOJSET MEPEHA3HAYUTh IpaBa TPYyIIe U OTKPbIBaeT GopmMy

HACTPOMKH TPyNIIbl, aHAJIOTHYHYIO (OopMe CO3AaHus (CM. PUCYHOK 46).

Jns ymanmeHuss TpPymNIbl HEOOXOOMMO B OkHe «lpynmbe» (cM. pucyHok 45)

HaXaTb

KHOIIKY E, PacroyoKEHHYIO B CTPOKE TPYIIbI, ¥ MOATBEPAUTH yaaieHue B okHe «[loarBepautsb

JIEUCTBU.
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3.6 Uucrpyment «Pecypcbi»

Cucrema 1o3BOJISICT HCHTPAJIU30BAHHO YIIPABJIATH PCCypCaMu OpPraHu3alvu (HOMeHIeHI/I}I,

TPaHCHOPT, 000PY/AOBaHKE) OCPEACTBOM aBTOMAaTH3alMU IIpoLecca OpPOHUPOBAHHUS.

Jlnst ynipaBiieHUs pecypcaMy OpraHu3aluy MpeaHa3HadeH HHCTpyMeHT «Pecypceb». UToOb

MEepeldTH K HEeMy B MEHIO WHTepdeiica aaMuUHHCTparopa HeoOXommmMo BbIOpaTth «Pecypchi»

(pucyHok 54).

@ DeepMail

il Manens ynpaenenus
Q INuueHanposaHne
B> O6bssnenve

A pynnbi

Pecypchbl

ﬂ SMTP TpaHcnopt

Pucynok 54 — Muctpyment «Pecypcoi»

OTtkpoetcst okHO «CIUCOK pecypcoBy (PUCYHOK 55).

Cnvcok pecypcos |

MomelyeHue

Tun

Aynutopus 465

Hazssarme pecypca

r MockBa, yn. ®pykroBas 25 +7 495 000 00 00

uamectwi agpec Howmep Tenedona

admin@ogaad.it-bfg.ru 2025-07-20

SrexTpOHHbI aapec pecypca

Cosaro

20

BmectumocTs

yaroslav.dev@deepmail.tokyo
Meneprep

2025-07-20

Viamerero

Pucynok 55 — OxkHO «CHIMCOK pecypcoBy

3.6.1 Co3nanue HOBOIO pecypca

[lpu nmoGaBieHMM HOBOTO pecypca

82 Cosgam Pecype

A

CUCTEMY TIpeaycMOTpeHa oOs3arenbHas

KiaccupuKanus pecypca MO THUITY: TPAHCIOPT (HAMpUMeEp, CIyKeOHbIe aBTOMOOWIIN) WU

noMelleHue (HarpuMmep, MeperoBopHble KOMHaThl). Pecypcy mpucBauBaeTcsi YHUKAJIbHOE
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Ha3BaHUE, KOTOpoe OyZleT 0TOOpaKaThCsl y BCEX MOJIb30BaTeNICH CHCTEMBI, U 3JICKTPOHHAS ITOUYTa —
uaeHTudukaTop pecypcea.

Jlyist GpoHMpOBaHUS pecypca Mo ONpeeIIEHHOE COOBITHE HEOOXOIMMO B KAPTOUKE COOBITHS
yKa3aTh JIEKTPOHHBIN aipec pecypca B KauecTBE y4acTHUKA. B cirydae eciu pecypc 0CTyIIeH JUIst
OpOHHM, OpPraHM3aTOP MOJIYYHUT MOATBEPXKIACHHE 00 ycmemHoM OpoHupoBaHuH. B cimyuae ecnu
pecypc He JIOCTYIICH, OpraHU3aTop MOJIYYHUT YBEIOMIICHHE 00 0TKa3e B OPOHUPOBAHHH.

Kaxnomy pecypcy HazHauaeTCsi MEHEDKEP — MOJIb30BaTeNb, KOTOPHIN MOTYyYaeT B CBOEM
Knuente nmoctym k KajeHmapro pecypca (0TOOpakaeTcsi BMECTE€ C JUYHBIMH KaJICHAAPSMU ).
Menemkep MOXKET MPOCMAaTPHUBATh BCE COOBITHS pecypca U YIPaBIIATh €0 3aHITOCTHIO, a TAKKe,
Py HEOOXOAMMOCTH, JCIErMpOBaTh IpaBa yIpaBICHUS KaJCHIApEM pecypca JIpyrum
noJsib3oBatessiM. Takum oOpa3oM, cuctemMa o0ecreurBaeT aBTOMATUYECKU KOHTPOJIb 3aHATOCTH
peCypcoB.

Jlnst cozmanust HOBOTO pecypca HeoOxoanuMo B okHE «CIUCOK pecypcoB» HaXKaTh KHOIKY

89 Cospatb Pecypc

(cM. pucyHok 55).

B nosiBuBmieiics popme «Coznarh pecype» B cnucke «Tum» HeoOXonuMo BeIOpaTh THIL
cozmaBaemoro pecypca: «Tpancnopt» wimm «llomemenue», yka3zaTb HaNMEHOBaHHE pecypca,
MEHe/Kepa, yKa3aTh aapec d3JIeKTPOHHOM MOYTHl pecypca M HaxkaTh KHONKY «COXpaHHUTBY»

(pucyHok 56).

Cospatb pecypc

Tun

Tomeujerme

Hassamwe pecypca

BnexTpoHHas nouTa Lloven

ogaad it-bfg.ru

BMECTUMOCTS

0

Duzieckiil apec

Howmep Tenedona

Menezrep

Cepreit (chinazes2@deepmail.tokyo)

Coxpanurs

Pucynok 56 — ®opma «Co3nare pecype»

B okHe mosBuTCA cucreMHoe cooOmienne «Pecypc co3man», a CO3MaHHBIA pecypce

OTOOPA3HUTCS B CIIUCKE PECYPCOB.
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3.6.2 PenakTupoBanue pecypca

Y
s penakTupoBaHusl pecypca HeoOX0IUMO HaXaTh KHOHKy (cM. pucyHok 55), u

BHECTH M3MEHEHUS B MOSABUBIIYIOCS hopmy «H3MeHUTH pecype» (pucyHok 57).

WN3MeHWUTL pecypc

Tun

NomMeuienue

Haaganne pecypce

Guanueckui agpec

CoxpaHuTb

Pucynok 57 — ®opma «M3meHuTh pecype»

3.6.3 Ynanenue pecypca

Jlis ynaneHusl pecypca HEOOXOIMMO HaXaTb KHOIKY n (cM. pucyHok 55), u

MOJTBEPIUTH yAalleHue B OTKpbIBIIeMcs: okHe «IloaTBepAnTh neicTBrEY.
3.7 Hucrpyment «SMTP Tpancnopm»

Mento «SMTP Tpancnopt» uHTepdeiica afMUHUCTPATOpa COACPKHUT JABA WHCTPYMEHTA!
«Peneitapie momeHws» (wnu «Peney), «TpancnoptHbie mpaBwmiay, «lIpaBuna mocryna mo IP» u

«Orpannuenre BHeIHEN otnpaBku 1o IP»(pucyHok 58).
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(om) DeepMail

4 nawens ynpasnenusn
Q NHUEeH3N

B> O6uasnenue

,9\)\ pynnu

Pecypcul

<] SMTP Tpancnopr

» TpaHCNOpPTHLIE Npasuna
MNpasuna gocryna no IP

YEHWA BHEWHEN

Ky no 1P

Pucynok 58 — UHcTpymeHT «PeneitHble TOMEHbBD»

[ToutoBbiii cepBep APM «DeepMail» MoxeT OTHpaBisTh 3MEKTPOHHBIE COOOIIEHHS HE
HaIpsMylo, a 4epe3 cepBep — MOCPEIHUK.

Jlis HACTPOMKH MEPECHUIKH MOYTHI Yepe3 cepBep — MOCPEIHHK HEOOXOIMMO MepeiTH K
uHCTpyMeHTy «Penelinbie nomesnb» (uaum «Pene»), BbIOpaB ero B MeHIO uHTepdeiica

aJIMUHUCTpaTopa (pUCYHOK 59).

<4 SMTP Tpascnopr
Pene
TpaHCNopTHbLIE Npasuna

MNMpasuna gocrtyna no IP

OrpaHuy4eHna BHELHEN

oTnpasku no IP

Pucynoxk 59 — Bribop uncTpymenrta «Penelinbie JOMEHBI»

OxHo «CHuCOK peselHbIX IOMEHOB)» COJAEPKUT CIIMCOK HACTPOECHHBIX PEJIEHHBIX JOMEHOB

(pucyHnok 60).
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Cnncok penenHblX JOMEHOB 89 Hogbiii Peneiinbii [lomeH

test @ 8.8.8.8

JlomeHHoe nmMs YaaneHHbIn xocTt

HeT D 2025-04-13 2025-04-13

KommeHTapwii Co3pgaHo W3meHeHo

Pucynok 60 — OkHO «CIUCOK peNeHbIX JOMEHOB)
3.7.1 Co3naHne HOBOIO peJIeiiHOTO JOMEHa

I[JUI CO3aaHUs HOBOI'O pCHCﬁHOFO JOMCHa HGO6XOI[I/IMO B OKHE «PeseiiHble JOMEHBI» HaXKaTh

80 Hosbwi PeneiHbii JomeH
- (cM. pHeyHOK 60).

B nosiBuBIIEHiCS (hOopMeE cO3AaHUS PETICHHOTO IOMEHA YKa3arh:
- «MMsa pemeitHOTO AOMEHa» — TOMEHHOE HMS HCXOJHOTO CEpBepa, KOTOPOE XOTHM
UCIOJIB30BAaTh Ul PeJIeHHOro JOMEHa;

- «Y nanennsiit xoct» — [P-agpec HAProxy ynanennoro xocta (pene) (pucyHok 61).

HoBbii peneiHbii JoOMeH
WUms peneitHoro fomeHa
YnaneHHbIn XocT

KommeHTapuin

CoxpaHutb

Pucynok 61 — @opma «HoBblil peneiiHblii JOMEH»

Jlnst 3aBepiieHus] CO3JaHUSI U COXPAaHEHUS NapaMeTpoB HEOOXOJMMO HaXaTh KHOIIKY

(cM. pucyHoOK 61).
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Jyis Toro 4toObl MouTa Mepechuiajach yepe3 CO3JaHHbBIN cepBep, HEOOXOAMMO B pasee

00koBOTrO MEHIO nepeiTu B «llanens ynpasnerus» — «IIpodunm» (cM. pucyHok 36) U HAaIPOTUB

npodunss SMTP naxarb .

B oTkpoiBIIEMCS MEHIO B TapaMeTpe «PeTpaHcisainoHHbie ceT» JOHKHO OBITh 3aTI0THEHBI
sHadenust 10.10.10.0/24, 192.168.1.3/32, B mapameTpe «Y3ed PETPAHCISIUN» JIOJKHO OBITh
3anonHeHo 3Hadenue 10.10.10.100.

B cinywae, ecnm wmcnonsdyercs antucnamMm RSPAMD, nomogHUTENTbHO HEOOXOAMMO
ckoppektupoBarb B (aiine deepmail.env mapamerpei RELAYHOST m RELAYNETS, ecnnm
antuciam RSPAMD He ucnonb3yeTcsi, 3Ta HacTpoiika He TpedyeTcs.

Hanpunwmep:

RELAYNETS=10.10.10.7/32,10.10.10.8/32

RELAYHOST=10.10.10.9:25

10.10.10.7 n 10.10.10.8 — IP agpeca unu MOACETH HOJ KJacTepa MOIrPAHUYHBIX CEPBEPOB
10.10.10.9 — [P agpec Touku Bxozma Ha Ki1acTep MOTPaHUYHBIX CEPBEPOB

IP anpec ceTu n0oKeH yKa3bIBaTbcsi ¢ Mackoi /32.

Jlist BCTyIUIEHHSI HACTPOEK B CHIIy HEOOXOOUMO B TEPMHUHAJE BBHINOIHUTH KOMaHIY

deepmail reload Ha xaxx011 3amyIIeHHOM HOJE.

[Opumeuanue. Ecmm B kadecTBe peneiHOro cepBepa HcIoiib3yercs cepep «DeepMaily», 1o
HEOOXOIMMO U3MEHHUTH KOH(QUTYPAIIUIO Ha HEM.

3.7.2 PepakTupoBaHue peieifHOro 10MeHa

Jns penakTUpOBaHMS PENEHHOTO JOMEHa HEOOXOAMMO B OKHE CO CIHCKOM peJIeHHBIX

2
JIOMEHOB Ha)KaTh KHOIIKY (cm. pucynok 60). ITocne atoro otkpoercs popma «I3mMeHUTD

peNeHbIN ToMEH» (PUCYHOK 62).

WN3MeHUTb penenHblit JOMeH

Wms peneitHoro gomena

YaaneHHbiiA xocT

KommenTapun

CoxpaHuTb

PucyHok 62 — @opma «MI3MEHUTH peneHbIil JOMEH»
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Bhecute um3MeHeHusi B TOJsl MOsSBUBIIEWCS (OPMBbI, U HaOXMUTE KHONKY «COXpaHUTh»

(cM. pucyHoK 62).
3.7.3 YnajieHue pesieifHOro J0MeHAa

I[J'I}I YAAJICHUA peﬂeﬁHoro JOMCHa HGO6XOIII/IMO B OKHC CO CIIMCKOM peHCﬁHBIX JOMCHOB

HaXaTb KHOIIKY n (cM. pucyHok 60) U MOATBEPIAUTH yAaJIeHWE B OTKpBIBIIEHCS (popme

«ITonTBEpAUTH AEHCTBUEY.
3.7.4 «TpaHcnOpTHBIE MPABWJIA»

Huctpyment «TpancnopTHble MpaBuia» (IpaBuia MOTOKa 00paOOTKU MOYTHI) MO3BOJISET
00pabarbIBaTh MPOXOASILIUE Yepe3 OPraHU3aLUI0 COOOIIEHHMS 110 33/1aHHBIM [TPaBUJIAM.
YroObl HACTPOUTH TPAHCIOPTHBIE IpaBHia HEeoOxonuMo B MeHI0 «SMTP tpancmopt»

uHTepdeiica anMuHUCTpaTOpa BeIOpaTh « TpaHCIOpTHBIE TIpaBuiia» (PUCYHOK 63).

ﬂ SMTP TpaHcnopt

> PenenHble JOMEHbI

I 2 TpaHcnopTHble npasuna I

Pucynok 63 — BeiOop nHcTpymMenTa « TpaHCIOpPTHBIE ITPaBUIIa»

OTtkpoercst 0kHO «TpaHCHOpPTHBIE NpPaBHIIa», KOTOPOE COAECPKUT CIHUCOK HACTPOEHHBIX

npaBui (PUCYHOK 64).

TpaHcnopTHble NpaBuna 8% [No6aeuts MpaBuno

TpaHcnopTHLIE NpaBuna
Mokasatb | 10 3anucein

CospgaHo 1 UameHeHO KommeHTapui Mpasuno Apnpec nony4arens DenicTeuna

2025-04-13 2025-04-13 recipient_bcc useri@mail.ru user2@mail.ru z ﬂ'

Moka3zaHo ot 1 go 1 u3 1 3anucei Mpen. 1 Cneg.

Pucynok 64 — OxHo «TpaHcnopTHbIE paBUiIay
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B APM «DeepMail» peannzoBaHbl CIeIyOIINE TUITHI TTPABUIL:

- «Recipient BCC» — ecnu moap30BaTeNlb MOJy4aeT COOOIIEHNUEe, TO OHO KOMMMUPYETCS Ha
aJipec MoJrydaTes.

- «Sender BCCy» — ecnu nonp30Bateilb OTHPABISET MUCHMO, TO OHO KOMUPYETCS Ha ajpec
MOJTyYaTersl.

- «Always BCCy» — ecnaum mosb3oBaTeflb OTIPABISET WM IMOJy4aeT MUCBMO, TO OHO

KOIMUPYETCS Ha aJpec moryqarelis (pUCyHOK 65).

Mpasuno

Recipient BCC

Recipient BCC
Sender BCC

Always BCC

Agpec nony4arens

OTnpasuTh

Pucynok 65 — Okno «Hactpoiika TpaHCTIOPTHBIX NTPaBUI»
Baxno! He nepecbuiaercs, a UMEHHO KOITUPYETCSI B UCXOJHOM COCTOSIHUH.

Jlnst co3nanus npasuiia 00pabOTKHU MOYTOBBIX COOOLIEHUI cpa3y AJis BCEX MOJIb30BaTeNen
OTAETHHOTO JIOMEHa HEOOXOAMMO TP CO3JIaHHH MpaBmiia B mose «OOBEKT» yKa3aTh 3TOT JOMEH B
bopmate «@<momMeHHOe UMs>» (Hampumep «@domain.ruy).

J171s orpaHUYEHUS OTIIPABUTES B IpaBax 1Mo JOMEHaM M OTIIPABUTEISIM HEOOXOAUMO (J1ajee
OIMMCHIBAETCSI CO3/IaHME TPaBHJIA, JJIsi OTPAHWUYEHUS TIOJH30BATENI0 OTIPABKHU MHUCEM B PaMKax
JIOMAIITHETO/ JIOKAJIbHOTO TOMEHA) BBITIOHUTD CIEAYIOIITUE ACHCTBUSA:

Heo0xoaumo U3MEHUTh KOH(PUTYPAIIMOHHBIH daiin BCEX HOJl
/mnt/deepmail/core/nodes/node{N}/docker- compose.yml.

B Hem HE00X0IMMO 3aMEHUTh CTPOUKY, OTMEUCHHYIO Ha PUCYHKE 66.

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 77 u3z 194



smtp:
container_name: deepmail-smtp
image: smtp-service:latest
restart: always
env_file: ../../deepmail.env
sysctls:
net.core.somaxconn=65536
net.ipv4.tcp_syncookies=1
net.ipv4.tcp_max_syn _backlog=32768
net.ipv4.tcp_fin_timeout=5
net.ipv4.tcp_synack_retries=1
net.ipv4.tcp_syn retries=1
net.1ipv6.conf.all.disable_ 1ipv6=1
ports:
- "${DM_IP}:25:125"
"${DM_IP}:465:1465"
${DM_IP}:587:1587"
- "${DM_IP}:8004:8080"
volumes:
- "/mnt/deepmail/core/certs:/certs"
"/etc/deepmail/smtp-service/configuration:/app/service"
- "/etc/deepmail/smtp-service/overrides/postfix:/overrides:ro"
- wjvar/deepmail/smtp-service/mailqueue: /queue"
logging:
driver: syslog
options:
tag: deepmail-smtp
networks:
- core
depends_on:
- resolver
dns:

Pucynok 66 — Ctpouka aJis 3aMeHbI B KOHUTYpaIIHOHHOM (haiinie

YKa3aHHYIO CTPOKY HEOOXOIMMO M3MEHUTH Ha CIICIYIOIIee 3HAUYCHHE:
/mnt/deepmail/core/overrides/postfix:/overrides
B pesynbrare mpaBmiia, KOoTopbhie TpeOyeTcs HAaCTPOUTh «IOATITUBAIMCH» Cpa3dy BCEMHU
HOJIaMU M3 OOIIEro XpaHWIUIIA. YaJeHHe 3HAYCHHS «. 70%» B KOHIIE CTPOKUA HEOOXOAMMO, YTOOBI
OTMEHUTH pekuM «read-only».
Jlanee HeoOXOMMO TIEPEUTH B TUPEKTOPHIO /mnt/deepmail/core/overrides/postfix n co3nathb
daiin postfix.cf.
B daitn HeoOxomuMo 100aBUTH COACPKUMOE:
smipd_recipient restrictions = check recipient access
Imdb:/overrides/recipient restrictions domain, socketmap:unix:/tmp/smip-
proxy.socket:aviable, check sender access Imdb:/overrides/reject senders,
check policy service unix:/tmp/smtp-proxy.socket
Jlanee HEOOXOIMMO CO3/IaTh recipient restrictions W yKasarhb:
exemple.domen OK
Jlanee HE0OXOOMMO cO31aTh reject senders W yKa3aTb IOJb30BaTeNeH, KOTOPHIM Oyaer
3aIpemnieHo OTIPABISAThH MUChMa 3a TPEACITbl JOMEHa:
userl@exemple.domen REJECT

[Tocne 3Toro Tpedyercst BBIMOIHUTD KOMaHbI:
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docker exec -it deepmail-smtp postmap /overrides/recipient restrictions
docker exec -it deepmail-smtp postmap /overrides/reject senders

JlaHHBIE KOMAaH/IBI BBITIONHSAIOT JUJII TMPOBEPKH TOTO, YTO HEOOXOomuMMble (halibl
(recipient restrictions.Imdb, reject_senders.Imdb) CO3/aHBI B namnke
/mnt/deepmail/core/overrides/postfix, 1 B CONEP>KUMOM MalKy IPUCYTCTBYIOT (DaIbI:

- postfix.cf;

- recipient_restrictions,

- recipient restrictions.lmdb;

- reject_senders,

- reject_senders.Imdb.

[Tocne mpoBepku MOoYEpeIHO Ha BCEX HOJaX HEOOXOAMMO BBITIOJTHUTH KOMAaH/IbI:

deepmail stop
deepmail start

B pesynbraTe nonb3oBareny, 3aHeCEHHbIE B (Dailll reject_senders MOTYT OTIIPABIATH MMCbMa
TOJIBKO Ha JIOMEHBI, KOTOphIe YyKa3aHbl B (ailne recipient restrictions. Bce ocTambHbIE
MOJIb30BATENIM MOTY OTTIPABJIAThH MUChMa 0€3 OrpaHuYCHHIA.

Ecnu HEoOXomuMo OTpedakTHpPOBaTh CIHCOK JOMEHOB WM TIOJB30BaTeNiell HEOOXOIUMO
penaktupoBarh (hallbl ecipient restrictions U reject senders, TOCIE YEro €Ie pa3 BHIIOJHUTH
KOMaH/TbI:

docker exec -it deepmail-smtp postmap /overrides/recipient_restrictions
docker exec -it deepmail-smtp postmap /overrides/reject_senders

N xoMaHbI:

deepmail stop

deepmail start
3.7.5 «IIpaBuia nocryna mo IP»

B pasnene «IlpaBuna nocrymna no IP» agmMmuHMCTpaTopy npenocTaBisieTcss HHCTPYMEHT IS
TOHKOM HACTPOWKHM 0OpabOTKM BXOMALIMX MOYTOBBIX COENMHEHHH B 3aBucHMOCTH OT IP-ampeca
OTIIpaBUTENS. 3/1€Ch MOXKHO 3a/1aTh, Kak cepBep OyleT pearupoBaTh Ha IMOYTY, MOCTYMAIOIIYIO C
OTIpeNIeIEHHBIX aJIpecoB, M TaKUM O0pa3oM peain3oBaTb THOKYIO IMOJUTHKY O€30MacHOCTH,

(bunbTpanuy UM nepeHanpasienus Tpaduka (pucyHok 67).
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lMpaBuna goctyna no IP + [o6asutb Mpasuno

Ynpaenenue goctynom no IP

Hactpownte npasuna o6paboTku BXoAsiLLen No4TL Ans KOHKPETHLIX |P-agpecoB. Buibepute AeicTBUE, KOTOPOE CEPBEP AOIDKEH NMPUMEHSITL NPY NMOMYYEHUN COEANHEHUSI.

REJECT — XKecTkoe oTknoHeHue. CepBep OTKIOHSIET coobLueHne Ha atane SMTP 1 Bo3BpalLaeT OTrNpaBUTENio 3aAaHHYI0 OLLNOKY.

REDIRECT — lNpuHsATL 1 nepeHanpasuTb. CoobLLUeHNe NpUHUMAETCS], HO JOCTaBISIETCS B yKa3aHHbIA MOYTOBbIV SLUMK BMECTO MCXOAHOIO MosyHarerns.
DISCARD — Tuxoe yaanexue. CoobLeHve npuHuMaetcs no SMTP v 3atem yaansietcsi 6e3 ocTaBku.

HOLD — KapaHTuH. CooblLieHne NnoMeLaeTcsi Ha yaepXxaHue ansi py4Hoi NpoBEPKV aAMUHUCTPaTOPOM.

OK — lMpuHyauTenbHoe paspelueHne. CepBep SIBHO pa3peluaeT noyTy ¢ atoro |P u 06xoauT Apyre aHTucnam-npoBepKM.

Cnncok npasun

Mokasatk | 10 3anucen
T HeiicTBue 3HaveHue Mpuopuret KommeHTapui | Pewcreua

10.10.10.10 REJECT Owwbka goctyna 10

Moka3aHo ot 1 go 1 u3 1 3anucen Mpea. 1 Cnep.

Pucynok 67 — OxHo «Ynpasienue noctynom mo 1Py

WuTepdeiic mo3BosseT co3naBath MpaBuia, Kaxaoe U3 KOTOphIX CBsi3biBaeT [P-anpec (mim
MOJICETh) C OAHUM U3 MPEIONPEIeTEHHBIX AeHCTBUM. JIOCTYITHBI CIIEYIONTUE BAPUAHTHI ICUCTBUMN:

- REJECT (xecTkoe OTKJIOHEHHE) — CEepBep Cpa3y OTKA3bIBACT B MPUEME COOOIIECHUS Ha
stanie SMTP-pykonoxaTusi 1 Bo3BpalllaeT OTIPABUTEINIO 3aJJaHHYIO0 OIIMOKY. Mcnonb3yercs as
OJTOKMPOBKH HEXKENATETbHBIX UCTOYHUKOB;

- REDIRECT (mepenamnpaBiieHH€) — MHCbMO NPUHHUMAETCA, HO BMECTO MCXOAHOIO
MoJTy4aresiss JOCTaBIsACTCS B YKa3aHHBIA TMOUYTOBBIN AMIMK. [loe3HO a7 HEHTPaIu30BaHHOTO
cOopa MoYTHI C ONPENETEHHBIX aIPECOB;

- DISCARD (Tuxoe ynanenue) — cooOleHue npuHumaeTtcs mno npotokony SMTP, o 3arem
OeccrieqHo ynanisieTcsi 0e3 yBemomieHus ornpaButens. [lpumensiercss ans «4EpHBIX IbIp» 0e3
BO3Bpara OIINOKU;

- HOLD (kapaHTuH) — NHUCHMO MOMENIAETCS Ha YAEpKaHUe, TOCIE Yero aAMUHUCTPATOP
MOXKET BPYYHYIO IIPOBEPUTH €T0 U MPUHATH PELUICHHUE O JOCTABKE WIN YIAJCHUU;

- OK (mpuHynuTenbsHOE pa3pelieHne) — cepBep SBHO paspeniaeT nouty ¢ 3toro I[P, o6xos
MO0BIe aHTUCTIAM-aHTHBUPYCHBIC TPOBEPKH. VICTIONB3yeTCs 1Sl JOBEPEHHBIX UCTOYHUKOB, YTOOBI
rapaHTUPOBATH JOCTABKY.

JIns KakJIoro npaBuiia MOXKHO yKa3aThb MPUOPUTET — YE€M MEHBIIE YMCIIO, TEM BBIIIE
MPUOPUTET. DTO TO3BOJSET CTPOUTH ILETMOYKM TpaBWJI: CHadayia oOpabaTeiBaroTcs Oosee
MPUOPUTETHBIE, 3aTEéM — OCTaJIbHBIE. Tak)Ke MPAaBUII0O MOKHO BPEMEHHO OTKJIIOYUTh, CHSB uiar

<<AKTI/IBGH)), HEC yaalrsasa €ro U3 CIIMCKa.
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B Tabnuie mpaBui otoOpakaroTces co3aanHbie 3amucH: [P-agpec (uau moaceTs), BHIOpaHHOE
nerictBue, 3HadeHue (Hampumep, Tekct ommOku s REJECT wunum meneBoit aapec ist
REDIRECT), npuopurteT, cTaryc akTUBHOCTH, KOMMEHTapuil. /[ kaxaoro npaBuiia JOCTYITHBI
neicTBus penaktupoBanus (MkoHka «[IpogomkuTsy).

VYpasnenue noctynom no IP no3Bosisier agMuHUCTpaTopy rMOKO pearupoBarh Ha yTrpo3bl,
TOBEPSITH ONPENETEHHBIM OTIPABUTENSAM, aBTOMAaTHUECKU MEPEHANPABIIATH OUYTY C KPUTUUECKUX
CHCTEM WJIU TOMEIATh MOJO3PUTENbHBINA TpauK B KapaHTUH LIS MTOCIEAYIONIETo aHaimm3a. Bee

n3MeHeHus npuMenstores kK SMTP-cepBucy B pealbHOM BpEMEHH.
3.7.6 «OrpannyeHue BHeumIHel ornpasku no 1P»

Pasnen «Orpannyenuss BHemHeW otnpaBku o IP» mnpeanasHaueH nans yrnpaBieHUS
UCXOJSIIMM TOYTOBBIM Tpa)UKOM Ha YpOBHE OTAENbHBIX [P-agpecoB. AQMUHHCTpPATOp MOXKET
3a1arh nepedeHsb [P-agpecoB, ¢ KOTOPBIX paspelieHa OTIPaBKa TOJIBKO JIOKAJIBHBIM MOJy4aTelsaM
(BHYTpH ITOYTOBOM CHUCTEMBI), a OTIIPABKa HAa BHELIHHE JJOMEHBI (3a Ipeesbl Opranu3anun) oyner
3arpenieHa. JTo MOJIE3HO sl OTPAaHUYEHUSI CETEBBIX YCTPOMCTB, KOTOPHIE HE IOJIKHBI OTIIPABIIATh
[ACbMa 3a IpeNeNbl OpraHUu3alud, WU I IPEAOTBPALECHUsS BO3MOXKHBIX KOMIIPOMETALUN

(pucyHoK 68).

OrpaHun4eHnsa BHellHen oTnpaeku no |P | + [o6asurs Mpasuno

OrpaHuyeHnsl BHELLHEel OTrpaBku

|P-appecam U3 aToro crvcka 3anpelleHa oTnpaska coobLLeHnA Ha BHELIHWE (HENnoKansHLIe) AoMeHLl. OTnpaBka Ha NoKanbHLIE JOMEHEI HE OrpaHU4MBAETCS.

Cnucok npaBun

Mokasatb | 10 3anuceit
T AKTMBEH KommenTapuin OencTBua

Axrneen 3abnokMpoBaHo B COOTBETCTBUM C NPUKa3oM Ne5

Moka3aHo ot 1 Ao 1 13 1 3anucen MNpen. 1 Cneq.

Pucynok 68 — OxkHO «OrpaHuueHue BHEIIHEN OTIpaBku 1o 1Py

[Tpuntun paboThl cieayromuii: ecau ormnpasutenb (IP-ampec, ¢ KOTOporo yctaHOBIEHO
SMTP-coequnenne) nomnaiaeT B CIKMCOK, TO HPH MOMBITKE OTIPABUTh MHCHBMO Ha ajJipec, He
MpUHAUICKAIUA HU OJHOMY U3 OOCIy)KHBaeMbIX JoMeHOB DeepMail, cepBep Bo3Bpariaet
omnOKy. OTnpaBka Ha JIOKaJbHbIE aapeca (MOYTOBBIE SIIMKA BHYTPH CHUCTEMBI) MPOJODKAET

pabortarb 0e3 orpaHUYCHUH.
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B unrepdeiice agmuHucTparopa npejacrasieHa Tabnuua, conepxkamas [P-agpeca (MoxHO
yKa3bIBaTh KaK OJIMHOYHBIE aJ[peca, TaK U MOJCETH), CTaTyC akTUBHOCTU (AkTuBeH/HeakTuBeH) u
kommeHTapui. i xaxzaoro IP mpegycMoTpeHbl ACUCTBHA 1O PEAAKTUPOBAHUIO M YIAJICHHIO.
Hosble 3anmcu 100aBisi0TCs Yepe3 COOTBETCTBYIOIIYIO KHOMKY HaJl TaOIUIIEH.

[Ipu cozmanum mpaBwiia HEOOXOIMMO yKazaTh [P-ajmpec (Wiam moaceTs) M MpU KeJlaHUU
N00aBUTh KOMMEHTApHUH, MOSCHSIOMUNA NpUYUHY OJIOKUPOBKH. [IpaBMiIO MOXHO BpEeMEHHO
OTKJIIOYUTh, HE YAaJsAs, C MOMOILBIO NepekitouaTenss « AKTuBeH». [IoMck 1o crnucky mo3BoJsieT
OBICTPO HaXOIUTh HY>KHbIE 3aIHCH.

Takum o00Opa3oM, aJIMUHUCTPATOp MOXET T'MOKO YNpaBisATh NpaBaMHU Ha BHEUIHIOIO

OTIIPaBKY, yCHJIMBasi 0€30MacCHOCTh NOYTOBOM MH(PPACTPYKTYPHI.
3.8 UucTpymenTt «MacTtep MUTpanum»

HacTpolika Murpamuu JOMEHHBIX JaHHBIX (He00X0auMa, HapuMep, IpU Nepexoie ¢ Ipyron
MOYTOBOM CUCTEMBI) OCYIIECTBIISIETCS IPU IOMOIIM HHCTpYMEHTa «Mactep MUTpaIium».

Jlnst nepexoia K MHCTPYMEHTY HEOOXOAMMO B MEHIO MHTEpdeiica afMUHUCTpaTopa BIOpaTh
«Macrep murpaum» (pUcyHok 69).

Pecypcel

'ﬂ SMTP TtpaHcnopt

t], MacTep murpauum

.% KoHTponnepsl AoMeHa

Pucynok 69 — UncTpymenT «MacTtep Murpanumn»

OkHo «Macrtep murpanuu» B maHenn ympasieHus DeepMail npencrasisier coOoi
MHCTPYMEHT JJIsi MEPeHOCa MOYTOBBIX JAHHBIX IMOJB30BaTelIe ¢ BHEIIHUX CHUCTEM Ha CEpBeEp
DeepMail. Untepdeiic npeiaraet BoIOOp MEXTY IByMsI peKHUMaMH MUTPAIMH B 3aBUCUMOCTH OT
THUTIA UCXOJTHOU MTOYTOBOU HHMPACTPYKTYPHI.

Pexum EWS opuentupoBan Ha paboty ¢ Microsoft Exchange u ucnonb3yer mpoTokos
Exchange Web Services, oOecreunBasi mNpenBapUTEIbHYIO TPOBEPKY  MOJKIIOUCHUS,
aBTOMaTHyecKkoe OOHapy>KeHHE HACTPOEK U MEePEHOC HE TOJIBKO MHCEM, HO TakKe KaJeHlapeil,
KOHTAKTOB M 33/1a4. DTOT PEKHM MAaKCUMAJIbHO aBTOMATU3UPOBAH U MOJXOJUT JUIsl COBPEMEHHBIX

pa3BépreiBanuii Exchange.
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Pexxum IMAP siBnisieTcst KJIIacCMYECKUM U TIPeTHA3HAYCH 711 MUTPAIIMH C JTFOOBIX TTOUYTOBBIX
cepBepoB, nojaepxkuBaroux npotokos IMAP. OH BKiIroO4aeT MPOBEPKY COCAUHEHUS U HACTPOUKY
[IapaMeTpOB MOAKIIOYEHUS, YTO JEJIAET €r0 YHUBEPCAIBHBIM PEIICHUEM Ul IEPEHOCA TaHHBIX C
YCTapeBIIUX CUCTEM UM CTOPOHHHUX MOYTOBBIX MIaT(HOpM.

AJIMUHUCTpATOp BBIOUPAET MOAXOASIIMNA PEXKUM Ha CTApTOBOM D3KpaHE, IOCJIE YEero
OTKpPBIBAETCS COOTBETCTBYIOIIMI MacTep, BEIyIIMIl IOIIaroBO Yepe3 MpoLecC HACTPOMKH,
MIPOBEPKH W BBINOJIHEHHUS] MUTrpaluuy. Takoil Moxxox Mo3BOJIA€T THOKO aJanTHpOBAaThCs K
pPa3IMYHBIM HCTOYHMKAM JaHHbIX U MUHUMH3UPOBATh PYUYHOE BMEMIATENILCTBO IPHU MEPEHOCE

noJib3oBareneid. (pucyHok 70).

MacTep murpaumm ‘

Pexxumbl MUrpauun

Exchange Web Services Knaccuyeckun IMAP

< OTKpbITL Murpauum EWS ‘ ‘ < OTkpbITb Murpauum IMAP

Pucynok 70 — OkHo «Mactep Murpanum»
3.8.1 UucTtpymenT mactep murpanuu Exchange Web Services

OkHo Mmacrepa Mmurpauuu B pexxume EWS mpencraBnser coOoil maHenb yHpaBiieHUs
npoduIsIMA TIepeHoca JaHHBIX JJIS MOYTOBBIX JOMEHOB. B HeHTpanmbHON YacTH oToOpakaercs
CIMCOK CO3JAaHHBIX NMpoduieil, rae i KaxI10ro yka3aHo uMms JoMeHa, aapec Exchange-cepsepa
(xocT), a Takke AOCTYNHBI ACUCTBUS s yNpaBieHUs MpoduieM: M3MEHEHHE NapaMeTpoB,
yAAJICHHE WU MEepeXof, K CIUCKY IOJIb30BaTENIed NIl HACTPOMKHM MHUrpauuu. J[ONOJIHUTENBHO
NpeayCMOTpeHa KHONKa J00aBJIeHHS HOBOTO JIOMEHA, IIO3BOJISIONIAs] PACIIMPUTH CIHCOK
npodmwield JUIs  MOCIEAYIOIET0 IEepeHoca TIOYTOBBIX ANMKOB. MHTepdeiic mo3Boiser
aAMMHHMCTPATOPY LEHTPAJIU30BAHHO YIPABIATH BCEMH HACTPOMKAMHM MWIPALVM, BBIIOJIHATH
MIPEABAPUTEIIBHYIO IIPOBEPKY NOAKIIOUEHHUs M KOHTPOJIMPOBATH IIPOLECC IEPEHOCA JAaHHBIX

(cm. pucynok 71).
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MacTtep Murpaumm

Murpauusi nonb3oBaTternen Yyepes EWS

< [o6asutb [lomeH

testdm.it-bfg.ru

Vi

N3ameHuTb

Pucynok 71 — OkHo «Mactep murpamumn» EWS
3.8.1.1 Co3nanue HacTpoek MUrpanum u noakiawieHue k EWS-cepsepy

Jlnst noGaBieHUs IOMEHA, C KOTOPOTro TpeOyeTcsl MepeHecT! JAaHHbIe, HEOOX0IMMO B OKHE
MacTepa MUTpAIK HaKaTh KHOMKY «/[00aBUTH m1OoMeH» (CM. pUCYHOK 71), TOCIIe 4ero OTKPOeTCs

OKHO CO3/IaHHS TPOQUIST MUTPALIMH (CM. PUCYHOK 72).

Co3zgaHne npodung murpauum

MopknoyeHne EWS Craryc npeanpoBepKu

Lomen © Oxmpganwe BBOfa

Boibepure fomeH Bae; 05t ¥ yUeTHLIE [aHHLIE CUCTEMHOTO NONL30BaTens, 3aTeM 3anycTuTe
npe;
Exchange host
HocrynHocts EWS endpoint

MonHomounA yueTHow 3anucn
TMoMCK NOYTOBLIX AUMKOB JoMeHa

W Vicnonb3osatb SSL
Bepcun exchange

2019

CucTemHbili nons3osartens

Mapons cuctemHoro nons3osatens

M [onyyartb HOBble MUCbMAa MOCNE MUrpauun

Q 3anyctuts lNpeanposepky ‘ CoxpaHuTb ‘

Pucynox 72 — Oxno «Co3nanue npoduiis murparum» EWS

®dopma coznanust mpoduins murparnuu yepe3 npotokon EWS (Exchange Web Services)
MIPEJCTABISAET COOON AEeTamu3upOBaHHBIA UHTEP(QEIiC, B KOTOPOM aJMHUHHCTPATOPy HEOOXOIUMO
MOCIIeI0BATEIBHO 3a7aTh apaMeTPhl MOAKIIOUEHUS K UCXOTHOMY cepBepy Microsoft Exchange, a

3aTeM WHUIMUPOBATh IMPEIBAPUTEIIBHYIO MPOBEPKY, TapaHTHPYIOUIYI0 KOPPEKTHOCTh BCEX
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HACTPOEK TMepe]] 3alyCKOM IMepeHoca AaHHBIX (HakaTb Ha KHOMKY «3amycTuTh [IpeampoBepky»
MIOCJIE 3aMOJIHEHUS BCEX TOJEH).

B BepxHeit yactu okHa pacnonoxkeH Onok «llogkmouenune EWSy», oO0beaunsitomumii Bce
napameTpsl cBsizu ¢ Exchange-cepepom. [lone «Jlomen» mpencraBisier coOoi BbIaaroNIHii
CIMCOK, B KOTOPOM BBIOMpaeTcs LieJaeBOM mouToBblii nomeH DeepMail, mist xotoporo OymyT
NIEPEHOCUTHCS MIOYTOBBIE SIIUKU. DTO CBA3BIBAET CO3/]aBAEMBI MPOGUITH MUTPALIUU C KOHKPETHBIM
JIOMEHOM Ha3HAYEHMsI, OIPEIEIISIsl, B KAKYIO CTPYKTYpY OyayT UMIOPTUPOBAHBI TIOYTOBBIE TaHHBIE.

Hanee ykaswmiBaetcsi Exchange host — IP-aapec wnu momHoe qoMeHHOE HMMS cepBepa
Exchange. OTo o6s3arenbHbIil mapaMeTp, Mo KOTOPOMY MacTep MUTpalUU OyJeT yCTaHABIUBATh
coenuHeHue. Psgom pacnonoxken (naxok «Vcmonb3oBareh SSLy»: ero akTtuBamusi BKJIIOYAET
mdpoBanue Tpaduka mexxay DeepMail u Exchange o nporokony HTTPS, uto pekomenmyercs
U1 6€301acHOM Mepeiay YUETHBIX JAHHBIX U COAEPKUMOTO IMOYTOBBIX SIIHKOB.

Huxe Haxoautes Bwinagaronmii cnucok «Bepcust exchangey, rae aiMUHUACTPATOp MOXKET
BBIOpaTh Bepcuto Exchange, ucnonszyemyro B opranuzanuu. Beibop Bepcun (Hampumep, 2019)
BIusieT Ha crnocod dopmupoBanuss EWS-3anmpocoB u obecrneymBaeT COBMECTHUMOCTH C
pa3TUYHBIMU BBIMTyCKaMH cepBepa. Ecnu Bepcus He yka3aHa SIBHO, CHCTEMa MOKET IMOTMBITAThCs
OIIpEICIIUTh €€ AaBTOMAaTUYECKH, HO SIBHBIM BHIOOP MOBBIIAET HAJIEKHOCTD.

KitoueBbiM 371€eMEHTOM HACTpOiKU siBisieTcsi 0ok «CUCTeMHBIA Moib3oBarenby. s
Murpauun Tpelyercs yué€THas 3amuch, oOnanaromas npaBamu Applicationlmpersonation, 4To
no3BouisieT cepepy DeepMail neficTBOBaTh OT KIMEHH JIFOOOTO MOIH30BATENS B 1IEJICBOM JIOMEHE.
B none «CucTemMHBIN OJIB30BATENb» BBOAUTCS aApeC MEKTPOHHOU MOYTHI 3TOM YyUETHOW 3alUCH
(mampumep, migration(@domain.ru), a B mose «Ilaposib CHCTEMHOTO MOIB30BATENS» — €T0 MAPOJIh.
be3 KOppEeKTHBIX YyUETHBIX JAHHBIX MAacTep HE CMOXKET MOJYUYUTh AOCTYI K MOYTOBBIM SITUKAM
IOJIB30BATEIICH.

Yekboke «IlomyunTs HOBBIE TUCHEMA TIOCIIE MUTPAIIMIY YIPABISET TOBEIEHUEM CUCTEMBI B
OTHOIIIEHUU COOOIIEHUH, KOTOphle MOTYT mocTynuth Ha Exchange B mpouecce nepenoca. Eciu
(ITaXKOK YCTaHOBJICH, TMOCJIE 3aBEPIICHUS MUTPAIUU OYJET BBIMOJHEH MOBTOPHBIA MPOXOJ IS
MoJXBaTa MHUCEeM, MPUIIEANINX 3a BpeMs padoTbl MacTepa. DTO MOMOraeT MUHHUMH3UPOBAThH
MOTEPIO JJAHHBIX TPU OPTraHU3allMN HEMPEPHIBHOW PAOOTHI MOUTHI.

[lon monsitMu BBOAA pACMOJOXKEHBI JBE KHONKH: «3amyctuth [lpeampoBepky» u
«Coxpanutby. [IpeanpoBepka nomkHa OBITH BBINOJIHEHA MEPBOI: OHA MPOBEPSET JOCTYMHOCTD

EWS-cepBuca, KOppeKTHOCTb YYETHBIX JAHHBIX H BO3MOKHOCTh OOHAPYKEHUS TOYTOBBIX SITUKOB
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yKa3aHHOTO JOMEHa. TOJIbKO MOCIE YCHEIIHOTO 3aBEPLICHUs] MPEANPOBEPKH HMEET CMBICI
COXPaHATh MPOQUIIb U EPEXOAUTH K YIIPABICHHUIO CIICKOM MOJIb30BaTENeH.

CrpaBa mwiM cHM3Y OT OJIOKa MOJAKIIIOYEHUS HaXonuTcs maHenb «CraTyc MpeanpoBEPKID),
rJe AMHAMHYECKH OTOOpa)kaeTcsi XOJ BBIMIOJIHEHUSI MPOBEPOK. B MCXOTHOM COCTOSIHMM KaKIbIi
IyHKT noMedeH Kak «Oxunanue BBoaa». Ilocne Haxarus kHonku «3amycTtuth [IpeanpoBepky»
CUCTEMa IMOCIEA0BATENbHO BHIMIOJIHIET TPU OCHOBHBIX TECTA:

- HoctynHocte EWS endpoint — npoBepka, orBeuaeT nu ykazanHblii Exchange host Ha
3ampockl o nporokoiny EWS;

- [TomHOMOUMS y4eTHOM 3alUCU — MOATBEPKICHHUE TOTO, YTO BBEJIEHHBIE JIOTUH U MapOJIb
KOPPEKTHBI, a YUETHAsI 3alIUCh UMeeT HeoOxoaumMble paBa Applicationlmpersonation;

- [lonck MOYTOBBIX SIIIMKOB JOMEHA — MOMBITKA MOJYYUTh CIHUCOK MOYTOBBIX SIITUKOB B
YKa3aHHOM JIOMEHE, YTO CIYKUT (PUHAIBHBIM MOATBEPKACHUEM T'OTOBHOCTH K MUTPALIUU.

Kaxxapiii sTanm MOXKeT 3aBEpIIUTHCS ycrexoM (3enéHasi OTMETKa) WIIM OMIMOKOM (KpacHBIN
KkpecT). TonbKko mociie MpOXOkKASHHUSI BCEX TPEX ATANOB aIMUHUCTPATOP MOJIYyYaeT YBEPEHHOCTD,
YTO MPO(HIIb HACTPOEH BEPHO, U MOXKET COXPAHHUTBH €T0, a 3aTeM MEePEUTH K BEIOOPY MMOJIb30BaTeNeH
JUTSI MUTPALIAH.

Takum oOpazoMm, unrepdeiic macrepa murpanuu uepe3 EWS peanusyer npomymaHHyIO
MOIIATOBYIO JIOTMKY: OT BbIOOpa JOMEHa M cepBepa 4Yepe3 HACTpOMKy IpaB JOCTyla K
aBTOMAaTU3UPOBAHHOM MMPOBEPKE MOAKIIOUEHHUSI. ITO MO3BOJISIET AIMUHUCTPATOPY KOHTPOIUPOBATh
KXl ATall HACTPOWKH MU U30€kKaTh OIMMOOK, KOTOPhIE MOTIU OBl MPUBECTH K COOAM MpH

MacCOBOM TIEPEHOCE MOYTOBBIX JIaHHBIX.
3.8.1.2 3anyck murpaunu EWS-cepBepa

UToOB! 3aImyCTUTh MUTPALMIO N7 BHIOPAHHOTO JOMEHa HEOOXOJUMO B OKHE MacTepa
MUTpalUU HaxaTh KHOTKY «[lomb3oBarenu» (cM. pucyHOK 71), ¥ B OTKpBIBIICHCS (hopMe CCIIaTh

HE00XOTMMbIE HACTPOUKH (CM. PUCYHOK 73).
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Cnucok nonb3oBaTeneii Ans Murpaumm testdm.it-bfg.ru < Hazan K Cnncky

Cnucok murpauum [ & OBHoBum Crucox |

BeiGpaHo: 0 nonk3osarenei

Maccosbii 3anyck

Bce nonb3oBarenu Mo KonuyecTsy Mo rpynnam

OXBAT
MPUOPUTET SERVICE
* Bce nonb3oBarenu

@ TonLko OTUNETPOBAHHBIA CNMCOK OBbiuHblit v BuibepuTte xocT » 3anyck

® Oxuganue B npouecce 3asepuieH Owmnbka

Pucynok 73 — OxHo «3amnyck murpauun» EWS

Hntepdeiic «Cnucok mosib30BaTeNe Uil MUTpAallMM» OTKPBIBAETCS IMOCIE TOro, Kak
aJIMUHUCTPATOp co3Aal Npouib MUTPAlUU JJs JOMEHa, W TNpeAHa3HauYeH Ui yNpaBICHUS
MIEPEHOCOM MOUTOBBIX AMKOB ¢ Exchange-cepBepa Ha DeepMail. B BepxHeil yactu sxpaHa Bceraa
OoTOOpaXkaeTcst UMs JIOMEHa, K KOTOPOMY OTHOCHUTCS TEKYyIasi MUTpaIHsl, YTOObI aJMUHUCTPATOP
94ETKO MMOHUMAJ, C KAKUMHU YIETHBIMU 3aIHCSIMHA PabOTaeT.

B nentpanbHOi 007aCTH HAXOAUTCS MaHeNb YIPAaBIEHUS CIIMCKOM, BKIIIOYAIOIIAs KHOMKY
«O0HOBUTH CHHUCOK», C MOMOIIBIO KOTOPOH MOXKHO B JFOOOH MOMEHT MOATPY3UTh AKTyallbHBIE
nannble n3 Exchange — HanpuMep, eciii Ha UCXOTHOM CepBEPE MOSBUIIMCH HOBBIC TIOUTOBHIC SITITUKH
WIM W3MEHWINCh CTaTyChl YyXe CYIIECTBYIOLIMX. PsaoM pacnosjoxkeHa IOUCKOBasi CTpOKa,
TIO3BOJISIONIAS TMHAMUYECKH (DMIIBTPOBATH MOJIH30BaTelNeH 10 IMEHHU, aJpecy MEKTPOHHON IMTOUTHI
WIN TEKYIEMY CTaTyCy MHUIPALMU; 3TO OCOOCHHO MOJIE3HO MpHU paboTe ¢ OOIBIIUM KOJTHMYECTBOM
SITITKOB.

KnroueBbiM  snemeHTOM HHTepdeiica sBisercs OMOK MaccoBOro 3amycka, Ije
aJIMAHUCTPATOp 3a7aET MmapaMeTpsl Ul IepeHoca NaHHbIX. BHadase BbIOMpaeTcs 0XBar: MOXKHO
3aIlyCTUTh MUTPALMIO AJIs BCEX MOJIb30BaTeNlel JOMEHa, KOTOpbIe ellé He ObUIM MEPEHECEHbl WIN
HaXOJSTCS B COCTOSTHUM OXKUIAHUSA, TNOO TOJIBKO JUI TEX SIIUKOB, KOTOPBIE 0TOOPaXKAIOTCS MOCe
IIPUMEHEHUSI IOUCKOBOT0 (GMIIBTPA — TO YI0OHO, KOra TpedyeTcs NEpeHeCTH KOHKPETHYIO TPYIILY
anpecaroB. [lanee ycraHaBiIMBaeTCs NPUOPUTET BHINOIHEHUA (Hampumep, «OOBIYHBINY WIH
«BbICOKHUIT»), KOTOPBIM BIUSET HAa TOPSAOK OOpabOTKM odepenu: SIIUKU C 0oJjiee BBICOKUM
MPUOPUTETOM OyIyT MUTPUPOBATH paHblie. Taxke He0OX0aMMO yKa3ars y3en (xoct) DeepMail, Ha

KOTOPOM OYIET BBITIONHATHCS TEPEHOC, — B PACIPEACIEHHON Ccpelne aJIMUHUCTPATOP MOXKET
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HaNpaBUTh HArpy3Ky Ha ONpENeNEHHBIA CcepBep, BBIOpaB €ro M3 BBHINAAAIOIIETO CIIHCKA.
3aBepIiaeTcss HaCTPOWKa Ha)KaTUEM KHOIKH «3amyck», MOcjae Yero CUCTeMa HaYMHAET MEePEeHOC
JaHHBIX, & CTATYChI M0JIH30BATENIECH B CIIMCKE HAYMHAIOT OOHOBIIATHCS.

CrpaBa ot 650ka yrpasieHus: oToOpakaeTcst 00111ee KOJIMYeCTBO MoIb30BaTesieil JoMeHa U
YeThIpe LBETHBIX HMHAMKaropa ¢ noanmucsaiMu «Oxumanue», «B mpouecce», «3aBepuieH» u
«Ommbka»». Kaxxaplii H”HAUKATOP MOKa3bIBAET YUCIIO SIIIMKOB B COOTBETCTBYIOIIEM COCTOSIHUH, a
HIETYOK 110 HeMY (UIIBTPYET CIIUCOK, OCTABIISAS TOJIBKO TEX MOJIb30BaTEeNEH, Uel CTaTyCc COBNaaAaeT
¢ BeIOpaHHbIM. Tabnuila monb3oBaresneii, pacloloKeHHasT HIKE, COMEPKUT IS KaKJOTO SIIIUKa
aZipec AIIEKTPOHHOW MOYTHI, TEKYIIM CTAaTyC MUTPALMU U JOCTYIHBIE ICHCTBUS (3aIlyCTUTH
MUTPALIMIO JIJIsl OAHOTO MOJIb30BATENS, TOCMOTPETH AETAIN OIIMOKH, OTMEHUTH ONEPALIHIO).

Pabora c uHTepdeiicom cTpouTcs Mo HpocToil mocienoBarenbHOCTH. [locne cozmaHus
npoduiiss MUrpaly CUCTEMa aBTOMaTHYECKU U3BJieKkaeT u3 Exchange cnucok mo4ToBbIX SIIMKOB
JIOMEHA; aJMUHUCTPATOPY OCTATOUYHO YOEAUTHCS, YTO BCE HYKHBIE SIIMKU MPUCYTCTBYIOT, TIPH
HE00X0IMMOCTH OOHOBUB CIIMCOK KHONKOM «O0OHOBUTH Crniucok». Eciu TpebyeTcs nepeHecTH He
BCEX cpasy, MPUMEHSETCS TMOWCK WM (UIBTp MO CTaTycy, a B OJOKE MacCOBOTO 3alycka
BbIOMpaeTcs oxBaT «TOJNBKO OTQUMIBTPOBAHHBIN CIUCOK». 3aTeM 3aJaeTcsl MPUOPUTET U XOCT,
MOCJIE YEro HakaTHeM «3amyck» oTmpasiseTcss 3anada. CTaTychl SILIHMKOB IMOCIEI0BATEIbHO
nepexoiaT u3 «Oxkunanue» B «B mporecce», a 3ateM B «3aBepuien» uiu «Ommbkay». B ciydae
OLIMOKM aJMUHUCTPATOP MOXKET MPOCMOTPETh JAETalu (HampumMmep, HEBEpPHbIE yUETHbIE JAaHHBIE,
HepgoctynHocTh EWS, mpeBbllieHne KBOTBI) M NPUHATH Mepbl. Ecim mepeHoc 3aBepmiwiics ¢
omn6Okoi min Ha Exchange Oblin BHECEHBI M3BMEHEHHUS, MUTPALIUI0 MOYXHO 3aIyCTUTh MOBTOPHO
JUI TeX JKe SIIMKOB; CHCTeMa OOHOBUT JaHHbIe, HE IyOnupysl yXe IMEepeHECEHHbIe MUChMa,
Onarogaps moaJiep>Kke MHKPEMEHTAIbHOTO IepeHoca.

Takum o00pa3om, uHTepdeic MNpeAoCTaBiIsieT BCE HEOOXOAUMBIE HWHCTPYMEHTHI Jis
HEHTPAJIU30BaHHOTO W THOKOrO YINpaBIE€HHS MPOLECCOM MUTrpanuu. MaccoBblil 3amyck ¢
HACTPOMKOI 0XBaTa U MPUOPUTETA MO3BOJIAET YPPEKTUBHO MIAHUPOBATH HArPY3Ky, a HAIJISIIHbIE
MHIUKATOPbI CTaTyCOB JAIOT BO3MOKHOCTh KOHTPOJIMPOBATh X0 IIEPEHOCA B PEAJIbHOM BPEMEHH,

coKpartas BpeMs nepexoaa Ha DeepMail u cHuxkast puck onmooK.
3.8.1.3 YnajieHue HacTpoeK MUTpanMu U noakaIwdeHne k EWS-cepsepy

UroObl ymanuTh HACTPOMKM MHTpalMy IJisi BHIOPAHHOTO JOMEHAa HEOOXOAMMO B OKHE
MacTepa MHUTpalMd HaXxaTb KHONKY «YIanuTb» (CM. pUCYHOK 71), U B OTKphbIBIIEHCS (opme

«ITonTBEepAUTH NENCTBHE)» MMOATBEPAUTD YIAJIICHUE.
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Bazkno! He BeImonHANTE yaajaeHne HACTPOECK MacTepa MUTPAIUH, 10 MOMEHTa, KOoTaa OyzeT
3aKOHYEHA MUTpAIUsl BCEX JIaHHBIX BHIOPAHHOTO JIOMEHa U Oy/IeT OCYIIECTBIECHO OTKJIIOUEHUE OT
CTapOM MOYTOBOM cUCTEMBI. [Ipr MUTpanu K MUTPUPOBAHHBIM YUYETHBIM 3alIUCAM ITPUMEHSIOTCS
CIeLMaJIbHbIE HACTPOWKH, B CIydae yJaJeHUsi HaCTPOEK MacTepa MHUIpPalUU, TAaKHUE€ HACTPONKH
He00X0MMO Oy/IeT BBITIOJHATH B PyYHOM PEXUME JIJIST KOXKIOW YISTHOH 3aIicH, JIMOO MPOBOTUTH

MTOBTOPHYIO MHUI'PALIMIO TIOJIb30BATEIICH.
3.8.2 UHcTpyMeHT MacTep MUrpauuu kiaaccudecknii IMAP

OxHO «MaCTep MUTpanum» COACPKUT CIIMCOK CTOPOHHUX AOMCHOB, INOAKINOUCHHBIX K

cepsepy APM «DeepMail» (pucynok 74).

@ DeepMaiI — 4] admin@deepmail.io @

JI- Nawuens ynpasnexus
Macrep murpayum 89 Nobasuts [lomeH

Q Nuuensuposanu
B «
deep-mail.ru MopaknioyeH @

LNomexnoe nms Craryc

Pucynok 74 — Oxno «Macrtep murpanun» IMAP

I[J'ISI N3MCHCHUA HACTPOCK MUI'pAIIUN HCO6XOI[I/IMO Ha TIaHCJIM JTOMCHA HaXaTb KHOIIKY

(cm. pucyHok 74). B pesynbrare B okHe mosiBUTCS (opma «VI3MEHHTH JOMEH st
MUTpAlliK» C HACTPOMKAMU MUTPALlUU, TOCTYITHBIMU JJI PeIaKTUPOBAHUS.

Jlis mpocMoTpa CrHCKa IMOJIb30BaTesiei, YbM aKKayHTHI TpeOyeTcsl MepeHecTd B HOBBIN

2
JIOMEH, HEOOXOAMMO Ha)KaTh KHOIKY - (cMm. pucyHok 74). B pesynbrare Ha dKpaHe

otoOpazutcs Gpopma «CrnHcoK Moab30BaTenet st MUrpanun» (pucyHok 75).
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Cnucok nonb3oBartenei Ans MUurpauum

0/43 s 42/43

3aBepLLEHO YCreLlHO B oxuaaHum

Mokasatb | 10 3anucei

3neKTpoHHas novra

akim1@ogaad.it-bfg.ru

akim2@ogaad.it-bfg.ru

{7 Ouuctutb Cnncok Mornb3oBarteneii

0/43

B npouecce

O

Craryc Mpobnems!

B oxugaHumn

B oxupanun

1/43

3aBepLUEeHO ¢ oLwnbKon

DewcTeus

¢: O6HoBuTb Crincok lNonb3oBareneit

A

alisa2@ogaad.it-bfg.ru

Pucynok 75 — Cnivcok Jijist MUTpanuu

B Bepxneit wactu QOpMBI COAEPKUTCA CTATHUCTHKA MHIPAIMM IOJb30BaTEIe TOMEHA.
CyIIecTByIOT CIIEAYIONINE CTATyChl MUTPAIIHH:

- «B oxumanum» — cepBep 0XKKUAAaET NEPBOM aBTOPU3AIUHU TIOJIb30BATENs, YTOOBI TOTYUUTh
€T0 Mapoyb ISl aBTOPHU3AIMH Ha TPEABIAYIIEM CEPBEPE;

- «B mpomecce» — mporecc nmepeaayn GaityioB MOIB30BATENS C MPEABIAYIIETO CEPBEPa eIie
HE 3aBEepIIICH;

- «3aBepIIeHO YCIENIHO» — MATPALIUS 3aBEPIIICHA;

- «3aBepIIeHo ¢ OMHOKOI» — BO BpeMs MUTPAIlUY JAHHBIX BO3HHKIIA OIHUOKA, COJIEp)KaHne

KOTOPOI MOXHO YBUAETH B (haiisie mora «migration user data.logy.

g
Kuomnka , PaCIoOJIOKECHHAsT B CTPOKE ITOJB30BATCIIA, NPCAHASHAYCHA IJIA TEPC3aIryCKa

MUTI'paliuu.

Knomnka E MpeAHa3HaYeHa JJig MPOCMOTpa JIOTOB MUTPALIMHU MOJIb30BATENbCKUX JAHHBIX.
B cnydae OGompiioro kommuecTtBa 3amuceid mosie «llowck:» MO3BOMSIET OBICTPO HAWTH

nH(OPMAIIHIO MOJIb30BaTENs B Ta0IuIe (PUCYHOK 76).

Mokaszats | 10 3anucen

SneKkTpoHHas noyra t Craryc Mpobnemb! Oencreua

B oxupaHum \;) =

administrator@deep-mail.ru

Pucynox 76 — Ilone «Ilouck:»
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O6HOBUTH HMHQOpPMAIMIO O CTAaTyceé MUTPAMd MOXHO C TIOMOIIBIO KHOIIKH

v v
, PACIOJIOXKEHHOM HaJl CIUCKOM I0JIb30BaTeseH (CM. pUCyHOK 75).

VYnanute oJb30BaTele us3 CITUCKa MOXKHO c ITOMOIIBIO KHOIIKHA

Ouuctutb Cnncok lMNonbaosatenen
(om. prcyHoK 75).

3.8.2.1 Co3nanue HACTPOEK MUTPalUU U MoAKI0YeHne K IMAP-cepBepy CTOpOHHEro

JAoMeHa

Jlnis mobaBneHust JOMEHa, C KOTOPOTO TpedyeTcs MepeHeCTH JaHHbIe, HEOOXOIUMO B OKHE

MacTepa MUTPAlUM HaXkaTh KHOMIKY (cm. pucynok 70) u 3aTeéM MOATBEPAUTH

TOTOBHOCTH HaxaB «IIpomomxuts» (pucyHnok 77).

Ecnuv Bbl roToBbI NPUCTYNWTL, HAXXMUTE KHOMKY "lpoaormkuTe".

Ecnu y Bac ocTanucek Bonpockl, To obpamMTecs B cnyxby TexHWyeckod noanepxM - support@iridium-soft.com

MNpogomxus p

Pucynok 77 — Hauano nactpoiiku murpauuu. Knonka «IIpogomxute»

B oxne nosiBuTCs (popma HacCTpOMKM MHUTpaluu Ha mepBoM Iiare «ba3oBble HACTPOUKM

(pucyHok 78).

HoBeIi JOMEH AN MArpaumn

LWar 1 LWar 3 LWar 4
ba3oBbie HaCTPOiiku MpoBepka noAKmioyeHns Wroroeasn uHopmayus

ba3soBble HacTponku
[lomeHHoe uma

ogaad.it-bfg.ru

8 [lonyuyath HOBbIE NUCbMA NOCTIE MUTPALN

v Murpauus ¢ Exchange

Bepcua exchange

2019

B MurpupoBath KoHTaKTs! 1 kanenaapu (EWS)

Hasap Danee

Pucynok 78 — Hactpoiika murpanuu. Ilar «bazoBbie HACTpOKN»

HacTtpoiika MUTpaliiu COCTOUT U3 CAEAYIOIIUX 1IaroB:
- 6a30BbBIC HACTPOMKH;

- HaCTpOWKa MOJKI0UEHUS K cepBepy o IMAP;
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- MOJIKJIFOUEHHE K cepepy no IMAP;

- UTOroBasi HGOpMaIUs.

Ha mare «ba3oBbie HACTPOUKU» HEOOXOMMO BBIOPATh MOYTOBBIHN TIOMEH (JJOMEH U3 CIHUCKa
y’K€ TIOJIKITIOYEHHBIX ), C KOTOPOTO Oy/IET IPOUCXOIUTH MUTPALIHSI.

[Tpu BrIroOueHNY onmnu «[loydars mruchbMa mociie MUTPAITA TTOCIIE OKOHYAHMSI MUTPAIlAN
MTOYTOBOTO aKKayHTa MOJIb30BaTess OyaeT co3aan 00beKT «fetchmail», KoTophlit OyaeT KOMUPOBaTh
HOBBIC HEITPOYUTAHHBIC BXOJISIINE TUChMA C TIPEIBITYINEro CEPBEpa Ha HOBBIM.

[Tpu Brumrouenuun onmuu «Murpamus ¢ Exchange» Oyner y4uTbIBaThCS, YTO MHTpaIUs
noutsl 1o IMAP mpotokony Oynet npousBoautcst ¢ Exchange Server, a taxke Oyzner JoCTyrneH

BbI0Op Bepcun Exchange Server, ¢ KOTOporo npou3BoAUTCS MUTpanus. (pUCyHoK 79).

Bepcua exchange

2019

2019
2010
2010 SP1
2010 SP2
2010 SP3
2007
2007 SP1
2007 SP2
2007 SP3

Pucynok 79 — Bei6op Bepcuu cepBepa MS Exchange

Jlns murpanuu JaHHBIX ¢ cepBepa Microsoft Exchange Ha HeM HE0OXOIMMO BKIIIOYUTH

BO3MOXHOCTh paboTel mo IMAP mportokony (cM. mHCTpyKuuio https://learn.microsoft.com/ru-

ru/exchange/clients/pop3-and-imap4/configure-imap4?view=exchserver-2019).

[Tpu BxItOueHHH onuuu «MurpupoBaTh KOHTakThl U KaneHaapu (EWS)» nepen nauanom
MUTpAIMH TOYTHI Oy/IeT BHINMOJIHEHA MUTPALlUsl KOHTAKTOB, KaJeHIapel U UX COAEP>KUMOTO.

Jlns mepexoa K cleqyrolieMy 1ary HaKMATe KHOIIKY «/lanee» (cM. pucyHok 78).

Ha mare «IMAP» neobxoaumo yxkazate IP-anpec ymanennoro IMAP-cepsepa u mopt

noakitoueHus (pucyHok 80).
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HoBbIA fOMEH Anst Murpauum

LWar 1 \ War 3 Lar 4
Ba3oBble HacTPOWku ( lNpoBepka NOAKMIOYEHUs Wrorosan uxcdopmanma

IMAP

YnaneHHbli cepBep

993

¥ Wcnonb3osats SSL

Hazag Nanee

Pucynox 80 — Hactpoiika murpanuu. [lar «IMAP»

[Tpu HEOOXOAMMOCTH MOKHO BOCIONB30BaThes onuuel «Mcnonb3oBars SSLy.
VYnaneHHbIN XOCT TaKkKe MOXKET OBITh pa3MellieH mo aapecy [Pv4.
Ha mare «IIpoBepka noaximroueHus» OyneT 0ToOpa)keH CTaTyc MOAKIIOYEHHUS 10 IPOTOKOITY

IMAP (pucynok 81).

HoBiiit [1OMEH 117 MIrDaLMKM

MpoBepka noaknoYeHus

IMAP: Mommesen

Hasag Nanee

Pucynok 81 — IIpoBepka noxnkitouenust kK IMAP-cepsepy

Ha mare «WroroBas wundpopmanus» OyneT oToOpaxeHa HHPOpPMALUS C YHUCIOM

MOJIB30BATEINICH JIJIsl MUTpAIUU (PUCYHOK §2).

HOBLIA [JOMEH [1NA MATPALIAHK
Litar 1

Wtorosas nHpopmaums

Yucno nonbaosaTtenen: 3

CoxpaHTs

Pucynoxk 82 — Hactpoiika murparuu. [llar «ToroBas nuaudopmanus»
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JIns1 coxpaHeHus: HACTPOEK HAKMUTE KHOIIKY (cM. pucyHoK 82).
3.8.2.2 YnajieHne HACTPOEK MUTPALIMH VISl AOMEHA

UToOBl ymaiuTh HACTPONMKM MUTPALMH IS BBIOPAHHOTO JIOMEHAa HEOOXOJUMO B OKHE

MacTepa MUTpallMi Ha)KaTh KHOIKY “ (cMm. pucyHok 74), U B OTKpbIBLICHCS (opme

«ITonTBepauTh NENCTBHE)» MOATBEPAUTD YIAJIICHUE.

Baxkno! He BeimonHsiiTe yaanenue HaCTpOeK MacTepa MUTpaIliy, 0 MOMEHTA, Korja Oyzet
3aKOHUYEHA MUTPAIMs BCEX JAaHHBIX BRIOPAHHOTO JOMEHA U Oy/leT OCYIIECTBICHO OTKIIOYEHUE OT
CTapoil MOYTOBOM cucTeMBI. [Ipy MUTrpau K MUTPUPOBAHHBIM YUETHBIM 3aMKCSIM IPUMEHSIOTCS
CrielMalibHbIe HACTPOWKH, B CIydae ydaJeHHUss HACTPOCK MacTepa MHUTpaIlMU, TaKUe€ HACTPOUKU
HE0OX0AMMO OYJIET BHITIOJIHSITH B PYYHOM PEKUME JIs1 KaXKI0W YUETHOM 3aMucu, TU00 MPOBOIUTH

[IOBTOPHYIO MUI'PALUIO I10JIb30BATEIIEH.
3.9 Uucrpyment «KoHTpoO/iepsl 10MeHa»

I[JI)I Iepexoaa K IMOAKIIOUYCHHUIO KOHTPOJIJICPOB JOMCHA HGO6XO,Z[I/IMO B MCHIO HHTCp(l)eﬁca

aaMHHHCTpaTopa BeIOparh «KoHTposuiepsl foMeHa» (pUcyHOK 83).

ﬂ SMTP TpaHcnopTt

T:l Mactep murpauum

,-'h KoHTponnepbl JoMeHa

® rloutossie pomens:

Pucynoxk 83 — MHcTpymeHT «KOHTpoOIIIEpsl ToMEHA

B okne «Kontpomiepsl qoMeHa» 0TOOpakaeTcsi mepevyeHb OOCTyKMBAEMBIX TOMEHOB H
MOJIKITIOYEHHBIX KOHTPOJIJIEPOB JIOMEHa, B BEpXHEl 001acTi 0ToOpakeHbl 0011IKe KOIUYECTBEHHbIE

nokasarenu (pUCyHOK 84).
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@ DeepMalI — 2 [} demouser@deepmail tokyo @ —

- Manens ynpaenesun < = — ~
KoHTponnepbl JomeHa ¢: CunxpoHuauposats 8% No6asuts

Q Iuyenauposanue

B> O6uarnenme WHTETPALNA C KATANIOTOM

S KoHTponnepsl 209

4 SMTP tpancropr AOMEHa MoAL30BATEN

%) Macrep murpayun

#h Kowtponnepui soueta O6CnyXuBaeMble AOMEHbI

LomeHsl, yXe 3anonHex
® Moutossie fomens:

© Nomaosarenn < ST

[ Aumucnam admn.bfg.ru 10.10.115.111

Q Mowck nucem
ogd.it-bfg.ru 10.10.115.41
@ Pacumpentbie

HacTPOuKK
deepmail.io 10.10.111.111

MOS! YYETHAS 3ATUCE

o [lenervupoBanue
Aocryna
MoAKmMio4EHHBIE KOHTpOMMepbl AOMEHa
57 Astomatuueckwii oTBeT Mpo T CHHXPOHM

1 YueTHbie 3anucu
CTOpOHHMX Cepeepos YAANEHHLIW CEPBEP BEC  KOMMEHTAPU GA30BLINA DN CTATYC 10NbL30BATEAM 1

(8 Kanewpapu 10.30.101.254

B— DC=ald, DC=company,DC=lan YCNEWHO 22.05.2026 13:12

Q AnpecHbie KHUrM
10.30.101.137
apr DC=samba,DC=loc YCNEWHO 22.05.2026 13:14
Cnuckm 3agay

DC=o0gaad,DC=it-bfg,DC=ru YCMEWHO 22.05.2026 10:11

10.30.105.46
3 Hacrpoiika knuenta Active!

Director

MPOYEE 10.30.105.151

: OU=0u2,DC=admoon,DC=it-bfg,DC=ru YCTEWHO 22.05.2026 09:56
ctory

@ O DeepMail
10.30.101.139

dc=aldprof,dc=loc OLIMEKA 22052026 13:15

Pucynok 84 — OxHo «KoHTpoIiepsl JoMeHay

JloCTymHO TOAKJIIOUEHHE JIJIsl CIEAYIOIMUX KOHTPOJUiepoB AoMeHa: Samba DC, MS AD,
ALD Pro, OpenLDAP.

B cucteme m0CTYyITHO MOAKIIIOYEHUE HEOTPAHUICHHOTO KOJIMYECTBA KOHTPOJIJICPOB, TAKUM
o0pa3om obecrieurBasi HATMYHE PE3EPBHBIX KOHTPOJUIEPOB JOMEHA ¢ pa3iauuHbiMu [P-agpecamu.
KonTtponneps! 106aBistoTcs ¢ pa3HbIM npuoputeToM (mapamerp «Becy), ecnu oguH «yMupaeT»,
cucTeMa obpaiaercs K Apyromy KOHTposuiepy (moapooHee cMm. B myHkTe 3.9.1).

Jlis mpocMOTpa CHHMCKa JIOTOB IMOAKIIOYEHHBIX KOHTPOJUIEPOB HEOOXOAWMO B OKHE

KOHTPOJIJIEPOB JJOMEHA HaXKaThb KHOIKY E (cM. pucyHok 84).

3.9.1 lloakIr09eHNE KOHTPOJLJIEPa JOMEHA

B9 Nobaents
I[J'IH IMOAKIIIOUCHUS KOHTPOJICpA AOMCHA HGO6XOJII/IMO HaXaTb KHOIIKY ,

PacoJOKEHHYIO B IIPABOM BEpXHEM yIIy okHa «KoHTposiepbl 1omeHa» (cM. pucyHOK 84). B
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pe3yabrare Ha dKkpaHe nosaBUTcs Gopma «Jl00aBUTh KOHTPOJUIEP TOMEHA, B KOTOPOI HEOOXOANMMO

yKa3arh MmapaMeTpbl KOHTpoJuiepa (PUCYHOK 85, pucyHOK 86, pucyHOK 87).

ﬂapameprl NOAKIHYEHNA

Bl ATE TUN Karanora, KOHeYHYIO TOYKY U TPaHCMOPTHLIE NapaMeTpal AnA YCTaHOBKW COEAWHEeHWA

Tun KOHTpONMnepa JoMeHa YaaneHHbIl cepeep

ActiveDirectory

Mopt

389

B Wcnonb3oears SSL

Pucynok 85 — Hactpoiika napamMeTpoB MOAKIIOYEHUSI KOHTPOJUIEPA IOMEHA

LocTyn K karanory

OMCKA M aMUHUCTPATUEHY

KommeHTapui
bazoenid DN
DN agMHHHCTpaTopa

Mapont agMUHKCTPATOpa

W CuHXPOHW3ALMA AFPECHOW KHWIM

Pucynok 86 — HacTpolika napameTpoB JOCTyIla K KaTajaory JOMEHa
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OBnacTk CMHXPOHKU3ALMK

JaHIY XPOHWZALMID BRIGDAHHEIMK JOMEHaMKU AMOC ouMTE 30BATENe NN rpynnsL.

PHLT R

JloMEHBI

2 OOMH MK HECKONb

lNons3oBarenn NCKNHYeHnA

Tpynnbl KCKNIOYEHHA

[ Moeepequwe WokmousHui

Pucynok 87 — Hactpoiika mapameTpoB 00JaCTH CHHXPOHU3AINH IOMEHA

BriGepuTe THI MOAKII0YaEMOT0 KOHTPOJUIEpa ToMeHa (PUCYHOK 88).
THN ECHTPONNEPA JOMEHa
ActiveDirectory

SambaDC

ActiveDirectory

OpenLDAP

ALD Prao

FreelPA

Pucynok 88 — Be16op Tuna koHTposiepa 1oMeHa

Jlanee ykaxure ciaeayrolye napaMeTpbl KOHTposuiepa:

- B IoJie «Y NAJICHHBIN cepBep» yKa3arh [P-agpec KOHTposiepa JOMEHA;

- B nosie «IlopT» ykazaTh MOPT MOAKIIOYEHUS;

- B noJie «Becy» — 4ncioBoe 3HaUeHUE TPUOPUTETA;

- yKa3zaTh HeoOXoJMMble mapameTpbl s 0a3oBoro goMeHHoro umenu (basossiii DN) u
aamuaKcTpaTopa (DN anMuHucTpaTopa);

- yKa3aThb Mapoiib aAMUHUCTPATOPA yIaJEHHOTO IOMEHA;

- B noJie «JloMeHbD» yKa3aTh NOJJOMEHBI;

-B nosie «I'pynmbl HMCKIIOUEHHs» YKa3aTh TIPYIIIBI-UCKIIOYEHUS W TOJIb30BaTENECi-

HCKIIIOYCHMUS.
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Hpumeuanue. [lomp3oBarenu U3 rpynmn-uckiroueHu OyyT 100aBIEeHBI Kak MOJIb30BaTeNn 0e3
TPYTIIBL.

[Tpu 3amosHEHWHW JaHHBIX BaXHO MPABHIBHO yKa3zaTh HapameTp «Bec». DTo umcimoBoe
3HAUCHHEe, KOTOPOE ONpeAessieT MPHOPUTET KOHTpOJUIepa JoMeHa. B ciydae HEBO3MOXKHOCTH
MOJIKITFOYUTCSI K OCHOBHOMY KOHTPOJUIEPY JOMEHA CUcTeMa OyneT oOpamiaTthCsi K KOHTPOIUIEPY
JIOMEHA ¢ HAMMEHBIITUM BECOM H JIajiee 0 YCTAHOBJICHUS TOAKITIOYCHHUS.

3amMeTKH aIMUHHUCTpaTopa pa3MenieHsl B popme i1t uHopmaiuu (pucyHok 89).

3aMeTKu agm MHUCTpaTopa

YoaneHHbLIA cepeep

MCnonb3yidTe cTabunbHbii IP-aapec vnu hostname, JOCTYMHLIA W3 CETH NOYTOBI

BazoenLid DN

23 NOWCKE, TEM HUX¥E HaknajHele p bl H3 CHMHXPOHW2aUWK M TEM MEeHELLE DHCK
HWMNOPTUPOEATE NALLHK #

HCKnYeHuA
e B MHTepd HaYeHWs, pasgeneHHee 3anAToiMI. [pu paHeHWK OHK DyayT
AETOMATWYECKM HODMANWI0BaHLL.

Pucynok 89 — OGnacTh 3aMeTOK aJIMUHUCTPATOPa

Jnst coxpaHeHHs] HAaCTPOEK HEOOXOIUMO HaXaTh KHOTIKY (cm. pucyHok 89).
3.9.2 CuHXpoHU3a U KOHTPOJLJIEPOB I0OMEHA

Kak MMpaBHJIO CHHXPOHH3AUA JaHHBIX C KOHTPOJUICPOM JOMCHA IIPOUCXOAUT II0
pacimiCaHnuio CO 3HAYUTCIBbHBIMU HWHTCpPBAJIaMU. I[J'IS[ TOr0 YTOOBI OIICPATUBHO TIOJIYYUTH

AKTYyaJIbHEBIC JaHHBbIC C IIOAKIFOYCHHBIX JOMCHOB, HGO6XO)II/IMO HaXaTb KHOIIKY

, IPY 3TOM MH(OpMaLUs O NOJKIIOUEHHBIX JOMEHaX 0TOOPAa3UTCs B CEKIIUU

«/lomens» oxHa «KoHTposiepsl AomMeHa», a WHGOpManus O MOAKIIOYEHHBIX KOHTPOJUIepax

noMeHa B cekunu «IloakioueHHble KOHTPOJUIephl ToMeHa» (pucyHok 90).
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KouTponneps! gomeHa |

KoHTponnepsl
LOMeHa

O6cnyxvBaeMbie AOMEHbI

£ uun
©  admn.big.ru 10.10.115.11
©  ogd.itbig.ru 10.10.115.41

©  deepmailio 10.10.111.111

MoAKMIOYEHHbIE KOHTPONNEPL! AOMEHA

10.30.101.
R DC=ald,DC=company,DC=lan OwMEKA 22.05.2026 14:36

10.30.101.137
DC=samba,DC=loc MOAKNIOYEHHE 22.05.2026 14:36

10.30.105.46
DC=0gaad,DC=it-bfg,DC=ru 8 OUEPEAN 8 22.05.2026 1436

10.30.101.1.
st de=aldprof,dc=loc B OUEPEAM 22.05.2026 14:36

10.30.105.151 ~
s 0OU=0u2,DC=admoon,DC=it-big,DC=ru YCNEWHO 5 22.05.2026 14:36

Pucynok 90 — Knonka «CHHXpOHU3UPOBATh» U CEKLIMU UH(POpMaLUU

B Havane monakiroueHHs] KOHTPOJUJIEP JOMEHA MMeEET craryc «B ouepeam», 3areMm craryc
Mensiercs:s Ha «llomkmtouenue» wunm  «CunxpoHusamus». Eciaum aBropuzamus MpoHJeHA,
MOJIKJTFOYCHHE BBITIOJIHEHO, TO CTAaTyC CTAHOBHUTCS «YcmemHo» (cM. pucyHok 90). B ciyuae
HEY/IaYHOTO TIOJKIIIOYEHUSI CTaTyC KOHTposiepa — « OmuoKay.

[Ipy mnoaxkdrOUEHMHM K KOHTPOJUIEpY JIOMEHa TMepefaroTcsi HMEHa I[O0JIb30BaTelNei,
uH(pOpMaIUg 0 UX MPUHAUICKHOCTH K TMOJI30BATEIHCKUM TPyMIaM, a TAKXKE IMOYTOBBIC SIIIUKH
nosnb3oBateneil. [lodyToBbie AIMMKK TOJB30BAaTENeld JOKHBI aBTOMAaTHYECKH TOSBUTHCA B
MOJIKITFOYCHHOM JioMeHe. Onucanue paboThl ¢ TOYTOBBIMU JJOMEHAMU MPUBEACHO B « THCTpyMEHT
«ITo4TOBBIE TOMEHBIM.

HNudopmammio o mporecce MOAKIIOUEHUH JOMEHAa M O IMepefade ITaHHBIX MOKHO
IIOCMOTPETH, HA’KaB KHOIIKY ITPOCMOTpa JIOTOB e (cM. pucyHok 90).

4
I[J'ISI N3MCHCHHUA  HACTPOCK  MOAKIFOYCHUA HCO6XOI[I/IMO HaXaTb  KHOIIKY .

(cM. pucynok 90), 1 BHECTH U3MEHEHUS B MOSBUBIIYIOCS (hOpMYy.
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3.9.3 Yiajenue KOHTPOJLJIepa J0MeHA

Jlnst ynaneHus: KOHTpoJuiepa JOMeHa He0OX0IMMO HaXaTh KHOTIKY ﬂ (cm. pucynok 90),

Y TIOATBEPIUTH ylalieHnue B OTKphIBLIeiics ¢popme «IloaTBepanTs nericTBre».
3.10 Uncrpyment «IlouToBbie JOMEHBD

Hactpoiika mo4ToBbIX 1OMEHOB TPOU3BOAUTCS B OKHE «CIHUCOK IOMEHOBY, IJIsl Iepexo/ia K
KOTOpOMY, HEOOXO0IUMO B MeHIO MHTep(eiica amMuHucTparopa BbiOpaTh «IlodToBBIE TOMEHBI»

(pucynok 91).

tl MacTtep murpauum

;% KoHTponneps! foMeHa

@ [MouyToBbIe AOMEHDI

™M nonwsosarenu

Pucynok 91 — MuctpymenT «IloyTOBBIE TOMEHBI»

OkHO «CHOHCOK JOMEHOB» COACPXKUT CIHUCOK TMOYTOBBIX JOMEHOB, OOCITY>KHBAEMBIX

cepBepoM (pUCYHOK 92).

CnucoKk JOMEHOB 8% Hoswiii [lomeH

testdm.it-bfg.ru

o DKIM oreyrerayer

B Coagano: 2026-03-24 @ Vaueneno: 2026-03-24

© MoapotHo O AsTomanweciit oTeer

A [Mons3osareni @ Tceapormmel

& Menemxepu * AnsTepHaTUBHLIE JOMEHS!

£ Viamesums O Yaanums

Pucynok 92 — OxkHo «CIUCOK JOMEHOBY
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Hntepdeiic «Cnucok TOMEHOB» MpPEACTaBIsIeT COOO0M ULEHTPAIM30BaHHYIO IIaHEIb
yIpaBJlIe€HUs BCEMH IOYTOBBIMHU JIOMEHaMH, oOciykuBaeMbiMu cepBepoM DeepMail. Ha
CTapTOBOM 3KpaHE aJMUHUCTPATOP BUJIUT OOOOIIEHHYIO CTATUCTUKY IO BCEM JOMEHaM: ollee
KOJIMYECTBO JIOMEHOB, OOIIee 4YHCIO TIOYTOBBIX SIIIMKOB, IICEBJIOHMMOB M Ha3HAYEHHBIX
MEHEKEPOB. OTH  IU(PPOBbIE HWHAMKATOPHl IO3BOJIAIOT OBICTPO OLIEHUTH  MacluTad
UHPPACTPYKTYPHI.

Jlist kaxa0ro ToMeHa B UHTepQeiice BbIIEIEH OTAENbHBIN OJI0K, B KOTOPOM CTPYNITUPOBAaHbI
BCE CBEJICHMSI U MHCTPYMEHTHI ynpasieHus. B yeBoil yactu 610ka oroOpaskaercss UMs JOMEHA U
€ro CTaTyc: IpU OTCYTCTBUM NoAKI04EHHOr0o DKIM-KiTto4a cuctema BEIBOOIUT COOTBETCTBYHOLIYIO
MeTKy «JIKM OTcyTCTBYyeT», CHUTHaIu3upys O HEOOXOJUMOCTH HACTPOMKH MOANHUCH. Psnom
yKa3zaHbl JaTbl CO3JAaHMsS M IOCIIEJHEr0 W3MEHEHHUs JIOMEHAa — 3TO IIOMOTaeT OTCIIEKUBATh
KU3HEHHBIN LUK KOH(UTypaluu.

IlenTpanbHas 4acTh OJOKA COJAEPKHUT KAapPTOUKY C TEKYLIIMMH 3HAYEHUSMU JIMMUTOB U
notrpedieHus: pecypcoB. s KaKIoro JoMeHa OTOOpa)KaeTcs KOJIMYECTBO 3aHSATBHIX MOYTOBBIX
ALIUKOB OTHOCHUTEJIBHO MaKCUMAaJIbHO pa3peléHHoro (Hampumep, 1 U3 OECKOHEYHOCTH), YHUCIIO
CO3JIaHHBIX [ICEBJOHMMOB U YCTAaHOBJIEHHAsl KBOTA Ha TUCKOBOE ITPOCTPAHCTBO (3/€Ch 0003HaYeHa
KaKk o0, 4YTO O3HauaeT oTcyrcTBue orpanuyeHus). llome «KommeHnTapuil» mo3BoJseT
a/IMUHUCTPATOPy OCTABJATH MPOU3BOJIHBIE 3aMETKHU, CBSI3aHHBIEC C JOMEHOM, 4YTO YyJOOHO IpHU
BEJCHUM y4YETA.

B npaBoii yactu O0ka pacrnonokeHbl KHOIKH OBICTPOTo Mepexo/ia K OCHOBHBIM OTEepalysiM
yopasiieHuss nomMeHoM. C mnomomibio nyHKTa «I[logpoOHO» MOXKHO OTKpPBITH PaCHIMPEHHYIO
KapTOUKy JOMEHa, COEp allylo IMOJHBIH HabOp HAcTpoeK. «ABTOMAaTHUYECKHHA OTBET» BEAET K
KOH(UTYypalyy aBTOOTBETUMKA, KOTOPBIA MOKET ObITh BKITIOUEH IS BCEX SAIIMKOB JoMeHa. KHorka
«Ilonb3oBarenu» OTKPBHIBAET CHHCOK YUYETHBIX 3alMCeil, CO3JaHHBIX B JIOMEHE, I[O03BOJIsA
ynpasiATh smukamMu, a «llocpemauku» u  «MeHemxkeps» AT JOCTyI K HAacTpPOMKE
JIeJIeTUPOBaHus MpaB yrpasieHus. Pa3nen « AnbrepHaTUBHBIC JOMEHbBD) CIIY>KUT JUJISl JOOABICHUS
NICEBJJOHUMOB JIOMEHA — JOIOJIHUTEIbHBIX UMEH, HA KOTOPBIE TaKXKe OyAeT MPUHUMATHCS MOYTA.
3aBepmatoT 010K KHONKH «VI3MEHUTH» ISl peAakTHPOBAaHUS OCHOBHBIX MapaMmeTpoB JIOMEHa
(marmpumep, kBOT, nnpoduneit SMTP/IMAP) u «Ynanutb» 17151 €ro MOJTHOTO yAAJlIeHUS U3 CUCTEMBI.

Takum o6pazom, untepdeiic «Cucok JOMEHOB» OObEANHSET B ce0€ CBOIHYIO CTaTUCTUKY
0 BCEH MOYTOBOM CHCTEME U JIETaJbHbIEe HHCTPYMEHTHI YIIPABICHUS KaXKIbIM TOMEHOM, ITO3BOJISIS
aJIMUHUCTPATOPy OBICTPO MEPEXOAUTh K HACTPOWKE MOJIb30BaTENICH, ICEBIOHUMOB, MPaB JI0CTYIIA

Y KJIFOUEBBIX NMOYTOBBIX (DYHKIUH, HE TEpsis U3 BUJLY OOIIYIO0 KApTUHY UH(PPACTPYKTYPHI.
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3.10.1 [deiicTBUS ¢ MOYTOBBIMH JOMEHAMMU
3.10.1.1 /Io6aB1eHre HOBOIO NMOYTOBOI0 JOMEHA

Jns mobGaBiaeHMST HOBOTO IMOYTOBOTO JOMEHA HeoOXoaumo B OkKHe «CIIMCOK JOMEHOB)»

HAXaTb KHOIIKY (cm. pucynok 92). [Tocne 3Toro OyAeT BBITIOJIHEH EPEXO]] K
dbopMe no0aBiIeHHUs HOBOrO MOYTOBOTO JomeHa «HOBBIM 1OMEH» ¢ OCHOBHBIMH HacTpOMKamW,
HAacCTpPOWKAMM CETEBBIX MAapaMETPOB MU MPOTOKOJIOB (pUCYHOK 93, pucyHok 94, pucyHok 95,
pucyHOK 96).

[Tanens ynpasienust someHoMm B DeepMail 00beiMHsIET HECKOIBKO BKJIA/I0K, TO3BOJISIFOIIINX
aJIMUHUCTPATOpy TMOKO HAcTpauBaTh MapaMeTphbl IMOYTOBOIO JOMEHA, YNpPaBIATh CETEBBIMU
uHTepdeiicamu, MpOTOKOIAMHU, IPaBaMU OTIIPABKU U BECTH CiTykeOHble 3ameTku. Kaxknas Bkinanka
OTBEYAET 3a OINpe/AeTEHHbIN acleKT KOH(PUTypaliu, a UX COBOKYITHOCTh O00ECIIEYMBAET MOJHBIN
KOHTPOJIb HaJ| IOBEJICHUEM JIOMEHA.

B ocHOBHBIX HacTpolikax (pucyHok 93) 3amatoTcst 0a30Bble XapaKTEPUCTUKH JIOMEHA.

OCHOBHbIE HACTPOWKK

OCHOBHBLIE NapamMeTpbl A0MEHA, OTPaHWYEHWA KBOT M HaC DETMCTPALIHMA.

OdoMmeHHOoe UMA

MaKcMManeHoe YMCNo Nonk30BaTenem MakcuManksHoe YMCNo NCeEOHMMOE

10 10

MakcMMankHoe YMCrno Nanok KBOTa Ha NoNkL30EaTENA

1 = 5B I —

B PazpeweHa perucTpaums

Pucynok 93 — Okno «HoBblil JOMEH)» OCHOBHBIE HACTPOMKHU

[Tone «/lomeHHOE UMS» COAEPKUT UMS TIOYTOBOTO JOMEHA, KOTOPOe OyJeT MCIOJIb30BaThCS
s (popMUpOBaHUS AAPECOB DICKTPOHHOM MOYTHI. 37ECh K€ OMPEAETSIOTCS OTPaHWYCHHS Ha
KOJINYECTBO CO371aBa€MbIX MIOYTOBBIX AIIAKOB — «MaxkcumainbHOE YHUCIIO0
IIOJIB30BATEIIECH) MTO3BOJISAECT YCTAHOBUTD KECTKUM JIMMUT, IPEAOTBPALLAIOIINN HEKOHTPOIUPYEMOE

CO3JaHucC yqéTHI:»IX 3aMucei. AHaJ'IOFI/I‘IHO, «MakcuMaJibHOE YMCJIO TICEBJOHUMOB) OIpaHHUYIUBACT
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KOJINYECTBO OJHOBPEMEHHO AKTHBHBIX IICEBAOHMMOB [UJII OJHOTO IOYTOBOIO  SIKKA.
[Tone «MakcumanbHOE 4YHUCIIO MANoOK» 3a4a€T KBOTY Ha KOJIMYECTBO mnamok, a «KBora Ha
IIOJIB30BATEIS» 3aJaeT OTrPaHWYEHUE Ha JUCKOBOE INPOCTPAHCTBO, JOCTYIIHOE BCEM SIIUKAM
JOMEHa — 3HAY€HHWE «o0» O3HadaeT oTcyTcTBHe orpaHnyeHuid. @Onaxok «Pazpemena
perucTpanus» ynpasisieT BOSMOXKHOCTBEO CAMOCTOATENIBHOTO CO3JaHHsI HOBBIX ITOYTOBBIX SIIUKOB
MOJIb30BATENISIMU uepe3 BeO-uHTepdelic WK Ipyrue MeXaHU3Mbl CaMO3aIHCH.

Paznen cereBbix HacCTpoeK (pUcyHOK 94) onpenensiet, Mo/l KAKUMHA UMEHAMH U C KaKuX ceTeit
JNOCTYTIEH JIOMEH.

CeteBble napameTpsl

OcC dme, NONONHUTENbHLIE HME *p DONYCTHMBIE CETH KNHWEHTOB, ( €HHbIE Ha YDOBHE AOMEHA.

OcnoeHol hostname

ACTIATE WX

JNononHuTenbHbLIE hostname

anA ceted Hotaumo CIDR, nanpumep " unm "2001:d

PaapemeHthe CETH KNHUEHTOB

Pucynok 94 — OxHo «HoOBBII TOMEH» CETEBBIE MapaMETPhI

«OcHoBHOH hostname» — 3T0 IIaBHOE JOMEHHOE MMS MOYTOBOTO CepBepa, KoTopoe Oyner
ucrnosib3oBaThcsi B MX-3anucsx, npu GOpMUPOBAHUU CCHUIOK B BeO-MHTep(eiice u B KauecTBe
MMEHH cepBepa JJIs MOYTOBBIX KIMEHTOB. «JlomomHuTenpHbIe hostname) Mo3BOISAIOT TPUBS3ATh K
JIOMEHY aJIbTEPHATUBHBIE UMEHA, HApUMEp, AJs Pa3jIM4YHbIX IOIJOMEHOB WU HUCTOPUYECKUX
UMEH cepBepa. DT UMEHA MOTYT IEPEUHCIIATRCS Yepes 3anaTyro. «Pa3perieHHble CeTH KIMEHTOBY
CIy’KaT JUld OrPaHMYEHHMs JOCTyna K IOYTOBBIM CEpBHCAM JIOMEHA: 37€Ch YKa3bIBAIOTCSA
nuana3onbsl [P-anpecoB (B Hotamuu CIDR), ¢ koTopbIX pazpelieHbl noakiaoueHus. Ecnu momne
3aIlOJTHEHO, TO BCE MOMBITKU JIOCTyIa C aJpecOB BHE yKa3aHHBIX ceTei OyIyT OTKIOHEHBI, YTO

MOBBIIIAET OE30MACHOCTb.
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Bo Bknaake «llognepxkuBaemble NPOTOKONBD (pUCYHOK 95) HacTpauBaeTcss HaOOp
IIPOTOKOJIOB, JOCTYIHBIX JJIsl IOMEHA, a TAK)KE MPaBUJIa aBTOPU3ALMU I OTIIPABKMU MOYTHI. J{7s
Ka)XJI0T0 MPOTOKOJIA MOKHO BKJIFOUUTH WIIM OTKIIOYUTB €T0 MOIIEPHKKY:

- IMAP — gocTtyn k mouToBbIM siiifukaMm yepe3 IMAP-kinueHTs;

- POP3 — nognepxka ycTapeBUIMX [MOYTOBBIX KIIMEHTOB, Hcnonb3ytonmux POP3;

- SMTP — BO3MOKHOCTH OTHPAaBKHU U MpUEMaA MOYTHI 1O MpoTokoay SMTP;

- WebDAV — nognepxkka CalDAV u CardDAV pans CHHXpOHU3AaLMM KalleHJAapeu u
KOHTAaKTOB.

brox «Komy pa3pemnieHo oTnpaBisATh» 3a4atT NOJUTUKY Ucxopasmiei noutsl. [lonbs3zoBaTenu
JIOMEHa MOTYT OTIIPaBIsATh MUChMa BceM (0e3 OrpaHMuYeHHi), TOJIHKO BHYTPH CBOETO JOMEHA
(TONBKO agpecaraM TOro ke JOMEHa) WM TOJIBKO BHYTPH JIOKAJILHOM MOYTOBOM CUCTEMBI (BKITIOYAs
JpyTue JOMEHBI Ha TOM K€ CEpBEpe, HO HEe Ha BHemHHE aapeca). Pnaxok «TpedoBats SMTP-
ayTeHTU(UKAIIUIO» OMPEEIIIeT, 00s3aHbl JU MOJIb30BATENN MPOXOIUTH ayTEHTHU(PHUKAIIUIO Tepe
otnpaBkoil nmuceM yepe3 SMTP — orkimroueHue 3Toro TpeOOBaHMUSI MOKET HCIOIb30BAThCS IS
BHYTpPEHHHX JoBepeHHbIX ceredd. Ommuss «GSSAPD» BrirouaeT mogiepkKy ayTeHTH()HUKAIUU
Kerberos (GSSAPI) mist mMoYTOBBIX KJIMEHTOB, YTO IO3BOJISET HMCIOJB30BaTh CIWHBIA BXOHI B

JIOMEHHOU cpeJie.
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I'Ic:,qnepmuaaemue NPOTOKOINbI

Mogoep®xka QoMEHHLD AeHEeHWA NOMMEW BeINONHEHWA Ha O3HHOM

NpoTokonm

aTane.

¥ IMAP
Nognepxra IMAP gna 3Toro QoMexa.

POP3

NMognepxka POP3 gna ycTapeBwnx KNWeHTOs.

SMTP

Nopgnepxka SMTP E HACTPOREAX JOMEHE.

¥ WebDAV
NMognepxra CardDAV m CalDAV gna gomena.

Komy pazpemeHo 0TNPaBnAThL

PazpelwueHo Bocem

¥ Tpeborat. SMTP-ayrenmuchmicaumo

Onpegenset, Tpebyerca nu SMTP-ayTeHTMMKALMA QNA NONb30OEATENEN JOMEHA.

B GssAPI

Brniounth GSS5API (Kerberos) ayTenTHMKaMn gNA NoYTOBHIX KNWEHTOE.

Pucynok 95 — OxHo «HOBBII 1OMEH» MOAAEPHKUBAEMBIE TTPOTOKOJIBI

Paznen «3ametku anMmuHUCTparopa» (pUCyHOK 96) mpeaocTaBisieT aIMUHUCTPATOPY

BO3MOXXHOCTBH OCTABJIATH IIPOU3BOJIBHBIC TCKCTOBBIC KOMMCHTAPHUH, CBA3aHHBIC C IOMCHOM.
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3aMeTKn agMUHUCTpaTopa

KOHTEKCT ANA aAMWHUCTPATOPOE W (huHanNbHLIN BrNoK NpoBepky neper coxpaHeHueMm

KoMmmeHTapui

Pucynok 96 — Oxno «HoBbIil TOMEH» 3aMETKU aAMUHUCTpATOpa

[Tone «KommeHTapuii» MOXKET COAEpKaTh CIY)KEOHbIE TOMETKH, WU JIIOOYI0 ApPYTYIO
nonie3Hyto uHpopmanuo. CoxpaHEHHBIE 3aMETKU XPAHATCS BMECTE ¢ KOHPUTYpalue JoMeHa U
MOTYT OBITh POCMOTPEHBI IPYTUMU aIMUHUCTPATOPAMH, YTO OOJIEr4aeT COBMECTHYIO paboTy U
JOKyMEHTUPOBAHHUE.

Bce wu3MeHenuss B HacTpoWKax  JOMEHA  MPUMEHSIOTCS ~ TOCJIE€  HaXKaTud
KHONKU «COXpaHUTh» B COOTBETCTBYIOIIEH BkIagke. CucremMa aBTOMAarMueCKH BBIIOJHSIET
pexoH(purypanuto 3arpoHyThix cepBucoB (SMTP, IMAP u T.1.) 6e3 HE0OXOMUMOCTH PYYHOTO
nepe3anycka. Takas [eTaqu3upoBaHHash HACTpOHKa MO3BOJISIET aJMUHUCTPATopy THOKO
aJIanTUPOBaTh TOBEICHUE KaXJOTo JOMEHa TOj TpPeOOBaHMUS OpraHu3aIlH, Oy TO CTPOTHE
CeTeBbIC OTpPaHUYCHUS, TMOAJACPKKA YCTapEBIIMX MPOTOKOJIOB WM HWHTErpanus C BHEIIHEH

ayTeHTU(UKAIUECH.
3.10.1.2 U3mMeHeHHe MOYTOBOI0 IOMEHA

I[J'I)I N3MCHCHUA TapaMCTPOB CO3AaHHBIX ITOYTOBBIX JOMCHOB HGO6XOI[I/IMO B OKHE «CIIHCOK

N3MEeHHTD
JIOMEHOB» Ha)KaTh KHOIIKY (cMm. pucynok 92). Ilocne storo OyaeT BBINTOJIHEH
nepexon K ¢opme, HACHTUYHON IMapamMeTpaM CO3[aHHs HOBOTO JIOMEHA, DPEJaKTHPOBAHHS

mapaMeTpoB JOMCHA «3MeHuTh JOMCH» B KOTOpOﬁ MOXHO BHCCTH H3MCHCHHA B IapaMETPhI

CoxpaHuTe
JIOMEHA ¥ HAXKaTh KHOMKY — (pucynok 97).
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WameHuTb JoMeH \ testdm.it-bfg.ru

YTOBb "

U3MeHuTb AOMEeH

ObHoBNANTe OrpaHuyeHus JomeHa, hostname cepBUCOB U HACTPOIAKM

NPOTOKOIOB B TOM e BU3yarnbHOM CTUMNe, YTO U Katanor A0MeHoB

OCHOBHbIE HacTpPOWKK MNoagepxvBaemble NpOTOKOIbI MpoToxons!

OcHoBHble NapamMeTpbl AOMEHA, OTPaHUYEHNS KBOT U HACTPOWKU perncrpauum Mo Ka AOMEHH B D6e3 u3meHeHus Noruku
Bbl HUS Ha f1aH|
[AoMeHHoe ums

testdm.it-bfg.ru IMAP
Topsepxka IMAP gns 31010 gomena.

MakcumansHoe Y1Cno nonb3osarenen MakcumansHoe YUCNO NCeBAOHNUMOB

-1 -1 POP3

Moanepxka POP3 Ans ycTapeBmmx KnuexTos.

MakcuMankHoe YUCno nanok KBoTa Ha nonk3oBsatens

-1 © GB o ——————— SMTP
Nonnepxka SMTP & HacTpoiikax AoMeHa.

B PaspeweHa peructpauns
WebDAV
TMopnepxka CardDAV u CalDAV ans gomena.

Pucynok 97 — ®opma «MI3MEHUTH JOMEH»

Jomen coxparen deepmail.io

B PE3YIbTAaTC B OKHC IMOABUTCA C006II_ICHI/IC , 4 BHCCCHHBIC M3MCHCHHA

0TOOpa3sTCs HA MMaHEIU MOYTOBOTO JOMEHA.
3.10.1.3 HacTpoiika aBTOMATH4Y€CKOI'0 OTBETA JIJI IOYTOBOI0 JOMEHA

JIst HACTPOMKHM aBTOMATUYECKOTO OTBETA JJIsi BHIOPAHHOTO MOYTOBOTO JIOMEHA HE0OX0AUMO

B OkHe «CHnHMCOK JOMEHOB» HaXaTb KHOIIKY (cM. pucyHok 92),

OTHOCSIIILYIOCS K IOYTOBOMY JIOMEHY, Ha KOTOPOM HEOOXOJMMO HACTPOUTH aBTOMATHYECKHI OTBET.
[Tocne aToro OyneT BhINOJMHEH Nepexo K (opMe peAakTUPOBAaHUS MapaMeTPOB aBTOMATHUYECKOTO
OTBETa, B KOTOPOI HEOOXOIMMO BHECTH 3aroJIOBOK M TEKCT aBTOOTBETA, a TAKXKE JaTy Hayala U

OKOHYaHUuA pa6OTBI ABTOOTBCTUHMKA, IIOCJIC BHCCCHMA BCel I/IH(bOpMaI_II/II/I HaXXaTb KHOIIKY

(pucyHok 98).
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® BKniouvTh aBTOOTBETUMK

Zaronoseok SETOOTESTE

CooDlyeHwe SETOOTBETA

Hsuano ornycka

1.1 -2025

Koney ommycka
01.01 . 2028

Pucynok 98 — ®opma « BKIt0OUYUTh aBTOOTBETUHK AJIS [IOYTOBOTO JJOMEHA

BO3MOXXHOCTH H&CTpOﬁKH JJMYHOTO AaBTOOTBCTUYMKA AJIA

[Ipy naHHOM HacTpoUKe,
KOHKPETHOTO TIOYTOBOTO SIIHUKA OIOKUpyeTcs (PUCYHOK 99).

ABTOMaTUYECKUIA OTBET | test2@domain.test.ru

[ns aToro NOMTOBOrO SLKMKa BKIIKOYEH aBTOOTBETHMK JOMEHa, NO3TOMY NMUYHbLIE HACTPOWKN aBTOOTBETYMKA UTHOPMPYIOTCS

00 Tex nop, Noka nonvTuKa gomMeHa He ByfeT oTKnYeHa.

® BKMO4YnTbL aBTOOTBETUMK

3aronoBoK aBToOTBETa

Pucynok 99 — ®opma «biiokupoBaHne HaCTPOWKH JIMYHOTO ABTOOTBETUYHKAY
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3.10.1.4 Ynajienue mo4ToBOro 10MeHa

]_—[J'I}I YOaJICHUA IIOYTOBOI'O AJOMCHA HCO6XO,Z[I/IMO HaXXaTb KHOIIKY

pacIoIOKCHHYO Ha TTaHeTu BEIOpaHHOTO JoMeHa (pucyHok 100).

testdm.it-bfg.ru

o~ DKIM orcyrcreyer

@ Co3paHo: 2026-03-24 W3meHeHo: 2026-03-24

MoapotHo 0 Asromaruueckui oTeer

A MNonb3oBarenu @ lcespoHUMBI

AnbTEpHaTUBHbIE

A MeHemx
“ i * OMEHbI

£ W3meHnTb 0 Yaanuts

Pucynok 100 — Knomnka «Yaanuts»

[TonTBepaute ynaneHue B oTKpbiBLIeiics popme «IloaTBepauTh nercTBHEY.

3.10.2 YnpasJ/ieHue M0J1b30BATEJISIMH JIOMEHA

praBJIeHI/IG IMOJIB30BATCIIIMU OCYIICCTBIIACTCS B IMPEACIaX OAHOr'0 ITOYTOBOTO JOMCHA.

MoxHO 100aBIATh, yAAISITh M OJOKHUPOBATH MOJB30BATENICH, Ha3HAYaTh pa3Mep HUX MOYTOBBIX

SIITUKOB, )1068.BJ'I$ITB WX B I'PYIIIbI U YAAJIATH U3 T'PYIIIL.

s Be130Ba (hOpMBI YIIpaBICHUS TMOIH30BATEISIMU JOMEHAa HEOOXOAUMO HaXKaTh KHOIIKY

(prcysox 101),
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testdm.it-bfg.ru

o DKIM orcyrcreyer

—

aano. 2026-03-24 g Waxseneno: 20264

# NoapotHo O AsToMaTHyeckmit oTeeT

A Nons30sarenw @ TIcesaoHmMe

ANBTEPHATUBHLIE
ROMEHL!

*

£ WV3menTs 0 Ynanums

Pucynok 101 — Knonka «Ilonb3oBarenn»

Otkpoercs OkHO «CHHMCOK TMOJB30BATENC» C MOMMEHHBIM CIUCKOM IOJIb30BaTENICi

BBIOPAHHOTO JIOMEHA, OTOOpaXEHHBIM B TaOMUyHOM Buje (pucyHok 102).

Cnucok nonb3oBaTenei \ ¢ [l06asuth OBuMii MoYTOBbIA SMK

testdm.it-bfg.ru

Cnucok nonb3oBaTtenen

OTOBPAXAEMOE UMA BNEKTPOHHAA NOYTA OYHKLUMMN rPynnbl CO3[1AHO U3MEHEHO

He ykaszaHo admin@testdm.it-bfg.ru local [NoBaNLHbLIE aAMUHUCTDATOPH 2026-03-24 2026-03-24

Pucynok 102 — Okno «Cnucok noJib3oBaresnein

BS [obasuts Monk3oBatena

NEACTBUA

£ Vismennts

B Tabnune npeacrasieHa nHpopMalys o BCeM NOoIb30BaTENIIM JOMEHA, BKIIIOYas pa3mep

IIOYTOBBIX ANIUKOB U pasMep, 3aHATOM UMHU MaMSITH.
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3.10.2.1 Co3aanue HOBOI0 HOJL30BATEIA MOYTOBOI0 IOMEHA

]_—[J'I}I CO3JaHusA HOBOI'O ITOJIB30BATCIAA JOMCHA B OKHE «CHHCOK MOIb30BaTeIICH» HCO6XOI[I/IMO

89 [Oo6aeuts Nons3osatens
Ha)XaTh KHOIIKY (cm. pucynok 102). Ha skpane mosiBuTCS dopma

«HoBpsIit mop30BaTenby» (pucyHok 103).

HoBbliin nonb3oBarternb \ testdm.it-bfg.ru

MNOYTOBLIE NONn

Co3aaTtb nonb3oBarens

Co3paiiTe NOYTOBbIA ALLMK B TOW 3Ke CTPYKTYPUPOBAHHOI packnajke, Uto u

=
testdm.it-bfg.ru

pefakTop AoMeHa: UAEeHTU(DUKALNA, KBOTbI U Npasumna A0CTaBKU pPa3HeCeHbl

No OTAEeNbHLIM KapToyKam

Pucynok 103 — ®opma «HoBbII1 OsIB30BaTEINb)

®opma pedaKkTUpOBaHUS TIOYTOBOTO SAIIMKA B TMaHenu agMuHucTparopa DeepMail
00BbeAMHSAET HECKOJIBKO TEMATHUYECKUX Pa3/eioB, MO3BOJISIIONIUX HACTPOUTH YUETHYIO 3aIlUCh
TIOJI30BATEIISI C BBICOKOM CTENEHBIO IeTalN3alluH.

B BepxHeili yactu pacnoyioxkeH 010k «OCHOBHBIE HACTpOUKm» (pucyHok 104), rae 3amaercs
JIOKaJbHAs YacTh aJpeca AICKTPOHHOU MOYTHI (Moje «IIEKTPOHHAS MOYTa» C YK€ BHIOpaHHBIM
JIOMEHOM ), TIapOJIb ¢ 00S3aTEIHHBIM MMOATBEPKACHIEM, 0TOOpakaeMoe UMsl, KOTOpoe OYIyT BUICTh
MOJTy4aTeliy, a TAK)Ke YJICHCTBO B TPyIIax KaTajora.

OCHOBHbIE HACTPOWKN

MaeHTMDMKALWA AWK, NAponk W YNEHCTEO B rPyNnax

3neKTpOHHARA NoYTa

@testdm.it-bfg.ru

MoATEEpANTE Naponk

OToGpaxaemoe HMA

Mpynnel

* [lonb3oBarenu

Pucynok 104 — ®opma «HoBslii nosib3oBarenb» OCHOBHBIE HACTPOMKHU
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Cnucok rpynn MpeicTaBiIeH B BHUJIE NMEPEKIIOYAEMbIX AJIEMEHTOB, YTO IMO3BOJISIET JIETKO
BKJIIOYATH SIIIMK B OJTHY MJIM HECKOJIBKO Ipym, Hanpumep, «[lonb3oBarenny», «busHec-napTHEPHIY,
«AHanUTUKa» U ApyTHE.

Crnenyromuit paznen — «KBOTBI M TUMUTBI» — JaeT BO3MOXHOCTh OTPAaHUYHUTH PECYPCHI,
MOTPeOIsieMbIE TOYTOBBIM SIIITUKOM. 3/1€Ch MOKHO YCTAaHOBUTH MAKCUMAJbHBIN pa3Mep MOYTOBOTO
XpaHuiuia (KBOTy), yKa3aB 3HaueHUE B rurabaiTax, U OTPaHUYUTH KOJMYECTBO CO3/1aBAEMBIX

narok (3HaueHue -1 o3HauaeT OTCYyTCTBUE OrpaHuueHuil) (pucyHok 105).

KBOTbI U MUMUTBI

Ps €p AlMKAE, Y4MCNo Nanok U orpaHW4EeHMA Ha » 0D OTKK LLEHWH ANA YYETH

Keotsl

KeoTa MakcumansHOe YUCNo Nanok

1GB 1

NUMHAT EXOAAWMWX COOGLEHUN (3a nepuoa) Nepnog NHMHTa BXOAAWMX (B Yacax)

NumuT Mexogawmx coobieHnid (3a nepuoa) Mepnog NHMHTa UCXOOAWMX (B Yacax)

Makcumym nonyqareneﬁ B HCXOOALEM NUCEMe

[ VicnonkzoBaTk NepcoHanbHLIe OrpaHU4eHUA NonyYareneii

KoMy paspellieHo OTNPaBNATE

Pa3pelueHo Bcem

Pucynok 105 — ®opma «HoBslii nosb3oBaresns» KBOTbI M TUMUTEI

B nonpaznene «JIuMHUTBI MHTEHCUBHOCTH» HACTPAUBAIOTCS TMOPOTOBBIE 3HAYEHUS A
3aIUTHI OT 3JIOYNOTPEOICHUN: aMUHUCTPATOP MOXKET 33/1aTh MAKCUMAIIbHOE YHCIIO BXOJSIIUX H
HCXOSIIINX COOOIIECHHH 3a OnpeaeéHHbIN mepruoa (B Yacax), a TakKe OrPaHUYHUTh KOJUYECTBO
MoJy4aresied B O1HOM ucxonsmeM nucbme. dnaxok «lcrnonp30Barh NEPCOHATBHBIE OTPAHUYEHUS
MOJTy4aresiei» MO3BOJISIET AKTUBUPOBATh MHAMBUAYAJIbHBIE MPAaBUiIA JJIsI TAHHOTO SIIIUKA, a T0JIe

«Komy paspelieHo oTHpaBisaTh» yTOUHIET JOIYCTUMBIN KpyT aapecaroB (Hanpumep, «Pa3pemeno
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BceM», «Tombko BHyTpu noMmeHa»). Onmus «Pa3pemmrs IONb30BAaTEN0  MOIJENBIBATH
OTIIPaBUTEJISD) YIPABIAET BO3SMOXKHOCTBIO MEHSATH aapec B nosie «OT» MpHu OTIPABKE IUCEM.
B 0Onoke «lllaGnoHel M AOCTYym» aJIMHUHUCTPATOP MOXKET NMPUMEHUTH IMPEABAPUTEIBHO

CO37IaHHBIN MIa0JIOH, KOTOPBIN 3a7aET TUIIOBOM Habop mpaB (pucyHok 106).

LLlabnoHel u gocTyn

MNMpMMeHnTe WAGNoOH NoNbL30BaTENA W BLIDEpHUTE, KaKWe NPOTOKONL M
aqMHHHCTPaTUBHLIE NapaMeETPLl ByOyT AOCTYNHLIL.

Bribepwure wabnon

lNpumenuTs Wabnon

PazpewnTe goctyn Yepes IMAP

PaapewnTk gocTyn Yepes SMTP

PaspewuT gocTyn Yepes POP3

Pa3pewuTs gocTyn no WebDAV

AKTHBEH

HcknioynTeE U3 NceBAOHMMA «all»

PaspellnTk NONL20EATENID NOAOENBIEATE OTNPABHTENA

Pucynox 106 — ®opma «Hogsiit mons3oBarensy [11a0moHbI 1 1OCTYIIBI
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OtnenpHO HacTpaumBaeTcs goctyn 1o mporokoiam: IMAP, SMTP, POP3 u WebDAV.
OnaxxoKk « AKTUBEH» OTPEIEIISIET, MOXKET JIU MOJIb30BaTENb BXOJIUTh B CUCTEMY — CHSITUE OTMETKHU
onmokupyer simuk. Onuust «ckaounTs 3 nceBaonuma all» uckioyaeT JaHHBIN SIUK U3 001ero
CIIMCKa PACcChUIKH, OXBATHIBAIOIIETO BCEX MOJIb30BaTenell qoMena. dnar « Master» mpenocTaBisieT
y4ETHOM 3aIlMCH MPaBa CyNEpIIob30BaTENsl, YTO OOBIYHO MUCTIONB3YETCS IS CIYKEOHBIX SIIUKOB.
3nech ke TyOnupyeTcs OIS pa3pelieHus MOIIEIKN OTIPaBUTeNs Il y1o0CTBa.

3aBepraet Gpopmy pazaen «Notes» (3amMeTKH), IpeIHa3HAYCHHBIN ISl A IMUHUCTPATUBHBIX

KOMMeHTapueB (pucyHok 107).

Notes

ANMHHWCTPATHEHBI A KOMMEHTA P i ne pel COXpaHEHHEM NOYMTOBOID ALLMEE.

Kommentapui

Pucynoxk 107 — ®opma «HoBbII MOIB30BaTENR» 3aMETKH

B TekcroBoe moyie MOXKHO BHECTH JIIOOYIO CiIy)keOHYI0 HH(pOpMAIMIO, CBS3aHHYIO C
MOYTOBBIM SIIIIMKOM — HAINPUMEP, JaTy CO3JaHHs, OTBETCTBEHHOTO COTPYIHHMKA WM OCOObIE
YCJIOBHUSI WCIONBb30BaHMsI. Bce BHECEHHBIE M3MEHEHHUS COXPAHSIIOTCS TOCJE HaXKaTUs KHOIKH
«CoXpaHUTB», PACIIOJIOKEHHON B KOHIIE cTpaHuUIlbl. CHCTeMa NpUMEHSET HAcTpouku 0e3
HE00XO0IMMOCTHU nepe3arpy3ku CEPBHCOB, 4TO obecrnieunBaeT OTEPaTUBHOCTh

aIMHUHUCTPUPOBAHHUS.

Jl1st coxpaHeHUs! HA)KMHUTE KHOIIKY .

3.10.2.2 PenakTupoBaHHe M HACTPOHKA NapaMeTPOB MOYTOBOI0 SINUKA 10J1b30BaTe/Is

Jlis M3MEeHEeHHsI HaCTPOEK YYETHOM 3amMcH IMOJb30BaTelsl HEOOXOAMMO Ha)XaTh KHOIKY

& MTh
= bk (cM. pucyHok 102), 1 BHECTH M3MEHEHHs B MapaMeTpbl (CTpaHHIla aHAJIOTMYHA
«CO3IaHMI0 HOBOTO TIOJNB30BATEINs») TMONb30BaTenss B ¢opme «V3MEHHUTH MOJIB30BATEISN

(pucynok 108).
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MamennTb nonbaosartens | admin@testdm.it-bfg.ru

AxTuBeH

@ admin@testdm.it-bfg.ru

admin@testdm.it-bfg.ru

OCHOBHbIE HacTpONKu Npotokonk! v conaru Hocryn

UpeHtdmi AWK POSA W YNEHC b30BaTenNs B rpynnax Karanora [ an CTpaTuBl narv U napameTpbl
OTtoGpaxaemoe Ums

Paspewunts goctyn yepes IMAP

3
NEKTPOHHAR noyTa Paspewnts goctyn Yepes SMTP

admin @testdm.it-bfg.ru

Paspewwuts goctyn Yepes POP3
Mapons MoATEepANTE Napons

Paspewunte goctyn no WebDAV

rpynnsi
Master
x [mobanbHble aAMUHUCTPATOPbI .

Pucynok 108 — ®opma «3MEHUTH NOJIB30BATEISD)

[Ipu penakTHpOBaHUM TOJB30BATEINSA, JOOABIAIOTCS JIONOJHUTENBHBIE pa3fesbl, Ui
MPOCMOTpa COCTOAHMSI ydeTHOM 3amucu (pucyHok 109) u Hactpoilku  J1BYyX(aKTOpHOMH

ayteHtudukanuu (2FA) (pucynok 110).

CocTtosHue Y4ETHOM 3an1cu Operations
( DHBIE METaAaHHIe, DLICTpLIe AeHCTEMA W CBA3aHHbIE

JKpaHbl yNpaBneHWA.

CozgaHo 2026-03-24
WameHeHo 2026-03-24

KeoTa 0.0% (0 Bytes / 1.0 GB)

3abnokupoBaTh

ABTOMaTWYECKHH OTBET KaneHpapu

AJIpECHBIE KHUTH CnucKK 3ana4

YYETHLIE 3aNWCH CTOPOHHHUX

OTnpaBKa NovThl
CEpBEPOB

TOKEHBI AYTEHTUDHKALMN

Pucynok 109 — CocTosiHue yuyeTHOM 3anucu
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B wunHTepdeiice penaktupoBaHus Y4ETHOM 3amucu mofib3oBatens paszzen «CoctosHue
YUETHOM 3alluCH» NPEJOCTaBIsAeT aIMUHUCTPATOPY CBOAHYIO MH(POpPMAIMIO O TEKYILEM CTaryce
MOYTOBOTO SIIIMKA M WHCTPYMEHTHI JUIsl ONEPATHBHOIO YNPABIEHUS JOCTYINOM K OTAEJIbHBIM
GYHKIHSIM.

B Bepxneli yacTu 3T0oro 010Ka OTOOpa)kaloTCsl CiIyKeOHbIE METaJlaHHbIe: Jara CO3JaHus
AIMKa WM Jara IOCIEAHEr0 HW3MEHEHUs €ro napaMmeTrpoB. Huke NpUBOIUTCA HHIUKATOP
WCIIOJIb30BaHUs KBOTHI, I71€ HAMNISTHO TOKa3aHO, KaKO 00BEM TUCKOBOIO MMPOCTPAHCTBA YKE 3aHAT
MUChbMaMH, a KaKOM 0CcTaércsi JOCTyNHBIM. 3HAU€HHE BBIBOJUTCS B MPOLIEHTAX, a TakKe B OailiTax
u rurabaiitax, 4yTo MO3BOJISIET OBICTPO OLEHUTH, HE MPUOIMKAETCS JH ALK K YCTAaHOBICHHOMY
JTUMUTY.

Knonka «3abnokupoBaTb», KOTOPBIA JaeT BO3MOXHOCTh aJMHHHCTPATOpy BPEMEHHO
MPUOCTAHOBUTD JOCTYI JAHHOTO TOJIb30BATEIS.

Taxke HaHHBIA pas3len IO03BOJSET YIPABIATH KOHKPETHBIM CEpBHCAM Ul JaHHOTO
ITOJIB30BaTeIsl - ABTOMaTn4eckuil otBet, Kanennaps, AapecHsle kauru, Cnivcku 3aaad, OtnpaBka
MOYTHI, YYETHBIE 3alUCU CTOPOHHHUX CepBEPOB, TOKEHbI ay TEHTHU(PUKALIIH.

B ¢dopme pemaktupoBaHus Y4YeTHOM 3amMcu THojdb3oBaress O1ok  «JIByxdakTopHas
ayTeHTHQuKauus» (pucyHok 110) nmpegHazHaueH [Isi MOHUTOPHHIA M aJMHHHCTPATUBHOTO

yYipaBJICHUA JOTTOJHUTCIBHBIM YPOBHEM 3allIUTHI ITIOYTOBOTO SIIUKA.

[1ByxchaktopHasa aytTeHTUdOUKaLUA
TOAHWE PETUCTPALIMK W aAMUHUCTPATUBHbLINA )OC ANA TEKYLUETD
NOYTOBOIC ALLMKA.

2FA He 3aperMcTpMpOBaHa

Tun 3aperucTpMpoBaHHONM 2FA

[ata perucTpaumu 2FA

Cbpocuts 2FA

Pucynoxk 110 — /JaHHbI€ nOs1B30BaTENS, MOAKIIOYEHHOTO yepe3 LDAP
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3mech aAMUHUCTpATOp BUIUT Tekymiee coctosaue 2FA: coobmenne «2FA He
3aperucTpUpOBaHa» yKa3bIBAaeT Ha TO, YTO IMOJIb30BATENb €II€ HE HACTPOUJ OJHOPA30BbIE KOJIbI,
0o HacTpoiika Obuta copomena. Korna apyxdakropHas ayTeHTH(UKAILINS aKTUBHA, B MOJIAX « THIT
3apeructpupoBanHoit 2FAy» (mampumep, TOTP) u «Jlara peructpaumu 2FA» orobOpaxkaercs
COOTBETCTBYIOMIAsT HHPOPMALIHUSL.

Knonka «CoOpocuts 2FA» mo3BossieT aAMUHUCTPATOPY MPUHYAUTEIHHO Mepe3arpy3uThb
IBYX(aKTOPHYIO ayTEHTHU(UKALMIO JJI1 JaHHOTO IOYTOBOIO AIIMKA. DTO HEOOXOAWMO, €CIU
TMOJIb30BAaTENb MOTEPSUIT JOCTYI K MPHIIOKEHUI0-ay TEHTU(UKATOPY, CMEHIII YCTPOMCTBO HIIK 3a0bLT
pesepBHBbIe Kofibl. [Tocie cOpoca moap30BaTeNb IPH CIIETYIONIEM BXOAE CMOXKET 3aHOBO HACTPOUTH
2FA mno crangaptHou mpouenype (ckanupoBanue QR-xoma). Takoir wmexaHusm gaéT
aIMUHHUCTPATOPY  IIEHTPAJIM30BAaHHBII  KOHTPOJb  HAJ  JOCTYIIOM, TO3BOJIASL  OBICTPO
BOCCTaHABJIMBaTh YUETHBIEC 3alIMCH 0€3 MOTEpU JAHHBIX, COXPAHSS MPHU 3TOM OOUIYIO MOJUTHUKY

0€e30IacHOCTH.

BHecute usMeHEHU U HAXKMUTE KHOIIKY .

3.10.2.3 Hacrpoiika mapamMeTpoB aBTOOTBETYHUKA M0JIb30BaTEJIA

Jl1st HacTpoMKM apaMeTpoB aBTOOTBETUYHKA KOHKPETHOIO IMOYTOBOIO SIIMKA, TpeOyeTcs B
paszzesie HacCTPOMKH IoJib30Bares (cM. pucyHok 109) HakaTh Ha KHONIKY ABTOMATHHECKNR OTBET

, HOCJIIC HYEeTOo OTKPOCTCA OKHO HaCTpOﬁKH ABTOOTBCTa AJI1 JAaHHOI'O IIOYTOBOI'O sAIIMKa

(pucynok 111).

ABTOMaTU4eCKU OTBET | test111@deepmail.io

= BKnio4unTb aBTOOTBETYMK

3aronoBoK aBTOOTBETA

CoobLLeHne aBToOTBETA

Havano otnycka

01.01.2025

KoHey otnycka

01.01.2026

O6HOBUTL

Pucynok 111 — Hactpolika aBTooTBETa ITOJIB30BATENS
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I[J'I}I HaCTPOﬁKH ABTOOTBCTAa Tpe6yeTc51 00s13aTeILHO IMOCTAaBUTh «TaJIOYKY>» HAIIpOTUB
HaANuCU: «BKIIOUMTH aBTOOTBETUYMK» M 3aIlOJHUTH «3arojao0BOK ABTOOTBCTA», «COO6HI€HI/IC

aBTOOTBETA» U JAaThl HAYaIa U OKOHUYAHHS paOOTHI aBTOOTBETUHKA (HAIIPUMEP, HA IEPUOJ OTITYCKA).

;
[Tocne BHecenus Bceit nHGOpMaAIIMK HEOOXOJUMO HAXKaTh KHOTIKY .
3.10.2.4 biioKMpPOBKa MOJb30BaTeJIA

3a6JIOKI/IpOBaHHI>Ie ITIOJIB30BATCIIM HC MOTYT OTIIPABJIATH U IIOJIYYATh IIOYTY.

‘ 3abnokupoBark |
I[J'I}I 6J'IOKI/Ip0BKI/I IIOJIB30BaTCIs1 HGO6X0,Z[I/IMO Ha>XaTb KHOIIKY R

pacnoyoxkeHHyto B pazzaene «CoctosiHie ydeTHOH 3anucu» (cM. pucyHok 109), npu sTom craTtyc

II0JIB30BaTCJId U3BMCHUTCA HA .

Jnst pa30I0KUPOBKU TOJIB30BATENsl HEOOXOAMMO HaXaTh KHOIMKY (Oynet

pasMCIlICHa TaM XKC, YTO M KHOIIKa 6J'IOKI/Ip0BKI/I), B PE3YIbTAaTC UYCTO CTATyC IIOJIb30BATCIIA

U3MCHUTCA Ha .

3.10.2.5 YnajieHnue nojanL30BarTejas

& YnanuTs
s ynaneHus mojib30Baresisi HE0OXO0IUMO HaXKaTh KHOIIKY -, PacroJOKEHHYIO Ha
MaHeIu ToJib3oBatens (cM. pucyHoK 102), ¥ MONTBEpPAUTH ynaleHUE B OTKpPBIBIIEHCS (opme

«IlogTBEPAUTH IEVUCTBUEY.
3.10.3 IlceBIOHUMBI IIOYTOBOI'O JOMEHA
3.10.3.1 Co3xaHue nceBAOHNMA MOYTOBOI0 JOMEHA

CepBep mo3BOJsIET J100aBIATH JOMOJHUTEIbHBIE TOYTOBBIE ajipeca (IICEBIOHUMBI)
MOJIb30BATENIO MM HECKOJIBKUM TOJIB30BATEISIM, MIPH 3TOM COOOIIEHUS, IPUXOIAIINE Ha aJapec
TMICEBJOHUMA, OYlyT aBTOMAaTUYECKU OTChUIATHCA HA BCE aKKAyHThI, K KOTOPHIM OH IPHUBSI3aH.

Jlist noGaBieHus MOMOTHUTEILHOTO ajpeca HeoOxonuMo B OokHe «CITUCOK JTOMEHOBY» Ha

MaHesu BRIOPAaHHOTO JJOMEHA Ha)XKaTh KHOIIKY (pucyHok 112).
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testdm.it-bfg.ru

o DKIM orcyrcrayer

B Coanano. 2026 B WMameneno. 20264

# MNoapoGHo O ABTOMATHYECKMA OTBET

A lNonb3osareny @ TNcesgoxumb

ANLTEPHATHBHLE
AOMEHB!

A

£ W3mesnb 0 Yaanuts

Pucynok 112 — Knonka 151 mepexoqa K CO3JaHUIO TICEBJOHUMOB

Ha skpane nosiButcst okHo «CIUCOK MCEBAOHUMOBY (pucyHok 113).

CNUCOK NCEBJOHUMOB | deepmail tokyo 89 [lo6asus MNcesgonum

Cnucok NceBAoOHMMOB
Mokasams | 10 3anuceit

TMouck:

OnexTpoHHan noyTa 1

KonwyecTeo nonysatenei KommenTapuit

Coaparo W3meHeHo Peitcens

andrey_alias@deepmail.tokyo 2025-04-08 2025-04-08 2

bobr_alias@deepmail tokyo 2025-03-30 2025-03-30 Zz

buzer10@deepmail tokyo

2025-04-21 2025-04-21 V4

Pucynok 113 — OkHo «CnucoK nCEBAOHUMOBY MOJIb30BATENIEH JOMEHA

Haxwmure KHOIKY JUIL OTKPBITUSL (DOPMBI  CO3/IaHUS

nceBnoHMMa (pucyHok 114).

HOBOI'O
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Co3sgatb nceBaoHUM | testdm.it-bfg.ru

lceBpoHnm

@testdm.it-bfg.ru

Otobpakaemoe uma

Anpec nonyuarens

Pexum otnpasutenen

. ToNbKO y4acTHUKN . KoHkpeTHble oTnpaBuTenu

KommeHTapwii

B CkpbiTb U3 mMobansHON aapecHon KHUMN

CoxpaHuTtb

Pucynok 114 — ®opma «Co31aTh ICEBIOHUM

B nosiBuBIIEiicS opmMe HEOOXOAMMO 3aMOIHUTE MapaMeTpsl: «IIceBIoHUMY (AIEKTPOHHBIM
aapec mnceBnoHnma), «Otodpakaemoe uMs», «Anpec moiaydaresis» (CyIIeCTBYIONUNA MOYTOBBIM
aapec wiu anpec JgomeHa), «KommenTtapuii» (3amonHAT, HeoOs3aTenbHO) U «Pexum
OTIIPaBUTENECH» (MOXKHO yKa3aTh KakK IEJbIN JOMEH, TaK U OT/IEIbHBIN AIEKTPOHHBIN aapec, HUKTO

KpOMC YKa3aHHBIX B 3TOM IIOJIC OTHpaBHTeHGﬁ HC CMOXXCT OTIPABUTH IMUCbMO Ha 3TOT HCGB,I[OHI/IM).

CoxpaHuTb o
Ha)KaTL KHOHKy - . COSI[aHHBII/I IICCBAOHUM JIOJIXKCH 0T06paSI/ITBCH B CIIMCKC

IICCBAJOHHNMOB JOMCHA.

3.10.3.2 YnajaeHnue nceBI0HUMA IMMOYTOBOI0 JJOMEHA

Jlnst ynaneHusi nceBaqoHUMa HEOOXOAMMO Ha)KaTh KHOIKY B , PacIOJIOKEHHYIO B
CTPOKE 3TOro IceBAoHuMa (CM. pucyHoK 113), 1 moATBepAUTH yJaleHrue B OTKpBIBIIEHCS Gopme

«ITonTBepauTh AEHCTBUEY.
3.10.4 MeHeaxepbl NOYTOBOIO JOMEHA

Jlns ympaBieHHS MEHEDKEpaMHu IIOYTOBOTO JOMEHa HeoOxoaumMo B okHe «CHnucok

A MeHemxepbl
JIOMEHOB) Ha MaHeJIN BRIOPAaHHOTO JOMEHA HaXKaTh KHOIKY (pucynok 115).
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testdm.it-bfg.ru

o~ DKIM orcyrcrayer

@ Coanawo: 2026-03-24 @ Wameneno: 2026-03-24

ABTOMATHYECKMA
orser

0

A TlNons3osarenu @ lcesaoHUME

AnbTepHaTuBHbIe

A MeHepkeps ES
IOMEHB!

Z Wamennts 0 Ypanume

Pucynok 115 — KHomnka nepexoja K CIUCKYy MEHEKEPOB JJOMEHA HA MAHEIX MOYTOBOTO JOMEHA

Ha skpane nosiButcst okHo « CTUCOK MEHEKEPOB» (pUCyHOK 116).

CNNCOK MeHe[KepoB | deepmailio 89 [lobasuts Menepxepa

Cnucok MeHeXepoB
Mokazams | 10 3anwced Towck:

Orobpaxaemoe MR 1/ Onexrponnan nowra Coagano Mameneno DeficTenn

He yxasano semadmin@ogaad.itbig.nu 2025-06-13 2025-06-18 juf

Moxasano or 120 1 a1 et

Pucynok 116 — OkHO cO CIMCKOM MEHEIKEPOB MOYTOBOTO IOMEHA
3.10.4.1 lo6aB1eHHe MeHeI:KepPa MOYTOBOI0 JOMEeHAa

Jlnst  mobaBneHUsT MEHeIKepa TMOYTOBOTO JIOMEHa HeoOxomuMo B OkHe «CrHcok

= M
MEHEIHKEPOB» HaXaTh KHOMKY (cm. pucyHnok 116).

Ha sxpane nosiButcst okHo ¢ popmoit «Jlo6aButh MeHemkepa» (pucyHok 117),
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[ob6aBnTb MeHemkepa | ogaad.it-bfg.ru

Anpec meHemxepa

ivanov@ald.company.lan

OTtnpaButb

Pucynok 117 — @opma «/lo6aBUTh MeHeKEpay

BBI6paTB IMOJIB30BATCIIA U3 BBINIAAAIOMICTO CIIMCKA U HAJKMUTEC KHOIIKY .

B pesynbrare BoIOpaHHBIN MOJIB30BATEIh MOSIBUTCS B CITUCKE MEHEKEPOB.
3.10.4.2 Ynasenune MeHeaKepa MOYTOBOIO JOMEHA

I[J'IH yYAajJdCHusd MCHCIKEpa HCO6XOILI/IMO B okHe «CHHCcOK MCHCKCPOB» HaXaTb

KHOIIKY E, pacmojoKEeHHYI0 B CTpPOKe BBIOpaHHOrO MeHemkepa (cM. pucyHok 116), u

MOJATBEPIUTH yAalleHue B OTKpbIBIIEHCS popMme «IloaTBepauTh necTBHEY.
3.10.5 AnbTepHATHBHBIN MOYTOBBII I0MEH

CepBep IMMO3BOJIACT HACTPAWBATHL AJIBTCPHATHBHBLIC MMCHA IMOYTOBOr0 JOMCHA, IIPpW 3TOM
Imodyra A0xXoaAuT 10 MOJb30BaTEIC KaK M0 OCHOBHOMY HWMCHHU JIOMCH4, TaK W II0 BCEM
AJIbTCPHATUBHBIM UMCHAM.

I[J'ISI MMpOCMOTpPa CIIMCKa AJIBTCPHATHBHBIX UMCH ITOYTOBOTO HOMCHA HCO6XOI[I/IMO B OKHC

AnkTepHaTUBHbLIE
OMEHb!

*

«CHHCOK AOMEHOB» Ha)XKaTh KHOIKY , PacroJOKEHHYI0 Ha IMaHeIu BhIOpaHHOTO

MOYTOBOTO JI0OMeHa (pucyHok 118).
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testdm.it-bfg.ru

o« DKIM orcyTcTEyer

B CoapnaHo: 2026-03-24 @ Wameneno: 2026-03-24

ABTOMaTUYECKMIA
oreer

B lMNoapobuo

A lMonb3osarenu @ lNceanoHnMbl

AnbrepHaTuBHbIe

A Mete, bl
s JIOMEHBI

Z Vamenuts 0 Yaanum

Pucynok 118 — Knonka 151 nepexozia K CIUCKY aJITEPHATUBHBIX UMEH ITOYTOBOTO JIOMEHA

Ha sxpane nosiButcst okHO «CNMCOK albTePHATUBHBIX JOMEHOBY (pUCYHOK 119).

Cnncok ansTepHaTBHLIX JOMEHOB | ogaad it-bfg.ru B9 [ob6asuTb AnbTepHaTUBHbIA [loMeH

Q 2025-07-20 2025-07-20

VamereHo

Co3nato

Pucynok 119 — OkHo «CHHCOK anbTepHATUBHBIX TOMEHOBY
3.10.5.1 Co3nanue aJIbTEPHATHBHOIO NOYTOBOIO JOMEHA

Jlnst coznaHus anbTepHAaTUBHOIO UMEHU TIOYTOBOTO JIOMEHa HEOOXOAMMO MepeTH K hopme

v
«CO3I[3TB aJ'IBTepHaTI/IBHBII/I JOMCH), Ha’>XaB KHOHKy

(cMm. pucynok 119). B otkpeiBmieiics ¢opme yka3arb MM JOMEHa U Haxarbh «COXpaHUTHY

(pI/IC}’HOK 12())
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Co3paTb anbTepHaTUBHbIA JOMEH deepmail.io

WMA ansTepHaTUBHOIO lOMEHa

Pucynok 120 — ®opma «Co3narh anbTepHaTUBHBIN TOMEH

AnbTepHaTHBHbLIA AOMeH co3aan: mimail.ru

B okHe mosBuTCH COO6H.[€HI/IG , 4 JOMCH IIOABHUTCA B CIIMCKC

aJbTEPHATUBHBIX IOMEHOB (CM. pucyHoK 119).
3.10.5.2 YnajseHue aJibTePHATHBHOIO IOYTOBOI0 JOMeHA

I[JHI YAQJICHUA aJIbTCPHATUBHOI'O IIOYTOBOI'O0 JOMCHA HCO6XOI[I/IMO B OkHe «Cmucok

aJbTEPHATUBHBIX JIOMEHOB» HaXXaTb KHOIIKY n , PAacIOJIO)KEHHYIO Ha IIaHEJIH 3TOrOo
aNbTEPHATUBHOIO J0MeHa (cM. pucyHOK 119), u moaTBepaUTh yaajieHUe B OTKphIBIIEHCS (popme

«IlogTBEPAUTH IENCTBUEY.
3.10.6 Hacrtpoiika DNS nmouroBoro qjomMmeHa

Jlnst mpocmotpa DNS 3anuceii nomena Heo0xonuMo B okHe « CTICOK JIOMEHOBY Ha MaHeln

BBIOPAHHOTO IOMEHA HAXKaTh KHOIKY LT RENE] (pucynok 121).

testdm.it-bfg.ru

o~ DKIM orcyrcTayer

B Coanano: 2026-03-24 B Wmeneno. 20

= ABTOMaTHUECKHA
B lNoapobuo o
oTeer

A Nonb3osarenu @ TceanoHuMbl

AnsTepHaTMBHLIe
NIOMEHL!

A MeuHenxepsl *

£ Wamennts 0 Yaanute

Pucynok 121 — Knonka nepexoaa k npocmotpy DNS 3amnuceit nomena

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 124 u3 194



B pesynbrare otkpoercs popma «Ilogpo6HOCTH TOMEHa» (pucyHOK 122).

MonpobHocTu fomeHa ‘ testdm.it-bfg.ru [ {3 Crexepuposats Knioun

DKIM

testdm.it- bfg.ru e

3pecs cobpanl Bece Heobxogumbie DNS-3al Ans noutst. Cronupyiite
HyxHOe 3Hauenue B Bydhep obmena u onybnukyiiTe ero & caoeii DNS- AUTO-CONFIG

30ke. 6 2 sanucen

MX SPF
& Konuposars & Konuposars

DNS MX 3anucb DNS SPF 3anucb

testdm.it-bfg.ru. 600 IN MX 10 mail.testdm.it-bfg.ru. testdm.it-bfg.ru. 600 IN TXT “v=spfl mx a:mail.testdm.it-bfg.ru ~all"

RFC 6186

3anvcy aBTomMaTnyeckoin HacTpoiku DNS-knueHTa

dautoconfig.testdm.it-bfg.ru. 660 IN A <global IP address>. @ Konuposats

autoconfig.testdm.it-bfg.ru. 600 IN A <global IP address>. & Konuposats

Pucynok 122 — Oxno «IlompoGHOCTH TOMEHaY

B okne «Ilogpo6HOCTH JOMEHA» MPHUBEICHA CleAyomIas nHGopMaIus:

- «JlomeHHOE UMS» C YKa3aHHEM MIOYTOBOIO JOMEHA;

- «DNS MX 3anuce» ¢ ykazaHueM IMOYTOBOTO CEpPBEPa, U €ro Beca (MPUOPUTETA);

- «DNS SPF-3anuch» ¢ yKazaHHeM MMEHU JOBEPEHHOTO IIOYTOBOTO CEpPBEPA,
pacchlIaOUIEro NOUYTy TIOMEHa;

- «[ly6muunsrit krou DKIM» u «DNS DKIM 3anuck» 15 co3nanusi iupoBOi MOAMUCH
COOOIIEHUH, TAPAHTUPYIOIIEH X MOATUHHOCTD;

- «\DNS DMARC 3anuce», KoTOpas OIpEAeNseT NOJUTHUKY CepBepa IoiydaTens B
OTHOIICHUH COOOIIEHHH, OTIPABIEHHBIX C JOMEHA, HO HE MPOIIEANINX ayTeHTU(DUKAIIHIO;

- «3anucu aBTOMaTU4YecKoil HacTporku DNS-kireHTa» moyToBOro KjiueHra.

n Kn
dopma CONEepKUT KHOTIKY (cMm. pucyHok 122), coznarornryro

HOBYI0 napy kirouerd DKIM.

[Tpu wnactpoiike DNS mnouroBoro nomena HeobOxomumo HacTpouTh DNS SPF 3anucs,
crenepupoBath Ki1roun DKIM u mactpouTts 3anuce DNS DKIM u DNS DMRAC.

JlaHHbIE TSI HACTPONKU peKOMEeHAyeTcs OpaTh U3 Tabiuib! 4.

SPF (Sender Policy Framework) nmpeacraBnsier co6oit TekctoByro 3anuch B TXT-3anmucu
DNS nomena. 3anuch coAepX HUT HH(GOPMAIMIO O CHUCKE CEPBEPOB, KOTOPHIE MMEIOT IMPaBO
OTIPABIATh COOOUIEHUS OT MMEHHM JTOr0 JIOMEHa U MeXaHHU3M O00pabOTKH COOOIICHHIH,

OTIIPABJICHHBIX C IPYTUX CEPBEPOB.
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DomainKeys Identified Mail meton E-mail ayrentudukanuu. Texnonorus DomainKeys
Identified Mail (DKIM) o0beauHseT HECKOIBKO CYIIECTBYIOIIUX METOAOB aHTH(HUIIUHTA U
aHTUCIIaMa C IIEJIbIO0 TOBBIIIEHUS KauecTBa KIACCU(PUKALMK U UICHTU(DHUKAIUUA JIETUTUMHOU
NIEKTPOHHOW TouThl. Bmecro tpamuumonHoro IP-aapeca nns omnpeneneHusi OTIPABUTEIS
coobuienuss DKIM nobGasnsier B Hero HudpoBYIO MOJNUCH, CBSI3aHHYIO C HMMEHEM JIOMEHa
opranusanuu. [loanuce aBTOMaTH4EeCKU MPOBEPSIETCSA HA CTOPOHE IMOIYy4aTelssi, MOCIE Yero s
OTpeJIeICHUs PENMyTalliy OTIPABUTENSI IPUMEHSIOTCS «OeIble CTUCKI U «UYEPHBIE CITUCKI.

B texnonoruu DomainKeys 7151 ayTeHTHGMKAaIMK OTHpaBUTENEH UCTIONIB3YIOTCS IOMEHHbBIE
uMeHa. DomainKeys ncnonb3yer cymiecTByromyo cucteMy AoMeHHbIX uMeH (DNS) s nepenauun
OTKPBITHIX KJTIOUEH muQpoOBaHUS.

DMARC — npoToko:1, KOTOpbIH perfiaMeHTHPYET CepBEPY, UTO JeNIaTh C COOOLIEHUEM, €CIIU
3anmmcu DKIM u SPF okaxyrcsa HexkoppekTHbl. Koppekrasie DKIM n SPF noareepxknarot, 4ro
COOOIIIeHrE OTIPABICHO OT UIMEHH JIOMEHA, YKa3aHHOTO B moJie «OT:» B nmucbMe. TakuM obpazom,
DMARC napsny ¢ SPF u DKIM otBeuaer 3a ayTeHTU(DUKAIINIO TTOYTHI.

Ecnu crenepupoBaHHbIX Kiroued nomeHa HeT, To ¢popma «I[lompoOHocTH momena» Oynmer

MMETbh BUJ, IPEJCTABICHHBIN Ha pUCYHKE 123.

DNS-3AMUCH

DKIM

testdm.it-bfg.ru o He crenepuposano

3aeck cobpaHbl Bce Heobxogumbie DNS-3anucy ans noytsl. Ckonupyiite

HyXHOe 3HayeHue B Bychep obMeHa 1 onybnukyiite ero B ceoeit DNS- AUTO-CONFIG

30He. ) 2 3anucen

Pucynok 123 — Knonka «CrenepupoBaTh KIHOUYN»

Jlns reHeparnuu KiIroded HeoOxoaumo B ¢gopMe C moapoOHoi mHbOopMmarueld o JoMeHe

;
HAa)KaTh KHOIIKY (cm. pucyHok 123), u noaTBEpAUTH JEUCTBUE B

clenyroiieM okHe (pucyHok 124).

MoaTBEPAMTDL AENCTBWE | MepereHepMpoBaTb KUK gnA devdom

Buic B Tec 0BaTL KMo M AnA dev.dom. MoATBepANTE?

MNMogTeepauTe

Pucynok 124 — Knonka «IloarBepauts»
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ITocne réHepanun Kiroda €ro TEKCT KOIMHMPYETCA M3 IOABUBIICTOCA IIOCJIC T'CHEpAUHN

pasnena «[TYBJIMYHBIA KJIIOU DKIM» u Bcrasasercs B «DNS DKIM 3ammchk», KHOIKa

C Kn 9] n Kn
3aMEHSETCS KHOMKOM (pucyHnok 125).

MogpobHocTy flomeHa | ogaad.it-bfg.ru

ogaad.it-bfg.ru

AomeHHOe ums ogaad.it-bfg.ru

DNS MX sanuck

DNS SPF 3anucb

My6nuyHbIA Koy DKIM

DNS DKIM 3anucb

DNS DMARC 3anucb

3anucu aBToMaTU4eCKON HacTpoiku DNS-knueHTa

ogaad.it-bfg.ru. 600 IN MX 10 mail.deepmail.tokyo.

ogaad.it-bfg.ru. 600 IN TXT "v=spf1 mx a:mail.deepmail.tokyo ~all"

{3 NeperenepupoBatb Kniouu

ogaad.it-bfg.ru._report._dmarc.deepmail.tokyo. 600 IN TXT "v=DMARC1"

dautoconfig.ogaad.it-bfg.ru. 600 IN A <global |P address>.

autoconfig.ogaad.it-bfg.ru. 600 IN A <global IP address>.
e — - = = 0

MIIBIJANBgkqhkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAGIaTpaxuCpENuXpoXvCHZQDJZsCEoBUORIZfuG+F9asiCl

dkim._domainkey.ogaad.it-bfg.ru. 600 IN TXT "v=DKIM1; k=rsa; p=MIIBIjANBgkqhkiGOSWOBAQEFAAOCAQSAMIIBCgK(

_dmarc.ogaad.it-bfg.ru. 600 IN TXT "v=DMARC1; p=reject; rua=mailto:admin@deepmail.tokyo; ruf=mailto:admin@deef

Pucynok 125 — ABromarudeckoe no6asienue DKIM kiroua B 3anuch

B tabnuue 4 npuseaensl HeooxoauMbie DNS-3amnucu ¢ 001menpuHITHIMA 0003HAYCHUSIMU

- «Yourdomain» — UM IIOYTOBOTO JOMCHA,

— «XXX.XXX.XXX.XXxX» — [P-angpec;

- «DIM_KEY» — Bam1 DKIM key.

Taonuua 4 — Tunet DNS 3amnmuceii

JlonosHUTENbHAS
Tun Nwms 3HaueHue
uHpopManus
MX yourdomain.ru mail.yourdomain.ru priority = 10
A mail.yourdomain.ru XXX XXX.XXX. XXX -
A dautoconfig.yourdomain.ru XXX XXX.XXX. XXX -
TXT yourdomain.ru v=spfl mx a:yourdomain.ru | -
1p4:XXX.XXX.XXX.XxX ~all
TXT dkim._domainkey.yourdomain.ru | v=DKIMI,; k=rsa; | -
p=DKIM_KEY
TXT yourdomain.ru._report._dmarc.yo | v=DMARCI1 -
urdomain.ru
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JlonoaHUTEIbHAS
Tun Nwms 3HaueHue
uHdopmarus

TXT _dmarc.yourdomain.ru v=DMARCI; p=reject; | -
rua=mailto:admin@yourdo
main.ru;
ruf=mailto:admin@yourdo
main.ru; adkim=s; aspf=s

3.10.7 YnpaBjieHue 001IMMU MOYTOBBIMH AIMKAMHU

[Toura, mpuxopnsiias B TOYTOBBIM SIIMK, MOXET OBITh JOCTYNHAa Cpa3y HECKOJIbKUM
MOJIB30BaTENISIM. DTH TMOJIB30BATEIM MOTYT MCIOJIb30BaTh aJIpeC JAHHOTO MOYTOBOIO SIITUKA IS
OTIIPAaBKU CBOUX COOOIIeHUN. Takue MOUTOBBIE SIIUKU HA3BIBAIOTCS OOLIMMU. YIpaBleHUE

OOIIMMH ITOYTOBBIMHU SIIIMKAMHU TTPOU3BOAUTCS B paMKaX OJHOTO ITOYTOBOTO JOMEHA.
3.10.7.1 Co3aanue o01I€ro MOYTOBOI0 ANINKA

JUis co3maHusl OOILEro IMOYTOBOTO SIIMKAa HEOOXOAMMO IepedTH B OKHO «CHHCOK
nonb3oBarenein» (Muctpyment «llodroBele JOMEHBI»), BBIOpATh MOYTOBBIM JIOMEH B KOTOPOM

. . . "
OyIeT CO3JAH HOBBIH OOWIMI IIOYTOBBIH SIMMK, M HAKATH KHOIKY |tk

(cm. myHkT 3.10.2).

B OTKPBIBIICMCA  OKHC «CHHMCOK  TOJb30BaTeIICH) HeO6XOI[I/IMO HaXaTb KHOIIKY

(preyHox 126).

Cnucok nonb3oBartenen < [lobasutb O61WMii MouToBLIN AWMk 89 Nobasutk Monbaosarens

ogaad.it-bfg.ru

Mokasatb 10 3anucein

OtoGpaxaemoe uma 1 SneKTPoHHanA no4ra DYHKUMN Mpynnbi CoapaHo WUameHeHo Aewncrauns

akim1@ogaad.it-bfg.ru Monb3osarenu 0% (130.1 MB / =) 2025-03-25 2025-06-18 2 0

akim2@ogaad.it-bfg.ru Monb3osarenu 0% (47.5 MB / ) 2025-06-06 2025-06-11 2

akim3 Akimov akim3@ogaad.it-bfg.ru 0% (0 Bytes / =) 2025-07-08 2025-07-08

akim4@ogaad.it-bfg.ru 0% (0 Bytes / =) 2025-07-08 2025-07-08

Pucynok 126 — Okno «Cnucok moyib30Baresnein»
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Ha skpane nmosiButcst hopma «HoBbIii 0O TOYTOBBIN SIIIIUK» (PUCYHOK 127).

HoBbli1 06LUWIA MOYTOBLIA ALK | ogaad.it-bfg.ru

O6wue

OToGpaxaemoe uMa

3neKTpoHHan noyta

@ogaad.it-bfg.ru

Ipynnbi, MEIOLME OCTYN (BCE NONb3oBaTenw B rpynne)

TMonb30Bateny, UMEIoLLMe AOCTYN

CoxpaHuTb

Pucynoxk 127 — OkHO co3/1aHust HOBOTO OOIIIETO MOYTOBOIO SAIIHUKA

B popme «HoBbIi1 001m1Mii MOYTOBBIN SUTUK» HEOOXOAMUMO 3aMOJIHUTD CIEAYIOUTUE TaHHBIE:

- B moje «OTo0OpaxkaeMoe UMs» yKazaTh 0TOOpakaeMoe UMs 0OIIEero MOYTOBOTO SITUKA;

- B II0JIE «DJEKTPOHHAs [TOYTa» yKa3aTh ajpec 0OLIEro MOYTOBOIO AIIUKA;

- B moJie «I'pymriby yKa3zaTh rpyIny Wik TPYIIbL, KOTOPbIe OyAyT UMETh IOCTYII K JTAHHOMY
MMOYTOBOMY SIIIHKY;

- B ntosie «lIlonb3oBaTenu, UMErOLIME TOCTYI» yKa3aTh OTACIbHBIN CIIMCOK IMOJIb30BaTENEH
(npu HANM4UM), Y KOTOPBIX OYJET TOCTYII K SIIHUKY;

- BBICTABUTH KBOTY INaMATH AIIAKA B obnactu «KBoTay.

Jns  coxpaHeHMs] yKa3aHHBIX JaHHBIX HEOOXOIWMO HaXKaTh KHOIKY
(cM. pucyHok 127).
B crniucke nmonp3oBareneii B cTonome « OPyHKIUW» H00aBIEHHBIN MOYTOBBINA SIIUK OTMEUEH

Kak «OOuuii MoYTOBBIH AMMK» (pUCYHOK 128).

Cnucok nonb3osarenen

He yxazano admingtestdm.it-big.ru

£ Vomwenume

OBuuit NOYTORLIN AUYMK total@testdm.it-big.ru

OGueii NOTORESR AUNE

TECTombikt NONL3OBaTEND test@testdm. it-big.ru

Pucynoxk 128 — O01muii mOYTOBBIN SIIHUK B CIIUCKE MOJb30BaTeeH
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3.10.7.2 PenakTupoBaHue 001Iero mMoYTOBOIO SIIMKA

I[J'I}I nepexoaa K (bopMe PCOAAKTUPOBAHUA 06H_ICFO IIOYTOBOI'O AIIHMKA HeO6XO,ZII/IMO Ha>XaTb

# H3ImeHWTL
KHOIIKY -, PacIoJIOKEHHYIO B CIIMCKE I0JI30BATENEH, B CTPOKE OOILIEro MOYTOBOTO

sIuKa, cronoen «JlehcTBusy (cM. pucyHok 128).
HacTpolike AocTynHBI BCE MapaMeTpbl MOYTOBOIO AIIMKA 33 HCKIIOYEHHEM aJpeca

3J'IeKTp0HHOﬁ ITOYTHI. ]_—[J'IS[ COXpPaHCHHA BHCCCHHBIX U3MEHECHUM HGO6XOI[I/IMO HaXXaTb KHOIIKY

CoxpaHuTb

3.10.7.3 YnajeHnue o01iero moYToBOro AniuKa

I[J'I}I YAaJICHUA O6H.I€FO II04YTOBOI'O SHITUKa H606XOIII/IMO Ha>XaTb

O Yoanute
KHOIIKY -, PacHoOJIOKEHHYIO B CIIUCKE MOJb30BaTeNiel, B CTPOKE OOIIEro MoYTOBOIO
Amuka, cronden «JleicTBusy (cM. pucyHoK 128) 1 moATBEpAUTD yalleHue B OTKPBIBIIEHCS opme

«IlogTBEPAUTH IENCTBUEY.
3.11 Uncrpyment «lIlosab30BaTenn»

Jlnsg  ynopaBiieHuss — napaMeTpaMu  I0Jb30BaTellield  INPUMEHSETCS  MHCTPYMEHT
aaMuHMCTpUpoBaHus «[lonb30Baren», KOTOPBIM COCTOUT U3 MHCTPYMEHTOB:

- «WebDav ACLy, npenHazHayeHHBIA JJIs JIEJIETUPOBAHUS MPAB HA KaJeHAApH, ManKu
3a/1a4 U aJJpeCHbIC KHUTH;

- «Mail ACL», npenHa3HaueHHBIM [ HAcTpOMKM MpaB K oOOIMM MankaMm WId
JIEJIETUPOBAHHBIM IIOYTOBBIM IAIIKaM;

- «Cnucok nepeaapecanuiny, NpeHa3HA4eHHbIN 111 HACTPOMKHU Iepeagpecaluy UCceM ¢

MOYTOBBIX SUIUKOB (pUCyHOK 129).
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‘% KoHuTponnepo! gJoMmeHa

@ lMNo4ToBbie AOMEHDI

B3 nonv3osarenn

2 Mail ACL

2 Cnucok nepeagpecayum

@ AHTUCNaM

Pucynok 129 — Unctpyment «Ilonp3oBarenn»
3.11.1 [Toaw3oBaTeau WebDav ACL

ACL (Access Control List) — mexanusm aiisi THOKOM MapiIpyTu3aluu Tpaduka Ha OCHOBE
ycinoBuid. B xontekcre WebDAV ACL ompenensieT mpaBuiia, Mo KOTOPBIM 3alpoChl C TaHHBIMU
KaJIeHJlapel U KOHTaKTOB Hampasisitorcst Kk WebDAV-cepsepy

Jlns  ynpaBiaeHHs  JeJIETUPOBaHMEM TMpaB HEoOXOoAMMO B  MEHIO uHTepdeiica
aaMuHKECTpaTopa BeiOparh «llomp3oBatenn» — «WebDav ACLy (cm. pucyHok 129).

Ha skpane otoGpasutcs okHo «Ilonb3oBarenn WebDav ACL», B KOTOpOM NpHBEAEHA
uH(popMalid O HACTPOEHHBIX INpaBaxX JEJIETUPOBAaHUS Ui KOHKPETHBIX MOJb30BaTenei

(pucynok 130).

WebDav ACL \ 99 [lo6aBuTk fenerat

L 1 1

3ANUCKU ACL BNAAENbLbI KONNEKL UM TPYMNMNOBBLIE HASHAYEHUSA

recent-recipients

A Group: MMobanktHbie agMUHUCTPATOPbI

TonbKoO ANs YTEHUs!

0 Yaanute

Pucynok 130 — Oxao « WebDav ACL»
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I[eJIGI‘I/IPOBaHI/Ie OCYHCCTBIIACTCA B paMKax OHOI'O JJOMCHA.

UtoOs1 aenerupoBarh mpaBa HeoOxoaumo B okHe «IlompzoBarenn WebDav ACL» Haxath

IIE ﬁa (V)
KHOTIKY (cm. pucynok 130), mocie 4ero OTKPOETCS OKHO HACTPOMKH

nenerupoBanus «Jlo6aButh aenera (pucyHok 131).

Jlobasuts pgenerat |

No6aBuTb generar

aneHAapaM, aApPecHLIM KHUraMm

rpynn

Mons3ogatent
Konnexums
Monb3oBatenu, uMelouwme 4oCTyn

Coxpanus

TPynNbL, WMeloMe AOCTYN (Bce NONLIOBATENM B rpynne)

Npasa

Tonkko AnA uteHuA

Pucynoxk 131 — Hactpoiika nenerupoBaHust

B oTkpsiBIIEMCS OKHE HEOOXOIUMO 3aTIOTHUTH OIS

- «[Tonp30BaTenb» — SMEKTPOHHBIN apec MOIL30BATENsI, KOTOPBIN JIeJIeTUPYET MpaBa;

- «Konnekuus» — BbIOpaTh M3 BBHIMAJIAIONIETO CIHUCKA JAOCTYMHBbIE OOBEKTHI (MANKH) IS
JIeJIeTUPOBAHUS TIPAB HA HUX;

- «['pynmbl, uMeromue 10CTyn (BCE MOJIb30BATENN B IPYMIE)» — Ipymna (WId HECKOJIBKO
TPYIII) TOJIb30BaTeNel, KOTOpOoH OyIeT MpeaoCcTaBiIeH JOCTYI K BRBIOpAaHHON KOJUICKIIUH;

- «ITonmp30BaTeny, UMEIOUINE AOCTYI» — IMOJIH30BATENb (MU HECKOIBKO MOJIB30BaTENEH),
KOTOpOMY OyJIeT IPEeIOCTaBJICH JOCTYI K BRIOPAHHOMN KOJIJIEKIINY;

- «[IpaBa» — TN MpaB, KOTOPBIEC MOTYYaT BEIOpAHHBIC TPYMIIIBI WU TOJb30BATENN (MOTYT
OBITh «TOJIBKO JIsT YTEHUS», «UTEHUE U 3aIHChY).

[Tonp30BaTeIM MOTYT CAMOCTOSITETILHO JIaBaTh MpaBa Ha COOCTBEHHBIE KAJICHIapU U MAMKH
3a/1a4 U KOHTAKTOB BBIMOJHSS HACTPOUKHU JIETIETUPOBAHMS YEpe3 JACCKTONMHYIO (YCTaHOBJICHHYIO
HenocpeactBeHHo Ha I1K) Bepcuro Knmenra (omucanue AeMCTBUN TPHUBEACHO B PYKOBOJICTBE

nosibs3oBarens Ha KimeHr).

o CoxpaHuTb
I[J'IH COXpaHeHI/IH BHCCCHHBIX U3BMCHCHUU H€O6XOJII/IMO HaXaTb KHOHKy — .
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3.11.2 Houas3oBareaun Mail ACL
Hutepdeiic «Mail ACL» npenoctaBisieT aIMUHUCTPATOPY HHCTPYMEHTHI IJIs1 YIIpaBICHUS

CHMCKaMU KOHTPOJIS JOCTyIa K OYTOBBIM NAaIKaM M0JIb30BaTels (PUCYHOK 132).

1

FPYNMOBLIE HASHAYEHUS

INBOX

A Group: IMoGankHbie aAMUHHCTPATOPLI
Irswiptekx
Bugumocts Urenme NpouwTaso Onaru [Lobaenenme

floctaska  Ypanwte  Ouwuctka  CosgaTh  YAAmATe nanky

0 Ymanure

Pucynok 132 — Hacrtpoiika generupoBanus Mail ACL

B Bepxneilt wactu oToOpaskaeTcs CBOAHAS CTaTUCTUKA: KonnyecTBO 3amuceir ACL, uucio
BIIAJICJIBIIEB MANOK W KOJUYECTBO T'PYIIOBBIX Ha3HaueHui. LleHTpanbHas o0nacTh mepeurciseT
KOHKPETHBIC HA3HAYEHUS MPaB, & TAKXKE YKa3bIBAET IPYyIITY, KOTOPOIl 3TH MpaBa MpeJ0CTABICHBI.

Hwxe npencraBmeHa Tabmuiia mpaB, rae cTpoka «lrswiptekx» siBiasieTcs cTaHIapTHOM
ctpokoit ACL, xaxmas OykBa KOTOpoW 00O03HauyaeT omnpeaenéHHoe paszpemieHue: | (cnucok), r
(urenue), s (mpocmoTp (raros), w (3amuch), 1 (BcTaBka), p (oTapaska), t (yaaieHue), € (ynaaeHue
nanku), k (cozganue nanku), X (aAMUHUCTpUpoBaHue). i yno6cTBa HACTPOMKH MPETYCMOTPEHBI
KHONIKU OBICTPOTO Ha3HAUEHHUs THUIOBBIX TpaB: «BemomocTh» (ympaBieHHE MeETaJIaHHBIMU),
«YUtenuey», «llpountano» (oTMerka o mnpoutrenuu), «Dmarm», «JlobaBiaeHue», «JlocTaBkay,
«Ynamuth», «Ounctka», «Co3narey (marnky), «YnanuTh nanky». Knomnka «Yaanutb» mo3BOJSIET
MOJIHOCTBIO OTO3BATh IIpaBa JiJisl BELIOpaHHOM 3aMKCH.

Taxum o6pazom, uHTEp(dEiic MO3BOISIET THOKO NETETUPOBATH IOCTYII K TOYTOBBIM IMaIKaM,
3a/laBasg KOMOMHALMU pa3pelieHruid g OTAEIbHBIX MOJb30BaTeNied WM Tpymil. JTo 0COOEHHO
MIOJIE3HO ISl OPTaHU3AIMH COBMECTHOM paboThI, KOT/a, HAPUMED, CEKPETapIo TpedyeTcst JOCTyI
K IafnKaM PYKOBOJIUTENSA, WU JJIA LIEHTPATIU30BAaHHOTO YIPABICHUS MpPaBaMU 4vepe3 TPYMIbI
aJIMUHHCTPATOPOB.

UtoObl nenerupoBaTh mpaBa HeoOxomumo B okHe «Mail ACL» HaxaTh KHOIKY

;
(pucyHnok 132), mocie 4ero OTKpoeTcsi OKHO HAaCTPOMKH JeJIerHpPOBaHUS
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«Jlo6aButh nenerar» (pucyHok 133), B koTopoM OyayT paseibl OOIIUX HACTPOEK (PUCYHOK 134),

HacTpoek mamok (pucyHok 135) u 3ameTku (pucyHok 136).

Hogeiit generar \

MAIL ACL

Co3partb generar ans

MOYTOBOM NMankKu

Hactpo#Te getanbHble npasa A0CTyna K NOYTOBbIM Nankam ans
fei W [pynin, YTOGbI YNPaBNsiTh BUAUMOCTBIO, YTEHUEM

1 NeACTBUAMM C Nankamu

Pucynoxk 133 — Jlo6aButs nenerar Mail ACL

B unTepdeiice ynpasneHnus npaBamu goctyna k nankam (Mail ACL) aaMuHUCTpaTOp MOXKET
TUOKO HACTPAaNBaTh, KTO U KAKUE€ ICUCTBUS MOXKET BBITIOJIHSTH C IIOYTOBBIMU MAITKaMU KOHKPETHOTO
IIOJIB30BATEII.

dopma 001X HACTPOEK Ha3HAUEHUS MPaAB OTKPBIBACTCS MOCIE BBIOOpA 11€TIeBOI yUETHOM
3aMucu M MO3BOJISIET 3a/1aTh TPU OCHOBHBIX mapameTpa: «llomp3oBarenby (Biaaenel Manku, AJis
KOTOpO# HacTpauBaetcsi noctym), «lloutoBas mamka» (myTh k mamnke, Hampumep, INBOX wnu

mro0as moJsib3oBarenbeKas namnka) u « Kommenrapuii» (mpousBoiabHOE IpuMeyaHue) (pucyHok 134).

Obwue

BribepWTE BNafenbLa NankM, NyTh K Nanke u Te MY ) BblAdaTh JOCTYN.

Monb3oBarens

MovyToBan nanka

KommeHTapui

MonL2oBaTeny, UMEOLKWe OOCTYN

[pynnei, KMermMe AOCTYN (ECE NONB30BaTENM B rpynne)

Pucynox 134 — O6mas nactpoiika Mail ACL
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3arem B noisax «llonp3oBarenu, mmeromme JOCTym» U «lpyIIbl, MUMEIOUIME TOCTYID
aJIMUHUCTPATOp /J00aBIsAET y4YeTHbIE 3alUCU WIM TPYIIbI, KOTOPHIM NPEAOCTABISIOTCS MpaBa
(cMm. pucyHok 134). D10 MOXeT OBbITh, HapUMEpP, CEKpPETapb, KOTOPOMY TpeOyeTcsl AOCTyH K
narnkKam pyKOBOAMTEISI, WM IPyIIa COTPYIHUKOB, OTBEUAIOLINX 32 ONPEIEIEHHBIN TPOEKT.

Camu mpaBa MpeAcTaBiIsAOT co00i HAOOp MeCITH AUCKPETHBIX pa3peiieHuit (pucyHok 135,

pucyHok 136), Kaxka0€ U3 KOTOPBIX KOJUPYeTCs OaHOM OykBO# B cTaHmapTHOM cTtpoke ACL.

lNpaBa Ha nanky

TE AETANbHbIE NpEBA Ha NankW BMEC ( 105 pas OyaeT cobpaHa aBTOMATHYECKH U3 B HHBIX (hraroe.

BupgeTs nanky [OOCTABNATE B NanNKy
T -

YHTaTE COO6LEeHMA NMomMeyarTs COOOLESHMA KaK YAANeHHLIe
T +

OTMeuyaTh COOGIEeHWA KaK NPOYNTaHHEIe W OKOHUYaTen:LHOo YAANATE NOMeueHHLIe
HenpouMTaHHbIe cooGeHnn

s )

WsmeHaTs hnaru coobmeHnn CospaBaTh AOYCPHHE Nankn
- -

[Jo6aBnATLE MMM KONUpPOBaTL COOGLEHMA B NanKy ¥Ypanats nanky
5 -

Pucynok 135 — Hacrpoiika npas Ha nanky Mail ACL
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Motes

I' Lookup

NAET BEMRETE NANKY B CNMCKE M OTEpLEEST

HA W OTEPHEdTh CO;

EHMA HE NPOUATIHHEIE MW HE

ET MEHATE qanari MM, K AN NEOUATEHD §

¥Aane HHEE

Pucynoxk 136 — Mail ACL 3ametku

WuTepdetic npenocTaBiser 1Ba criocoda yrnpasieHUs: 3STUMU NTpaBaMy: BU3YyalIbHbIH BEIOOD
yepe3 Qraxky U npsiMoe peakTupoBaHue cTpoku. B manenu «IIpaBa Ha manky» Bce pa3penieHus
MIPEJCTABIICHBI B BUJIE YeKOOKCOB C MOHATHBIMH OMHCAHUAMU. AJMHUHUCTPATOP MOXKET BKIIIOYHUTD
WM OTKJIIOYUTH KAXKJ0€ U3 HUX:

- Buners manky (1) — mo3BomsieT mamnke oToOpakaTrbesi B CIUCKE U OTKPHIBATHCS 110 UMEHHU.

- Yurate coobuieHus (r) — HJa€T BO3MOXKHOCTh YMTaTh IHCbMa U MPOCMATPUBATH
COJEPKHUMOE MATKH.

- OTmeuaTh coOOIIeHNs KaK MPOYMTAaHHBIE M HETIPOYUTAHHBIC (S) — pa3peiaeT U3MEHSITh

CTaTyC IIPpOYTCHUA.

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 136 u3 194



- 3menaTsh naru cooOiieHnii (W) — MO3BOJISIET yCTaHABIMBATH JTH00bIE (biiaru (kpome Seen
u Deleted).

- 1o0aBnsATh WM KONMPOBAaTH COOOIIEHMsS B Mamnky (1) — pa3peuiacT BCTaBKY HOBBIX
COOOIIEHUM.

- locTaBusATh B NankKy (p) — 1aET BO3MOXKHOCTH JOCTABJIATh IOYTY HAMPSAMYIO (IIOJIE3HO IS
OOIINX BXOJSIINX MAIOK).

- [Tomeuats cooOiieHns Kak yaaaéHHble (t) — MO3BOJsAET CTaBUTH (iiar yJaicHusl.

- OKOHYaTeNbHO YNaJsATh MOMEUYEHHBbIE COOOIIEHHUA (€) — pa3peniaeT OKOHYATENbHYIO
YUCTKY YAAJIEHHBIX ITUCEM.

- Co3paBatb nouepnue manku (k) — mo3BossieT co3iaBaTh MOAMANKA BHYTPU JaHHOM.

- Yaanare nanky (X) — 1aéT mpaBo yIajauTh camy Manky.

[Tpy u3mMeHeHNH 4eKOOKCOB CTpOKa IMpaB aBTOMAaTHYECKH (HOPMUPYETCS U3 BbIOpAHHBIX
OyKB, YTO MCKJIIOUAET OMUOKHA PyUYHOTO BBOJA. AJBTEPHATHBHO, €CIIM aIMUHUCTPATOPY U3BECTHA
cTpoka (Hanpumep, lrswiptekx 1715 TOTHBIX IpaB), OH MOXKET CKOMUPOBATh €€ HEMOCPEACTBEHHO B
cooTBeTCTByMOIIee noyie. Knomnka «YnanuTe» B KapTOYKe HAa3HAYEHHsI MO3BOJSET OTO3BaTh BCE
mpaBa Jijisi BBIOPAHHOTO MOJIB30BATENS HIIH TPYTIIIHL.

Takoll moaXoA TMO3BOJISIET TOYHO KOHTPOJIMPOBATH JOCTYN K TIOYTOBBIM MaIlKaM,
obecrnieunBasi 6€30MaCHOCTH U Y1I00CTBO COBMECTHOM paboThl. Hanmpumep, MOXXHO J1aTh CEKpeTapio
MIPaBO YUTATh U U3MEHATH (p1aru, HO 3aNpPETUTh yAAJIEHUE MaNoK, 3 TEXHUYECKON IPpyIIe — MOJIHbIN

AOCTYII IJIA aAMUHUCTPHUPOBAHUA.

o CoxpaHunTtb
Jiis coxpaHeHHsI BHECEHHBIX U3MEHEHUN HEOOXOAMMO HaXaTh KHOIMKY —
3.11.3 Cnucok nepeaapecanuii

Jlns HacTpoiiku mepeaapecanuii HeOOXOAMMO B MEHIO HHTepdeiica agMHHHCTpaTopa

BbIOpaTh «Ilonb3oBarenn» — «Cnucok nepeaapecannin» (pucyHok 137).
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i KouTtponnepui fomena

® MMourosuie gomen:

B4 MNonbzosarenu

WebDav ACI

> Mail ACI

I 2 Cnucok nepeagpecauyui I

Pucynok 137 — UuctpymenT «Criucok nepeajpecaruiig

I[JI}I HaCTPOﬁKH nepcaapecannuu HCO6XOI[I/IMO B OKHC CO CIIMCKOM Hepeaﬂpecaunﬁ Ha>XaTb

8% [Mobaeuts MNepeagpecuuio

KHOTIKY , TIOCJIE Yero OTKpOeTCsl OKHO «J[00aBUTh mepeaapecannio

JUTsl HACTPOMKH Tiepeaapecanuii (pucyHok 138).

NobaeuTts nepeagpecuLio

[Monw3osarenkb

vorgenob (vorgenob@ogaad.it-bfg.ru)

¥ BEKNIYHTL NEpeafpecalHio

B XpaHuTL KOMUKM NHUCEM

AQpec nonyyartena

OTnpaenTbL

Pucynok 138 — Hactpoiika nepeanpecauuii

B nmannHoM oxHe HEOOXOIUMO 3aIlOJIHUTH IIOJIS:

- «ITonmp30BaTenby — ANEKTPOHHBIA aJpec TOJB30BaTENs Ybs KOPPECHMOHACHIUS Oyaer

nepeajpecoBbIBATHCS;

- «Anpec modydarens» — OSIEKTPOHHBIA aapec TMOib30BaTels, Ha KOTOPBIA OyayT

nepcaapCCoOBbIBATHCA IMTUCHEMaA.
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Jlns  BKiIIOYeHUS Tmepeagpecalid  HEeoOXOAMMO OTMETUTh mapamerp «Bximrountsb
nepeapecauom.
[Ipn HEOOXOMMMOCTH COXpAaHEHUS KOMUH MHCEM B TIOYTOBOM SIIIUKE MEPBOHAYATHLHOTO

IIoJIydarciia HCO6XOI[I/IMO OTMCTUTD IIApaMCTP ((XpaHI/ITB KOIIMH ITUCEM)).

o OTnpaBuTbL
I[J'I}I 3aBCpUHICHUA HACTPOUKH IICpCapcCalilil HAXMHUTC KHOIIKY
(cm. pucynok 138).

3.12 MHCTpYyMEHT «KAHTHCIIAM)

Jlns mepexoma K HMHCTPYMEHTY paboThl cO crnaM-(QuibTpoM HEOOXOIAMMO B MEHIO

uHTepdeiica anMUHUCTpaTOpa BEIOpaTh «AHTHCTIaM» (pucyHOK 139).

(om) DeepMail

[laHens ynpaBneHuA

NuuenznpoBaHue

ObbaBneHue

[ pynnoi

pchl

SMTP TpaHcnopt

MacTep murpauwumn

KonTponneps fomena

[MouToBLIE AOMEHEI

Monb3oBaTenu

AHTUCTAM

Pucynok 139 — MncTpymeHT «AHTHCTIaM»

B pesynprare mosBuTcs OKHO cucTteMbl (uibTpanuu cnama RSPAMD, copepikaiee

CTaTHUCTUYECKHE JAaHHBIC U MH()OPMALIUIO O TTapaMeTpax crnam-Quibrparuu (pucyHok 140).
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Pucynok 140 — Oxno cuctrembl RSPAMD

RSPAMD moxet paboTaTh Kak B aBTOHOMHOM pPEXHUME, TaK U B pexKUMe «oHJIaiH». [Ipu

pa60Te CUCTCMBI B PCIKUMEC OHJIAMH CUTHATYPBI 3arpyKaroTCs U3 HHTCPHCTA. HpI/I pa60Te CHCTCMBbI

B AaBTOHOMHOM PCXKHUME CHUTHATYpPbI HC 06HOBJ'I$HOTC$I, Hn CUCTCEMA 3aHHUMACTCA aHAaJIM30M CaMHX

COOOIIIEHUI.

Ha Bknaake «History» otoOpaskaercs nucropus o0padoTku cooOuieHuit (pucynok 141).

A
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04002024, 1001 38

Pucynox 141 — Oxno cucrembl RSPAMD, Briiagka «History»

3.12.1 HacTpoiika aHTHCIIAMA 110 TEKCTY B IUCbMe

I[J'ISI HaCTpOﬁKH 6J'IOKI/IpOBKI/I BXOAAIINX IMUCEM, IO OMMPCACIICHHBIM CJIOBaM, B TCJIC [TUCbMA,

HeoOxoaumo co3aarhb (aitn body blockllist. map B nupextopun /mnt/deepmail/core/filter/maps/.

Jlanee HEOOXOIUMO OTKPHITH (hailin U chopMUPOBATH TEKCT B CieIyroleM popmare:

#llepsoe npasuno
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Exemple first

#Bmopoe npasuno

Exemple second

I'ne Exemple first u Exemple second siBasieTcs cIOBaMU, IO KOTOPBIM OyZIeT OJIOKUPOBATHCS
Bxojsimue mucbMa. COOTBETCTBEHHO JUISI TOYEYHOW HACTPOMKM mpaBuil, TpeOyeTcs BHOCUTH
COOTBETCTBYIOIIIKE CJIOBA, MO KOTOPBIM OyJeT OJI0KHUPOBATHCS BXOJAIIAS TIOYTA.

3.12.2 HacTpoiika aHTHCIIAMAa 110 YEPHBIM M 0eJIbIM CIIUCKAM

B cucreme DeepMail nns ¢unpsrpanum cnama wucnoibdyercs Rspamd. s ToHKoM
HACTPOWKH (PUIIBTPALIUU AIMUHUCTPATOP MOKET CO3/1aBaTh COOCTBEHHbBIE UEpPHBIE U OEJIbIe CIIUCKH
aJpecoB OTIIPABUTEIICH W JIOMEHOB. DJTO TMO3BOJISICT TAPAaHTUPOBAHHO IPOITYCKATh MHChMa OT
HAJIS)KHBIX OTTpaBUTeNeH (OBl CIIMCOK) WITH OJIOKUPOBATH HEXKENATEIbHYI0 KOPPECIIOHICHIIUIO
(4epHBIN CITUCOK) eIIIe A0 MPUMEHECHHS CTAaTUCTUYSCKUX aJTOPUTMOB.

Kondurypannonusix ¢aiiapl CHUCKOB pa3MENIAIOTCs B KaTajore IepeornpeaesieHui
koHpurypauuu Rspamd:

mkdir -p /mnt/deepmail/core/overrides/rspamd

touch /mnt/deepmail/core/overrides/rspamd/blacklist. map

touch /mnt/deepmail/core/overrides/rspamd/whitelist. map

blacklist.map — ciucox afpecoB U JOMEHOB, MUChMa OT KOTOPBIX JOKHBI OJTIOKUPOBATHCSI.

whitelist.map — CIMCOK aJpecoB M IOMEHOB, MUChMa OT KOTOPBIX JOJKHBI MPOITYCKAThCS
0e3 poBepKH (MJIM C MOHMKCHHBIM BECOM CIiama).

dopwmar 3anuceid Mpu peJaKTUPOBAHUN OCIIOBOTO W YSPHOTO CITMCKOB MOXKET COACPIKATh:

[TonHbIi 27EKTPOHHBIN azipec: user@example.com

JlomeHn (6e3 cumBona @): example.com

[Tpumep conepxkumoro blacklist.map:

text

spammer@mail.ru

bad-domain.org

*@temp-mail.org

[Tpumep conepkumoro whitelist.map:

text

trusted-partner.com
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admin@my-company.ru

[Tocne noGaBneHUs WM U3MEHEHUs 3anuceil He TpeOyercs nepe3anyckarb Rspamd, eciu
(hbaiinpl MOAKITIOYEHBI Yepe3 map C aBToMaTHdeckoil mepesarpyskoi. Oanako B DeepMail mo
YMOJYaHUIO UCHONB3YETCsl CTaHIapTHas MpoIeaypa Mepes3anycka HOJ Ui TapaHTUPOBAHHOTO
npuMeHeHus KoHpurypanuu. CTpOKH, HaUMHAIOIIKECS € #, UTHOPUPYIOTCS (MOXKHO UCIIOJIb30BATh
JUTISI KOMMEHTapUEB).

[Tocne pemakTupoBaHus (QaillioB HeoOXonMMO mepe3anmycTuTh Hoabl DeepMail, 4ToOBI
Rspamd nepeuntan konduryparmto:

deepmail stop

deepmail start

[Tpumeuanue: Komanna deepmail stop/start 0CTaHaBIUBAET U 3aITyCKaeT BCE CEPBUCHI, YTO
MOXET BbI3BATh BPEMEHHYIO HEJIOCTYITHOCTh MOYTOBOM cUCTEMBI. [Inanupyiite Takue NeiCTBUA B
MEePHOAbl HAUMEHBIIICH HArPy3KH.

PexoMeHyeTcsl BECTU CIMCKU aKKypaTHO, He J0OaBISHTE CIUIIKOM MHOTO 3amuceil 6e3
HEOOXOIMMOCTH — OTO MOXET 3aMeUINTh 00padoTky mouThl. Ilepuomuyecku TpedyeTcs
KOHTPOJIUPOBATH aKTyaJIbHOCTh OEIBIX CITUCKOB, YA YCTapEBIINE TOMEHBI.

Jns  moMeHOB, KOTOpbI€ JOJDKHBI OBITH Bcerga B Oelmom chnucke (Hampumep,
KOPITOPAaTUBHBIE ), PEKOMEH TyEeTCs UCIIONIL30BaTh 3aMUCh B BUJIE (Wdomain.com, 9T00bI MIPOITYCKATh
BCE ajjpeca 3TOro JIOMEHa.

Crnenmysi 3TO HHCTPYKITUH, BBl CMOXKETE THOKO yNpaBisTh ¢uibrparueii cmama B DeepMail

1 00€eCTIeUnTh HAJICKHYIO 3aITUTY MMOYTOBOM CUCTEMBI.
3.13 Uucrpyment «Ilouck mucem»

Jlns mepexoma K HMHCTPYMEHTY IIOMCKa IMHCEM HEoOXOoauMO B MEHIO uHTepdeiica

aaMuHKHCTpaTopa BelOparh «llouck mucem» (pucyHok 142).
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@ DeepMail

i Nanens ynpasneHus
Q finyensuposanune
> Obvsasnexnue
fo\k | pynnu
SMTP Tpancnopr
Macrep Murpayum
KoHTponnepo gomexa
lMouToBbie JOMEHB
llonv3osarenw

AHTUCnam

Mouck nucem

Pucynok 142 — uctpyment «llonck nucem»

WnTepdeiic npeacrapisier co00i HHCTPYMEHT AJISl PACHIMPEHHOTO MOUCKA 110 TTOYTOBOMY

apXuBY, OpraHU30BaHHBIN 110 MPUHLMITY YIIpaBICHUs 3aa4amMu (pUCyHok 143).

lNMownck nucem |

Q  Hosuii 3anpoc

UcTopua noucka

Pucynox 143 — UnTepdeiic «Ilouck mucem»
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OKHO pa3zesnieHO Ha JBE OCHOBHbIe TaHenu. JIeBas CTOpoHa OTBElEHA IO/ HCTOPHIO
MOMCKOBBIX 3alPOCOB, TJIe OyIyT 0TOOpa)kaThCs COXpaHEHHBIC WM paHEe BBIMOJIHEHHBIE 3aauu.
B HauaibHOM COCTOSTHMM OHa MyCTa, IMpeyiaras ojab30BaTell0 CO3/1aTh MEPBBIN 3ampoc.

[IpaBass, ocHOBHas pabodas 007acTh, B TEKYIIMHA MOMEHT COJCPXHUT MpHUITIAIICHUE K
NENUCTBUIO: MPEJIJIOKEHNE BEIOpATh 3a71auy U3 UCTOPUH UK HauaTh HOBBIN noucK. Kunomnka « HoBsiit
3anmpocy» SIBISETCS IEHTPAJIbHBIM 3JIEMEHTOM, 3alMyCKAIOIIUM TIPOIECC CO3/IaHUSl CJIOAKHOIO
MTOMCKOBOTO 3aMpOCa, BEPOSITHO, C BO3MOXKHOCTBIO 3aJ]aHUsI MHOXKECTBA KPUTEpHUEB (METaJaHHBIX,
nepuoja, OTIPABUTENICH, TEM U T.1I.).

Takum oOpazoM, nHTEpQEHC MpeaHa3HaueH A BBINOJHEHUs] HeCTaHAAPTHBIX, BOZMOXKHO,
MAacCCOBBIX WJIM PETYJISPHBIX TOMCKOBBIX OMEpalrii B TIOYTOBOM cHCTeMe, oOecrednBas
CTPYKTYPUPOBAHHBIA MOJXOA YEpe3 COXpPaHEHHE U IOBTOPHOE HCMOJb30BAHUE ITOMCKOBBIX

CLICHapHEB.
3.14 UucrpymeHT «PacuiupeHHbIe HACTPOMKMN

NHCcTpymMEHT agMuUHUCTpUpOBaHus «PacimMpeHHbIe HACTPOUKN» COAEPKUT MOAPA3ICIIBL:
«Hactpoitku  SSL/TSL», «Hacrtpoiiku xkondurypamuu» u «lllaGnonsl mons3oBaTenei»

(pucyHok 144).
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HacTpoiiku SSLIT
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LiabnoHbl
nonk3oBareneH

Pucynok 144 — «PacimpeHHBI HACTPOUKN
3.14.1 «Hacrpoiiku SSL/TLS»

Jns mepexona k HacTpoiikam SSL/TLS HeoO6xoaumo B MeHIO «PaciiupeHHbIe HACTPONUKI

uHTepdeiica anmuaucTparopa BeiOpars «Hactpoiiku SSL/TLS» (pucynok 145).
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PaclumpeHHble
HACTPOMKKH

DOMKKM SSL/TLS

Pucynok 145 — «Hactpoiiku SSL/TLS»

Ha skpane otobOpasurcs okno «Hactpoiiku SSL/TLS» (pucynok 146).

Hacrpoitku SSL/TLS

MogpobHocTu SSL

WUapgarenn

C = BE, 0 = GlobalSign nv-sa, CN = AlphaSSL CA - SHA256 - G4

Jara Hayana feicTeusa
Nov 2 2:09:10 MT

2:09

[laTta oKOHYaHUA fencTeuA

SMT

UameHnTb SSL

Ceptudmrar

—BEGIN CERTIFICATE—
MIIHSTCCBjGgAwIBAgIMdK8I5X/rSymNsQeWMAOGCSqGSIb3DQEBCWUAMEWXCZAJ
BgNVBAYTAKJFMRkwFwYDVQQKEXBHBGYWx TaWduIG52LXNhMSIwWlAYDVQQDEXIB
bHBoYVNTTCBDQSAtIFNIQTIINIAtIECOMBAXDTIZMTEyMDIyMDkxMFoXDTIOMTly
MTIyMDkwOVowGDEWMBQGATUEAWWNKISKkZWVWDWFpbCS5pbzCCAIIwDQYJKoZlhveN

Pucynoxk 146 — OxHo uncrpymenta «Hactpoiiku SSL/TLS»

Jli1st Toro, 4TOOBI YCTAHOBUTH MITM CMEHUTH CEPTU(UKATHI, HEOOXOIUMO UMETh:

- TOMEHHBIN cepTu(duKaT (BBIAACTCS HA UMS CEpBEpa WM MOYTOBOTO JOMEHA, HAIIPUMEP
mail.example.com. Oto ocHoBHOIT SSL-ceprudukar);

- npomexyrtounble cepTudukarel (CA Bundle, Intermediate CA, cBs3bIBaloT Baill
ceprudurar ¢ kopHeBbIM ceptudukarom llenTpa ceprudukaruu. [louToBBIE KIMEHTHI TOJDKHBI
JIOBEPSITH BCEH 1IETOYKE JO KOPHEBOTO cepTuduUKara, uHa4de OyaeT omudKa T0BepHs);

- KOpHEBOM cepTuduKar (KaKk MpaBuiIO, yCTAaHABIMBACTCS TOJIHKO B XPAHUIIUIIA JIOBEPCHHBIX

KOpHEH Ha KIMEHTCKUX YCTPOWCTBAX, HO MHOT/IA IS COBMECTUMOCTH JO0ABIISIFOT B IIETIOUKY );
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- IPUBATHBIN KIIIOY, HEOOXOIMMO HCIIOJIb30BaTh TOJIBKO TOT IPUBATHBIN KIIIOY, KOTOPBIN
creHepupoBanu mnpu co3ganun CSR (3ampoca Ha ceprudukar). Kitou He pomkeH ObITh
3amm@poBad maposieM (MOYTOBBIM CepBEp HE 3aMpOCHUT MapoJib aBToMaruuecku). llpuBaTHBIM
KJIIOY JIOJDKEH OCTaBaThCsl CTPOrO Ha CEPBEpE, HE IepeAaBaTb €r0 HUKOMY, HE IIOKa3bIBaTh
myOIMYHO.

VY6enureck, 4TO UMeeTe Bce He0OXonuMble cepTudukarel. Eciin y Bac MMeI0TCS HECKOJIBKO
nap cepTu(UKaToB U KIt0YEH, HEOOXOAUMO UX OOBEIMHUTD B OAMH (ailyl B OPSAJIKE: CEPTUPUKAT
— 1EN0YKa — KOPEHbB; KIIH0Y OTIEIBHO.

Ka)K,Z[BIfI CepTI/I(i)I/IKaT AOJIZKCH 3aKaHYMUBATHCA Ha CTPOKE:

Baxno! IlpoBepsre, uTOoOBI Mexay OJOKaMU HE OBUIO «CIUMIIMXCS» CTPOK: TpU
HEOOXOAMMOCTH Pa3IeIUTe UX OJHOM MyCTON CTPOKOW MJIM HOBOM CTpOKOi (5 neducoB B Hauaje

1 KOHIIE OJIOKOB).

B otkpsiBmiemcs okne «Hacrtpoiiku SSL/TLS» (cMm. pucyHok 146) TpeOyeTcsi 3aloIHUTh
(3aMeHHTH B ciTyuae cMeHbl) ABa noiis — «Ceptuduxary u «Kiouy.

B none «Ceptudukar» He0OX0UMO BCTABUTH BCIO 1IETIOUKY CepTU(UKATOB. 3aTeM B IOJIE

o CoxpaHutb
«KJHOLI» BCTaBUTH Balll HpI/IBaTHBII/I KJIFOY, ITOCJIC YE€Ir0 HAXKaTh Ha KHOHKy — .

SSL/TLS ObHoeneH
[Tpu ycnemHoMm go6aBieHnH cepTUdUKaTa IOSIBUTCS OTOBELICHHUE

Baxno! Ilepen 3amenoii cepruduxaroB yOeauTeCh, UTO Bac COXpaHEHBI CTapble
Yy ) y
cepTudUKaThl, €CIU HET — claenaiTe ux komuto. Komuu moHamgoOsATCs B TOM Clydae, €ClId Bbl

HENPaBUIHHO 100aBUTE HOBBIE CEPTU(PHUKATEHI.

JHanee Heobxonumo 3aMeHUuTh ceprudukarsl Ha HAProxy. Heo0xonnumo moakItOYUThECS K
XOCTy, rae ycranosieHa HAProxy u mepeiTé B mamky ¢ cepTuduKaTamu, KOTOpas yKasaHa B
koHpUTrypanroHHoM aiine /etc/haproxy/haproxy.cfg (00bruHO /deepmail/ssl/).

B nupektopum JOMKHBI HaxXOAWThCS JBa (aitma — cert.pem (dailm ¢ 1EMOYKOM

cepruduraroB) u cert.pem.key (paitn ¢ KIro4oM).
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Baxno! Ilepen oOHOBIEHHEM HEOOXOAUMMO CJeNaTh KOMWU JaHHBIX (alaoB, Ha Ciydyal

OBICTPOTO BO3BpaTa K CTapbIM cepTUudUKaTam.

OTkpoiiTe Qaiin cert.pem A pelakKTUPOBAHUS, YIAIUTE €T0 COASPKUMOE U BCTABBTE Ty/a
HOBYIO LIETIOUKY cepTudukaroB. CoxpaHUTe U3MEHEHUS U 3aKpoiiTe (aili.
OTxkpoiite haiin cert.pem.key s penaKTHPOBAHUS, YIAIUTE €TO COACPKIMOE U BCTaBbTE
TyAa HOBBIH KiTtod. CoxpaHUTe U3MEHEHUS U 3aKpoiTe (aii.
BrimonauTe komMaHy:
systemctl restart haproxy.service
3areM yOeaUTECh, YTO CEPBUC HAXOJUTCS B CTATyCe dctive, BHITIOJIHUB KOMaHITY:
systemctl status haproxy.service
Ha stom no6GaBnenue/ oOHOBNEHUE cepTuduKaToB Oyner 3aBepiieHo. [IpoBeputb, yTO
cepTudukarsl OOHOBUIIUCH MOXKHO, 33l B BeO-MHTEep(delic U HakKaB Ha AJIEMEHT B BUJIE 3aMKa B
Hayaje CTPOKU ajpeca (SJIEMEHT MOXKeT OTIMYaThCsl M 3aBUCUT OT Ballero Opaysepa)
(pucyHok 147).

https://deepmail.io/ui/extended/ssl

’é) x
Protect

Bbil Ha calite https. //deepmail.io
Rx1kGPH5NfYKAIBVIWVWZL tXa6UCpH
CoepiHeHWe 3almnieHo 1 AaHHble :XVm7UCa+V5KpFITugNRxhEpSb6
nepe,;1a0TCA B 3aluMdpoBaHHOM
BMuae.

39IYWxTaWdulFJvb3QgQOE:

Pucynok 147 — IlpoBepka oOHOBIIEHUS CePTU(HUKATOB
3.14.2 «Hacrpoiika KoHpurypauumn»

Jnsg mepexoma K HAcTpoilkam KoH(UTypauud HeoOXoaumo B MeHio «PacmmpeHHbie
HACTPOMKM» MHTepdeiica agMUHICTpaTopa BeIOpaTh MHCTpYMEHT «HacTpoiiku KoHpHUrypaum»

(pucyHok 148).
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PacliMpeHHbie

KOH(UIypaLuu

LLabnoHL

Enex

Pucynoxk 148 — UuctpymenT «Hactporiku koHpUTryparmm»

[Tocne srtoro Ha »KkpaHe oroOpaszutcs okHO «HacTtpolika konurypanuu| Hactpoiiku
IIOYTHI». B 1aHHOM OKHE /1711 HAaCTPOMKHU JOCTYIIHBI J1Ba lTapaMeTpa:
- yBeIOMJIEHUS] 00 OKOHYaHUU KBOTBHI;

- TMIOJIUTUKHU Taposier (pucyHok 149).

(om) DeepMail

I Mawxens ynpasnenna <

HacTtpoiiku koHdurypauum

aHue

HacTpovikv no4Tbl
OObsBneHue
Pecypcsl Yeenomnernsa O6 OkoHuanum Keotbi Monutukm MNaponen
SMTP TpaHcnopt

MacTtep murpayum

;—?—1 KoHTponnepbi foMeHa

@ Moy OMEHb!

B2 nonbsosarenu

AHTUCNAM

rouck nucem

PacuwmpeHrHbie
HaCTpOMKu

Hactpoiku
KOH(UIrypauum

Pucynoxk 149 — Oxno «Hactpoiika konpurypamuu| Hactpoitku modts
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3.14.2.1 Hacrtpoiika yBegoMJIeHU 00 OKOHYAHUMN KBOT

Jlis mepexoga K HacTpoWKaM YBEJOMIIEHHH 00 OKOHYaHMM KBOT HEOOXOIMMO B OKHE
«Hactpoiika xon¢purypamuu| Hactpoiiku moutsn» Haxarb KHONIKY «YBenomienns O60 OxoH4aHnuu
KBoTel» (cM. pucynok 149).

B nosiBuBmeticst popme «HacTpoiika koHpurypanuu| YeenomiaeHust 00 OKOHYaHUN KBOTBI»
YKa)KUTE HEOOXOAUMBIE IOPOroBble 3HaUeHus (B %), MPH JTOCTHKEHUH KOTOPBIX cUCTeMa OyaeT
HaNpaBJSITh TOJB30BATENSAM YBEJOMJICHHS OO0 OKOHYaHWM KBOTHI Ha OO0BEM IOYTOBOTO

smuka (pucyHok 150).

HacTtpowku koHpurypaumm

Yeegomnexusi 06 OKOH4YaHUU KBOTbI

Y Yposews 1 axtween

Ypoaenn 1, %

60

¥ Yposews 2 axTnaeH

Yposexs 2, %

65

¥ Yposews 3 axtueed

Yposeus 3, %

70
B Ompasnars yeagomnesne agMURHHCTPATOPY NPH AOCTIKEHWH YPOBHS 3
Aspec nonysarenn

admin@deepmail tokyo

Coxpannts

Pucynox 150 — ®opma HacTpoiky mapaMeTpoB yBeJOMIICHHI 00 OKOHUaHUHU KBOTHI
Taxke MOXHO J00aBUTh OTHIPABKY YBEIOMIIEHHUS aJMUHHCTPATOpy IpPH JOCTUKEHUU
TPEThEro (MaKCMMAJIbHOTO) YPOBHS OKOHYAHHS KBOTHI, OTMETHUB COOTBETCTBYIOIINN YEKOOKC B

dopme HacTpoek. [Ind NOATBEp)KICHUS HACTPOEK HAXKMHUTE KHOIKY

(cm. pucynok 150). Konduryparus Oyner coxpaHeHa.
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3.14.2.2 HacTpoiika moJUTHK NAapoJiei

Jlns mepexoga K HAcTpoWKaM TMOJUTHK Mapoied HeoOxomuMo B okHe «Hactpoiika
koH(purypammu| Hactpoiiku nouts» Haxats KHONIKY «[lomutuku [laponeit» (cMm. pucyHok 149).

B mosBuBmieiics dopme «llomuTuku maposiei» IS HACTPONKH TOCTYIHBI CISTYIOIIHE
IapaMeTphl:

- YCTaHOBKa MUHUMAJIbHOM JUIMHBI [1apOJIs;

- TpeOOBaHUE CMEHBI MAPOJISl IO UCTEYEHUH CPOKA €r0 UCIOJIb30BAHMS;

- 3aIpeT MOBTOPHOTO MCIIOIb30BAHUS IPEABIAYIINX MTApOJIEH;

- OTpaHUYEHUE YHMCIIa HEYCHEIIHbIX MOMBITOK ayTeHTU(DUKAIIUY;

- MIOJICYET MOIBITOK Ha 3alpoc ayTeHTU(UKAHUH (B CEKYHIaX);

- JUTUTENILHOCTh OJIOKMPOBKHU JOCTYyMa MOCJEe HEYJAauHOM ayTeHTH(HUKAUHK (B CEKyHAaX)

(pucynok 151).

Monutuku naponew

¥ TpeboBaTh MHHUMANEHYIO ANKUHY NaponA

MuHvmansHaa nnuHa

8

¥ TpeboBatk cueHy Napons No UCTEYEHHH CPoka

Cpok feAcTBUA NaponA (AHed)

90

¥ 3anpeTuTs NOBTOPHOE UCMONL30BAHWE NPELIAYLMX Naponei

Konnyecreo 3anoMWHaeMsix naponed

5

¥ OrpaHuudTL YUCNO HEYCNELLHEIX NOMLITOK 3y TeHTHDHKALMK

Makcumym HeyCnewHLIX nonsITok

5

OxHo NoAcuéTa NoNLIToK (B CekyHaax)
300

NnurensHocTs Bnokuposkn (B cexyHpax)

900

CoxpaHHTe

Pucynok 151 — @opma HaCTpOWKHU MOTUTUK NApOJIei

YcranoBuTe HEOOXOOUMBbIE YEKOOKCHI M YKKHUTE COOTBETCTBYIOIIME 3HAYCHUS IS

BBIOpPaHHBIX MTAPaMETPOB.

s moaTBEepKIECHUST HACTPOECK HAXKMUTE KHOMKY (cm. pucyHok 151).

Kondurypamus 6ynet coxpaHeHa.
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3.14.3 «I11a0,10HBI MOJIL30BATEJICH»

Paznen  «lllaGmonbl  mosp30Baresneil»  MO3BOJIAET  aAMUHHCTPATOpy  CO3/aBaTbh,
MIpOCMAaTpUBaTh U YIPABIATh HaOOpaMU IpPEIBAPUTEIBHO HACTPOEHHBIX MAapaMETPOB, KOTOPHIE
MOYKHO NPUMEHATH K HOBBIM IIOYTOBBIM SIIHKAM. DTO YCKOPAET MAacCOBOE CO3JaHUE YUYETHBIX
3aMycel U rapaHTUPYET eIMHOOOpa3ue HaCTPOEK JUIsl TPYIII MOJIb30BaTENEH.

JUis mepexoma K HacTpoilkam KoH(uUrypauuu HeoOXoqumo B MeHio «PacummpeHHble

HACTPOWKM» BbIOpaTh MHCTpyMeHT «11labnonb! monp3oBarenein» (pucyHnok 152).

PacluMpeHHbIE
HacTpOHEN

YOHEW SSLITLS

LlabnoHb
NonL30BaATENEN

Pucynok 152 — UnctpymenT «I11aGnoHbI oib30BaTeNei»

[Tocne mepexoda Ha CTpaHMIly Ia0JIOHOB IOJb30BATEICH B LIEHTPAJbHOM YacTH SKpaHa
OyleT pacroijiokeHa TaOnmuIa, B KOTOPOM TEpEYHCIEHbl BCE CYIIECTBYIOIIME IMAOIOHBI (IIPU

Hanuuuu) (pucyHok 153)

@ DeepMaiI = -] (] demouser@deepmail.tokyo @
PRllatez yupaarie: i LLla6rioHbl nonb3oBaTenen

n y y 5
i LLla6rioHbl nonk3oBateneii Coapar LllaGniow

ObusBnexune

Pecypcas Wmsa KommeHTapuin OeucTeus

SMTP Tpatcropt TecToBblif LWabnoH LLiabnoH Ans TecTMpoBaHus

Macrep murpauyum

KoHTponnepsl fomeHa

Mo4ToBbIE AOMEHBI

Pucynoxk 153 — Tabnuia mabaoHOB nofib30BaTenen

Jlis Kakaoro 1mabiioHa OTOOpaKaroTCcs €ro UMS U KpaTKUil KOMMEHTapui, MOSCHSIOMINNA
Ha3HaueHUe, a B cToo1e «JlefcTBUS» NPUCYTCTBYET KHOMKA «MI3MEHUTHY, TO3BOJIAIONIAs OTKPHITH

dbopMy penakTHUpOBaHMS TTApaMETPOB BbIOpaHHOTO ImadmoHa. Hax Tabnureil HaxomuTcs KHOTKA
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, IpU HaXaTHH Ha KOTOPYIO OTKpBIBaeTCs ¢opma A ONpEnesieHUusT HOBOTO
mallioHa ¢ yKa3aHHMEM HMMEHH, KOMMEHTapHs M BCeX HEOOXOMUMBIX HACTpOeK (KBOTHI, IpaBa
JOCTyTa, pa3peuiéHHbIe MPOTOKONBl W T.J.). KHomka «YmamuTe» (pacmoiokeHHas B CTPOKE
11a0JI0HA) CITY>KUT /7S Y/laJleHUsl BBIOpaHHOTO 11abI0Ha 1MOCie MOATBEPKACHUS JeHCTBHUS.

Hcnonp3oBanue 1a0JOHOB TMO3BOJISIET  IIEHTPAIM30BAHHO  YNpPaBJIATh  THUIIOBBIMU
KOH(UTYpanusIMu: HallpuMep, MOKHO co3aaTh mabdinoH «Cotpyaauk» ¢ kBotoil 5 I'b u moctymom
KO BCEM IPOTOKOJIaM, 11a0ioH «BHemHui napTHép» ¢ OrpaHUYEHUsIMU Ha OTIPABKY M IIA0JIOH
«Texnndeckas y4€THas 3aKCh» € NOBBIICHHBIMU ITpaBaMu. [Ipy co31aHnK HOBOTO MOJIB30BATENS
aJIMUHUCTPATOP MOXKET MPOCTO BbIOpaTh HY>KHBIM I1Aa0JIOH, U BCE 3aJaHHBIE B HEM NapaMeTpbl
OydyT aBTOMAaTUYECKH MPUMEHEHBI K SUIUKY, YTO 3HAYUTEIbHO SIKOHOMUT BPEMS U CHUYKAET PUCK

OIIMOOK.

Jlnst no6aBnenus mabdiaoHa HEOOXOIMMO HaKaTh Ha , IOCJIE Yero OTKpoeTcs
OKHO HacCTpOEK I1a0jioHa, B KOTOPOM HaXOAATCS oOIIre HacTpoWku (pucyHoK 154) u HacTpoiika

(GyHKIM 1 KBOT (pUCYHOK 155).

Coapartb WabroH |

Oobwue

HasgaHue wabnoHa

KommeHTapwmi

Otobpaxaemoe ums

Ipynnbi

¥ AKTUBEH

B VickniouuTs 13 ncesaonumMa «all»

Pucynok 154 — Hacrpoiika [1labmona monp3oBareneii — o01ue HacTpOHKu
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®yHKumu U KBoTbl

Keota

1GB B —— e ——

MakcumankHoe Yucno nanok

9

TImuT BX0AALYMX COOBLIeHWii (3a neprog) Tleproa nummTa BXoaALX (8 Yacax)

TIAMUT MCXORALIMX CoOBLLeHWIE (33 nepuo) Tepyoa NMMMTa MCXOAALLMX (8 Yacax)

Marcumym nonyuareneii 8 HCXOAALLIEM MHCHMe

¥ Paspewmts gocryn uepes IMAP

¥ PaspewwTs gocTyn yepes SMTP

¥ Paspewwts goctyn vepes POP3

¥ Paspewuts goctyn no WebDAV

B PaspewwTs nonk3sosaTenio NoAensIBaTs OTpasuTens

W Master

Pucynok 155 — Hactpoiika [1la6nona mons3oBareneit — OyHKIUN U KBOTHI

B paznene «O6mue» (cMm. pucyHok 154) 3amarorcst 6a3oBble arpuOyThl mabdnona. [lone
«Ha3Banue mabi0Ha» COAEPKUT YHHUKAIbHOE UM, MO KOTOPOMY aJMUHHUCTparop Oyaer
uaeHTuUIMpoBaTh Habop HacTpoek (Hampumep, «CoTpyaHuK», «BHemHuit napTHEPY).
«KommeHTapuii» mo3BoJisieT 100aBUTh KpAaTKOE OMHCAHUE, MOSICHSIOLIEe Ha3HaYeHUe 1abiioHa.
«OtoOpaxkaemoe UMs» 3a7a€T MMsI, KOTOPOe OyleT MOACTABIATHCA MO YMOTYAHUIO JJISi HOBBIX
amukoB. B mone «I'pynnbpy agMUHUCTPATOp MOXET yKaszaTh, B Kakue TPYMIbl Karajora OyaeT
aBTOMATHYECKH BKJIIOUEH I0JIb30BATEIb MPU CO3JAHUM MO JAHHOMY Ia0joHy. J{OMOIHUTEIBHO
MpeIycMOTpeHbl (UIaKKU: «AKTHUBEH» Ompefenser, OyaeT JiM SIIUK aKTUBEH cpas3y IMocie
co3nanus, a «MICKIIounTh U3 ICeBIOHUMA «all» Mo3BoIAeT UCKIIIOUUTD YYETHYIO 3aIIMCh U3 00IIen
IpyHIbl PACCBUIKH, OXBAaThIBAIOIIEH BCEX MOJIB30BATENEHN TOMEHA.

Paznen «®yHKIMM M KBOTBD» (CM. PUCYHOK 155) comepUT mapaMeTpbl pecypCHBIX
OTpaHWYCHUH U TpaB gocTyna. B 610ke KBOT 3a/1aéTcsi MAaKCUMATBHBIN pa3Mep MOYTOBOTO SIIIUKA B
rurabaiiTax M MaKCHUMallbHO€ KOJIMYECTBO TMamoK (3HauyeHue -1 oO3Ha4aeT OTCYyTCTBUE
orpaHuueHuil). JIMMUTBI MHTEHCUBHOCTH IMO3BOJISIOT YCTAHOBUTH IIOPOTOBBIE 3HAYEHUS MJIs
3alUTHl OT 3JIOYNOTPEONEHUMN: aJMMUHUCTPATOP MOXKET OTPaHUYUTh KOJUYECTBO BXOASIIUX U
UCXOIISAIIUX COOOIIEHUN 3a OompenenéHHbId Tepuon (B dYacax), a TakkKe 3aJaTh MAKCUMyM
MI0JTy4aTesied B OZTHOM MCXOSIIEM ITHChME.

Huxe pacnoniokeHbl HACTPOMKHM JOCTYMHBIX MPOTOKOJIOB M mpaB. Dnaxkku «Pa3zpemntsb

noctyn yepe3 IMAP», «Pa3pemnts noctyn uepe3 SMTP», «Paspemnts noctyn uepe3 POP3y,
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«Pazpenmtey noctyn nmo WebDAV» no3BOISIIOT IpenonpeneiauTb, Kakue IMpPOTOKOIbl OyayT
BKJIIOUYEHBI Ul ToJib3oBarens. OtnenbHas onuus «Pa3pemuTs IM0JIb30BaTeN0 MOAIENbIBATH
OTIIpaBUTENSD» JAET BO3MOXKHOCTh MEHATH ajpec B moie «Ot» npu ormpaske. Onar «Master»
IpeJOCTaBIsieT YUYETHON 3amucH IMpaBa CYIEpIIOJIb30BaTelsl, YTO OOBIYHO HCHOJIB3YETCS IS
CIIy’KEOHBIX WM aIMUHUCTPATUBHBIX SIIIUKOB.

[Tocne coxpaneHus 1m1a0I0Ha OH MOSBISETCS B OOLIEM CIIMCKE U MOXKET ObITh BBIOpaH MpHU
CO3IaHMM HOBOTO TIOYTOBOIO sIMKa. Bce mapamerpsl, 3aJaHHble B 11a0noHe, OyayT
aBTOMATHUYECKH MPUMEHEHBI K YYETHOM 3amucu, 4To odecrednBaeT equHoo0pa3ue KOHUTrypauuu

U YCKOPSIET MacCOBOE CO3/IaHUE MOJIb30BaTENEH.
3.15 UncTpymeHnT «Mosl yuyeTHas 3aMUCH)

B nannom paszzene pa3menieHbl 0ObIYHBIE HHCTPYMEHTHI BeO-kireHTa DeepMail, koTopsie
JOCTYTIHBI KaK aIMUHUCTPATOPY, TaK U OOBIYHBIM MOJIH30BATEIISIM JIJIs1 BHITIOTHEHUSI B BEO-KIIMCHTE

MEePCOHAJBHBIX HACTPOEK CBOETO MOYTOBOTO aKKayHTa (PUCYHOK 156).

MOS YYETHASA 3ANMUCH

[eneruposaxue
Aoctyna

> WebDav ACL
2 Ommpagka nouTs!

> TokeHbl ayTeHTUDUKALMN

7 AsTomaTuueckuii oTeeT

YueTtHbie 3anucu
CTOPOHHUX CepBepoB

Kanexgapu
AnpecHbie KHUMM
Cnuckm 3agay

J Hacrpoiika knuenra

NPOMEE

() O DeepMail

Pucynok 156 — Paznen «Mos yueTHasi 3anuchy
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3.15.1 MucrpymeHT «/lesierupoBanue 10CTyNa»

WNucrpyment «/lenerupoBanue aocTymna» coaepkuT uHCTpyMeHThl «WebDav ACLy,

«OrtnpaBka noutsb» U « TokeHbl ayTeHTUPUKATUNY (PUCYHOK 157).

MOS YYETHASA 3ANMUCH

[enerupoBanue
Aocrtyna

2> WebDav ACL
%> Omnpaeka nouts!

2> TokeHb ayTeHTUDUMKALMK

S/ AsTomaruueckuit oTBeT

Pucynok 157 — UncTpymenT «/lenerupoBanue noctymna»
3.15.1.1 «WebDav ACL»

Jlns mepexomga K HACTpOWKe JENerupoBaHUsSl JIOCTyNMa K COOCTBEHHBIM KalleHJapsiM,
aJPECHBIM KHHWTAaM W TIalKaMm 3ajad HeoOXomuMo B pasaene «Mosi ydeTHas 3aIlnch» BBIOpATh
«/lenerupoBanue nocryna»y — «WebDav ACLy (cm. pucynok 157).

Ha sxpane oto6pasurcs okHo «IlonszoBarenu| WebDav ACLy co ciuckom generaros, eciiu

IpaBa ye Ha3HadalIuch (PUCYHOK 158).

MNMonb3oBatenu admin@deepmail.tokyo 89 [NoGasuts [enerar

WebDav ACL

Mokasats 10 3anucen

Ortobpaxaemoe UMs 1 Monb3osarens Konnexums Mony4arens Aencrans

[aHHbie OTCYTCTBYIOT

Mokaaaxe or 0 go 0 3 0 3anucei MNpea Cnen.

Pucynok 158 — Oxno mapamerpos « WebDav ACL»

JanpHelmue ACHCTBHUS aHAJIOTHYHBI JIEUCTBUSAM aJMUHHCTpAaTOpa Mpu padore ¢

MHCTpyMeHTOM anMuHucTpupoBanus «llomszoBarenn| WebDav ACL» (cm. 3.11.1).
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3.15.1.2 «OTnpaBka mo4Th»

Jlns menmerupoBaHUs MpaB Ha OTMPABKY MOYTOBBIX COOOIIECHUH TMOJIH30BATENSI «OT BAIIIETO
UMEHW» W/ WU «C TIOJHOW ITOJMEHON OTIpPaBUTENs» HEOOXOAMMO B paszzeiie «Mos ydeTHas
3amuchy BRIOpaTh «/JlemerupoBanue goctymna» — «OTmpaBka MOYTED (CM. pUCYHOK 157).

B nosiBuBmemMcst okue «OTmpaBKa MOYTHD B COOTBETCTBYIOIIEM TI0JI€ (MU B OOOHX TIOJISX )

YKaXXUTC aJIpcC BHGKTPOHHOﬁ ITIOYTHI ITOJIB30BATCIIA, KOTOPOMY ACJIICTUPYIOTCA IIpaBa, 1 HAXKMHUTC

KHOIIKY (pucynok 159).

OTnpaeka novTbl | admin@deepmail.tokyo

Mpaeo Ha oTNpaeKy ¢ NOAMEHO aTnpaB1Tens (send as)

Mpaeo Ha oTnpaeky oT Bawero umexw (on behalf of)

CoxpaHuTb

Pucynok 159 — Okno «OTtipaBka mo4Thh»
3.15.1.3 «TokeHbl ayTeHTH(PUKALHI»

JenervupoBanue mpaB AOCTYIa Ha MOJHOE YIPABICHUE JAHHBIMH YYETHOM 3alMCH OJHOTO
MI0JIb30BAaTEISI IPYTOMY OCYILECTBIIIETCS MOCPEICTBOM BbIJIaul TOKEHOB (KJIIOUEH JOCTyIa).

Jlnst co3maHus Takoro Kio4a HEoOXoAMMO B pasjaenie «Mosi ydeTHas 3aluch» BBIOpATh
«JlenerupoBanue gocryna» — «TokeHbl ayTeHTU(DUKAITUN» (CM. pUCYHOK 157).

Ha skpane oto6pa3utcst okHO « TOKeHBbI ayTeHTHU(UKAIIMI CO CITUCKOM TPEI0CTaBICHHBIX

KJIFOUEH, €CIIM OHM YK€ Ha3Hauaiauch (pucyHok 160).

TokeHbl ayTeHTUdMKauuMn | admin@deepmail tokyo BY Hoswii TokeH

10.10.10.10 TokeHa ayTeHTU(MKaLMM 2025-07-20 2025-07-20 .
ABTOpH30BaHHbie IP-afpeca K OCHOBHOMY cepBepy D Co3aaHo V3meHeHo

KommeHTapui

Pucynok 160 — OxHo «TokeHbI ayTeHTHU(UKALTAN

UToOBI co3maTh TOkeH HeoOxomumo HaxkaTh kKHomy «HoBbiii TokeH», pacmoIoKeHHYIO B
MpaBOM BepXHeM yTiry okHa «TokeHbl ayTeHTHUKAaun» (cM. pUcyHOK 160). Co3maHHBI TOKEH

nepeaacTCs 10Jb30BaTciIo, KOTOpLIﬁ ABTOPHU3YACH B KnueHT nim BeO-KIMEHT C JaHHBIM TOKCHOM
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B Ka4YCCTBC IIapoisd U aapeCoOM BHGKTPOHHOﬁ IIOYTHhI ITOJB30BATCIIA-BJIaACIIbIA yquHoﬁ 3allucu,
I1oJIy4dacT MOJIHBIN JAOCTYII K JaHHbIM 3TOM yquHOﬁ 3aIInucCu.

[Ipu ynanenun TOKeHa TOCTYI K MOAKIIOYEHHBIM YUETHBIM 3alUCSIM OJIOKUPYETCS.
3.15.2 MHCTPYMEHT «ABTOMATHYECKHUI OTBET

NHCTpyMEHT «ABTOMaTHYECKUH OTBET» MO3BOJSET CO37aBaTh, BKJIOYATh M BBIKIIOYATH
aBTOOTBETYHK.
Jlnst coznaHusl aBTOOTBETUMKA HEOOXOAMMO B paszzenie «Mosi yueTHas 3amuch» BbIOpATh

WHCTPYMEHT «ABTOMAaTHYECKHUI OTBET» (PUCYHOK 161).

MOS YHETHASA 3AMNUCH

[enernpoBanue

AoCTyna

ABTOMaTU4YECKUI OTBET

YyeTHbie 3anucu

CTOPOHHUX CEpPBEPOB

Pucynok 161 — «ABTOMaru4eckuii OTBET»

B nosiBuBIIIEMCSl OKHE « ABTOMAaTHYECKHI OTBET» YKa3aTh CICAYIOIINE TapaMeTpPhl:
- 3aroJIOBOK aBTOOTBETA;

~ COOOIICHNE aBTOOTBETA;

- HAYaJo OTITyCKa;

- KOHell OTIycKa (pucyHok 162).
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ABTOMaTW4EeCKUA OoTBeT | admin@deepmail tokyo

v BKNO4YUTL aBTOOTBETHUK

3aronoBoK aBTOOTBETA

ABTOOTBET OTNYCK

Coo0bLLeH1e aBTo0TBETa

M3BUHMTE, A HAXOXYCh B OTMYCKE.

Hauario otnycka

01.01.2025

Konet} oTnycka

01.01.2028

OBHOBUTL

Pucynok 162 — OkHO HHCTpyMEHTa « ABTOMaTUYECKUN OTBET»

Ilpumeuanue. ABTOOTBET IMPUXOOUT B aIp€C OJHOIO MMOJIB30BaATEIA OJUH pa3 B JICHDb.

3.15.3 UHCTPYMEHT «Y4eTHbIe 3allUCH CTOPOHHHUX CEPBEPOB»

Jlns ynpaBieHHs YYETHBIMH 3allMCSIMH CTOPOHHHX CEPBEpOB HEOOXOAMMO TEpPEeHTH K
MHCTPYMEHTY «YYeTHbIE€ 3allUCU CTOPOHHUX CEPBEPOB», BbIOpaB ero B paszzaene «Mos yuyeTHas
3anmuch» (CM. pUCYHOK 156).

Uto6sl 100aBUTH JETaly MOJKIIOYEHUS K CTOPOHHEMY CEpBEpy HEOOXOIUMO Ha)KaTh
KHOTKY «Jl00aBUTh YueTHyto 3amuch», OTKpoeTcs ¢opma A00aBlIeHUS YUETHOW 3amlucu

CTOpPOHHETO cepBepa (pucyHok 163).
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[oBaBuTh y4eTHYID 3anNKck CTOPOHHETD cepaepa

YnaneHHwlin CepBep

HacTpoitku

B XpaenTe NHCEME HE CEpBEpE

Mamea ¢ MHM AN

INBOX,

Pucynoxk 163 — OkHO 1006aBiIeHUS TapaMETPOB CTOPOHHETO cepBepa

B nosiBuBIIEHiCS (hOpME YKAKHUTE CIEAYIONINE TaHHBIE:

- «[IpoTokom» — MPOTOKOJI Mepeadu IEKTPOHHBIX coo0IIeHu# (110 ymonuanuio IMAP);

- «Mms xocra wmm IP» — ums wim IP-agpec moutoBoro cepsepa, ¢ KOTOporo OyAeT
3a0UpaThCs MOYTa;

- «I[Topt TCP»;

- «Bxmmrounts TLS» — mpoTokoi, obecneunBaromuii 0e30nacHyo nepeaady JaHHbIX;

- «/ms nonp3oBarensy;

- «I1aposby;

- Ip¥ HEOOXOAUMOCTH BBIOpATh BKJIIOUEHHE «XPAHUTh MHUChMA JIOKATIbHOY;

- Ip¥ HEOOXOAUMOCTH BbIOpaTh BKIItOUeHHE « CKaHUPOBATh MUChbMA JIOKAJIbHOY;

- TIarKa JUIsl oJIy4eHus Ha cepBep (1o ymonryanuio «Bxoasmme).

I[J'I?I 3aBCPUICHUSA HAXKMUTC KHOIIKY .
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3.15.4 Uucrpyment «Kasenagapm»

Jlns ympaBieHUs TapaMeTpaMH KaJleHJaped IoJIb30BaTelisi HEoOXOAMMO MEepedTH K
nHCTpyMeHTy «Kanenmgapu», BEIOpaB ero B pasnene «Mos ydeTHas 3anuch» (CM. pucyHoOK 156).

B oxne «Kanenmapm» oTOoOpa)keHBI BCe KaJleHAApHW YYETHOW 3amCH, B TOM YHCIE H
KaJIeHAaph pecypca, €CIIH M0JIb30BATENb SIBISIETCS] €r0 MEHEHKEPOM (CM. 3.6).

Wnctpyment «Kanenmapm» Mmo3BOJISIET CO31aBaTh M YIANATH CYNIECTBYIOIINE KaJleHIAPH

noJib3oBarests uepe3 BeO-unTepdeiic Kimmenra (pucynok 164).

KaneH,qapM admin@deepmail tokyo B9 Hoswiit Kanenpaps

Moii Kanenaapb

URL: https://mail.deepmail tokyo/webdav/admin@deepmail .tokyo/568d7558-0916-481a-ad05-173f9b6ad385

KoMMeHTapui:

O Yoanuts

Pucynok 164 — Okno nncrpymenta «Kanennapu»

Jlnst coznanus KajaeHaaps HeoO0XoJuMo B OKHE HHCTpyMeHTa «KaneHaapuy HaKaTh KHOMKY

(cM. pucyHok 164).

OTKpOCTCSI (1)0pMa «CO3Z[aTB KaJICHOIAapb», B KOTOpOI71 HGO6XOI[I/IMO BBCCTH UM KaJICHIApA

Y, €CITU HYKHO, J00aBUTh KOMMEHTapHil (pucyHOK 165).

Cozgatb Kanengapb

KommeHTapuit

Pucynoxk 165 — OxHo «Co3aars KaJleHAapb»

C
I[J'I?I 3aBCPUICHUSA CO3JaHUA KAJICHAAPA HAKMUTC HA KHOIIKY ,

[lpuy wHaxatmm B okHe WHCTpyMeHTa «KameHmapm» Ha KHOMKY
(cMm. pucyHok 164) Oymer BeimonHeH mnepexon K okHY «llomb3oBarenu| WebDav ACLy» ans

nenerupoBanus npas nocryna (cm. 3.15.1.1).
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3.15.5 MHCcTpyMEHT «AJIpecHble KHUTH»

s ynpaBlieHUS NaHHBIMH aJIPECHBIX KHHUT IOJIb30BaTesl HEOOXOJMMO TEpeHTH K
WHCTPYMEHTY «AJpEecHble KHUTH», BBEIOpaB ero B pasaene «Mos yueTHas 3aIluchy
(cm. pucyHok 156).

HNHCcTpyMeHT «AnApecHble KHHUTH» TIO3BOJSIET CO3/1aBaTh W YIAAISTH CYIICCTBYIOIIHE
aJipecHbIe KHUTH TIOJIh30BaTes yepe3 BeO-uaTepdeiic Kimuenra.

B okHe mHCTpyMeHTa «AJpecHble KHUTH» OTOOPaKEHBI BCE KHUTH KOHTAKTOB YUYETHOW

3anucH (pucyHok 166).

AnpeCHble KHUTU admin@deepmail.tokyo 89 Hosaa AnpecHas Knura

Mow KoHTakTbi

URL: https://mail.deepmail tokyo/webdav/admin@deepmail tokyo/89b110f2-8013-41dd-9854-0654fe0f38c2

KommeHTapwmiA:

0 Yaanuts

Odmc

URL: https://mail.deepmail tokyo/webdav/admin@deepmail.tokyo/5e063633-08b9-4ad0-b3fe-6ec3880a5bf3

KommexTapuit

O Ymanute

Pucynok 166 — OkHO HHCTpYMEHTa «AIPECHBIE KHUTT»

I[J'ISI CO3JaHusA az[peCHoﬁ KHHI'1 HCO6XOI[I/IMO B OKHC MHCTPYMCHTA «AZ[peCHBIC KHHUTH»

B9 Hoeaa Anpechan Knura
Ha)kaTh KHOIIKY (cm. pucyHok 166).

OTKpOCTCSI (1)0pMa «COBI[aTB AJIpCCHYIO KHHUTY», B KOTOpOfI HGO6XO,Z[I/IMO BBCCTHU HM:

aJipeCHOM KHUTH U, €CIIU HY>KHO, T00aBUTh KOMMeHTapuii (pucyHok 167).

Co3parts afpecHyto KHUry

KommenTapuit

Cospatb

Pucynok 167 — OxHo «Co311aTh aipeCHYI0 KHUTY»

o C
I[J'IH 3aBCPUICHUSA CO3JaHUA aAPpCCHON KHUT'H HAXKMUTC HAa KHOIIKY .

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 162 u3 194



UTo0b! yaaluTh apeCcHyl0 KHUTY HEOOXOJUMO B OKHE MHCTPYMEHTA «AJPECHbIE KHUTH

HaXaTb KHOIIKY , pa3MelIEHHYI0 Ha TMaHenu BbIOpAaHHOW aJapecHOW KHHUIHU

(cm. pucyHnok 166).

ACL
[Ipn HaxaTuu B OKHE HMHCTPYMEHTAa «AJIPECHbIE KHHTH» Ha KHOIKY
(cMm. pucyHok 166) Oymer BbimonHeH mnepexon k okHy «llomb3oBarenu| WebDav ACL» st

nenerupoBanus npas gocryna (em. 3.15.1.1).
3.15.6 UnucTpymenT « CIUCKH 3a/1a4»

Jlns  ympaBieHHs 3aJadaMH  OJb30BaTelsl HEOOXOAMMO TMepeiTH K WHCTPYMEHTY
«Cnucku 3aauy, BbIOpaB ero B paszzene «Mos y4eTHas 3aMuCh»
(cM. pucyHok 156).

HNuctpymenT «CHuCKH 3a7awy» MO3BOJSET CO3aBaTh W YAAIATH AKX 33/1ad MOJIb30BaTEIIS
yepe3 BeO-untepdeiic Knuenra.

B okne mHCcTpymMeHTa «CHUCKH 3a1aud» OTOOPaXEHBI BCE CYMISCTBYIOIIUE TANKH 3a7ad

y4eTHOM 3anucu (pucyHok 168).

Cnivcku 3apay admin@deepmail tokyo B89 Hosblii Cnucok 3apay

Wean

URL: https://mail.deepmail .tokyo/webdav/admin@deepmail.tokyo/03047 1d-942b-437e-9054-dc9423283e95

KoMMeHTapuit: OTKOPPEKTUPOBATL JOKYMEHTALMI0

0 Ynanute

Pucynok 168 — IncTpymeHT «Ciucku 3a1au»

YT1o0OBI CO3aThb IAIKy 3aJa4d HCO6XOI[I/IMO B OKHC MHCTPYMCHTA «Crucku 3aJa4» HaXXaTb

KHOTIKY (cm. pucyHok 168).

Otkpoercst popma «Co3aarh CIUCOK 3ajiad» B KOTOPOH HEOOXOIWMO BBECTH MMS IMANKH

3aja4 v, Ipu HEOOXOAUMOCTH, OCTaBUTh KOMMEHTapuii (pucyHok 169).

Co3sparb crucok 3agad

KommeHTapuit

Pucynok 169 — ®opma «Co3nate CIUCOK 3a7a4»
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C
I[J'I}I 3aBCPUICHUA CO3JaHUs AKX 3a1a49 HAXKMHUTC Ha KHOIIKY .

YroObl ynanuTh Marnky 3a/1ad HeoOXOANMO B OKHE HHCTPYMEHTA « AZIPECHBIC KHUTH HaXKaTh

KHOIIKY , pa3MelIeHHYIO Ha MMaHeIu BRIOpaHHOM Manku (CM. pucyHoOK 168).

ACL
[Ipn wHaxarum B OKHe WHCTpyMeHTa «CHHCKH 3a/ad» Ha KHOIKY
(cM. cMm. pucyHok 168) Oyaer BbinoiHeH mnepexo] k okHy «llomp3oBatenu| WebDav ACLy» s

nenerupoBanus npas gocryna (cm. 3.15.1.1).
3.15.7 Uucrpyment «HacTpoiika KJIueHTa»

Jlnst  BBINOJIHEHUST  HACTPOEK  CHHXPOHM3AIMM  JE€CKTONHOro  (yCTaHOBJIEHHOTO
HenocpenctBeHHoro Ha IIK) Kimenra ¢ CepBepoM NOJb30BATENI0 MOXKET MOHAIOO0UTHCA
HekoTopast uHpopmanus. Heobxomumble naHHBIE copepkarcss B MHCTpyMmeHTe «Hacrtpoiika
kiueHTay». YtoOsl nepeiitu B MHCTpyMeHT «HacTpoiika kinueHTay, BeiOepere ero B pazzaene «Mos
ydeTHas 3anuck» (cM. pucyHok 156). Ilocie sToro Ha 3kpaHe otoOpasutcs okHO «Hactpoiika

kinuental Hactpoiite cBOil moYTOBBIM KIHEHT» (pucyHok 170).

HacTpofa knmesTa | HaoTpoime cood nouToews erweent

Bxogawan Moyta

[SRSNCP——

Nexge TCF

Wexopawan MNovra

Terrronws rpoTmnn
Nogs TCP

Paea copeqs

Mo o eaTeam

Napern.

Kanexpapw3apayw/KoHTakTH

Pucynok 170 — Mactpyment «HacTpoiika KiineHTa»
3.16 Tenedonus

B APM «DeepMail» peanuzoBaHa BO3MOXHOCTh NpuMeHeHHUs (yHKnuoHana SIP-

tenedonun B pamkax kopnoparuBHoil PBX. Ilanens agMuHHCTpaTropa COAEPKUT WHCTPYMEHTHI
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JUIS BKJIIOYEHMSI, pOTallMi U BbIKItoueHust SIP-TenedoHuu monb3oBarensiM CUCTEMBI, a TaKKe

Ha0Op MHCTPYMEHTOB JIJIsl HACTPOUKH AMAMAa30HOB MOAKIIOYAEMbIX JOMEHOB, CITY>KEOHBIX HOMEPOB

Y MapuIpyTU3alU BEI30BOB, YIIPABJICHUS BHEIIHUMH HOMEPAMHU U MMPOCMOTpPa UCTOPUHU 3BOHKOB.
Jlns mepexofa K HacTpoiikam TeneoHHH HEoOXOIUMO Ha TJIABHOW TMaHENIH yIpaBlICHUS

BbIOpaTh pasnen «Tenedonus» (pucynok 171).

DeepMail

UMLK 1ML EmM

TPAHCMOPT

TENEPOHWA

MNnax Hymepauuu

@ MoA YYETHAA 3ANWUCH

Pucynoxk 171 — Paznen «Tenedonusi»

3arem BbIOpaTh HEOOXOAMMBIH Mopasaes HacTpoek. Ha pucynke 172 npencraBiena naHenb

aAMMHMCTpaTOpa s yrnpasieHus SIP-akkayHTaMu.
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m) DeepMail

3 SIP-axKayHT
SIP-aKKaYHTBI - Bupaua, potauus u seikniouenve SIP-TenepoHUM AR Nonk3oBaTenei

# Cromepom  © Bea womepa

B e et 1oca CEKPET HE BBILAH

s Aunpeeaf Kcexua Oneroexa
Genosa Beponuka Mropeexa

v Bopucon Tumyp Pycnanosuy

Bacunien Makowm Cepreeau
Bonwon Maoen Opueos
rycesa fapun Makcumoaka
St
3ahyeea _Hn.'sfnn.ﬂbanl_na
3axaposa Anuna Cepreesua
Weanon Mean Maanosuy
Koanoe Mpuropwii MeTposny

o Kpeinos Cranmcnas dayapacsny

Pucynoxk 172 — I1anens anmunuctparopa s ynpasienus SIP-akkayHTamu
3.17 RADIUS-cepBepsI

B APM «DeepMail» peanuzoBaHa BO3MOXXHOCTH NMPHUMEHEHHS CIEIHATH3HPOBAHHOTO
cepBepa ayreHTu(ukamuu RADIUS nns nposepku maposeit. [Inst mepexoma K yIpaBIICHUIO
RADIUS neoOxonuMo Ha TIaBHOW TMaHENW aJMUHUCTpUpOBaHHUS BbIOpaTh paznen «RADIUS-

cepBepbD (pucyHok 173).

m) DeepMail Q

PenakTHpoRatine RADIUS-cepaepa

PepakTmpe ive RADIUS-cepBepa &

' NOAKMNOYEHUE
YOANEHHbIA CEPBEP

192.168.1.58

KOMMEHTAPHA
Cepeep ayTeHTHOHKaLMH NPS (KOPNOPaTHEHaR CeTs)
NOKAUMS

9 loc-1

o= AYTEHTUOMKALIMA
OBWMA CEKPET TURN AYTEHTUOUKALIMW MNAS-IDENTIFIER

PAP deepmail-nas

@1 AONONHUTENLHO
TAHMAYT, CEK YMCNI0 MOBTOPOB

5 3

@ He b y y
@) Acvnen

RadSec (RADIUS/TLS)

Pucynok 173 — Paznen «RADIUS-cepBepbI»
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AnMuHHECTpaTopy AocTymHbl (yHkumu mnoakmoueHus RADIUS-cepepa, Hactpoiika

ayTeHTU(PUKAIMU U IPYTUE AOMOTHUTEIbHbIE HACTPOUKH.
3.18 Unrepdeiic komanauoi crpoxu (CLI)

,HHH MpocMoOTpa CUYCTUUMKOB CTATHUCTHUKH Ha YPOBHC CCPBCPA, AOMCHA H II0OJIB30BATCIIA

npumensiercst uaTepdeiic komanHoi crpoku — CLI (pucyHok 174).

root( :
Host usage
Metric Value Updated

deepmail_host_ram _usage percent 44.33 03 Dec 12:05:07
deepmail_host_cpu_usage_percent 3.80 03 Dec 12:05:07

Host health ===
Metric
deepmail_host_health_status

Status Value
status=shealthy 3

Updated
03 Dec 12:04:07

Name
admin 0.
antispam 0.16
antivirus 0.14
auth 0.00
fetchmail 0.01
front 0.27
imap 0.38

0

0

(0]

0]

0

RAM

Containers
CPU
11

Health Connections
.12 healthy 38
.11 healthy -
.40 do -
.26 healthy 37
.84 healthy -
.19 healthy

.43 healthy

.66 healthy

.45 healthy

.08 healthy

.55 healthy

.66 healthy

Updated
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec
03 Dec

ldap .00
resolver .00
smtp .75
webdav .00
webmail .01

HONODONNODOOWUL

Storage metrics
Metric

deepmail_storage_read bytes

Value
77848.00

Labels
name=archive

Updated

03 Dec :04:

deepmail_storage_read_bytes
deepmail_storage read_bytes
deepmail_storage write bytes
deepmail_storage write_bytes
deepmail_storage write_bytes
deepmail_storage used percents
deepmail_storage_read bytes
deepmail_storage used percents
deepmail_storage used percents
deepmail_storage write_bytes
deepmail_storage_used_percents

Storage health
Target

deepmail_storage_health_status

Pucynok 174 — Untepdelic koMaHHOM CTPOKHU

name=core
name=mail
name=archive
name=core
name=dav
name=core
name=dav
name=mail
name=dav
name=mail
name=archive

Status

364697985.00
7729603.00
0.00
363479266.00
363479266.00
33.70
364697985.00
33.70

33.70
485719.00
33.70

name=core, status=healthy

03
03
03
03
03
03
03
03
03
03
03

Value

3

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:
:04:

Updated
03 Dec 12:04:07

I[.]'ISI BbIBOJAa CTaTUCTHYCCKUX JaHHBIX Tpe6yeTC$1 BBIITOJIHUTH KOMAHY:

depmail metrics current

B BnIBOome KOMaHBI

OTOOpaXKAlOTCsl KJIIOYEBBIE METPHUKH PabOTOCIIOCOOHOCTH U
MPOU3BOAUTENbHOCTU cucTeMbl DeepMail, crpynnupoBaHHbIE IO KATETOPHSIM:

- UCTIOJIb30BaHKE PECYPCOB CepBepa — 3arpy3ka ONepaTuBHON MaMsATH U MPOIEcCcopa.

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 167 u3 194



- COCTOSIHUE 3JI0POBbSI XOCTa — OOIIMI cTaTyc pabOTOCIOCOOHOCTH CEPBEPA;

- METPUKH KOHTeWHepoB — motrpednenue pecypcoB (CPU, RAM), cratyc 310poBbs U
KOJIMYECTBO CETEBBIX MOJKIIOUEHUH M1 Kaxkaoro cepruca DeepMail;

- IUCKOBBIE OTEPALIUU U UCTIOIh30BAHUE XPAHIINILA — 00BEMbI YTECHUS/ 3aMUCH U TIPOIICHT
3aHSTOrO MPOCTPAHCTBA JJISl PA3IMYHBIX TUIIOB JIaHHBIX (IIOYTA, APXUBBI, KOH(OUTYypaLIUN);

~ COCTOSTHUE XPAaHWIUIL — CTAaTyC 30POBbs KaXJO0r0 CMOHTUPOBAHHOTO XPaHUJIMIIA.

BeIBOA NpenocTaBisieT KOMIUIEKCHBIM CHUMOK COCTOSIHHSI CUCTEMBI B PE€aJIbHOM BPEMEHHU,
MO3BOJISIOIINN OLIEHUTh HArpy3Ky, BBIIBUTH NPOOJIEMHBIE CEpPBUCHI (HAIpHUMEp, HETOCTYIHBIC

KOHTEHHEpHI) U KOHTPOJUPOBATh UCIIOIB30BAHNE JUCKOBOTO MPOCTPAHCTBA.
3.19 JonosHuTtebHbIe paBuiia ¢puabrpanun Sieve B DeepMail

Cucrema DeepMail npenocTanisieT aAIMUHHCTPATOPY MOIIHBIN MEXaHU3M JUIsl paCIIUPEHUS
BCTPOCHHON 00pabOTKM MOYTOBBIX COOOUIEHU ¢ MOMOIIBIO sA3bIKa hunbTpanuu Sieve. B ominuune
OT TOJIb30BATENBCKUX MPABUII, KOTOPBIE CO3JAIOTCS uepe3 BeO-uHTepdenc u mpeIHa3HaYeHbl IS
WHIUBHUyaTbHBIX HYX, MPaBMIa Sieve MO3BOJISIOT Pealn30BaTh CIOKHYIO CEPBEPHYIO JIOTHKY,
MPUMEHSIEMYI0 KO BCEM IMHChbMaM TOCJIe OCHOBHBIX 0OpaOOTYMKOB (aHTUCIIAM, aBTOOTBETYHKH,
aBTOMAaTHUYECKOE pa3MelleHue COOBITHIT). DTO JaeT BO3MOXKHOCTh TMOKO YIPaBISATh MOYTOBBIM
MOTOKOM Ha YPOBHE, HETOCTYITHOM OOBIYHBIM TIOJIH30BATEIISIM.

®aiin ¢ mpaBuiiaMu pasMeniéH 1o nyTt /mnt/deepmail/core/overrides/dovecot/rules.sieve.
[Tpu 3anycke cepBucoB DeepMail cuctema npoBepsieT Hanuuue 3Toro ¢aiina. Eciau oH cymiecTsyer,
TO aBTOMAaTHYECKHU MojKitouaeTcss B Dovecot kak sieve after, 4To o3HayaeT BBHINOIHEHHUE JaHHBIX
MpaBUJI MOCJIE BCEX CTAHAAPTHBIX, HO MEPE]l OKOHYATEIbHOM JJOCTABKOM MUChMa B MMOYTOBBIN SITUK
nonb3oBarens. JIlroboe m3MeHeHue coiepkuMoro (aiina TpebyeT mepesamycka BCEH CHCTEMBbI
KOMaH/0il deepmail restart 1y TPUMEHEHHS HOBBIX HACTpOeK. BaXHO NOMHUTB, YTO
CHHTaKCHYeCKas omuroOKa B Qaiiyie mpuBeaET K TOMY, 4TO SieVe-CKPUNT HE 3arpy3uTCs, U MHChMa
OynyT 00pabaThIBaTHCS TOJBKO CTAHAAPTHBIMH MPaBUIIAMHU.

Dovecot B cocrtaBe DeepMail noanepxuBaeT MHOXKECTBO pacUIMpEHHUN Sieve, KOTOpbIe
HEOOXOMMO OOBSBIATH B Haudajie (paiima ¢ MOMOIIBIO JUPEKTUBHI require. Cpenu Hanbomee
TIOJIC3HBIX JIJIST aIMUHUCTPATOPA MOXHO BBIJICITHUTH:

- fileinto — nepemenieHNe MUChMa B YKa3aHHYIO MAIKy; C TapaMeTpOM create mamnka Oyaer
aBTOMAaTHYECKH CO3/1aHa, €ClIU €€ He CYLIECTBYET;

- mailbox — no3BoJseT paboTaTh C MOYTOBBIMU SIIHMKAMU (OOBIYHO MCIIOJIB3YETCSI BMECTE C

fileinto);
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- imap4flags — ynpasnenue graaramu cooOIIeHUH, TaKUMU Kak |Seen (mpountano), \Flagged
(BaxHoOe), |\Deleted (ynaneHo);

- envelope — MOCTyN K KOHBEPTHBIM ajipecaM (PEaIbHBIM OTIPABUTEIIO U TOYYaTEINo,
KOTOpbIE MOTYT OTJIMYATHCS OT 3ar0JIOBKOB);

- TegeX — WCIOJIb30BAHUE PETYISIPHBIX BBIPAXCHHUH IS TIPOBEPKU 3arOJIOBKOB M JIPYTHUX
yacTel NUCchMa,;

- relational n comparator-i;ascii-numeric — 4YUACIOBbIE CpaBHEHHs (OOJbIIE, MEHBIIE,
pPaBHO);

- date — mpoBepKa AaThl MUChbMa (HarpuMep, JeHb HeJleIH, MeCsII);

- mime — ananu3 MIME-cTpyKTypbl ICbMa U BIIOKEHUH (THUII COEPKUMOTO0, UMs (aiina);

- copy — KOIIMPOBaHKE MHUChMa B MAaIKy 0€3 ylaleHus: OpUruHaia;

- reject — OTKIIOHCHHE IHChMa C BO3BPATOM 3aJJaHHOTO COOOIICHUS OTIIPABUTEIIIO;

- editheader — noGaBneHre UK yoaJIeHUE 3ar0JIOBKOB ITUCHMA;

- spamtest / spamtestplus — olleHKa criaM-peUTHUHTa (OOBIYHO B MPOIEHTAX);

- variables — ucronb30BaHKe MEPEMEHHBIX U TOJCTAHOBOK;

- vacation / vacation-seconds — aBTOMaTH4€CKUE OTBETHI 00 OTCYTCTBHH.

Bce ncrnonb3yembie pacimpeHus J0KHBI OBITh TICPEUHCIICHBI B require, K IPUMEPY:

sieve

require ["fileinto", "mailbox", "imap4flags", "regex", "variables"];

ba3oBbIii cHHTaKcUC Sieve ClenyIomuid: Tociae OOBSBICHHUS PACHIMPESHHH CIEIYIOT
MpaBuiia, KaXkJA0€ U3 KOTOPBIX UMEET BUJ if <ycrosue> { <oeiicmeus>; }. YCIOBUS MOTYT OBITh
MPOCTHIMU WJIM COCTABHBIMU C MOMOIIBI0 oniepatopoB allof (noruueckoe W), anyof (ioruueckoe
WNJIN) u not (orpuuanune). Kaxnoe neiictBue 3akaHuYMBaETCs TOUKOM C 3ansiToi. BaxkHO MOMHHUTB,
YTO €CJIM MOCJIC BBIMIOJIHCHUS JICHCTBUI HE BhI3BaHA KOMaH/a Sfop, TO MMCHMO MOCIIE BCEX MPaBUI
Takoke momaaét B nanky «Bxogsmmey. [loaTomy A nepemenieHns nucbMa B LIEJIEBYIO Marky 0e3
nyOnupoBaHus HE0OXOAMMO TOocHe fileinto yKka3bIBaTh Stop.

Jlanee mpencTaBieHbl MPUMEPHI TPAKTHUECKUX MPABUI 6a30BOTO CHHTAKCHCa Sieve:

a) CopTUpOBKA MHUCEM I10 OTIPABUTEIIIO:

[Tpenmonoxxum, HEOOXOAUMO BCE MHChMa OT PYKOBOJICTBA KOMITAHHUH TIEPEMEIATh B MAIKY
«PykoBOJCTBO», a MHChMa W3 CHHCKOB pacChUlkM — B manky «Pacceuikm». Cxpunt Oymet
BBITJISIJICTh TaK:

sieve

" on

require ["fileinto", "mailbox"];
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# [lucoma om pykogoocmea

if header :contains "From" "@management.company.com” {

fileinto :create "Pyxosoocmeo";

stop,
/

# Ilucvma u3 cnuckog paccuoliku (umerom 3a2010680k List-1d)

if header :contains "List-1d" "" {

fileinto :create "Paccoiiku";

stop,
/

Ecau nucbMo He OO0 HU IO OJHO YCJIOBHC, OHO OCTAHCTCsA BO «Bxogsamux».

0) brokupoBKa onacHbIX BIOKEHUMN:

OpFaHI/IBaI_II/IH MOXKCT 3allIPpCTUTD ITOJIYYCHHUC ITUCCM C HUCITOJIHACMBIMU BJIOXKCHUAMU ((bafmm

¢ pacmupenuem *.exe). Takue nuUCbMa MOXHO TME€peMellaTh B CHEHUAIbHYIO HanKy

<<3a6JIOKI/Ip0BaHO» H IIOMCYATh KaK IIPOYHUTAHHBIC!

sieve

require ["fileinto", "mailbox", "mime", "imap4flags"];

if header :mime :anychild :param "filename" :matches "Content-Disposition” "*.exe" {

setflag "\\seen"; # nomemumu Kaxk npoYumanHoe

fileinto :create "Blocked";  # nepemecmums 6 nanxy Blocked

stop,
/

B) ABTOMaTHUeCcKas MoOMeTKa BaXKHBIX ITHCEM:

HI/ICBMa, coacpiKxalue B TCME CIIOBO «CPOUYHO», MOXKHO aBTOMATH4YCCKH IIOMCYATh (1).HaI‘OM

«BaXHOC» (B ITOYTOBBIX KJIMEHTAX TaKHe MHUCbMa OOBIYHO BBIACIIAOTCA HBGTOM)Z

sieve

require ["imap4flags"];

if header :contains "Subject” "cpouno” {

addflag "\\flagged";
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Heo0xonumo 06paTuTh BHUMaHUE, YTO 3[I€Ch HET Sf0p, IOATOMY MUCHMO TaKKe MOMaaET BO
«Bxopasuiue», HO yxe ¢ (1aroM BaXKHOCTH.
r) CopTUpPOBKA TUKETOB MO MPOEKTY:
Ecnm B cuctemMe 3asBok ucmoib3ytores TeMbl Buaa «[PROJ-12345] Onucanue npoodaeMby,
MOXKHO aBTOMAaTHY€CKU PACKIIaIbIBaTh TaKKe MUChMa [0 TTallkaM B 3aBUCUMOCTH OT MPOEKTA:
sieve
require ["fileinto", "mailbox", "regex"];
if header :regex "Subject” "\\[PROJ-([0-9]+)\\]" {
fileinto :create "Tickets/PROJ";
stop;
/
31ech peryaspHOe BhIpAXKEHUE U3BJICKAET HOMEP 3asiBKH, HO JIJIsi MPOCTOTHI MBI TIOMEIIAeM
BCe MuchMa B ofiHy narnky 7Tickets/PROJ. Ilpu HeOOXOAMMOCTH MOXKHO MCTIOIb30BaTh IEPEMEHHBIE,
YTOOBI CO3/1aBaTh MAKU C Pa3HBIMU HOMEPaMHU.
1) KonnpoBaHue nucemM oT BaKHBIX KJIMEHTOB:
HNuorna TpebyeTcsi cOXpaHSATh KOMHIO BCEH TMEPENHCKH C ONpeAeNEHHBIM KIHMEHTOM B
apXUBHOM Marke, HE MeIIasi OCHOBHOM J0CTaBKe.
sieve

non

require ["copy”, "fileinto", "mailbox"];

if header :contains "From" "@important-client.com" {
fileinto :copy :create "ClientArchive";
# stop He gbizvIBAEM, UMOOBI NUCOMO OOULTO U 8 OOBIYHYIO NANKY
/
e) OTKJIOHEHUE TUCEM OT HEeXeJIaTeIbHbIX OTIPAaBUTEINCH:
[TnuceMa ¢ onpenenéHHoro ajpeca MOXHO OTKIOHATH cpa3zy Ha ypoBHe SMTP, otnpasiisis
OTIIPABUTENIO YBEIOMIICHUE:
sieve
require ["reject"];
if header :is "From" "spammer@bad.com" {
reject "Coobujenus om 0anHo2o adpeca He NPUHUMAOMCs Haulell opeanuzayuei”;
stop;

/
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K) OunbTpanus 1Mo cnaM-peiuTHHTY:

Ecmu DeepMail uHTErpupoBaH ¢ aHTHUCIIAM-CUCTEMOM, KOTOpas A00aBIISET 3aroJIOBOK C
olleHKOM (HampuMmep, X-Spam-Score), MOXXHO UCTIOIB30BaTh paciiuperue spamtestplus:

sieve

require ["spamtestplus”, "relational", "comparator-i;ascii-numeric”, "fileinto", "mailbox",
"imap4flags"];

if spamtest :percent :value "gt" :comparator "i;ascii-numeric" "90" {

setflag "\\seen";
fileinto :create "Junk";
stop,

/

DTO MpaBWIO TepeMellaeT B Manky «Junk» muchbmMa co crnaMm-pedTHHroM Bbime 90
MIPOIICHTOB, MOMEYasi X KakK MPOYHUTAHHBIC.
3) Mcnonk30BaHne EPEeMEHHBIX JIJIsl AIMHAMUYECKON COPTUPOBKHU:

C IIOMOIIBIO PACIIUPCHUA variables MOXXHO WH3BJIEKaTh YacTH ajJpcca HIN TCMbBI H

HCII0JBb30BaTh UX AJIA CO3aaHUA ITAIIOK:

sieve

)

require ["variables", "fileinto", "mailbox"];

if header :matches "From" "*@*" {
set "domain" "${2}";
fileinto :create "ByDomain/${domain}";
stop;

/

B sTom NpuMEpE BCC MHUCbMaA 6y,ZIYT PacCKIaabIBATLCA IO IMallkaM, Ha3BaHHBIM IIO JOMCHY

otnpasurens (Hanpumep, ByDomain/deepmail.ru).
AJIMHHHCTPATOPY B MPOIECCE HACTPOUKH BaXKHO IOMHUTH:

- TUPEKTHUBA require 00s13aTeNIbHA JJI1 Ka)KJOrO HCIOJIb3YyEMOIO PacIIMpPEHUs U JI0JKHA

pacrionararbcsi B caMOM Havase Qaiina;

- IMEHa MaroK YyBCTBUTEINbHBI K peructpy. [lanka Archive u archive — 3T0 pa3Hble Nanku;

JUIS.  CO3MaHUSl BJIOKCHHBIX TMAMOK UCHOJB3YEeTCS pa3leuTellb
Work/Projects/2025;

«/», Hampumep,
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- €Clld B MpaBWJIe€ HE yKa3aH Sfop, MUCHMO TOCJE BBIMOJHEHUS JEUCTBHUI OyleT Takke
J0CTaBlIeHO B manky «Bxomsmume». i mnepeMelieHus NUChbMa B LEJIEBYIO Mamnky 0e3
TyOnMpOBaHMs BCETTIa UCTIONB3YITE Stop;

- TIpY UCIOJIb30BaHUU fileinto :create manka co3qaéTcsi aBTOMAaTUYECKU, €Cli €€ He ObLIO.
bes :create nepemelieHre B HECYIIECTBYIOLIYIO TIAKy BBI30BET OLINOKY;

- (aiin rules.sieve NOMKEH OBITh CUHTAKCUYECKU BaJUAHBIM. [IpoBepUTH MPaBUIBLHOCTH
MOXKHO C TIOMOIIBIO YTUIIUTHI Sievec (€CIM OHa YCTaHOBJICHA) WIIA IMyTeM HaOMIOJEHUS 3a JOTaMu
Dovecot nocre nepe3amnycka.

JlononuuTenpHBIe MpaBuia Sieve AT aAMUHUCTPATOPY NMPAKTUYECKH HEOTPaHUYEHHBIC
BO3MOKHOCTH TIO0 KacTOMH3aIMM OOpabOTKM TOYTHI HAa CcepBepHOM ypoBHe. OT mpocToi
COPTHUPOBKH IO OTIPABUTENSAM 10 CIOKHOW (DUIBTPAIIMU HA OCHOBE COAEPKUMOTO BIIOXKCHHIA,
PETYISIPHBIX BBIPQXKEHUH U CTIaM-PEHTHHTa — BCE 9TO PEeaTU3yeTcs 4epe3 OAMH TEKCTOBBIN (aii.
[Ipu 5TOM MOIB30BATENIbCKIE HACTPOUKH OCTAIOTCSI HETPOHYTHIMH, a caMa CHUCTEMa COXpaHsSET
BBICOKYIO POU3BOAUTEIBHOCTE. OCBOMB Sieve, BBl CMOKETE aBTOMAaTH3UPOBATh PyTUHHBIC 3a0a9H

Y TIOBBICUTH 0€30MAaCHOCTD MMOYTOBON MH(PACTPYKTYPHI.
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4 UHTETPALIUSI C CACTEMOM MOHUTOPUHTA ZABBIX

B pamkax wuHTEerpamuy ¢ CHCTEMON MOHUTOpUHTa Zabbix MpUMEHSETCS TOTOBBIH,
MIPEeIBAPUTEIIBHO HACTPOEHHBIM 11a0noH ZabbiX, KOTOpbI BKJIIOYAaET BCE HEOOXOAMMBIE
napamMeTpsl KOHTpoJs. [logkmiouenne mMexay cepBepom Zabbix u y3mamum APM «DeepMail»
OCYILIECTBIISIETCSL Yepe3 areHTa zabbix-agent2, obecrneunBaroniero 06€30macHblii cOOp JaHHBIX U
JBYCTOPOHHIOIO CHUHXPOHHU3ALMIO. JTO PEIICHUE MO3BOJIIET LEHTPAIM30BAHHO aHAJIM3UPOBATH
MIPOU3BOJUTENIBHOCTD, OINEPAaTUBHO BBISBIATH COOM M COKpallaeT BpeMs Ha pa3BepThIBAHUE
CHUCTEMbl MOHUTOPHHTA.

B mocraBmsiemom ¢ auctpubytuBoM APM «DeepMail» ma6mone Zabbix mis DeepMail
peanu3oBaHo olecrieueHre 6a30BOro MOHUTOPUHIA pabOThl BCEX OCHOBHBIX CEPBHUCOB MOYTOBOM
margopmbl DeepMail, pa3zsepuyToii B Docker konTeliHepax. KakpIii cepBUC OTCICKUBASTCS HA
MpeIMeT JOCTYMHOCTH KPUTHYHBIX cepBUcOB DeepMail, moTpebaeHNI0 CHUCTEMHBIX PECYpPCOB
CepBHUCaMU, COCTOSIHHIO ceTeBOro oomena, mpoodiemam (Drop/Error), a B cimyuae SMTP — paszmepy
o4yepeu MUCEM.

B cBoanoii Tabnuiie 1 npuBeeHb! JaHHBIE IO OCHOBHBIM CEPBHCAM U METPUKaM, KOTOpPbIE

HacTpPOEHBI B Mmabnone zabbix_deepmail-2.0-4.yaml 111 MOHUTOPUHTA.

Ta6nuua 1 — [Mapamerpsl zabbix deepmail-2.0-4.yaml

Cepsuc Craryc CPU | RAM | Bxogsmuii | Ucxonsmuii | Drop/Error | OcoObie

KOHTeWHepa Tpapuk Tpapuk Network | mokazarenu

admin

antispam

auth

fetchmail

front

imap

ldap

oletools

resolver

o T B R B A o o I
o T B e B A T o A
e T B o S B A R o I
o T B e B A T o A
e T B o B A o o A
e T o e A o o I

IlouToBasa
ouepeib

smtp

+
+
+
+
+
+

webdav

+
+
+
+
+

webmail | +
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[Ipumeuanue:

- craryc KoHTeriHepa — 310 Alive/dead (up/down) kaxmaoro cepuca yepe3 Docker API;

- CPU — 10 notpebnenne CPU koHTelHEDA;

- RAM — 310 notpebiienne namsTu KOHTeHHepa;

~ BXOJSIIUH/UCXOASIIIHNN TpaPuK — 3TO 00BEM BXOASIIINX/UCXOAAIIUX OAUTOB MO CETH;

- Drop/Error Network — 310 oTciexxuBanue omuOOK U MOTEPh MAKETOB B CETEBOM CTEKE
Ka)XJ0ro KOHTENHEPA;

- TIOYTOBAs OYEPE/Ib — ATO OTCIEKUBAHUE pa3MeEPa aKTUBHOM OUepeN MHCEM.

JI1s HacTpoMKK Oe3 HaCTpOEHHOTO mabaoHa Zabbix HE0OX0IUMO BBITIOTHUTE CJIEAYIOIIHE
JNEUCTBUA.

Oran 1: YcranoBka u 6a3zoBas HacTpoiika Zabbix Agent 2 Ha Hoge DeepMail

- BBITIOJIHUTE ToAKII0UeHne K Hojle DeepMail o npotokony SSH;

- 0OHOBUTE MHJICKC ITAKETOB U yCTaHOBUTE Zabbix-agent2:

apt-get update

apt-get install zabbix-agent2 -y

- akTUBHpYHTE Cciy)O0y zabbix-agent2 u paspemmre e€ aBTOMAaTUYECKUN 3aMyCcK MpHU
3arpy3Ke CUCTEMBI;

systemctl enable --now zabbix-agent?2

Ortan 2: Hactpoiika npaB 1ocTyna ajis noiab3oBarens Zabbix

- TIpeIocTaBbTe arenty Zabbix mpasa Ha B3aumozeiicteue ¢ Docker;

usermod -aG docker zabbix

- JUISL BBITIOJTHEHUS TIPOBEPOK BHYTPU KOHTEHHEPOB IMPEAOCTABbTE MOJIb30BaTENI0 Zzabbix
MpaBa Ha BBITIOJIHEHUE KOMaH]] C TIOBBIIIICHHBIMU TTPUBHIICTUSIMU;

- oTpenaktupyire (aiin /etc/sudoers ¢ moMouIbI0 KOMaH bl visudo:

visudo

- Jlo6aBbTe B KOHeIl (paiiyia CIeAYIONIYIO CTPOKY:

text

zabbix ALL=(ALL:ALL) NOPASSWD: ALL

- [Ipumeuanne: Ucnons3oBanue NOPASSWD moxeT ObITh M3MEHEHO B COOTBETCTBHH C
MOJINTUKAMH 0e30MacHOCTH. J1JIs1 MOBBIIIEHUsT 0€30IaCHOCTH PEKOMEHIYETCSl OTPaHUYUTh CITUCOK
pa3peIIeHHBIX KOMaH]I.

Oran 3: Kondurypamus Zabbix Agent 2

- u3MeHute (paitn koHpurypanum arenra /etc/zabbix/zabbix agent2.conf.
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nano /etc/zabbix/zabbix agent2.conf

- ybenuTech, YTO 3aJaHbl CICAYIOIIHME TapaMeTphl (3amMeHuTe 1p zabbix server
your_hostname Ha aKTyaJbHbIC 3HAYCHHS):

Server=ip zabbix server

ServerActive=ip zabbix_server

Hostname=your hostname

UserParameter=deepmail postqueue,bash /etc/deepmail/mailg-count.sh 2> /dev/null

- co3naiite nupexToputo s ckpuntoB DeepMail (eciiv oHa He cyliecTByeT):

mkdir -p /etc/deepmail

- coznaiite (aitn ckpunTa /etc/deepmail/mailg-count.sh:

nano /etc/deepmail/mailg-count.sh

- mo6aBwTe B (haily crneayroiiee CoOAepKUMOE:

#!/bin/bash

echo $(docker exec -i deepmail-smtp mailq | grep -v "Mail queue is empty" | grep -¢ "[0-

94-7]')

- YCTaHOBUTE TIpaBa Ha BBIMIOJIHEHUE IS CKPUIITA!

chmod +x /etc/deepmail/mailg-count.sh

- TIepe3amnycTure ciyk0y Zabbix Agent 2 115 NpUMEHEHUs U3MEHEHH.

systemctl restart zabbix-agent2

Oran 4: Hactpoiika Ha cepBepe Zabbix

- aBTOpU3yHTECh B BeO-uHTEpdeiice ceprepa Zabbix;

- mepeinure B pa3aen Data collection > Templates;

- HAOXXMUTE KHOMKY Import u 3arpy3ute daiin mabdnona zabbix_deepmail-2.0.yaml;

- nepeitnure B pazzaen Data collection > Hosts;

- cO37alTe HOBBIM y3€l, yKa3zaB B Ioje Host name 3HaueHHE, TOUHO COOTBETCTBYIOIIECE
napameTpy Hostname u3 KoHpUTypaluu areHTa;

- CBSDKHUTE CO3JaHHBIN y3€J C COOTBETCTBYIOIIMM HHTepdeiicoM (kak mpaBuiio, Zabbix
agent) u ykaxxure [P-anpec Honst DeepMail;

- Ha CTpaHUIlE pefakTupoBanus coznanHoro y3na (Host) Bo Bximagke Templates mo6aBbTe
madioH ¢ umeHeM "deepmail-all”;

- COXpaHUTEC N3MCHCHMU.
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Ji1st IpoBepKH pe3ysibTaTa He0OOX0IMMO YOSAUThCS, YTO B pazzaeiie Monitoring > Hosts s
nobaBiieHHOTO y351a B crosbie Availability 3nauok Zabbix agent mmeeT 3el€HBIM LIBET, YTO

CBUJICTEILCTBYET 00 YCIEIIHOM MOAKIIOUCHUH.
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5 OBECIIEYEHUE UHTEI'PAIIUN KSMG C DEEPMAIL
5.1 IloaroroBKka M pe3epBHOE KONMPOBAHHUE

Hactpoiika npou3BOAUTCS TOJIBKO MOCJIE YCTAHOBKH W MPEIBAPUTEIBHONM HACTPOMKHU
DeepMail u KSMG. Ilepen HavalioM HACTPOMKM HMHTETpAIlMd CO3JalTe€ CHAIIIOTHI BCEX

BUPTyaJbHbIX MalInH/KoHTeitHEpoB DeepMail u KSMG nepen BHEceHHEM U3MEHEHMIA.
5.2 Hacrpoiika B BeO-unTepdeiice

B maBHOM MeHto nepeiinute B pasznen «llanens ynpasnenus» — «lIpopumm». OTkpoiite

npoduns SMTP 15 penakrupoBanusi, HaxkaB KHONKY = HanipoTuB npoduiist SMTP, nanee B nmomne
«Perpancasiuonnsle cetn» ykaxute [P-anpec KSMG (nanmpumep, 192.168.92.157/32, nanee

JaHHBIA aJpec HCIOJb3YeTCs Kak IMpuMep), B Tole «Y3ell PEeTPaHCISAIUuN» YKaxuTe:

192.168.92.157. CoxpaHuTe M3MEHEHHUS Ha)XaB KHOIIKY , HaXOISIIYIOCS HMXKE
peNaKTUPYEMBIX TOJICH.

Brimonnure pekondurypamuo SMTP-cepBuca, 1uist 5TOro He0OXOAMMO IEPEUTH B TIIABHOM
MeHIo B pazzaen «llanens ynpasnenus» — «Pekondurypanus». [ns cepsuca SMTP Heobxonumo
Haxarb «PexoHurypupoBarby.

JloGaBbTe peneitHbld JOMEH, epei/ii B IMIaBHOM MeHI0 B pasznen « SMTP tpancnopt» —

o 89 Hoswblit PeneiiHbiii [loMeH
«Penelinsie movertsn. Janee Tpeyerca raxars (R

B oTkphIBIIIEMCS OKHE YKQKHTE:
- B mone «Mms peneitHoro noMeHa» — exemple.ru;

~ B rtojie «Y JaneHHbI xoct» — 192.168.92.157.
5.3 Hacrpoiika Ha Hogax DeepMail

Ha Bcex Homax orpenakrtupyiite (aiin xondurypauuu /mnt/deepmail/core/deepmail.env,
BBITIOJTHUB KOMaH/Iy:

sudo nano /mnt/deepmail/core/deepmail.env

1 100aBUB B (Dailsl CAEAYIOIINE CTPOKH:

RELAYHOST=192.168.92.157:25

RELAYNETS=192.168.92.157/32

[Tocne BHECCHMSI JaHHBIX MPABOK, BBIMACTE U3 PEKUMa PEIaKTHPOBAHHUS C COXPAHCHHEM,

AaJieC nepe3anyCTUTC CEPBUCHI HA BCEX HOZAX BBIITOJHUB CICAYIOIIUC KOMAaH/IbI:
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deepmail stop

deepmail start
5.4 OTkiaouenne aHTHCNIAMA

B BeO-unTepdeiice mepeiauTe B IIaBHOM MeHIO B pasnen «llaHenb ympaBiieHus» —
«IIpopumm». g kaxaoro npopuinst (IMAP u SMTP) cHumure ranouky AHTUCIIAM aKTHBEH
(milter).

BeinonHuTe pekoH(Urypanuoo CepBUCOB Iepeis B IIaBHOM MeHIO B pasnen «llanens
ynpaBieHus» — «Pexkondurypanusi». s cepsucoB SMTP u IMAP HeoOxogumo Hakarh

«PexoHpurypupoBars.
5.5 OTk/II0YeHHe BCTPOEHHOI0 aHTHUBHUPYCa

Ha Bcex Homax orpenaktupyiite (aitn koHdurypamuu /mnt/deepmail/core/deepmail.env
BBITIOJTHUB KOMaH/TY:

sudo nano /mnt/deepmail/core/deepmail.env

¥ OTPEIAKTHPOBAB NTapaMeTp aHTUBUPYCA:

ANTIVIRUS=none

Jlanee TpebyeTcst mepe3amnyCcTUTh CEPBUCHI, BHITIOTHUB KOMAaH/IbI:

deepmail stop

deepmail start
5.6 Hacrpoiika KSMG

Hactpoiite KSMG ansa npuema v OTIpaBKU MUCEM:

- ykaxute [P-anpec DeepMail cepepa B kauecTBe UCXOALIETO Y3I1a;

- HACTPOWTE MOJUTUKH CKAHWPOBAHUS (AaHTUBUPYC, AHTUCIIAM).

[TpoBepswre cBsi3b Mexay KSMG u DeepMail ¢ momoisto KOMaH b

telnet 192.168.92.157 25

s moaxmodeHus (yHKIHMOHAIA «AHTHUCTaM» HEOOXOOUMO HACTPOHUTH COCTUHEHHE C
KSMG no npotokony Milter.

Jlns HacTpoiiku co croporsl DeepMail Tpebyercs:

- AaBTOPHU30BAThCS B aIMHUHHUCTPATUBHBIN HHTEpDEIic;

- B JICBOY ITaHEJIN pa3BepHYTHh pasnen «llanens ynpasneHus»;
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- BBIOpath moapaszaen «IIpodumu», B ctpoke ¢ Turnom npoduis SMTP HaxkaTe KHOTIKY
B IIOCJIEZIHEM CTOJIOIIE;

- IPOKPYTUTH BHU3 OKHO PEIAKTUPOBAHUS MPODHIsi, yOSTUThCS, 9TO yCTAHOBIIEH YeK-00KC
«AnTtucnam aktuBeH (milter)», a B mone «Anpec anTucnama (milter)» yka3aThb aapec cepBepa
KSMG;

- COXpaHUTh KOHPUTYpaLHIO HaxkaB KHONKY « COXpaHUTBY.

Baxkno! mpotokom  Milter B DeepMail pabGoraer Ha  mopty  11332.
Heob6xomumo mpoBectu cooTBeTCTBYIOMIYI0 HacTpoilky B KSMG (ykazars aapec mopra 11332),

comIacHo crarbe https://support.kaspersky.ru/ksmg/2.1va/239703.

Pexomenayem 0oOpaTUThCS MOMOJHUTENBRHO B MOIACPKKY Kacmepckoro ais moiydeHus
akTyanpHOM MHCTpykiuu. llocrne mpoBeneHus yka3zaHHbIX AeiicTBuil B uHTepdeiice KSMG

otoOpazsaTcs nuckMa ¢ DeepMail.
5.7 IIpoBepka padoThbI

Otnpasbre TecToBOE MUchMO uepe3 DeepMail.

Yo6enurecs, 4To:

- mucbMo npoxoauT yepe3 KSMG (nposepste moru KSMG);

- BCTPOEHHBIN aHTHCcam/anTuBUpyc DeepMail He GokupyeT nucbma.
[TpoBepbsTe 06pabOTKY yrpo3:

- OTIpaBbTE MUCHMO C TECTOBBIM BUpycoM (Hanpumep, EICAR);

- yoeautech, uto KSMG 6iokupyer ero.
5.8 Ba:kuble 3ameuaHust

Jnis monnepxanus cTabmiTbHOM paboTel CepBepa BayKHO BBHITTOIHSATH CICAYIONIUE ACHCTBUS:

- TIOCIIe W3MEHEHWH BCErJla BBIMOJHANTE PEKOHPUTYPAIMIO CEPBUCOB uepe3 BeO-
uHTepdeiic;

- MmoHuTOphTE NToTU DeepMail (/var/log/deepmail/) n KSMG nipu BOSHUKHOBEHHH OIIHOOK;

- peryssipHo oOHoBIIsITE 623kl curHatyp KSMG.

Ecnu HacTpolKu MpUMEHEHBI KOPPEKTHO, BECh MOUTOBBINA Tpaduk OymeT oOpadaThiBaThCs

antuBupycom KSMG.

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 180 u3 194


https://support.kaspersky.ru/ksmg/2.1va/239703

6 OBECIIEYEHHME JJOI'MPOBAHMUAA

B APM DeepMail peanuzoBan ¢GyHKIIMOHAJ PETUCTpAIlMU COOBITUH HH(POPMAIIMOHHON
06e3onmacHOCTU cucTeMbl. [l ynoOcTBa aJMUHHUCTPATOPOB OE30MACHOCTH OTCIICKUBAHUE JIOTOB
BO3MO)KHO HEMOCPEICTBEHHO B MHTepdeiice MaHenu aJMHHHUCTparopa (OMHUCaHUE MPHUBEICHO B
1.3.2.2) u yepe3 npocMoTp (ailioB JIOrOB, pa3MEIICHHBIX B CIICIIHATBHON TUPEKTOPHUH.

Jns  mpocmotpa Jor-aitmoB  DeepMail HeoOXxomuMo TiepeHTH B JIUPEKTOPHIO
/var/log/deepmail.

ba3oBbie J10rH HaXOMATCS B CISAYIONIHNX (aiiiax:

- admin.log (Jtoru AeMCTBUI aIMUHUCTPATOPA);

- collections.log (Jioru KoUIeKIUA);

- authentication.log (joru ayrenTuduxam Ha cepsep);

- license.log (;ior nuiieH3UpoOBaHUs );

- restart.log (JTOTH BKJIFOUCHUS W BBHIKIIIOUCHHS CEPBEPa);

- service.log (Joru ommOoK peKOHPUTYypaLIUK CEPBUCOB).

Jloru cepBuUCOB:

- deepmail-auth.log (;ioru cepBuca ayreHTUPHKAIINN);

- deepmail-imap.log (Jioru cepBuca imap, OTBEYarOIIETO 3a 3a00p MOYTHI C CEPBEPA);

- deepmail-redis.log (1oru cepBuca redis, 0OTBeUaroIIero 3a XpaHEHUE CECCUI);

- deepmail-webdav (joru cepuca webdav, oTBedaroiiero 3a paboTy KOJJIEKINN);

- deepmail-antispam.log (70ru cepBrca aHTHUCTIaMa);

- deepmail-fetchmail.log (;moru cepBuca fetchmail, orBeuaromero 3a 3a0op MOYTHI C
yIaJ€HHBIX TTIOYTOBBIX CEPBEPOB);

- deepmail-ldap.log (;orm cepBuca Idap, oTBewaromero 3a B3aMMOJICHCTBHE C
KOHTPOJJIEpaMHU JJOMEHOB);

- deepmail-webmail.log (moru cepBuca webmail, oTBeuaroiero 3a paboTty BeO-KIMEHTA);

- deepmail-admin.log (Jioru admin cepBuca, 0TBEUAIOIIETO 32 COBOKYITHOE B3aUMO/ICHCTBUE
CEpBUCOB U PabOTOCIIOCOOHOCTH CepBepa);

- deepmail-front.log (1oru cepBuca front, oTBeuaromero 3a padOTOCIOCOOHOCTH BEO-
KOHCOJIN);

- deepmail-oletools.log (;ioru cepsuca oletools, oTBeuaroiero 3a CkKaHUPOBAHKUE BIIOKCHUN
Y TIPOBEPKY MaKpOCOB);

- deepmail-smtp.log (;oru cepuca smtp, OTBEHAOIIETO 32 XOXKIEHUE TTOUTHI);

PyxoBoacTBo agmMuHucTparopa cepBepHoii yactu DeepMail Crpanuna 181 u3 194



- deepmail-resolver.log (Jioru cepBuca resolver, oTBeuaroriero 3a k3 DNS).

JlononHUTENbHBIE JIOTH:

- ldap ip.log (;lorm KoHTpoJjulepa JOMEHA, TMOSABIAIOTCS TPHU CHHXPOHU3ALMH C
KOHTPOJUIEPOM JIOMEHA);

- migration_user@domain.ru.log (Jloru MuUrpanuu mOJB30BATENS, MOSBISIIOTCSA MOCIIE
BBITIOJTHEHUS TPOIEAYPbl MUTPALIUN).

Taxxxe B nupekropuu /var/log/deepmail pasmeniena manka archive, B KOTOpPOW JexaT

APXUBHUPOBAHHBIC JIOTH 3a IIPCAbILAYIINUC THU.
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7 MOPAAOK PE3EPBHOI'O KOITMPOBAHUSA 1 BOCCTAHOBJIEHUS CUCTEMbI

APM DeepMail He BKIIOYaeT BCTPOEHHOTO MEXaHHU3Ma aBTOMAaTHMUYECKOTO PE3EPBHOTO
konupoBaHusi. OTBETCTBEHHOCTDh 32 COXPAHHOCThH JAHHBIX JICKUT HA aJMUHUCTpPATOpE, KOTOPHIHA
JIOJKEH OpraHU30BaTh PETYISIPHOE KOMMUPOBAHUE KPUTUUYECKH BaKHBIX KOMIIOHEHTOB C TIOMOIIIBIO
MH(PPACTPYKTYPHBIX CPEACTB (HANpUMEp, IITATHBIX YTUIUT OMEPAIMOHHOM CHUCTEMBI, CHUCTEM
PE3EpPBHOTO KOMUPOBAHUS WM CHUMKOB (paliioBbIX cucTeM). [[1si MOJHOTO BOCCTAHOBJICHUS
paboTOCIOCOOHOCTHU MOYTOBOM CUCTEMBI HEOOXOIUMO PE3EPBUPOBATH TPU OCHOBHBIX KOMIIOHEHTA:
6a3y nanHbix PostgreSQL, XpaHWIHIIE MOYTOBBIX SIIMKOB U KOHPUTYpalIMOHHBIE (DAITBI.

baza nmannbix PostgreSQL coaepXuT MeTajaHHbIE MOJIb30BaTENIe, HACTPOMKHU JIOMEHOB,
npaBuiia GUIBTPALNH, TICEBAOHUMBI U JIPYTYIO0 CIykeOHyr0 mHbopmaruto. st e€ pe3epBHOrO
KOIIMPOBAHUS PEKOMEHIyeTCs HCTIONb30BaTh yTUiIUTy pg_dumpall, koTopas co3naét gammn Bcex 6a3
MaHHBIX KjacTepa. Komanay cneayer BBIMOMHATH OT HWMEHH TIOJIB30BAaTeNs postgres,
MpeIBApUTEIILHO OCTAaHOBUB WJIM MUHUMHU3HUPOBAB HArpy3Ky Ha CHUCTeMYy (HalpuMep, B MEPHO
HauMeHbLIeH akTUBHOCTH). [Ipumep komaH b

pg_dumpall -U postgres > /backup/postgres/pg_dumpall $(date +%Y%m%d).sq!

JlamMn pexoMeHIyeTcs XpaHUTh B OTIEJIBHOM Karajore, a Takke KOIMHpPOBaTh €ro Ha
YIAJIEHHBIN HOCUTEIIb.

XpaHwidile  TOYTOBBIX  SIIMKOB  (U3MYecKW  pacmojaraercs B Karayore
/mnt/deepmail/mail/. B 310l tupekTOpUN HaXOAATCS BCE MUCHhMA, BIOKEHUS, CTPYKTypa MarnoK u
HaCTPOMKHU MoJib30BaTesne. st KomupoOBaHUS MOYTOBBIX IAHHBIX MOXHO HCIIOIb30BaTh ISyNc WU
tar. Hanpumep, co3iaHue nojJHOro apxuaa:

tar -czf /backup/mail _$(date +%Y%m%d).tar.gz /mnt/deepmail/mail/

Jly1st ke THEBHOTO MHKPEMEHTAIILHOTO KOMTMPOBAaHUSI YIOOHO IPUMEHSTH F'sync -av --delete
/mnt/deepmail/mail/ /backup/mail daily/. Tlpu ucnonb30BaHUU CHUMKOB (DailJIOBON CHUCTEMBI
(LVM, ZFS) MOXHO JieniaTh MTHOBEHHBIE KOMTUU 0€3 OCTAaHOBKU CEPBUCOB, HO BAYKHO 00ECIICUUTH
1IETTOCTHOCTH JaHHBIX.

Kondurypaunonssie ¢ailibl BKIIOYAIOT HACTPOHKHA CaMOW CHUCTEMBI, MOJIb30BaTEIbCKUE
CKpPHUIITHI W TlapaMeTphbl OKpyxkeHHus. (O0s3aTeTbHOMY pE3epPBUPOBAHUIO MOJICKAT (Haisibl B
/mnt/deepmail/core/deepmail.env, a Takxke karanor /etc/deepmail/ (ecnu oH ucronb3yercs). Ux
CJIeTyeT KOMMPOBATh MPHU KaXJI0M U3MEHEHUU KOH(PUTYpaluu, COXPAHsIS BEPCUOHHOCTD.

JIns BOCCTAHOBJIEHUS CHUCTEMBbI HEOOXOAMMO CHauyajga TMOJATOTOBUTH CPENy: yCTaHOBHUTH

DeepMail 3anoBo (ecnmu TpeOyeTcsi) M yOEAWTHCS, YTO BEpCHUS MPOTPAMMHOTO OOECIICUCHHUS
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COOTBETCTBYET TOM, HAa KOTOPOM CO3/1aBaIiCh pe3epBHbIE KOMUU. Jlanee B onpeaeEHHOM MOPsIIKe
BOCCTaHABJIMBAIOTCS KOMIIOHEHThl. CHauyana BOCCTaHaBIMBaeTcs 0a3a JaHHBIX: MPHU MOMOIIHU
YTWIATHI psql 3arpykaeTcs 1aMii, HarpuMep:

psql -U postgres -f /backup/postgres/pg dumpall YYYYMMDD.sql

3areM BO3BpAMIAIOTCS TIOYTOBBIE SINIUKH: aPXUB PACMaKOBBIBACTCS B  KaTaJioT
/mnt/deepmail/mail/, mocne dYero HEOOXOAMMO PEKYpPCHBHO UCIIPAaBUTh TIpaBa Blajeiblia
(monp3oBarenpb mail, rpymnmna man) U yCTaHOBUTH KOPPEKTHBIE MpaBa JIocTyna (Hanpumep, chown -
R mail:man /mnt/deepmail/mail/ u find /mnt/deepmail/mail/ -type d -exec chmod 700 {} \,). Ilocne
ATOr0 BOCCTAHABIMBAIOTCS KOHPUTYpaIlMOHHbIE (Daiiyibl U mepesamyckatorcst cepBuckl DeepMail.
3aBepIIAONINM IIAarOM SBIISICTCS] TPOBEPKa PabOTOCTIOCOOHOCTH: TECTOBBIN BXOJ IOJIB30BATE,
OTIIpaBKa U MOJyYeHUE MUChMa.

PexoMeHyeTcst peryisipHO TPOBEPATH IEIOCTHOCTh PE3EPBHBIX KO, BBITOTHSISA
TECTOBOE€ BOCCTAHOBIICHHE HA OTIEIIBHOM CTEHJE, MU aBTOMAaTHU3UPOBATh MPOIECC C MOMOIIbIO

CKPHIITOB, 3aITyCKAa€MbIX [0 paCIUCaHUIO (cron).
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8 OBCJIY KUBAHUE CUCTEMBI

Ob6cnyxuBanue cepsepa DeepMail ocymiecTBisercst yepe3 €QUHbBIN LIEHTP yIpaBiIeHMS,
KOTOPBI KOHCONMMUIUPYET (PYHKIMU AIMUHUCTPUPOBAHUS, MOHUTOPHHIa M HH(OPMALMOHHOM
Oe3omacHOCTH B pamkax oOmiero BeO-uHTepdeiica. Takoi moaxon Mo3BOJISET aAMUHUCTPATOPY
BBINIOJIHATh BCE PYTUHHBIE OINEpalud MO MOIJIEPKAHUI0 PadOTOCIOCOOHOCTH CHCTEMBI 0O€3
HEOOXOIMMOCTH  OOpamieHus K KOMaHAHOM CTpPOKE WIM PyYHOIO  PEeAaKTUPOBAHUS
KOH(QUTypalMoHHBIX (haiinoB. Takum 00pazom obecreunBaeTcs eI0CTHOCTh U JocTynHOCTh 110.

BerpoenHble MHCTPYMEHTBI MOHUTOpPHHIA OOECHEYMBAIOT BO3MOXKHOCTH OTCIIEKHUBAHUS
Harpy3KH 1 KJIFOYEBBIX METPUK CUCTEMBI B peXXHME pealbHOro BpeMenu. MaTepdeiic MOHUTOpUHTra
HaIVISIIHO OTOOpaXkaeT CTaTyC BCEX MOJKIIOUEHHBIX CEPBUCOB, XOCTOB M XPaHUJIUIL B OJHOM OKHE,
YTO MO3BOJISIET aJIMUHUCTPATOPY OMNEPATUBHO OIIEHHMBATh OOLIYI0 KapTUHY pabOTOCIIOCOOHOCTH
uHppacTpykrypbl. CHcTeMa aBTOMAaTHYECKH KOHTPOJIUPYET COCTOSIHHME CEpPBUCOB M IPHU
oOHapy>KeHHH cOOEB MPEeIIPUHUMAET MOMBITKA BOCCTAHOBIICHUS MOAKIIOUSHUS WM NIepe3alycKa
KOMIIOHEHTOB C HE3aMEIJIMTEIbHBIM YBEIOMIIEHUEM OIleparopa.

JU1st THpaKUPOBAaHMSI HACTPOEK MEXAY Pa3JINYHbIMU y3JIaMH IIPEyCMOTPEHA BOBMOKHOCTh
UCIOJIb30BAHUS TOTOBBIX IIAOJIOHOB, YTO MO3BOJSET B HECKOJIBKO KIMKOB Pa3BEPTHIBATH HOBBIE
Y376l U NPUMEHATh OJAMHAKOBBIE MapameTpbl KoHpurypanuu. Bce mapamerpbl 6a3 HaHHBIX U
XpaHUJIUII HACTpauBaloTCs depe3 BeO-uHTepdeiic manenu ynpaBieHus. [lpu HeoOxomuMocTu
M3MEHEHHUS KOH(PUTYpaIK MOYTOBBIX CEPBUCOB aAMUHUCTparop padoTaeT ¢ npodunsimu SMTP u
IMAP, rae 3anatorcst mapaMeTpsl padOoThI C TOYTOBBIM Tpa()UKOM, BKITFOYAsi HACTPOUKH aHTHCTIama,
aHTUBUPYCA U PETPAHCIISIIIUN COOOIIEHUH.

Cucrema noaziepkuBaeT noJkiIoueHre paznnuabix Tunos xpanwmil (CORE, MAIL, DAV,
ARCHIVE) 4epe3 cereBbie mnpotokonbl, Takue kak NFS. B wuntepdeiice ynpaBneHus
XpaHWJIUIIAMHA 0TOOpakaeTcsl nepapxusi BCeX JUCKOBBIX PECYPCOB C BO3MOKHOCTBIO JIE€TAIbHOTO
YIOPABJIEHUS KaKIbIM MOJKIIOYEHHUEM. AJIMUHUACTPATOP MOXKET KOHTPOJIUPOBATH 3allOJIHEHHOCTh
XpaHWJIUIL B TPOIEHTAX, OTCIEKUBATh CKOPOCTh OINEpaluil YTeHHs] M 3alUCH, a TaKxke
CBOEBPEMEHHO pearupoBarb Ha NpUOIMKEHUE K KPUTHUYECKUM 3HAYEHUSIM  3aHATOIO
MIPOCTPAHCTBA.

JInst KOHTpOJIA 32 UCXOSIIEW KOPPECIIOHACHLMEN MPEeAyCMOTpPEHA IaHelb YIIPaBICHUS
MOYTOBOM odepenpio. B Heil oroOpa)kaloTcsi MuchMa, OXHUAAIOIIUE OTIPABKH, C YKa3aHHEM
UJCHTU(PUKATOPa, BPEMEHHU MIOCTAHOBKHU B O4epe/ib, pa3Mepa, CTaTyca J0CTaBKU, OTIPABUTENS U

moJryvuareis. AI[MI/IHI/ICTpaTOp HMECT BO3MOXHOCTL  BBINMOJIHATHL MACCOBBIC  OIICPAlIUU:
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IPUHYIUTENBHO OTIPABIATh BCE HAKOMMUBIIUECS COOOMICHHS WM MOJHOCTHIO OYUIIATH OYepe/ib
IPU BOBHUKHOBEHHUH MPOOIEM C TOCTABKOM.

B manenu ympaBieHHsS PEMO3UTOPHEM XpaHATCS 00pa3bl BCEX CEPBHCHBIX KOMIIOHEHTOB
CUCTEMBI. AJIMUHUCTPATOP MOXKET 3arpy»aTh HOBbIE BEPCHH 00pPa30B, OTCIIECKNUBATH aKTYaIbHOCTb
YCTaHOBJICHHBIX KOMIIOHEHTOB U MPH HEOOXOAMMOCTH YNAIATh YCTapeBIINE TUCTPUOYTHBBI IS
OCBOOOXKJIEHUS TUCKOBOTO MPOCTpaHcTBa. J{Jsl Kaxka0ro oopasza oToOpaXkaeTcsi ero uMs, Bepcus,
pasMep U JaTa nociaeaHero OOHOBIEHUS.

[Ipy BO3HHKHOBEHMHM OLIMOOK MM HEIITATHBIX CUTyallud aJMHHHCTPATOP HCIOIb3YyeT
CHUCTEMHBIC JKypHaJIbl, PacTIOJIOKEHHBIE B Karanore /var/log/deepmail/. AHanu3 10TOB MO3BOJISIET
BBISIBUTh IPUUYMHBI cO0€B B paboTe CEpBUCOB, MPOOIEMBI C JOCTABKOM MOUTHI UM OMIHUOKH MPHU
B3aMMOJICHICTBUU C BHEHIHUMH cucTeMaMmH. [Ipu HeoOXOIMMOCTH BO3MOXKEH AKCHOPT UCTOPUU
COOBITHH IS TTOCIEAYOIIETO aHaTN3a WK TIePeAavr B CIIY)KOY TEXHHUECKOU TOICPIKKH.

Jlnst monnepkanus CTaOMIBHON paboThI cepBepa PEKOMEHAYETCS BBIMIOIHATh CIEAYIOIINe
JENCTBHSI HA PETYIAPHOM OCHOBE:

- KOHTPOJHUPOBAThH 3aMOJTHEHHOCTh AUCKOBBIX XPAHWIHII U CBOEBPEMEHHO PACIIUPITH MX
MIPU HEOOXOANUMOCTH;

- OTCJI)KMBATH aKTYaJIbHOCTh AHTUBUPYCHBIX 0a3 U BEPCUN POTPAMMHBIX KOMIIOHEHTOB;

- QaHAJIM3UPOBATH TOYTOBBIE OUYEPEIN Ha MPEAMET 3aCTOSABIINXCS COOOIIECHUI;

- TIPOBEPATH JIOTH HA HATMYHE TTOBTOPSIFOIIUXCS OMIMOOK MITH TPEAYIPEKACHUH;

~ BBITIOJIHATh PE3EPBHOE KOMHPOBAHWE KPUTHUYHBIX JAHHBIX COTJIACHO YTBEPKICHHOMY
perJIaMeHTy.

CuctemMa aBTOMaTHYECKH TMBITACTCS BOCCTAHOBUTH PAOOTOCHOCOOHOCTH CEPBHUCOB IPHU
oOHapyxeHun mnpobOneMm. Eciam aBromarmueckue MeXaHU3Mbl HE TNPUBOIAT K IKEIAEMOMY
pe3ynbTary, aJAMHHUACTPATOP MOXKET BBIOJHUTH PEKOHPHUTYPAIUIO OTACITHHBIX CEPBHCOB Yepe3
BeO-uHTEp(dElic WM, B KpalHEM ciydae, OCYHIECTBUTh TIEpe3amycK BCEH CHCTEMBI C
HCIIOIb30BaHUEM KOMaH/ deepmail stop u deepmail start Ha COOTBETCTBYIOIIMX y3JIax.

AJMUHUCTPATOPY AOCTYIHBI (DYHKIIMH YIPABICHUS JUIEH3USIMH CEpPBEPa M KIMEHTCKHUX
TIOJIKITFOYCHHH. B COOTBETCTBYIOIIEM pa3fienie MaHeIn YIpaBIeHHUs 0ToOpaxkaeTcs nHpopMaIus o
TEKYILIEM CTaTyCe JHMIIEH3HH, KOJIMYECTBE HCIIOIb3YEMbIX U JJOCTYIHBIX JINIIEH3UH, a TAK)Ke CPOKax
ux neuctBus. llpu npuOmmKeHWW NaThl OKOHYAHWS JIEHCTBUS JIMIICH3UU CHCTEMa BBIBOIUT
COOTBETCTBYIOIIUE YBEAOMIICHUSI.

Jlnis obecniedeHnss COXpaHHOCTHU JaHHBIX MPEAYCMOTPEHBI MEXaHNU3MBbI SKCIIOPTA U UMIIOPTa

koH(purypauuii npoduineit B JSON-dpopmare, yTOo NO3BOJSET CO3[aBaTh PE3EPBHBIC KOMHHU
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HAaCTPOGK M BOCCTAaHABIMBATh WX TMPH HEOOXOMUMOCTH. Takke CcHUCTeMa MOIACPKUBACT
BO3MO)XHOCTh BEJICHHSI ICTOPHH M3MEHEHNUH KPUTUYECCKU BXKHBIX MTAPAMETPOB, UTO TIOMOTAET NPU
pacciieIOBaHWYM  WHIUACHTOB  WJIM  BOCCTAHOBICHUH  IIOCJIE€  OIMMOOYHBIX  JCHCTBUU
aJIMAHUCTPATOPA.

s obecnieuenust ctabmibHOM 1 Oe3omacHoi paboTsl cepBepa DeepMail agmunuctparopy
HEOOXOMMO BBITIOJIHATh KOMIUIEKC PETYISPHBIX pErIaMeHTHBIX omeparuii. Hike mnpuenéH
MepeueHb OCHOBHBIX 33J1a4 C PEKOMEHTYEMOU MEPUOANIHOCTHIO U KPATKUM OTIHCAHUEM JCHCTBUH.

ExxenHeBHbBIC onepanuu

Ob6nactb [eticTBue [TepuonnuHoCTh
[IpoBepka maHenu ympaBieHUsS Ha HAJIU4YWE
MOHUTOPUHT KPUTUYECKUX YBEIOMIICHHH (CTaTyChl XOCTOB, E>KeHEBHO
COCTOSIHUS cepBUCOB, xpaHunuil). Onenka Harpy3ku CPU,
RAM, nuckoBOM aKTUBHOCTH.
Kontpons pasmepa ouepenu SMTP. Ilpu
OOHApY)XEHHH  «3aBHUCIIUX»  TUCEM - —
[louTOBBIE OUEpEAN E>xenneBHO
MPUHYIUTENbHAS OTIPaBKa WIIA OYMCTKA Yepe3
BeO-uHTEpdETic.
beicTpsrii MIPOCMOTP CHCTEMHBIX
KypHaioB /var/log/deepmail/ na peaMET
Jloru ommboxk HOBBIX KPUTHYECKHX OHIMOOK (Hampumep, ExenHeBHO
cboeB ayreHTU(uKanuu,  mpobieM ¢
JIOCTABKOM ).
E:xeHenenbHble oniepanumn
Ob6nacTh [eiicTBue IleproguyHOCTH
AHnanu3 TpaduKOB 3alOJTHEHHOCTH TOMOB
CORE, MAIL, DAV, ARCHIVE.
3am0JIHEHHOCTh
PAHHTHII [[nanupoBanue  pacmMpeHuss  JUCKOBOTO ExenenenbHo
P IPOCTPAHCTBA TIPU  TPEBBIIMICHUH TOpOra
(pexomenayetcs 80—85%).
[IpoBepka narbl TOCIETHETO OOHOBIICHUS
AKTYyallbHOCTb AHTUBHUPYCHBIX CUTHATYp (IIPU UCHOJIb30BAHUU
Exeunenensuo
AQHTHUBHUPYCHBIX 0a3 BcTpoeHHOTO aHTuBHpyca unu KSMG). Tlpu
HEOOXOAMMOCTH — PYYHOE OOHOBIICHHE.
PesepBHOE KoHTpons  BBIMOJHEHUS  3aIJIAHUPOBAHHBIX
Exeunenensuo
KOITMPOBAHKE 3a/1a4 PE3EPBHOTO KOMUPOBAHUS (CHAMIIOTHI
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Oo0actb JlerictBue [TepuoanyHOCTH
BM, gamner bBJI, xomuu koHpuryparmii).
[IpoBepka HEeI0CTHOCTH PE3EPBHBIX KOIHA.
[Ipocmotp JOJITOCPOYHBIX rpaduxos
AHanu3 .
CPU/RAM (mepuon 7 mHei) 1Sl BBISBICHUS ExenenensHo
MPOU3BOAUTEIIHLHOCTH .
TPEHJI0B U aHOMAJIUM.
Exemecsiunble onepauuu
O6nactp eticTBue [TepuonnuHoCTh
[IpoBepka Hanuuus HOBBIX BepcHil 00pa3oB B
penosutopunn  DeepMail.  IlnmanupoBanue
OO6HOBIIEHUE . :
oOHOBiIeHHsT cepBUCOB (admin, smtp, imap u ExemecsauHo
KOMIIOHEHTOB .
Ip.) B COOTBETCTBUM  C  IOJUTHKOM
OpraHu3aIiu.
ITIpocmotp JIOTOB aBTOPU3ALUHU u
MOIO3PUTENIBHBIX  TIOMBITOK BXOAa. AHalu3
Aynut 6€30MacHOCTH . ExemecsauHo
AKTUBHOCTH  IIOJIb30BATE€JEl C  BBICOKUMH
PUBUJIETUSIMU.
OneHka HEOOXOAMMOCTH  OKOHYATEIBHOTO
yaaJaeHusl MUCEM U3 KOP3UHBI BTOPOTO YPOBHS
Ouncrka .
(Recoverable) B cOOTBETCTBHHM C MOTUTHKOM Exemecsauno
YCTapeBILINX JTaHHBIX .
XpaHEHUSI. Hacrpoiika rnapaMeTpoB
aBToounctku B IMAP-mipodure.
KoHTpons cpoka nericTBus TULUEH3UN CepBepa U
[IpoBepka IULEH3MI KIIMEHTCKUX mnonakmtoueHuil. [lmanupoBaHue Exemecsiuno
MIPOJIICHUSL.
Bri6opounas MPOBEpPKA BO3MOXHOCTH
TecTtupoBaHue BOCCTAHOBJICHMSI JTAHHBIX U3 PE3EPBHBIX KOMUIA
ExemMecssuHO
BOCCTAHOBJICHUS (Hanpumep, BOCCTAHOBIICHHE OJTHOTO
MIOYTOBOTO SIIIINKA).
ExexBapTajibHble onepanuu
Ob6nacTh [eiicTtBue [TeprnognyHocTh
OOHOBNIEHHE BepCUU [InanoBoe oOHOBieHHEe MIATPOPMBI  J0
ExexBapranbHO

DeepMail

aKTyaJbHOU BEpCUU (mpu HaJM4uu
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Oo0actb JlerictBue [lepuoanyHocTh
3HaYUTENbHBIX penu3oB). llpenBapurenbHOE
TECTUPOBAHUE B U30JINPOBAHHOM CpeEJIE.
Peopranmszanuss TOMOB  (medparmeHTanus
OnTuMHu3anus p (nedp ’
N— Murpanuss Ha 0Oojiee  TPOU3ZBOIUTEIbHBIC ExekBapranbHO
p HOCHTEIN) TIPU HEOOXOIUMOCTH.
[IpoBepka u  akTyanu3amust  npoguiei
uBeHTapu3anus SMTP/IMAP, mapamMeTpoB peTpaHCIALNH,
. ExekBapranbHO
KOH(pUTypanuii (GUIBTPOB. VYnanenue HEHUCII0JIb3yEeMbIX
npoduieil.
Ananus HaCTPOEK IBYX(aKTOpHOI
[loBTrOpHas  oOIlEHKa ayTeHTU(UKALUK, TAPOJIHHBIX TMOJUTHK, TIPaB
MOJINTHK noctyna. KoppeKkThpoBka B COOTBETCTBHH C ExexBapranbHO
Oe3omacHoCTH HOBBIMU  TpeOoBanusmu.  CkaHUpOBaHUE
YS3BUMOCTEM.

JIOMOJIHUTEIbHBIE PEKOMEHTAIUM:

- BCE U3MCHECHMS KOHGUTYypallMu TIepeJ MpPUMEHEHHEM B MPOJAYKTUBHOM cCpeje
PEKOMEHIYETCSl TECTUPOBAThH Ha CTCHJIC, HIICHTUYHOM MPOTyKTHBHOMY;

- VIl KPUTHYECKUX OOHOBJIICHHI (OCOOCHHO 3aTparvBaloOIIMX SIAPO CHCTEMBI) CIETyeT
CO3/1aBaTh IMOJTHBIC CHATIIIOTHI BCEX y3JI0B;

- BEJICHHE KypHaJIa peTJIaMEeHTHBIX padoT (J1aTa, OTBETCTBEHHBIN, BBITIOJIHCHHBIC ICHCTBUS,
pE3yJIbTAT) IOMOTACT MPHU PACCICIOBAHUN UHITUICHTOB;

- TIPY BOBHMKHOBCHHUM HEIITATHBIX CUTYyAIlMi, HE ONMUCAHHBIX B JJAHHOM pasjelie, ClIeayeT
oOpamaTeCs K TEXHHYECKOHN JTJOKYMEHTAIIUN WU B CITYKOY TOIIEPKKH.

BeImosTHeHUEe ONMUCAaHHBIX PETIAMEHTHBIX OIEpaIfii MO3BOJISICT MOJCPIKUBATH BBICOKYIO
JOCTYITHOCTh, TPOM3BOAUTEILHOCT, M 0O€30MacHOCTh MouTOBOW cucteMbl DeepMail Ha

MPOTAXKCHUU BCCTO XKU3HCHHOT'O ITHUKIJIA.
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HNEPEYEHDb TEPMUHOB

OnpeneneHus TEPMHHOB, TNPUMEHSEMBIX B HACTOSIIEM JOKyMEHTE, TPUBEICHBI B
Tabmure 5.

Tabnuua 5 — TepMHUHBI U OIIPEIETICHUS

Tepmun Onpenenenue

RSS-kanan RSS (anrn. Really Simple Syndication) mpomenypa, mo3Bosstomas
MpU  TIOMOINM IPOTPaAMM-arperatopoB, TMOJIydaTh W OOHOBIIATH
MHTEPECYIOIIYIO MMOJIb30BaTeNsl HH()OPMAIIO C HHTEPHET PECYPCOB

Ha ero APM

SIP-tenedonus [onocoBas cBsA3b uepe3 MHTEPHET Ha OCHOBE MpoTokona SIP (aHr.
Session Initiation Protocol — mMpOTOKON yCTaHOBJIEHHs CEaHca),
MO3BOJISIONIAS] YCTPOMCTBAM aOOHEHTOB «IIOHUMATh» JIPYT Apyra u
IPAaBWIBHO II€pENaBaTh JaHHbBIE, 4Yepedys 3ampochl U OTBETHI.
[Tomumo SIP-tenegonun ucnonbdyercss Tepmun [P-tenedonus mnm

VoIP-tenedonus. 3a4acTyro OHU IPUMEHSIOTCS, KAK CHHOHUMBI

ABromaruszupoBaHHoe | Pabouee MecTo croemuanucra, OCHAIIEHHOE MEePCOHAJIbHBIM
pabouee mecto (APM) | KOMIIBIOTEPOM, MPOTPAMMHBIM OOECIIEYEHHEM W COBOKYITHOCTBIO
UH(GOPMAITMOHHBIX PECYPCOB HHIUBHUIYAIBHOTO HIIA KOJUIEKTUBHOTO
MOJIb30BAaHUS, KOTOPBIE MO3BOJISIOT €My BECTH 00pabOTKY JaHHBIX C
HENbI0 TOJMy4YeHUs: WHPOpMAIuU, O0ECNEUUBAIOIICH MOIIEPKKY
MPUHUMAEMbIX UM PEIICHUN MPU BHIMOIHEHUH MPOQECCUOHATBHBIX

hyHKIHHA

JuctpulyTus dopma pacnpocTpaHEeHUs MPOrPaMMHOrO obOecreueHusi, OOBIYHO
coziepKalasi MporpaMMy-yCTaHOBIIUK (U1 BBIOOpa pPEXUMOB U
napaMeTpoB YCTAHOBKH) U HaOop (ailyioB, colepkKalux OTAEIbHbIE

JaCTH IMporpaMMHOIO CPEACTBA

JloMeH (Mnu AOMEHHOE | YHHKalIbHOE UMS, Cly)Kamee s uIeHTU(UKanuu  00JacTu

M) pacroioxkeHus pecypca (Bed — caiita) B cetu luTepHeT

Nxonka ['pajpuyeckoe  n300pakeHHWE  DJIEMEHTa  IOJIb30BaTEIBCKOTO

uHTep(deiica (MEHI0, KHOIKH, 3HaYKa, CIIUCKA U T.1I.)
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Tepmun Omnpenenenue
Kiacrep ['pynna KoMObIOTEPOB, CEPBEPOB HIIM MPOLIECCOPOB, OOBEAMHEHHBIX
BBICOKOCKOPOCTHBIMU KaHajJdaMH CBSI3U, MPEACTABISAIOMIAS C TOYKH
3pEHMs II0JIb30BATEN €AUHBIN allllapaTHBIA pecype
Kmuenr (Kmmentckas | [IporpamMMHBIi ~ KOMIOHEHT,  TO3BOJISIONIMA B yHOOHOM
4acTb IPOrPaMMHOIO | ITOJIB30BATEN0 (OPME OCYIIECTBIATH YIPAaBICHUE JAaHHBIMU
obecrieueHus - | MOYTOBOTO CEpBUCA: IPUHUMATH U OTIPABIATH NUCbMa, COPTUPOBATh
ANIEKTPOHHOM  TOYTHI | BXOASIINE M HUCXOAAIIME COOOIIEHUS, HaCTpauBaTh yBEIOMIICHMUS,
«DEEPMAILY) dhopMHupOBaTh KAJICHAAPh COOBITHI U JIp.

JlokanpHBIE TAIKU

Xpanwnuie napopmanuu Ha 11K

MomeunTanbHEbIH

CHUMOK (MJTM CHAIIIIOT)

PesepBHast konus ¢ailiioB UM KaTaloroB Ha OINPeIeIeHHBI MOMEHT
BpEMEHU; KaXK/IbIi MOMEHTAJbHBI CHUMOK COJEPKUT (pailyibl WK

KaTaJIOru, KOTOPBIC MOXXHO BOCCTAHOBUTDL IIPH HCO6X0,Z[I/IMOCTI/I

Hona

CepBep, COeAMHEHHBIN C APYTUMHU CEPBEPAMU B HEKOE COOOIIECTRO,

Ha3bIBACMOC «KJIAaCTCPOM»

Omnmnaitn, oduaiin

CTaTYCBI COCTOAHUA IMOAKIIOUCHHA K CCTH HMHTCPHCT. «Ounany —

IIOAKJIFOYCHHUEC €CTh, ((O(i)ﬂﬁ.ﬁH» — NOAKITOYCHUEC OTCYTCTBYCT

[Tonutuka HabGop nmpaBui, koTopbie cOOOIIAIOT, KaK CO3/1aBaTh MOMEHTAIbHbBIE
CHUMKHU/yIpaBisaTh UMH; [IOMUTUKU PEerylupyroT Takue (QyHKIIHH,
KaK C)KaThe, XpaHEHWE MOMEHTAJIbHBIX CHUMKOB M IUIAHHUPOBAHHE
ABTOMATUYECKOTO CO3/JaHHSI MOMEHTAJIBHBIX CHUMKOB

ITons30Barens CyObexT, o0nafamuil mpaBaMyu UCTIOIb30BaHUS M UCTIOIb3YOIIHIA
[TO nns peienust cBoux 3a1a4

[Tonb3oBaTenbCKuit UI (anrn. user interface — uaTepdeiic monp30Baresns) COBOKYIMHOCTh

uHTEpPeiic CPEICTB M METOJOB, obOecrmeuuBarolias nepenadyy WHGOpMaluu,
MEXTy IOJIb30BaTEIeM U MPOTrPAMMHO-ANapaTHBIM 00ECIICYCHUEM,
B yIOOHOM s TOTb30Batels (hopme

Peno3uropuit MecTto xpaHeHus, B KOTOPOM COXPAHSIOTCSI MOMEHTAJIbHbIE CHUMKHU
(cHanmIoTHI)

CooOuieHus CooOuienusi, mepegaBaeMble MO 3JIEKTPOHHON moute Ha 6Oaze [1O

DeepMail
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Tepmun Omnpenenenue
Cnam MaccoBasg paccbulka KOPPECIOHJICHLIMM PEKJIAMHOIO XapakTepa
(HexxenaTeabHBIX COOOLIECHUIT) JIMlaM, He BBIPA3UBILIKM >KEJIaHUs €€
MOJIy4YUTh
Token YeTpoiicTBO, TIpelHAa3HAYeHHOE JUIsl TeHEpaluuu SJIEKTPOHHBIX

KJIIO‘-IGfI, IMO3BOJIAIOIIHNX IMOJb30BATCIIO ITPOU3BCCTU ABTOPHU3ALINIO B

CHUCTCMC

VYyeTHas 3anuch

COBOKYIMHOCTh JAHHBIX O MOJH30BATEIIE, XPAHSIIASICSI B CUCTEME H
HeoOXoaMMasi IS ero pacro3HaBaHus (MACHTHU(UKAIIUK) W
TIOATBEPKJCHUS MOAJIMHHOCTH €T0 JIaHHBIX (ayTeHTU(DUKAIIUN) TIPU

BXOJ€ B CUCTEMY
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MEPEYEHG ITPUHSTHIX COKPAILIEHUIA

b/l — 0a3a IaHHBIX;

APM  — aBroMaru3upoBaHHOE pabouee MECTo;

JIBC  — nokanbpHasi BEIYUCIUTENbHAS CETh;

o3y —  ONEepaTUBHOE 3alIOMUHAIOIIEE YCTPONCTBO, WU ONEpaTUBHAS IAMSITh;
oC —  OINEpallOHHAs CUCTEMA;

IIK —  NEPCOHAIBHBIN KOMIBIOTED;

[10 —  [pPOrpaMMHOE 00€CIIEUEHHUE;

[I5BM - mnepcoHasibHAas 3IEKTPOHHAS BHIYUCIUTEIbHAS MAIIINHA;

CTII —  cliy0a TeXHUYECKON MOIEPIKKH;

v3 —  ydeTHas 3aIlucCh;

LTI —  UEHTPAJIBHBIN IPOIIECCOP;

2FA — a1 «two-factor authentication» — nByxdakropHas ayTeHTUDUKAITHS;
ACL — annt. Access Control List — cMCOK KOHTPOJISI IOCTYTIA;

API — anm. Application Programming Interface — nmpocteiMu ciioBamu, 310 Habop

IMpaBUJI 1 UHCTPYMCHTOB, KOTOPLIC ITIO3BOJISAIOT OIHOM IIporpaMmce 06H_IaTI>CSI C

JIPyTOM;
CLI — anr. Command-Line Interface — unTepdeiic kKomaHAHON CTPOKH;
DEB anrn. Debian package — dopmar ycTtaHOBOUHBIX (DailioB, HCIOIB3YEMBIH B

orepanmoHHou cucteme Linux, a TouyHee B tucTpuOyTHBax Ha ocHoBe Debian;

DNS — aHr. Domain Name System — cuctema 1OMEHHBIX UMEH;

HTTP - anrm. HyperText Transfer Protocol — cTtanmapTHBIM MpPOTOKON AJiA Mepeaaqu
TUIEPTEKCTOBBIX JOKYMEHTOB B MUHTEPHETE;

IMAP - anmn. Internet Message Access Protocol — mpoTokon NMpuKIagHOTO YPOBHS AJIS
JIOCTyTA K NIEKTPOHHOU I10YTE;

IP — a1 Internet Protocol — dyHmameHTanbHBIA MPOTOKON, KOTOPBI OTBEYAET 3a
JIOCTaBKY JIaHHBIX B UHTEPHETE;

KSMG - anrn. Kaspersky Security Management Gateway — nmporpaMMHOE pellieHue OT
«Jlaboparopun Kacnepckoro» A 3alMThl MEepUMETpa CETH U (PUIBTpanuu
UHTEpHET-TpaduKa;

LDAP - anrn. Lightweight Directory Access Protocol — mpoTokos mpuKiIagHOTO YPOBHS
JUISl TOCTYTIA K CIy»0€e KaraJoros;
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MAPI — ammn. Messaging Application Programming Interface — mnponpuerapHslii
npotokos Microsoft, koTopblii obecrieunBaeT TTyOOKYI0 MHTETPALMIO MEXKIY
MOYTOBBIM KJIMEHTOM U CEPBEPOM;

PBX — annt. Private Branch Exchange — oducnas Tenedonnas cranmms;

SIP —  SIP-tenedonus, anra. Session Initiation Protocol — TexHoOmorus, KoTopas
MO3BOJISIET COBEPIIIATH 3BOHKH YePe3 HHTEPHET;

SMTP — anrn. Simple Mail Transfer Protocol — ceTeBoif mpoToKo, MpeIHa3HAYCHHBIN
JUISL TIepeiayul 3JeKTpoHHOM mouThl B ceTsix TCP/IP;

SSL — annn. Secure Socket Layer — kpumnrorpaguyeckuii MPOTOKON, KOTOPBIMA
3alUINaeT JaHHbIC TIPU TIepeaade Mo CeTH;

TLS — anr. Transport Layer Security — cOBpeMeHHBII CTaHAAPT 3alUThI TaHHBIX B

HHTCPHCTC.
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